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Abstract This document describes the PNEV5180B 2.0 (PN5180 evaluation board),
and how to use it. It describes the NFC Cockpit (PN5180 GUI Version 4.7),

which allows an easy basic access to the PN5180 registers and EEPROM in
combination with basic reader functionality.
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1 Introduction

AN11744

1.1

1.2

This document describes the PNEV5180B 2.2 (PN5180 evaluation board), which
provides an easy evaluation of the features and functions of the PN5180.

It provides the first steps to operate the board, using the NFC Cockpit (PN5180 GUI
Version 4.7).

The default antenna is a 65mm x 65mm antenna with some metal layer inside the
antenna area. This antenna is not an optimum antenna as such, but intends to
demonstrate the performance and register settings of the PN5180 under typical design
constraints like LCD or some metal (e.g. PCB) inside the antenna area.

PN5180 registers & EEPROM concept

The PN5180 uses internal registers to adapt and optimize the functionality and
performance for each of the supported protocols and data rates dependent on the
connected antenna, matching network and receiver path. It offers an EEPROM, which
contains the default settings for all the supported protocols. These settings are loaded
into the registers with the LOAD RF_CONFIG command for each supported protocol and
data rate

The default EEPROM configuration settings are optimized for the 65mmx65mm antenna
of the board PNEV5180B, and can be updated by the user in case a customized
antenna and matching network is used. The command LOAD_RF_CONFIG allows to
initialize multiple registers with an efficient single command, and allows to distinguish
between transmit and receive configuration. Update of the registers relevant for a
selected protocol is done by copying the content of EEPROM addresses to registers.
Not all protocols require the initialization of all or the same registers, the command
LOAD_RF_CONFIG considers this by initializing the registers relevant for the currently
selected protocol only.

The EEPROM content can be updated using the command UPDATE_RF_CONFIG. The
command does not require any physical EEPROM address, but works directly with the
register address information and the protocol for which this data is intended to be used.
This allows a convenient initialization of all relevant values for operation.

Some of these settings can or even must be adapted towards a new antenna design
(e.g. the DPC calibration). All those settings should be stored in the PN5180 EEPROM to
allow a proper functionality.

Some EEPROM configuration data is independent from the used protocols and defines
e.g. the startup behavior of the PN5180 or the functionality of Low Power Card detection
and requires attention as well for optimum performance of the chip.

PNEV5180B concept

The basic concept of the PNEV5180B is to enable the user to perform a quick
evaluation of the PN5180, and also connect his own antenna to the PNEV5180 board.

In addition, dedicated boards which allow to solder custom matching components are
available. The NFC Cockpit can be used to optimize the PN5180 antenna tuning, to
perform the DPC calibration and the related TX and Rx optimization without touching any
source code.

All information provided in this document is subject to legal disclaimers. © NXP B.V. 2018. All rights reserved.

Application note
COMPANY PUBLIC

Rev. 1.3 — 2 February 2018
371213 3145



NXP Semiconductors AN11744

PN5180 Evaluation board quick start guide

All the relevant PN5180 registers can be modified and fine-tuned using the NFC Cockpit.
After successful register optimization, the found settings can be stored in the PN5180
EEPROM.

The NFC Cockpit also allows a dump of the complete user EEPROM content into an
XML file. This file then can be loaded again into the EEPROM. That allows to manage
and exchange different user or antenna configurations. In addition, the register settings
found to work well using the NFC Cockpit, can be used during user code development as
well.

As soon as the register settings for the targeted protocols and data rates are defined, the
NFC Reader Library including the HAL can be used to start the development of the user
application. Examples illustrate the usage of the library for typical use cases.

The source code examples of the NFC Reader Library can be used to develop an own
application directly on the LPC1769 (see [5]), or can serve as a starting point for porting
the NFC Library to any other microcontroller platform.

2 Hardware

The PNEV5180B V2.2, as shown in Fig 1, provides a lot of test functions which might
not be used for the typical hardware and software evaluation. It can be used as a simple
standard reader without modification, it can be used to define and optimize the analog
settings for any connected antenna or it can be used to develop and modify any RFID
and NFC application based on the NFC Reader Library.

2.1 Hardware introduction

The PN5180 is supplied with a supply voltage, which can be chosen between: internal
and external supply. For the internal supply either 5V or 3.3V can be used. The external
power supply can be an AC or DC supply (polarity does not matter) with at least 7.5V,
since the board provide a rectifier and LDO to supply the circuit with 5V and 3.3V.

The PN5180 is connected to an NXP LPC1769 uC via SPI. A specific firmware on the
LPC1769 allows to use the PNEV5180B in together with the NFC Cockpit.

The connection to the PC is done via USB. Both USB Mini and USB Micro connectors
are supported.

Another connection option allows to connect a LPC-LINK2 board the PN5180B by means
of a debug cable. This allows the development of custom software or the execution of the
NFC Reader Library code including samples.

In case a different host microcontroller shall be used, the SPI interface is available for
connection to an external host (the on board LPC1769 is not used in this case).
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Antenna, 65X65mm, 2 Tums, V2.0

\ 1808 V2.0
o izt Boord

1. Version 2.0
Figure 1. PNEV5180B Customer Evaluation Board

Antenna, 65X85mm, 2 Tums, V2.0

Figure 2. PNEV5180B 2.0 top view

2.2 Schematics

The complete schematics of the PN5180 evaluation board are shown in the Fig 3, Fig 4,
Fig 5, Fig 6, and Fig 7.

221 LPC1769
The PNEV5180B contains an NXP LPC1769 (see Fig 3).
An LPC Linker can be connected to the LPC1769 via the JTAG interface (see Fig 4).
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Figure 4. JTAG interface and Serial EEPROM

2.2.2 Power supply

The default settings use the power supply from the USB connector. For the maximum
performance and a better test capability the external power supply should be connected.
The AC or DC power input can cover any power supply providing an AC or DC voltage
between 7.5 and 12V.
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+5V POWER SUPPLY
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1. USB supply, external supply & and LPC1769 supply
Figure 5. Power supply

As soon as the board is supplied with power, the red LED LD100 must be on.

The PN5180 evaluation board provides two LDOs, one for 5V and one for 3.3V. 5V LDO
is only be used, if the external power supply is connected and used (J101 default).

Three jumpers can be used to evaluate the different power supply options:
J101: either external or USB power supply (default)

J303: either VBAT = 5V or 3.3V (default)

J300: closed (default) or to measure the ITVDD

PN5180
The PN5180 is shown in Fig 6.

The default clock is based on a 27.12 MHz crystal, but the board supports external clock
input, if needed.

During the antenna tuning and overall hardware design typically the ITVDD must be
checked. This can be done with the JP300 (“TVDD”), either using an external power
supply or just using an ampere meter instead of the jumper.

The relevant test signals can be derived from the test pins at the bottom of the board.
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Figure 6. PNEV5180B 2.0 PN5180

The antenna connection uses the standard tuning circuit. The EMC filter is designed with
a cut off frequency of fgyc = 15 MHz, and the antenna impedance is tuned to Z = 20Q.
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1. The matching components might be adapted due to antenna layout changes.
Figure 7. Antenna

Note: The antenna impedance tuning and measurement must be done with R = 10Q

between ANT1 and ANT2.
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The symmetrical tuning (see Fig 8) improves the transfer function compared to the
standard “asymmetrical” tuning and thus allows to use a higher system Q factor, which
results in a higher field strength. The disadvantage of the loading effect, which causes
an increased current ITVDD, is compensated with the PN5180 Dynamic Power Control
(DPC, for details refer to [4]).

®

Tre1 Smith Ref1U Cal 1
Mem2[Trc1] Smith Ref1U Invisible
S11 1

Ch1 Center 20 MHz Pwr -10dBm Span 20 MHz

Date: 23.APR.2015 14:52:13

1. Including 10Q between ANT1 and ANT2
Figure 8. PN5180 evaluation board antenna tuning

2.3 Jumper settings
Three jumpers can be used to evaluate the different power supply options:
J101: either external or USB power supply (default)
J303: either VBAT = 5V or 3.3V (default)
J300: closed (default) or to measure the ITVDD
Fig 9 shows the default jumper settings for operation powered via USB.

Fig 10 shows the jumper setting for the operation externally powered.
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1.

Power supply
via USB
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Default settings, power supply via USB

Figure 9. PNEV5180B 2.0 Default jumper settings
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Jumper for ITVDD
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PN-RET RQ

1. External power supply: V 2 7.5V
Figure 10. PNEV5180B 2.0 jumper settings for external power supply

3 Driver installation

AN11744

3.1

The PNEV5180B 2.0 evaluation board is delivered with a graphical user interface
application (GUI), the NFC Cockpit (refer to [6]). The NFC Cockpit can be used to
explore the functionality of the PN5180 and perform RF and antenna design related
tests. It allows a direct register access as well as EEPROM read and write access, and it
allows to test and calibrate the DPC. It offers the major relevant functions to support the
antenna tuning in customer designs and optimize the PN5180 settings. The NFC Cockpit
therefore can be used to fully configure & test the PN5180.

PNEV5180B PC driver

The PNEV5180B requires a PC driver to be installed. The NFC Cockpit package contains
two different PC drivers: The older version of the NFC Cockpit (2.3 or lower) required

an ABEND driver (using the ABEND interface). This interface has been replaced with a
VCOM interface, so the ABEND driver is not required anymore.

The VCOM driver is automatically installed with the installation of the NFC
Cockpit itself. However, it can also be installed by simply starting the c:\nxp
\NxpNfcCockpit v<VERSION>\VCOM\install_vcom.bat

After installation of the VCOM driver, the connected PNEV5180B must show up like
shown in Fig 11, if the latest LPC FW is installed on the PNEV5180B.
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Note: The (default) PNEV5180B still uses the ABEND interface — and therefore does not
show up like shown in Fig 11 in the first-time use! First time users please continue with
3.2.3.

e it e teroie ¥ st
4 "3 Ports (COM & LPT)
. 3" ECP Printer Port (LPT1)
- =Y NxpNfcCockpit VCOM (COM3)
[ D Processors

[ --"FF-T- Proximity Devices

> -[}¥ Security Devices

> i Sensor I/0 devices
1. VCOM driver installed & PNEV5180B connected: here showing up as COM3

Figure 11. PNEV5180B with new LPC FW connected to the PC

PNEV5180B LPC Firmware

The LPC firmware as installed by default on the PNEV5180B 2.0 is outdated. So, an LPC
firmware update might be required.

Note: Do not mix up the LPC 1769 firmware (LPC FW or “Secondary FW”) with the
PN5180 FW. The LPC FW is required to “connect” the PN5180 to the NFC cockpit, while
the PN5180 FW is part of the PN5180 functionality and can only be updated via the
secure firmware update procedure.

It is strongly recommended to use the latest NFC Cockpit version (check [6]) in
combination with the latest LPC FW. The LPC FW is part of the NFC cockpit installation
package.

Legacy 1: Update from previous version, VCOM already installed & used

The PN5180B can be connected to the PC, and the NFC Cockpit can be started, if the
VCOM drivers had been installed and used before. The NFC Cockpit shows a warning, if
LPC FW or PN5180 FW or not up to date, as shown in Fig 12.

Log Monitor

[2018.01.02 13:09:10LINFO:ServiceFactory:Generating Services for VCOM_PN5180 @COM3
[2018.01.02 13:09:11]:INFO:EEPROMService_PN5180:Read from EE address:0x14 2bytes. Value=00 90
[2018.01.02 13:09:11]:INFO:EEPROMService_PN5180:Read from EE address:0x12 2bytes. Value=04 03

m

[2018.01.02 13:10:08]:INFO:ServiceFactory:uC FW Version: NNC uC VCOM 01.05.00 20170502 (Compiled on May 2 2017 19:38:44)

VCOM_PN5180 @COM3 - | ClosePort | | seawreUpgrade | | softReset | (@ | [#M] - WAF

1. Example: LPC FW as well as PN5180 FW is not up to date
Figure 12. NFC Cockpit warnings in the Log Monitor
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The LPC FW update can be easily done with the <Secondary FW> tab of the NFC
cockpit, as shown in Fig 13. The recommended LPC FW is located in: C:\nxp
\NxpNfcCockpit_v<VERSION>\firmware\Secondary_PN5180\

5 NXP NFC Cockpit v4.6.1 / VCOM_PN5180 @COM3 FW: v3.4 EE:v144.0.0 =8| X
Registers/EEProm access Operation Reader | DPC | Secondary FW [ AWC [ Test Signal | Rx Matrix | AWG [ Scripting [
O B EEPROM

L | ‘ Read Secondary Firmware Task List

Register address [ wiie © Register

(Load Secondary Firmware|

FUVVEVNYNMNENY NN N EMEEEE
HRRRRENIRNARIERSQIgIggeooronsendo

UOOCO00000O00000O0O0000Oo0000ooOa t =

Bit selection: NferdlibSimplifiedAP_EMVCo_Secondary.nnc.bin

Binary

Write Operation

© Al bits
Single bit

EEPROM Single Byte Access

s = Load EEProm RF Field Control } {

Data  [0x00 | (Write EEPROM

Log Monitor
[2018.01.02 13:11:47}INFO:SecondaryFirmwareService_UCBal:Completed 48000/49536
[2018.01.02 13:11:47}INFO:SecondaryFirmwareService_UCBal:Completed 48128/49536
[2018.01.02 13:11:47}INFO:SecondaryFirmwareService_UCBal:Completed 48256/49536
[2018.01.02 13:11:47}INFO:SecondaryFirmwareService_UCBal:Completed 48384/49536
[2018.01.02 13:11:47}INFO:SecondaryFirmwareService_UCBal:Completed 48512/49536
[2018.01.02 13:11:47}INFO:SecondaryFirmwareService_UCBal:Completed 48640/49536
[2018.01.02 13:11:47}INFO:SecondaryFirmwareService_UCBal:Completed 48768/49536
INFO:SecondaryFirmwareService_UCBal:Completed 48896/49536
INFO:SecondaryFirmwareService_UCBal:Completed 49024/49536
[2018.01.02 13:11:47}INFO:SecondaryFirmwareService_UCBal:Completed 49152/49536
[2018.01.02 13:11:47}INFO:SecondaryFirmwareService_UCBal:Completed 49280/49536
[2018.01.02 13:11:47}INFO:SecondaryFirmwareService_UCBal:Completed 49408/49536
[2018.01.02 13:11:47}INFO:SecondaryFirmwareService_UCBal:Completed 49536/49536

[Dump e€prom] || [ReField On| (R Field Off| (R Field Reset]

(M

VCOM_PN5180 @COM3 | closeport | [ secureUpgrade | Soft Reset Q| (M INFO: Completed 49536/49536

1. The secondary FW can be found in C:\nxp\NxpNfcCockpit_v<VERSION>\firmware
\Secondary_PN5180\

Figure 13. NFC Cockpit Secondary FW (LPC FW) update

After the LPC FW has been flashed, the connection must be reconnected (Close Port ->
Open Port): Follow the NFC Cockpit guidance.

Legacy 2: Update from previous version, ABEND driver installed

The LPC FW update is triggered automatically, when the NFC Cockpit is started the first
time, if the correct (old) ABEND drivers are installed. In such a case, the user simply
needs to accept the update and follow the NFC Cockpit guidance.

Note: These ABEND drivers are not used anymore for the operation of the NFC Cockpit,
except to update the LPC FW to a VCOM version.

First time use: Update from ABEND to VCOM

The LPC firmware as installed by default on the PNEV5180B 2.0 uses the ABEND
interface and is outdated. So, an LPC firmware update is required.

There are two options to update the LPC FW:

Option 1: Using the automatic update function of the NFC cockpit. This requires the
ABEND drivers to be installed!

Step 1: Install the ABEND driver (see 7.1).
Step 2: Update the LPC FW with NFC Cockpit (see 3.2.2).

Option 2: Using the mass storage mode of the LPC FW. No ABEND driver needs to be
installed. This is the recommended option.

Step 1:
AN11744 All information provided in this document is subject to legal disclaimers. © NXP B.V. 2018. All rights reserved.
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The original (default) LPC firmware provides a mass storage mode, which can be used to
install or update the firmware. To activate the boot loader, close the SW200 (button not
assembled), while powering up the PNEV5180B, as shown in Fig 14.

" eND
~
W
min. 7.5V

Close SW200
during power up

o {oND,

y &, ‘_ o
e f PNEVS180B V2.0
v E Custonter Bvaliaticn Eu:lrd

1. SW200 to enter “USB mass storage” mode
Figure 14. LPC Bootlader mode

This registers the device as USB mass storage device on the PC as shown in Fig 15.
This mass storage device contains one file: the “Ipc_main.bin”.

This file needs to be removed (delete), and the new firmware binary file must be copied
from

C:\nxp\NxpNfcCockpit_v<version>\ABENDToVCOM\fw\lpc_main.bin
into the storage device.

As soon as the upload is done, the folder closes and the USB storage device is
automatically disconnected from the PC.
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1. After reboot with SW200 shorted.
Figure 15. LPC 1769 as USB device (from default LPC FW)

The LPC on the PNEV5180 will automatically reboot and then the PNEV5180B is ready
to be used with the NFC Cockpit.

Re-installing LPC FW after IDE use

The LPC1769 might be used for software development together with one of the samples
(including the NFC Reader Library, see [7]). In such case the LPC FW must be re-
installed afterwards, if the PNEV5180B is supposed to be used together with the NFC
Cockpit again. Reason for this is that any software development using the LPCXpresso
will erase the default firmware.

Therefore, the LPC FW needs to be re-flashed:

c:\nxp\NxpNfcCockpit v<VERSION>\firmware
\Secondary PN5180\BootLoader_And_Nfcrdlib_SimplifiedAPI_EMVCo_Secondary.bin

Binary file that has already stacked Boot loader from address 0x0000 onwards and
Upper Secondary Application at address 0x4000. So, this file can be used to flash on
LPC1769 as a single binary from address 0x0000 onwards using relevant Debuggers/
Flash Programmers.

In any case the correct PC driver must be installed, before the NFC Cockpit can be used
with the PNEV5180B 2.0 evaluation board.
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The PN5180 NFC Cockpit can be installed and started (see Fig 16).

% NXP NFC Cockpit v4.6.1 / VCOM_PN5180 @COM3 FW:v3.4 EE:v144.0.0

=B X

Registers/EEProm access Operation
<] [ Reas | ©FEePROM
Register address: [ Wiite | © Register

Bit selection:

" OOODOO000O000000000000000000000

EEPROM Single Byte Access

Address [0x00__|[Read EEPROM|
Data  [0x00 | (Wiite EEPROM)

Log Monitor

[2018.01.02 14:31:56]:INFO:ServiceFactory:Generating Services for VCOM_PN5180 @COM3
[2018.01.02 14:31:56]:INFO:EEPROMService_PN5180:Read from EE address:0x14 2bytes. Value=00 90

[Laad EEPrum‘

RF Field Control ‘ '
A

[Dump EEProm)| || [RiField On| [Rf Fieid Off| (R Field Rese|

Reader | DPC | Secondary Fw | Awc | Test Signal | Rx Matrix | awg [ scripting |

Type A | Type B | Type F | 15015603 | 1code 1T |

Protocol Layer

Layer 14443-3a

[ Activate Layer3 J I Halt J
ATOA: —
SAK: [M

UID:
Layer 14443-4a

Selectabaud rate:  [106KBd/s -

AcnvateLayemJ [ Deselect Card ‘

ATS:
Layer 14443: Data Exchange with PICC
Data to be send:
TXCRC Enable RXCRC Enable

Card response:

Load Protocol ISO14443-A

106 keass

vJ [ Load Protocol

@ Single REQA

Cycle-Time [ 0| ms

RF OFF Duration: [ 0 | ms

[ single REQA

Send Data

Perform Single/Endless REQA
© Endless REQA

RFRESET

[2018.01.02 14:31:56]:INFO:EEPROMService_PN5180:Read from EE address:0x12 2bytes. Value=04 03
Application Laver

Command GetApplds MF DesFire

[ GetApplds

Applications on the card:

[2018.01.02 14:31:58]:INFO:ServiceFactory:uC FW Version: NNC_uC_VCOM_03.01.01_20171206 (Compiled on Dec 12 2017 14:23:50)

VCOM_PN5180 @COM3 INFO: uC FW Version: NNC_uC_VCOM_03.01.01_20171206 (Compiled on Dec 12 2017 14:23:50)

I Close Port |[ Secure Upgrade ‘ { Soft Reset He ‘ [h‘ +

1. Status when starting the NFC Cockpit with connected PNEV5180B board, but older PN5180 FW is used.
Figure 16. NFC Cockpit Initial view

After starting the NFC Cockpit, the communication link between the PC and the
PNEV5180B (via the LPC interface) is enabled automatically.

Note: The PN5180 NFC Cockpit is a development tool, and therefore allows many
different kind of operations, even “useless” ones at a first glance. The correct use of the
NFC Cockpit is required to operate the PN5180 properly.

Example: without enabling the Field no card can be operated, even though the PN5180
can be operated.

4.1 NFC Cockpit Reader tab

The Fig 17 shows the activation of a MIFARE DESFire card, using the <Load Protocol>
+ <Field On> + <Activate Layer3>, followed by <Activate Layer4>. The PN5180 NFC
Cockpit shows the card responses like ATQA, SAK, and ATS.

Afterwards the ISO/IEC 14443-4 protocol can be used to exchange data. The Fig 17
shows the MIFARE DESFire command “Get Application ID” (0x6A), which returns the
AlDs.

Note: Make sure that either the CRC is enabled or added manually in the data field.
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s> NXP NFC Cockpit v4.6.1 / VCOM_PN5180 @COM3 FW:v3.4 EE: v144.0.0 =8 X
Registers/EEProm access Operation Reader ;DPC ‘ Secondary FW ‘ AWC | Test Signal 1 Rx Matrix ‘ AWG | Scripting
= [ Read | EEPROM 3: REQ + Type A | Type 8 | Type F | 15015693 | icode 1] R e——
Register address: Write ‘ @ Register Antico”ison + Select Protocol Laver
Layer 14443-3a Load Pr SO14443-A
o RN ERERRE = -
i \MH&HNHNHNHNHNHNHNHNHNHNHﬁHHHHHHJIﬁIIﬁ]IHIIH]IH!IﬁII 000000000 e Giaen =)
ATOA: 4403 ( =
= SAK: 0x20 Re-Activate L3 = Perform Single/Endless REQA
o UID: 042918 F1F5 25 80 @ Single REQA Endless REQA
rite Operation
Layer 14443-4a o
® allbits p— 5: MIFARE DESFire
? Single bit Select a baud rate: s g .
i : — 1 Get ApplicationIDs
| Deselect J
: 06757781 0280 7
EECROMSIngle Ble feey [Load EEProm| || RF Field Control = e
Address ‘Read EEPROM( } { Layer 14443: Data Exchange v
Data \W'ile EEPROM Dump EEProm | |Rl Field On| | |Rf Field oﬂ! Rf Field Reset Data to be send: 6a
Log Monitor [¥] TXCRC Enable [¥] RXCRC Enable | Send Data
[2018.01.02 14:31:56 :INFO:ServiceFactory:Generating Services for VCOM_PN5180 @COM3 -
[2018.01.02 14:31:56]:INFO:EEPROMService_PN5180:Read from EE address:0x14 2bytes. Value=00 90 Sadlizpmies R URS CRlN LB Gl B R DRI T

[2018.01.02 14:31:56:INFO:EEPROMService_PN5180:Read from EE address:0x12 2bytes. Value=04 03
Application Laver 5. Response
Command GetApplds MF DesFire

| GetApplds ‘
Applications on the card:

m

[2018.01.02 14:31:58]:INFO:ServiceFactory:uC FW Version: NNC_uC_VCOM_03.01.01_20171206 (Compiled on Dec 12 2017 14:23:50)
[2018.01.02 14:34:18J:INFO:RFProtocol TuningService_PN5180:Load protocol RM_A_106

[2018.01.02 14:34:18]:INFO:TypeACardViewModel:RM_A_106 Protocol loaded successfully.

[2018.01.02 14:34:20):INFO:RfFieldControlService:RF On -

VCOM_PN5180 @COM3 Close Port ‘ | Secure Upgrade | Soft Reset e '&‘ + INFO: RF On

1. Ox6a = Get Application ID command of MIFARE DESFire EV1
Figure 17. PN5180 NFC Cockpit: Activation of a MIFARE DESFire EV1 card + Get Application ID

Similar functionality does exist for ISO/IEC 14443 A and B, for NFC type F, for ISO/IEC
15693 and I-Code ILT communication.

Be aware that a LOAD _RF_CONFIG command must be executed manually before the
corresponding protocol settings are loaded from the EEPROM into the registers. This can
be used to perform

1. <Load Protocol> (e.g. type A 106)

2. <Field On>

3. <Single REQA> (using the EEPROM settings)

4. Select a TX register, e.g. RF_CONTROL_TX, enable
TX_SET_BYPASS_SC_SHAPING

Change some register bits, and write back into RAM

6. <Single REQA> shows the register changes (probing the field and checking the
envelop)

o

This allows an easy and quick optimization of Tx and Rx parameters before changing the
EERPOM.

1. <Load Protocol> (e.g. type A 106)
2. <Single REQA> (using again the EEPROM settings)

4.2 PN5180 Register access

The PN5180 NFC Cockpit allows the reading and writing of all the PN5180 registers (see
Fig 18).
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Selecting a register reads and shows the hexadecimal content as well as the
corresponding bit values. The input allows to change each bit separately as well as
writing hexadecimal values. Writing back the value changes the PN5180 register.

A help function automatically shows a brief description of the (part of the) registers itself,
if the mouse is moved over the names.

Note: Some register content cannot be changed manually (“read only”) and some
content might be overwritten by the PN5180 firmware.

%+ NXP NFC Cockpit v4.6.1 / VCOM_PN5180 @COM3 FW:v34 EE: v144.0.0

85 X

Registers/EEProm access

0x20

Operation

Reader | DPC | Secondary FW | AWC | Test Signal | Rx Matrix | AWG | Scripting |

EEPROM

< Register access (,RAMY)

= Type A | Type | Type F | 15015693 | icode 1T |

Wirite Protocol Laver

Layer 14443-3a Load Protocol 1S014443-A

Bit selection VMMV VYAV VY Y E Y EE YR YRR
N S AR B T e e e T O R SR R | Activate Layer3 | Hait [106kBd/s  ~|[ Load Protocol |
EELEEEEIIENEEEIOEEIINDCEREEE | Mok s [ roammes. .
SAK: 0x20 Perform Single/Endless REQA
)0DB @ S
s UID: 04 29 18 F1FS 25 80 SIngEREQR Enuless HEQA
Layer 14443-4a Cycle-Time: 0| ms
@ Al bi -
Single bil Selecta baud rate:  |106kBdfs | RFRESET
\: Activate Layer4 | Deselect Card RF OFF Duration: 0| ms
. J —————
ATS: 06757781 0280 Single REQA |
EEPROMSingle Byte Access || ([ gaq £eProm| || RF Field Cantrol ¥ :
Address [Read eEPROM| X Layer 14443: Data Exchange with PICC
Data |W!ite EEPROM Dump EEProm| \Rmeld On| |RfField Dﬁ.‘ {Rf Field Rese|] Data to be send: 6a
Log Monitor [¥] TXCRC Enable ¥] RXCRC Enable Send Data

[2018.01.02 14:31:58]:INFO:ServiceFactory:uC FW Version: NNC_uC_VCOM_03.01.01_20171206 (Compiled on Dec 12 2017 14:23:50)

Card response: 007080 F4 22F00CAA AAAACL4A D2A30FB7 7084F8

Application Laver

Command GetApplds MF DesFire
GetApplds ‘

[2018.01.02 14:34:18]:INFO:RFProtocolTuningService_PN5180:Load protocol RM_A_106

[2018.01.02 14:34:18:INFO:TypeACardViewModel:RM_A_106 Protocol loaded successfully.

[2018.01.02 14:34:20L:INFO:RfFieldControlService:RF On

[2018.01.02 14:39:43[.INFO:RegistersService_PN5180:Read Register TX_CONFIG@0x18. Value=0x00001FCO
[2018.01.02 14:39:53[.INFO:RegistersService_PN5180:Read Register RF_STATUS@0x1D. Value=0x01060137
[2018.01.02 14:39:58]:INFO:RegistersService_PN5180:Read Register RF_CONTROL_TX@0x20. Value=0x00DBCF43

E Applications on the card:

VCOM_PN518

Close Port I Secure Upgrade | Soft Reset INFO: Read Register RF_CONTROL_TX@0x20. Value=0x00DBCF43

|[@] (@& -+

1. Register area is a RAM area, i.e. might be overwritten or changed automatically.
Figure 18. PN5180 register access

AN11744

4.3 PN5180 EEPROM access

The NFC Cockpit allows different options of EEPROM access (see Fig 19):
EEPROM area for RF_CONFIG

All registers, which are used in the LOAD_RF_CONFIG command, can be read directly
from the EEPROM: The user must select the “register” and the protocol.

All registers, which are used in the LOAD_RF_CONFIG command, can be directly written
into the EEPROM. The user must select the “register” and the protocol.

This allows an easy EEPROM update of the relevant TX and Rx registers after
optimization in RAM.

EEPROM area 0x00 ... 0OxFC
¢ Read EEPROM

Reads a single byte from EEPROM using byte address from 0x00 to OxFC
* Write EEPROM
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Writes a single byte into EEPROM using byte address from 0x00 to OxFC
Store and restore the complete EEPROM

e Dump EEPROM

Stores the complete “user area” of the PN5180 EEPROM into a XML file. This can be

used to generate a backup of all settings or to transfer optimized settings onto another
board or into own software. This includes the RF_CONFIG area.

* Load EEPROM

Load a XML file and stores the content into the user area of the PN5180 EEPROM. The
format is fixed and must fit.

VCOM_PN5180 @COM3

Close Port ‘ l Secure Upgrade {

3% NXP NFC Cockpit v4.6.1 / VCOM_PN5180 @COM3 FW:v3.4 EE: v144.0.0 =B X
Registers/EEProm access Operation EEPROM_ Ic ‘ Secondary FW ‘ AWC | Test Signal | Rx Matrix ‘ AWG | Scripting
RE.CONTROLTX Read ® EEPROM  (IXISO144434 8 ; pet | Type F | 15015693 | icode 1T
\ — RF_CONFIG area
| Register address: 0x20 Write Register i
| S LN,
| . . N B . B Layer 14443-3a Load Protocol S014443-A
Bit selection: VY EEEEEEE Y Y Y EEEEE R Y EE (7 ¥ @ M & & & -
Binary S22 3 N8N g:;g N E AR O n T HNIAGHRE DTN AD | Activate Layer3 | Halt {losde/s -H T o I
R RE - ba: 4403 R
OOF9EF45 EEPROM 5 EEPROM : 0x20 BesAcivaield Perform Single/Endless REQA
. @ single REQA Endless REQA
Wite Oere Store & Restore complete EEPROM | os201z71752580 AL o
rite Operati .
OXOO OXFC O D = = Layer 14443-4a Cycle-Time 0| ms
@ Al bits = i Ja [
O Single bit ];;“ Select a baud rate: | 106 kBa/s »| RFRESET
Pl .
B Activate Layerd | | Deselect Card RF OFF Duration: ol ms
ATS: 06757781 0280 [ Single REQA
Load EEProm RF Field Control ks
} { Layer 14443: Data Exchange with PICC
Data OxEB Write EEPROM Dump EEProm || | |Rf Field On|  |Rf Field 0ﬂ| |Rf Field Resell Data to be send: 6a
| Log Menitor [¥] TXCRC Enable [¥] RXCRC Enable | Send Data

[2018.01.02 14:46:04]:ERROR:EEPROMService PN5180:Error HAL INVALID PARAMETER while reading EEProm at OxFE
| [2018.01.02 14:46:18):INFO:EEPROMService_PN5180:Read from EE address:0xF6. Value=0x00

[2018.01.02 14:46:21]:INFO:EEPROMService_PN5180:Read from EE address:0xF7. Value=0x00

[2018.01.02 14:46:25:INFO:EEPROMService_PN5180:Read from EE address:0xF8. Value=0x00

[2018.01.02 14:46:31J:INFO:EEPROMService_PN5180:Read from EE address:0xF9. Value=0x00

[2018.01.02 14:46:34]:INFO:EEPROMService_PN5180:Read from EE address:0xFa. Value=0x00

[2018.01.02 14:46:39]:INFO:EEPROMService_PN5180:Read from EE address:0xFb. Value=0x00

[2018.01.02 14:46:41:INFO:EEPROMService_PN5180:Read from EE address:0xFc. Value=0x00

[2018.01.02 14:46:44]INFO:EEPROMService_PN5180:Read from EE address:0xFd. Value=0x00

[2018.01.02 14:46:47]:ERROR:EEPROMService_PN5180:Error HAL INVALID_PARAMETER while reading EEProm at OxFe

[2018.01.02 14:47:06]):INFO:EEPROMService_PN5180:Read from EE address:0xFc. Value=0x00

[2018.01.02 14:51:24:INFO:EEPROMService_PN5180:Read EE:RF_CONTROL_TX Protocol index:0x3. Value=0x00F9EF45

[2018.01.02 14:51:31:INFO:EEPROMService_PN5180:Read from EE address:0x5¢. Value=0xEB =

Card response: 007080 F4 22 FOOCAA AAAAC14A D2A30FB7 7084F8

Application Laver

Command GetApplds MF DesFire

GetApplds |
Applications on the card:

Soft Reset Q| & +

INFO: Read from EE address:0x5c. Value=0xEB

1. EEPROM means User area of the EEPROM, details refer to [1]
Figure 19. PN5180 direct EEPROM access

4.4 PN5180 Dynamic Power Control

The DPC tab provides the functionality to easily perform a correlation test, a DPC
calibration and the DPC trimming (see Fig 20). The detailed functionality is described in
[4], but also the video tutorials might be a good help (refer to [8]).
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Reader | DPC |Sec0nd.'a|r)-r FW | AWC | Test Signal | Rx Matrix | AWG | Scripting

CORRELATION TEST | DPC Calibration | DPC Trim |
ACG vs ITVDD

ITVDD unloaded mA Number of Loading Cases -

[TVDD Step Size (0to20) AGC Value:

ITVDD Max mA Current ITVDD: mA
Start Loading

AGC Values In Hex and Dec for each Loading Case

MNote: ITVDD and [TVDDMax value ranges from 0 to 250 Export AGC Value

1. For more details refer to [4].
Figure 20. PN5180 DPC

4.5 PN5180 Adaptive Wave Control

The PN5180 DPC functionality offers the option to use a lookup table to dynamically
control the TX shaping. This feature is called Adaptive Wave Control (AWC). The NFC
Cockpit provides a AWC functionality to allow an easy optimization of the shaping
functions (see Fig 21).

Requirement: a properly tuned antenna is connected and the DPC is calibrated.

Note: It is recommended to disable the AWC, before starting the AWC function in the
NFC Cockpit to avoid confusion: the AWC itself is done inside the PN5180 FW, and
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the NFC cockpit tries to overrule that in the AWC tab. Disabling the AWC changes the
EEPROM.

Note: It is recommended to store the complete EEPROM content (backup!) using the
<Dump EEPROM?> before disabling the AWC. This allows an easy recovery at any time,
even if the EEPROM is messed up.

- ‘ Reader | DPC | Secondary FW‘ AWC ‘Test Signal | Rx Matrix | AWG | Scripting

DPC THRESHOLD HIGH
334

CURRENT AGC VALUE l CURRENT GEAR
336 » 7

Protocol Wave Shaping
TAU MOD FALLING

U 4 0

RM_A106 +| [Load Protocol
Stop Endless | — =

Gear Based Protocol values TAU MOD RISING
RFPrc F Tr  Rc 0, 3 0
RM_A_
RM_A_
RM_A_
RM_A_
RM_B_
RM_B_
RM_B_
RM_B_
RM_F_

TX RESIDUAL CARRIER

O 30 0

m

Save Configuration I

|lo|lo(o|lo|lo|o ||
Dlo|lo(o|lo|lo|o ||
lo|o(o|lo|lo|o ||

Wave Shape Configuration String

| Disable AWC | [Load AWC Data from EEPROM | | Write AWC Data to EEPROM |

1. Example: Running in an endless loop for Type A @ 106 settings
Figure 21. PN5180 AWC

4.5.1 Proposal for “static” Tx shaping adjustment

Step1: Save EEPROM for backup (<Dump EEPROM>), then disable the AWC (<Disable
AWC>).
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Step2: Operate the antenna in gear 0 (“unloaded”): <Load Protocol> (for e.g. Type A
106) and enable RF field (<RF Field On>).

Step 3: <Start Endless> and watch the current gear: must be 0!

Step 4: Check the pulse shape with a Reference PICC and an oscilloscope. Move the
sliders <TAU MOD FALLING>, <TAU MOD RISING> and <TX RESIDUAL CARRIER> to
optimize the shaping.

Step 5: Note down the optimum settings and save the corresponding register settings
into the EEPROM (Read RF_CONTROL_TX register and write the value back into the
required EEPROM (e.g. TX ISO14443A 106).

Step 6: <Stop Endless>

Step 7: <Load Protocol> (with the same protocol, e.g. Type A 106) and then send single
or endless REQA. Check the wave shape in gear 0 position.

Proposal for “dynamic” Tx shaping adjustment
Requirement: “static” TX shaping adjustment is done properly.

Step1: Save EEPROM for backup (<Dump EEPROM>), then disable the AWC (<Disable
AWC>), if not done before.

Step2: Start in gear 0 (“‘unloaded”): <Load Protocol> (for e.g. Type A 106) and enable RF
field (<RF Field On>).

Step 3: <Start Endless> and watch the current gear: must be 0!
Step 4: Check the pulse shape with a Reference PICC and an oscilloscope: Must be ok.

Step 5: Load the antenna, until the gear changes to the next higher one. Move the
sliders <TAU MOD FALLING>, <TAU MOD RISING> and <TX RESIDUAL CARRIER> to
optimize the shaping.

Step 6: <Safe Configuration> -> This stores the AWC settings into the NFC Cockpit table.
The PN5180 EEPROM is not changed at all.

Step 7: Continue with Step 5, until the last gear is reached.
Step 8: <Stop Endless>

Step 9: <Write AWC Data to EEPROM> -> This writes the new AWC data into the look
up table in the PN5180 EEPROM.

Step 10: <Load Protocol> (with the same protocol, e.g. Type A 106) and then send single
or endless REQA. Check the wave shape in all gear positions.

PN5180 analog and digital test signals

The NFC cockpit allows to route analog and digital test signals to test pins of the
PN5180, if the PN5180 internal test bus is enabled (see Fig 22).

Enabling the test bus changes the EEPROM adr. 0x17 (refer to TESTBUS_ENABLE, see
[10).

Enabling the test bus changes the communication between PN5180 and LPC, since

the IRQ pin is used for test signals, and therefore cannot be used as IRQ pin anymore.

Therefore, the communication changes into a polling mode: This automatically disables
the LPCD functionality.
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The test pins can be found at J302 (pin row).

| Reader | DPC | Secondary Fw | Awc | Test Signal | Rx Matrix | AWG | Scripting

Test Signal Control

| Disable Test Signal |

AUX1
@ Analog O Digital
[Receiver I-channel signal; depending on S0 'l
AUX2
© Analog ) Digital
[Receiver (Q-channel signal; depending on & + .
IRQ
Analog @ Digital
[ TIRQ -
GPIO1
Analog @ Digital

[ Route Test Signal ‘

1. Enabling/disabling test bus is stored in the EEPROM
Figure 22. PN5180 analog and digital test signals

The analog test signals can directly be selected, for the digital signals a test bus group
must be chosen first. Two digital test signals can only be selected from one test bus
group at the same time.

4.7 PN5180 Rx Matrix test

The receiver settings of the PN5180 normally need to be optimized to achieve the best
performance. This optimization can be done manually, using the test signals. However,
this manual optimization can be cumbersome, since on one hand some of the register
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settings depend on each other, so it is almost impossible to derive a deterministic
adjustment. On the other enabling the test bus slightly changes the Rx performance, so
the behavior with enabled or disabled test but can be different.

Therefore, it is recommended to use a Matrix test, which simply tests all relevant
combination of register settings. The result matrix shows easily the optimum settings.
This Matrix test is provided in the NFC cockpit.

4.71 Rx parameters

Typically, 3 or 4 (or even more) receiver settings need to be optimized for each protocol
and antenna design:

* RxGain: 0... 3

* HPCF:0...3

* MinLevel: 0 ... 15

¢ MinLevelP: 0 ... 15 (only BPSK)

Even though the default values (as delivered with the PNEV5180B) can be taken as
reference and starting point, the optimum might be different from the default. Changing
one parameter might require another parameter to change, too. At the end even several
“optima” might occur, which show similar performance.

There might be external influence like noise (e.g. from an LCD or other electronic
circuitry) resulting in a different optimum.

So, it is very difficult to define a clear and deterministic approach to optimize these Rx
settings, especially without knowing the external influence. However, for a high-end
reader design these settings play a significant role for a good performance.

An easy solution is the Rx Matrix Test. This tool simply tries each combination of
settings, and reports the number of proper receptions.

4.7.2 Rx Matrix test principle
The Rx matrix controls the PNEV5180B evaluation board and allows to configure:

* Free number of trials (per register combination)

* Free number and combination of register bits

¢ Free limit of minimum and maximum value

* Free choice of “protocol” (RF Configuration)

* Optional voltage level control of the LMA, using a Keysight AWG

The tool supports the digital and analog test signals, if needed. Especially the digital test
signal might be helpful to trigger a LMA test setup.

The Fig 23 shows the basic test setup, using a reference card, placed on the PCD
antenna in a certain distance. The reference card might a typical type A or B card (or any
other card that is supported by the PN5180).
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PC P
PICC
= PN5180 PCD
Matrix Test USB | eval board antenna
-/

1. The PICC can be any type A or B card in principle, depending on the used protocol.
Figure 23. Basic Rx Matrix Test set up

Of course, the real smart card does not allow to vary the load modulation level, which
helps to find the optimum (sensitivity). So, an extended test setup as shown in Fig 24 can
be used to control the LMA voltage level. This setup contains

» Reference PICC (ISO, EMVCo or NFC)
» Keysight Arbitrary wave generator (AWG, see [9])
* NFC Cockpit with PNEV5180B

BECHCoCERIL Control via USB
PC r
Keysight
RESE T PN5180 PCD 3 AWG
Rx USB | eval board antenna —
Matrix Test )
Y—
)
oz
T
TxIRQ Trigger
1. Keysight AWG refer to
Figure 24. Enhanced Rx Matrix Test setup with AWG

The input parameters for the test matrix run are defined in an XML file (see 4.7.3.1). The
test can be started in the NFC Cockpit (<Start RxMatrix>). The test result is stored as
table, when the test is finished. The table can be opened with e.g. Microsoft Excel for
interpretation (<View Output>).

Rx Matrix XML input file

The Rx Matrix Test requires the input configuration in an XML file. A few example XML
files (for type A, B, F, 15693 and I-Code ILT) are part of the NFC Cockpit package:

c:\nxp\NxpNfcCockpit_v<VERSION>\cfg\RxMatrixX\RxMatrix_PN5180\
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Refer also to 6 for one example for type A without AWG and one example for type B with

AWG.

Such an XML file defines all test parameters. The user can create (copy & paste) own
XML files, chose any from the existing XML files and then start the test.

Input parameters

Table 1. Test input

Parameter Meaning Example value
numberMaxOfPasses How many trials per combination 10
skipAfterFailures Continue with the next combination if more failures 4

occur than defined
delayMS Additional delay between trials, if needed 0
fieldReset Enable RF Reset, if needed (e.g. for type A card) YES
protocolType Defines the used protocol and bit rate RM_A_106

Table 2. Send Data input

Parameter Meaning Example value
shortFrame Enables a short frame (e.g. for REQA) YES

rxCRC Enables the CRC check for the card response NO

txCRC Enables the CRC on the TX data NO
timeOutIinUs Defines the time out of the test command in ps 1000

Byte(s) to be sent These bytes are sent. 0x26

Table 3. Read Data input

Parameter Meaning Example value

invertedMaskBytes Allows to mask certain bytes (for e.g. the PUPI) in the |0x00, 0x00
card response

Bytes to be received These bytes are checked as Rx data 0x44, 0x03

Optional, if AWG is connected:

<VoltagelLevel minValuelnmV="100" maxValuelnmV="2000" stepSizelnmV="500"/>

Defines the LMA voltage level of the AWG from minimum to maximum value with given

step size.

Permutation settings

For the permutation test the registers and fields must be defined. The RxMatrix test

needs to know the register (by name or address), the field, which has to be permutated
(by field name or bit position and length), and it has to know the range or values, which
shall be used for the permutation.

For the register and field definition in the input file, two options are available:
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a) Register by name

The registers can be defined by name and field. The names of all available registers and
the related fields can be found in a YAML file provided with the installer:

C:\nxp\NxpNfcCockpit_v<VERSION>\cfg\PN5180\RegisterList_ PN5180.yaml
The field name appears in the output file.
Example register by name:

<Parameter register="RF_CONTROL_RX" field="RX_GAIN" minValue="0x01"
maxValue="0x03" />

The test is done with the RX_GAIN from the RF_CONTROL_RX register. The result file
will contain a column, named “RX_GAIN”.

b) Register by range

The registers can be defined by address, bit position, and bit length. The address defines
the register address. The bit position defines the lowest bit of the field, and the bit length
defines the available permutation range of the field. In addition a nickname has to be
defined, which appears in the output file.

Example register by range:

<Parameter name="Rx Gain" minValue="0x01" maxValue="0x03"
registerAddress="0x22" bitPosition="0" bitLength="2" />

The test is done with the RX_GAIN from the RF_CONTROL_RX register. The result file
will contain a column, named “Rx Gain”.

The permutation itself must be defined with either a minimum and a maximum value. In
this case all values from minimum until maximum are tested.

Example with min and max value:

<Parameter name="Rx Gain" minValue="0x01" maxValue="0x03"
registerAddress="0x22" bitPosition="0" bitLength="2" />

This test is done, testing all RX_GAIN values from 1 up to 3 (but not 0).
Or the permutation is defined with specific values, which then are tested.

Example with specific values:

<Parameter name="Rx Gain" registerAddress="0x22" bitPosition="0" bitLength="2"
values="0x0, 0x03" />

This test is done, testing only the value 0 and 3 (but neither 1 nor 2).
Example scripts refer to 6 and find under
c:\nxp\NxpNfcCockpit_v<VERSION>\cfg\RxMatrixX\RxMatrix_PN5180\

4.8 NFC Cockpit with AWG
4.8.1 NI VISA installation

The NFC Cockpit supports the control of a Keysight AWG (see [9]) via USB. As a

prerequisite, the USB driver and National Instruments VISA driver package (refer to [10])

have to be installed.
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Remark: This NI VISA version does not conflict with the CTC Advanced WavePlayer tool.

Make sure that the .NET development support is installed, as shown in Fig 25.

L=

ke o

3

=7 NI-VISA 17.0

| 5 .

Features
Selectthe features to install.

S o] NIWISA17.0

E| ...... j | Runtime Suppor
i | COM Support
|';“| — A Cunﬂguratmn Support
[ = ~| VISA Configuration
---------- = ~| Pl Configuration
= v| DevelopmentSuppor‘(
il Femote Server
*_~| Beal-Tirme Support
2]
[=Rd| NET 4.0-451 Runtime Suppaort (1%
Jal )
_%_~| NET 45 Runtirme Suppart (NS)
¥ _~| NET 4.0 Runtirme Support (NS)
H- % v| Ml Instrument |} 0 Assistant 17.0
--------- = - NII/O Trace 17.0
- =3 7| Ml System Configuration 17.0.0
& ~| NI teasurement & Automation Explorer 17.0

£

R — | v| NI 1588-2008 Metwork Managemeant 17.0.0

Directory for NET 4.0-4.5.1 Runtime Support (V1)

NATIONAL
INSTRUMENTS'

Enables wou to run NIFYISA applications that use the
standard MNET APl specified by the 'Vl Foundation.

This feature will remain on the local hard drive.

Browse...

Cancel

I Restore Feature Defaults ] ’ Disk Cost ] I

<< Back "

MNext >> ] I

N
1. Install the .NET (IVI) development support!
Figure 25. NI VISA installation

4.8.2 AWG setup and test for type A @ 106

The Fig 26 shows a typical setup for a type A response. After connecting the AWG the
type A protocol with 106 kbit/s can be chosen. The sample rate defines the number of
samples per half of a subcarrier cycle.

AN11744
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Reader | LPCD | DPC | Secondary Fw | Awc | ARC | Test Signal | Rx Matrix

Rx Matrix Test | AWG

AWG Configuration
AWG Connection

Disconnect from AWG

AWG Signal Generation

Protocol Configuration Sample Rate Configuration
Protocol: :RM__A_lUG v Number of Samples: E 10 -
Sample Rate: 1695Msa /s
Amplitude Configuration Hex Data Configuration
Peak Voltage 2000  millivolts Hexadecimal Data:
Please enter voltage in the range of 0.015V(i.e 4403
15m\V) to 5V.

MNote : Please enter hexadeaimal bytes.
Example: 1A 2C A5 D9 ...

Trigger Configuration s
20 [¥]SOF [¥]EOF [¥] Parity | Add CRC

Trigger Delay microSeconds
Please enter trigger delay in the range of 0 to Generate Signal From Hex Data ]
1000us.

Binary Data Configuration

Binary Data: 1001000101110000001

Generate Signal From Binary Data

1. ATQA response for TX_IRQ as trigger
Figure 26. AWG setup for type A @ 106

The amplitude defines the peak voltage level of the LMA: the LMA output toggles
between 0V and the defined amplitude. The AWG output can directly drive a Reference
PICC modulation input.

Note: EMVCo LMA levels normally are in the range of 700 ... 800 mV for minimum LMA
test in operating Volume 1. For compliance test it is recommended to use a calibrated
reference tool like e.g. the CTC Advanced WavePlayer.

The PICC response itself can be defined as hexadecimal data. The Fig 26 shows the
example of a MIFARE DESFire like ATQA, which does not contain a CRC, but SOF, EOF
and parity.
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The trigger delay defines the delay between AWG trigger input and the LMA sequence
start. The given 80us define a standard FDT for type A, if the TX_IRQ signal is taken as
trigger signal.

<Generate Signal From Hex Data> generates the binary as well as the subcarrier
sequence, and automatically loads this sequence and related settings into the AWG.

A simple test can be done:

Step 1: Setup the hardware as shown in Fig 24. Place the Reference PICC close to the
PCD antenna.

Step 2: Setup the AWG in the NFC Cockpit as defined above.

Step 3: Enable the test bus and route TX_IRQ to a test pin (e.g. IRQ pin).
Step 4: Load Protocol with type A 106 and enable the RF Field.

Step 4: Send a single REQA. -> the ATQA should be received properly.

Note: After loading the settings and the sequence into the AWG, the AWG can be
switched to “local control”. This allows a faster direct control for manual tests of e.g. the
trigger delay or the LMA amplitude at the AWG without reloading all the settings again.

AWG setup and test for type B @ 106

The Fig 27 shows a typical setup for a type B response. After connecting the AWG the
type B protocol with 106 kbit/s can be chosen. The sample rate defines the number of
samples per half of a subcarrier cycle.
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| R Matrix Test | AWG |

AWG Configuration
AWG Connection

! Disconnect from AWG

AWG Signal Generation
Protocol Configuration Sample Rate Configuration

Protocol: |RM_B_106 v| SIIOEEEE Sam o {10 bl

Sample Rate: 1695MSa /s

Amplitude Configuration Hex Data Configuration
Peak Voltage 2000  millivolts Hexadecimal Data:
Please enter voltage in the range of 0.015V(i.e 50AEF9ACD3058901013381E1
15mV) to 5V.

Note : Please enter hexadecimal bytes,
Example: 1A 2C A5 D9 ...

Trigger Configuration o = o
Trigger Delay 300 microSeconds I SOF V] EOF Al { Add CRC ]

Please enter trigger delay in the range of 0 to ' Generate Signal From Hex Data I
1000us.

Binary Data Configuration

Binary Data: 111111111110000000000011100000101010011101011010011111"

Generate Signal From Binary Data

1. ATB response 0xX50AEF9ACD3058901013381E1 with TX_IRQ as trigger.
Figure 27. AWG setup for type B @ 106

The amplitude defines the peak voltage level of the LMA: the LMA output toggles
between 0V and the defined amplitude. The AWG output can directly drive a Reference
PICC modulation input.

Note: EMVCo LMA levels normally are in the range of 700 ... 800 mV for minimum LMA
test in operating Volume 1. For compliance test it is recommended to use a calibrated
reference tool like e.g. the CTC Advanced WavePlayer.

The PICC response itself can be defined as hexadecimal data. The Fig 27 shows the
example of a ATQB (0x50AEF9ACD3058901013381E1), which does not yet contain a
CRC, but SOF and EOF.

<Add CRC> adds the CRC to the given string (0XxE012).
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The trigger delay defines the delay between AWG trigger input and the LMA sequence
start. The given 300us define a standard TRO for type B, if the TX_IRQ signal is taken as
trigger signal.

<Generate Signal From Hex Data> generates the binary as well as the subcarrier
sequence, and automatically loads this sequence and related settings into the AWG.

A simple test can be done:

Step 1: Setup the hardware as shown in Fig 24. Place the Reference PICC close to the
PCD antenna.

Step 2: Setup the AWG in the NFC Cockpit as defined above.

Step 3: Enable the test bus and route TX_IRQ to a test pin (e.g. IRQ pin).
Step 4: Load Protocol with type B 106 and enable the RF Field.

Step 4: Send a single REQB. -> the ATQB should be received properly.

Note: After loading the settings and the sequence into the AWG, the AWG can be
switched to “local control”. This allows a faster direct control for manual tests of e.g. the
trigger delay or the LMA amplitude at the AWG without reloading all the settings again.

4.8.4 Rx Matrix test with AWG

The Rx Matrix test allows to control the LMA level of the PICC response, if the AWG is
setup as described above.

The type B script file example as shown in 6.2 can be used to check the Rx performance
in e.g. 2cm operating distance (see Fig 28).

5 NXP NFC Cockpit v4.6.1 / VCOM_PN5180 @COM3 FW:v3.4 EE:v144.0.0 =8 X
Registers/EEProm access Operation Reader | DPC | Secondary FW | AWC [ Test Signal | Rx Matrix | AWG | scripting
— EEPROM S

- Read
{ [ Rea Load And parse XL | PNSIS0_TYPeB WIhAWG 00Tl
Register address: [ wiite © Register I
‘ DATASENT 050000 EXP DATA READ 50 AEF9 AC...
Bitselection: VP VPP EEYEIYNEYEMEIEVEEEEEEEEEEEE SHORT FRAME  No INVERTED MASKBYTES 00 00 00 00...
R R R AR AR
sinary RERSQIANIRIINEDIasAS RCRE Yes
‘ 0O0000OOo0O0000000o00o000000oooC0o — o
[
Start RxMatrix_ | | Stop RMatrix
Write Operation ‘
® Allbits Parameter Min Value Max Value ~ Register Address
) Single bit
Voltagelnmy 700 0 (70 | na
Rx Gain

EEPROM Single Byte Access
Address [Read EEPROM!
Data  [0x00 ___|(Write EEPROM

[Load EEProm RF Field Control

‘ ' Rx HPCF 2 3
4

(Dump E€Prom) || [ReFieldon| [ReFieldoff| (Rt Field Reset]

MinLevel 3 ¢ [5 ] oac

Log Monitor = =
[2018.01.03 13:28:40]:INFO:RegistersService_PN5180:Wrote Register RF_CONTROL_RX@0x22. Value=0x0000001A ||| MinLevelP = e oxac
01INFO:RegistersService_PN5180:Read Register SIGPRO_RM_CONFIG@0X1C. Value=0x001F4715

01INFO:RegistersService_PN5180:Wrote Register SIGPRO_RM_CONFIG@0x1C. Value=0x001F3715

01INFO:RegistersService PN5180:Read Register SIGPRO_RM_CONFIG@0X1C. Value=0x001F3715

0INFO:RegistersService PN5180:Wrote Register SIGPRO_RM_CONFIG@0x1C. Value=0x001F3515

INFO:RegistersService PN5180:Read Register RF_CONTROL_ RX@0x22. Value=0x0000001A

INFO:RegistersService PN5180:Wrote Register RF_CONTROL_RX@0x22. Value=0x0000001A

2]NFO:RegistersService PN5180:Read Register RF_CONTROL_ RX@0x22. Value=0x0000001A

21INFO-RegistersService_PNS5180:Wrote Register RF_CONTROL_RX@0x22. Value=0x0000001A ——
21INFO:RegistersService PNS5180:Read Register SIGPRO_RM_CONFIG@0X1C. Value=0x001F3515 s VWM

2):INFO:RegistersService_PN5180:Wrote Register SIGPRO_RM_CONFIG@0x1C. Value=0x001F3515
2]:INFO:RegistersService_PN5180:Read Register SIGPRO_RM_CONFIG@0x1C. Value=0x001F3515

[2018.01.03 13:28:42JINFO:RegistersService_PN5180:Wrote Register SIGPRO_RM_CONFIG@0x1C. Value=0x001F3615

VCOM_PN5180 @COM3 [ closeport | [ secure Upgrade Soft Reset @ | &% - > INFO:Wrote Register IGPRO_RM_CONFIG@OXIC. Value=0x001F3615

Figure 28. Rx Matrix test run example with AWG

The Fig 29 shows the result of such a test run to indicate the sensitivity limit with RxGain
=2, HPCF = 2, MinLevel = 3 and MinLevel = 6.
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SINo| - | Voltagl - | Rx Gain [¥|Rx HPCF [T| MinLevel [-T|MinLevelP 7| PassPercentage | - PassPercentage
2 700 2 2 3 6 0
26 720 0
50 740 25
74 760 100
98 780 100
122 800 100 a0
146 820 100 .
170 840 100 40
194 860
218 880
242 900

100 30
100 20
100 10

NN NN RN N NN
NONNNNNN N NN
W W W W W W W W
NN =

1. The graph shows pass rate versus LMA input level @ Reference PICC
2. With RxGain = 2 the performance is less than optimum.
Figure 29. Rx Matrix Result example with AWG

4.9 PN5180 Low power card detection

The NFC Cockpit allows the configuration and test of the Low Power Card Detection
(LPCD) of the PN5180 as shown in Fig 30.

The LPCD parameter, which are stored in the EEPROM (details refer to [1]), can be
changed and the LPCD can be started.

Note: Disable the test bus, if you do not see the LPCD tab. Then restart the NFC
Cockpit.

The LPCD tab allows to directly define and write the related EEPROM addresses:

LPCD Gear #: Defines the gear number, which is used for the LPCD in autocalibration
mode, stored in adr. 0x34, bit 0..3

Threshold Value: Defines the threshold window. As soon as the AGC value during the
LPCD ping exceeds the AGC reference value + threshold window, the IRQ will be raised
and the PN5180 wakes up.

Field On Time: Defines the ping length in multiple of 8us + a fix time of 62ps.
Example: 0x10 -> 16 x 8us + 62 us = 190us
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Wirite Operation
©@ All bits
© Single bit

EEPROM Single Byte Access

Address [0x00 | [Read EEPROM|
Data [0x00 | Write EEPROM)

Log Monitor

[2018.01.03 13:51:41]:INFO:EEPROMService.

StandbyCurrentInUA: 15
VBATOnCurrentlnUA: 7500
FieldStartupCurrentinUA: 1000
VBATOnTimelnUS: 3100
FieldStartupTimelnUS: 2300

Registers/EEProm access

l v| | Read ‘

Register address: l Write ‘

Bit selection:
oo @@~ e N

Binary mRANA N SN

h UoooOOo

[2018.01.03 13:51:41]-INFO:EEPROMService_PN5180:Write to EE address:0x36. Value=0x10
[2018.01.03 13:51:41):INFO:EEPROMService_PN5180:Write to EE address:0x38. Value=0x00
[2018.01.03 13:51:41]:INFO:EEPROMService |
[2018.01.03 13:51:41]:INFO:EEPROMService |
[2018.01.03 13:51:41]:INFO:EEPROMService |
[2018.01.03 13:51:49):INFO:LPCDServicePN5180:Values used for Lpcd Overall Current Calculation:

[2018.01.03 13:51:49]:INFO:LPCDPN5180ViewModel:Performing Lpcd() b

Operation | Reader | LPCD | DPC | secondary Fw | Awc | ARC [ Test Signal | R Matrix | Aw | seriptir—
© EEPROM LPCD Configuration
LPCD EEConfig Read AGCREF_CONFIG
@ Register
Lped Gear Number [Gearts +| AGC Value L

Thresheld value 0x05 Lpcd Gear Number 57

T M AN NS O @ e TMND GO @~ DN T MmN S

TRAFARSIZNgLTANDS
O O Field ON Time o0 Ress Accrer conrs egster |

GPO Toggle Before Field ON Time | 0xF0

0xF0

GPO Toggle After Field OFF Time
‘Write AGCREF_CONFIG

| Auto_calibration

l

Lpcd Gear Number
["] Enable GPO1 Control

["] enable GPO1 WakeUp Control 3

|Load EEProm| || RF Field Control

["] Enable GPO2 WakeUp Control

o

Dump geProm| || [ReField On|  [RiField OFf] R Field Reset] [ Update EzerOM Config

LPCD Operation
PN5180:Write to EE address:0x37. Value=0x05

3688 A

PN5180:Write to EE address:0x39. Value=0xF0
PN5180:Write to EE address:0x3A. Value=0xF0
PN5180:Read from EE address:0x34 2bytes. Value=0F 00

Lpcd Overil Average Current

Stop LPCD

m

‘ Close Port || Secure Upgrade ‘ | Soft Reset He ‘ lh‘

Status: Put a card to exit from LPCD (Within 60 seconds)

‘ VCOM_PN5180 @COM3

i »

1. LPCD has not been

Figure 30. PN5180 LPCD

started yet.

Auto_Calibration: the LPCD calibration is done automatically when the LPCD is started,
using the gear and threshold as defined in the EEPROM. This mode always uses the
same gear for the LPCD, and is the fastest and easiest way to start the LPCD. It is
recommended to choose a gear, which always keeps the ITVDD and field strength limits,
so normally e.g. the highest available gear number.

Self_Calibration: The LPCD calibration must be manually triggered, with reading or
writing into the AGCREF_CONFIG register. The LPCD calibration can be done in two
different options:

Option 1: Read AGC_REF_CONFIG register: This command executes a standard RF
Field on. So, depending on the load condition the DPC adjusts the output power. The
final gear is take as gear for the LPCD. This option guarantees that the maximum output
power is taken for the LPCD.

Option 2: Write AGC_REF_CONFIG register: This command executes a LPCD
calibration ping with the gear number, as defined in the AGC_REF_CONFIG, bit 10..13.
This option allows a flexible use of any of the defined gears for the LPCD.

Enable GPO1 or GPO2 Control and Time: Refer to [1].

Standby time: This value defines the time between two pings in ms.

FieldOn Current: This value is the ITVDD under the loading condition, when RF field is
on with the used gear. This value does not have any influence on the LPCD execution
or performance as such, but simply is used to estimate the overall average current
consumption. This current estimation is calculated, when the LPCD is started.
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Note: The related timings and current consumptions during the ping, as needed for
the estimation of the overall average current consumption, are defined in: c:\nxp
\NxpNfcCockpit_v4.6.1.0\cfg\NxpNfcCockpit_Configuration.ini

Note: The LPCD requires a stable TVDD, otherwise the AGC value is not stable and
the PN5180 wakes up easily. So, for standard USB only operation (no external power
supply) it is recommended to use

a) a higher gear number (which reduces ITVDD and TVDD ripple)
b) a longer RFON time (which stabilizes the TVDD)

Note: The LPCD mode disconnects the PN5180 from the LPC (to save power), so
the LPCD mode can only be left, if either a card loads the antenna and wakes up the
PN5180, or the LPC resets the PN5180.

Secondary FW and EMVCo Loopback application

The Secondary Firmware tab allows to flash another secondary FW. The secondary FW
of the LPC handles the communication between the NFC Cockpit and the PN5180. The
secondary FW might contain additional applications, which can then be started via the
Secondary Firmware tab.

The default applications are:

EMVCo Loopback: Test function for EMVCo test
Transaction Send A: Test function for EMVco test
Transaction Send B: Test function for EMVco test

The EMVco Loopback (or other application) can be started by pressing the <Start
Secondary Firmware> button, and then is executed on the LPC. The function can be
stopped by pressing the <Stop Secondary Firmware> button, but afterwards the PN5180
must be reset to continue with the standard NFC Cockpit functionality.
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| | Reader | LPCD | DPC | Secondary FW | AWC | ARC | Test Signal | Rx Matrix | AWG | scripti

Secondary Firmware Task List

[Load Secondary Firmwarel

[EMVCO Lo v] [Stan Secondary Firmware

Figure 31. Secondary Firmware tab with EMVCo Loopback function

4.11 PN5180 Scripting

The NFC Cockpit allows to use a simple script language to program own scripts for
test purpose. This feature is mainly developed for the CLRC663, and the number of
implemented commands for the PN5180 is limited.

There is a sample script, which simply reads the FW version of the PN5180:
c:\nxp\NxpNfcCockpit_v<VERSION>\scripts\
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5 First time use

5.1

5.1.1

5.1.2

AN11744

Make sure the LPC1769 is flashed with the correct LPC FW (see 3.2).
Make sure that the VCOM driver is installed (see 3.1).

Jumper settings

The default jumper settings allow a direct use with the USB connector only. This might
show limited performance due to a current limitation on the USB host. So, for real
performance measurements the external power supply should be used.

USB only

The jumper settings as shown in Fig 9 provide the default settings, using only USB for
power supply (no external supply required).

External power supply

For the use of an external power supply the jumper J101 must be changed as shown in
Fig 10.
The external power supply must provide a voltage level of Vg, = 7.5 ... 12V with 500mA.

For some of the analog tests (i.e. measuring ITVDD) it might be useful to only power the
TVDD supply externally. This can be done using the jumper JP300, as shown in Fig 32.

Either the jumper can be replaced with a DC ampere meter to measure the ITVDD, or an
external 5Vdc power supply can be directly connected to the right pin of JP300.

Note: Several GND pins are provided on the board. They all are connected.
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External supply of
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1. JP300 can be used to externally supply TVDD.

Figure 32. PN5180 jumper settings with external TVDD

6 Annex A Rx Matrix XML input file examples

AN11744

6.1 Type A example without AWG control

<?xml version="1.0" encoding="UTF-8" standalone="no" ?>

<!DOCTYPE Test SYSTEM "NNC RxMatrix Pn5180.dtd">

<!-- This is an example of a TypeA test script for PN5180 where
we acess registers by names -->

<Test

numberMaxOfPasses="10"

skipAfterFailures="4"

delayMS="0"

fieldReset="YES"

protocolType="RM A 106"

>

<SendData shortFrame="YES" rxCRC="NO" txCRC="NO"
timeOutInUs="1000">

0x26

</SendData>

<ReadData invertedMaskBytes="0x00, 0x00">

All information provided in this document is subject to legal disclaimers. © NXP B.V. 2018. All rights reserved.

Application note
COMPANY PUBLIC

Rev. 1.3 — 2 February 2018
371213 39/45



NXP Semiconductors AN11744

PN5180 Evaluation board quick start guide

0x44, 0x03

</ReadData>

<Parameter register="RF CONTROL RX" field="RX GAIN"
minValue="0x01" maxValue="0x03" />

<Parameter register="RF CONTROL RX" field="RX HPCE"
minValue="0x00" maxValue="0x03" />

</Test>

6.2 Type B example with AWG control

7 AnnexB

<?xml version="1.0" encoding="UTF-8" standalone="no" ?>
<!DOCTYPE Test SYSTEM "NNC RxMatrix Pn5180.dtd">

<!-- This is an example of a TypeB test script for PN5180 with
AWG control-->
<!-- numberMaxOfPasses: 10 trial per combination is tested

skipAfterFailures: continue with next combination, if too many
(>4) failures

delayMS: enter delay in ms, if needed (default = 0)

fieldReset: enable RF-Reset, if needed (default = disabled)

protocolType: we use type B at 106 -->

<Test

numberMaxOfPasses="20"

skipAfterFailures="18"

delayMS="0"

fieldReset="NO"

protocolType="RM B 106"

>

<SendData shortFrame="NO" rxCRC="YES" txCRC="YES"
timeOutInUs="50000">

<!-- REQB: -->

0x05, 0x00, 0x00

</SendData>

<!-- As a reponse we expect ATQOB = 12 bytes + CRC: -->

<ReadData invertedMaskBytes="0x00, 0x00, 0x00, 0x00, 0x00,
0x00, 0x00, 0x00, 0x00, 0x00, 0x00, O0x00">

<!-- no masking required, since we defined exactly these bytes
in the AWG -->

0x50, OxAER, O0OxF9, O0xAC, 0xD3, 0x05, 0x89, 0x01, 0x01, 0x33,
0x81, OxE1l

</ReadData>

<!-- AWG Voltage levels in mV -->

<VoltagelLevel minValueInmV="700" maxValueInmV="900"
stepSizeInmv="20"/>

<Parameter name="Rx Gain" minValue="0x02" maxValue="0x03"
registerAddress="0x22" bitPosition="0" bitLength="2" />

<Parameter name="Rx HPCF" minValue="0x02" maxValue="0x03"
registerAddress="0x22" bitPosition="2" bitLength="2" />

<Parameter name="MinLevel" minValue="0x03" maxValue="0x04"
registerAddress="0x1lc" bitPosition="12" bitLength="4" />

<Parameter name="MinLevelP" minValue="0x05" maxValue="0x07"
registerAddress="0x1c" bitPosition="8" bitLength="4" />

</Test>
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7.1 LPC ABEND Driver installation (if needed)

Note: this section is not needed anymore, if the LPC FW update is done a described in
3.2.3.

At first connection of the PNEV5180B (with default firmware) to the PC, the device asks
for a driver. The driver must be chosen from

c:\nxp\NxpNfcCockpit_ v<VERSION>\AbendPCDrivers\PC_SW
\LPCBOARD_DRIVER_WIN

After successful installation of the driver, the device must be registered as two
LIBUSB_WIN32 devices (one for each SPI line), as shown in Fig 33.

If only one device is registered, either old drivers have been chosen or an older version
of Ipc_main.bin is used.

Note for possible future NFC Cockpit updates: Please make sure to use latest driver
version, otherwise the application might not work correctly. In case of doubt re-install the
driver of the corresponding NFC Cockpit package.

-
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1M Computer
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ca Disk drives
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- Cg IDE ATA/ATAPI controllers
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Figure 33. LPC driver

AN11744 All information provided in this document is subject to legal disclaimers. © NXP B.V. 2018. All rights reserved.
Application note Rev. 1.3 — 2 February 2018
COMPANY PUBLIC 371213 41/45



NXP Semiconductors AN11744

PN5180 Evaluation board quick start guide

Note: In some cases a wrong driver might be automatically installed without notice after
connection of the PNEV5180B board (see Fig 34). In such case the driver needs to be

ma

nually updated.

£, Device Manager EI@I@
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+ B Processors
+ 9 Sound, video and game controllers
System devices
Universal Serial Bus controllers
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Figure 34. Wrong driver installed

This setup does not work properly.
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9.1 Definitions

Draft — The document is a draft version only. The content is still under
internal review and subject to formal approval, which may result in
modifications or additions. NXP Semiconductors does not give any
representations or warranties as to the accuracy or completeness of
information included herein and shall have no liability for the consequences
of use of such information.

9.2 Disclaimers

Limited warranty and liability — Information in this document is believed
to be accurate and reliable. However, NXP Semiconductors does not

give any representations or warranties, expressed or implied, as to the
accuracy or completeness of such information and shall have no liability
for the consequences of use of such information. NXP Semiconductors
takes no responsibility for the content in this document if provided by an
information source outside of NXP Semiconductors. In no event shall NXP
Semiconductors be liable for any indirect, incidental, punitive, special or
consequential damages (including - without limitation - lost profits, lost
savings, business interruption, costs related to the removal or replacement
of any products or rework charges) whether or not such damages are based
on tort (including negligence), warranty, breach of contract or any other
legal theory. Notwithstanding any damages that customer might incur for
any reason whatsoever, NXP Semiconductors’ aggregate and cumulative
liability towards customer for the products described herein shall be limited
in accordance with the Terms and conditions of commercial sale of NXP
Semiconductors.

Right to make changes — NXP Semiconductors reserves the right to

make changes to information published in this document, including without
limitation specifications and product descriptions, at any time and without
notice. This document supersedes and replaces all information supplied prior
to the publication hereof.

Suitability for use — NXP Semiconductors products are not designed,
authorized or warranted to be suitable for use in life support, life-critical or
safety-critical systems or equipment, nor in applications where failure or
malfunction of an NXP Semiconductors product can reasonably be expected
to result in personal injury, death or severe property or environmental
damage. NXP Semiconductors and its suppliers accept no liability for
inclusion and/or use of NXP Semiconductors products in such equipment or
applications and therefore such inclusion and/or use is at the customer’s own
risk.

Applications — Applications that are described herein for any of these
products are for illustrative purposes only. NXP Semiconductors makes
no representation or warranty that such applications will be suitable

for the specified use without further testing or modification. Customers

are responsible for the design and operation of their applications and
products using NXP Semiconductors products, and NXP Semiconductors
accepts no liability for any assistance with applications or customer product
design. It is customer’s sole responsibility to determine whether the NXP
Semiconductors product is suitable and fit for the customer’s applications
and products planned, as well as for the planned application and use of
customer’s third party customer(s). Customers should provide appropriate
design and operating safeguards to minimize the risks associated with
their applications and products. NXP Semiconductors does not accept any
liability related to any default, damage, costs or problem which is based
on any weakness or default in the customer’s applications or products, or
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the application or use by customer’s third party customer(s). Customer is
responsible for doing all necessary testing for the customer’s applications
and products using NXP Semiconductors products in order to avoid a
default of the applications and the products or of the application or use by
customer’s third party customer(s). NXP does not accept any liability in this
respect.

Export control — This document as well as the item(s) described herein
may be subject to export control regulations. Export might require a prior
authorization from competent authorities.

Evaluation products — This product is provided on an “as is” and “with all
faults” basis for evaluation purposes only. NXP Semiconductors, its affiliates
and their suppliers expressly disclaim all warranties, whether express,
implied or statutory, including but not limited to the implied warranties of
non-infringement, merchantability and fitness for a particular purpose. The
entire risk as to the quality, or arising out of the use or performance, of this
product remains with customer. In no event shall NXP Semiconductors, its
affiliates or their suppliers be liable to customer for any special, indirect,
consequential, punitive or incidental damages (including without limitation
damages for loss of business, business interruption, loss of use, loss of
data or information, and the like) arising out the use of or inability to use
the product, whether or not based on tort (including negligence), strict
liability, breach of contract, breach of warranty or any other theory, even if
advised of the possibility of such damages. Notwithstanding any damages
that customer might incur for any reason whatsoever (including without
limitation, all damages referenced above and all direct or general damages),
the entire liability of NXP Semiconductors, its affiliates and their suppliers
and customer’s exclusive remedy for all of the foregoing shall be limited to
actual damages incurred by customer based on reasonable reliance up to
the greater of the amount actually paid by customer for the product or five
dollars (US$5.00). The foregoing limitations, exclusions and disclaimers
shall apply to the maximum extent permitted by applicable law, even if any
remedy fails of its essential purpose.

Translations — A non-English (translated) version of a document is for

reference only. The English version shall prevail in case of any discrepancy
between the translated and English versions.

9.3 Licenses

Purchase of NXP ICs with NFC technology

Purchase of an NXP Semiconductors IC that complies with one of the
Near Field Communication (NFC) standards ISO/IEC 18092 and ISO/
IEC 21481 does not convey an implied license under any patent right
infringed by implementation of any of those standards. Purchase of NXP
Semiconductors IC does not include a license to any NXP patent (or other
IP right) covering combinations of those products with other products,
whether hardware or software.

9.4 Trademarks

Notice: All referenced brands, product names, service names and
trademarks are the property of their respective owners.

MIFARE — is a trademark of NXP B.V.
DESFire — is a trademark of NXP B.V.
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