AN12402

EdgeLockTIVI SEO05x for secure connection to Azure loT Hub

Rev. 2.1 — 7 December 2020 Application note

535020

Document information

Information Content
Keywords EdgelLock SEQ5x, Azure IoT Hub, Secure cloud onboarding
Abstract

This application note describes how to leverage the EdgeLock SE05x ease
of use configuration for secure cloud onboarding to the Azure lIoT Hub
cloud platform. It provides detailed instructions to run the software example

provided as part of the support package using an OM-SE050ARD and an
iMX6UltraLite board with a Linux OS.

h o
P



NXP Semiconductors

AN12402

Revision history

EdgeLockTWI SEO05x for secure connection to Azure loT Hub

Revision history

Revision number Date Description

1.0 2019-06-08 First document release

1.1 2019-06-21 Added correct reference to AN12396

2.0 2019-11-28 Added EdgelLock SE050 ease of use configuration based on i.MX6UlItraLite
21 2020-12-01 Added Section 4. Registering a CA certificate for device onboarding.

2.2 2020-12-07 Updated to latest template and fixed broken URLs

AN12402

All information provided in this document is subject to legal disclaimers. © NXP B.V. 2020. All rights reserved.

Application note

Rev. 2.1 — 7 December 2020
535020

2/56



NXP Semiconductors AN1 2402

EdgeLockTWI SEO05x for secure connection to Azure loT Hub

1 EdgelLock SE05x ease of use configuration

AN12402

The IoT device identity should be unique, verifiable and trustworthy so that device
registration attempts and any data uploaded to Azure IoT Hub can be trusted by
the OEM. Azure loT Hub verifies the device identity using PKI cryptography. This
authentication scheme requires that the associated private key remains secret and
hidden from users, software or malicious attackers during the product's lifecycle.

The EdgelLock SE05x security IC is designed to provide a tamper-resistant platform
to safely store keys and credentials needed for device authentication and device
onboarding to cloud service platforms such as Azure loT Hub. Using the EdgelLock
SE05x security IC, OEMs can safely connect their devices to Azure loT Hub without
writing security code or exposing credentials or keys.

However, key generation and injection into security ICs can introduce vulnerabilities if
not done properly. Manual provisioning can lead to errors and is difficult to scale when
more devices are needed. Also, to ensure keys are kept safe, injection should take place
in a trusted environment, in a facility with security features like tightly controlled access,
careful personnel screening, and secure IT systems that protect against cyberattacks and
theft of credentials, among others.

In order to allow OEMSs to get rid of the complexity of key management and to offload the
cost of ownership of a PKI infrastructure, the EdgeLock SEQ05x is offered pre-provisioned
for ease of use. This means that OEMs are not required to program additional credentials
and can leverage the EdgelLock SE05x ease of use configuration for most of the use
cases, including for secure cloud onboarding of their devices to Azure loT Hub.
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2 Leveraging EdgelLock SE05x ease of use configuration for Azure loT

Hub

AN12402

Azure loT Hub uses X.509 certificate-based attestation mechanisms for confirming the
device authenticity during a registration attempt. This authentication scheme requires that
the associated private key remains secret and hidden from users, software or malicious
attackers during the product's lifecycle.

The EdgelLock SE05x is offered off-the-shelf pre-provisioned so that OEMs are not
required to program any additional credentials onboard their devices to Azure loT Hub.

It provides a tamper-resistant memory to safely store keys and credentials needed

for device authentication and registration to Azure loT Hub service. Leveraging the
EdgelLock SE05x security IC, OEMs can securely connect their devices to Azure loT Hub
without writing security code or exposing credentials or keys.

Figure 1 illustrates the device registration flow to Azure loT Hub leveraging the EdgelLock
SEO05x ease of use configuration:

1. NXP delivers a quantity of EdgeLock SE05x ICs based on a purchase order to a
programming facility.

2. The OEM's device manufacturer assembles the EdgelLock SE05x ICs and deploys the
software into the final IoT devices. It also needs to take care to read out the device
certificate from the EdgeLock SE05x samples.

3. The OEM, as the system operator, manages the Azure loT Hub account and registers
on it every device by registering its device certificate.

4. 10T devices boot up and automatically connect to Azure l1oT Hub service using the
pre-provisioned credentials inside EdgeLock SE05x.

OEM OEM's Azure

Read device Register device subscription

Edgelock certificate certificate

5050 ~ =y loT device
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Figure 1. Azure loT Hub device registration flow

Disclaimer: The described device registration flow spans multiple roles given the various
entities involved. How each role is mapped in the registration flow might be scenario-
dependent for each OEM.
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3 Running Azure loT Hub device onboarding project example

AN12402

3.1

3.2

The Azure loT Hub project example showcases how to leverage Edgelock SE05x to

set up trusted connections to Azure loT Hub cloud. This section explains how to run the
Azure loT Hub project example included as part of the EdgelLock SE05x support package
using the OM-SE050ARD and i.MX6UltraLite boards.

Note: The Azure IoT Hub device onboarding procedure described in this section and
the Azure loT Hub demo example are provided only for evaluation purposes. Therefore,
the subsequent procedure must be adapted and adjusted accordingly for a commercial
deployment.

Hardware required
This guide provides detailed instructions to the Azure IoT Hub project example using the

hardware described below:

1. OM-SEO50ARD development kit:

Table 1. OM-SE050ARD development kit details
Part number 12NC Content Picture

OM-SEO050ARD 935383282598 EdgeLock SE050
development board

i.MX6Ultralite board

Table 2. i.MX6UItralite
Part number 12NC Content Picture

MCIMX6UL-EVKB 935328353598 i.MX6UltraLite
evaluation kit

Note: This guide uses OM-SE050ARD, but OM-SE051ARD can be used as well with the
same configuration.

Download EdgeLock SE05x Plug & Trust middleware SD Card Image

The Azure loT Hub device onboarding project example is included as part of the
EdgelLock SE05x Plug & Trust middleware built in the EdgeLock SE05x Plug & Trust
middleware SD Card Image. Prepare your SD card following these steps:

1. Download the EdgelLock SE05x Plug & Trust middleware SD Card Image, publicly
available from the NXP website
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2. Flash the EdgelLock SE05x Plug & Trust middleware SD Card Image into a blank SD
card.

Note: Refer to AN12397 - Quick start guide with i.MX6UlItralite for detailed instructions
about how to prepare a micro-SD card with the pre-compiled Linux image for
i.MX6UltralLite board.

Read out device certificate from EdgeLock SE05x ease of use
configuration

Azure loT Hub requires devices to register their certificate in order to connect to their
cloud platform. The device certificate can be directly read from the EdgelLock SE05x
ease of use configuration. Table 3 shows the ECC256 key pair we will use for Azure loT
Hub device onboarding. This ECC256 key pair has been selected as an example, for a
complete detail of the EdgelLock SE05x ease of use configuration, refer to AN12436 -
SE050 configurations.

Table 3. ECC256 public key used for Azure loT Hub device onboarding

Key name and Certificate Usage policy Erasable by Identifier
type customer
Cloud connection |Cloud Default Yes Key: 0xFO000100
key 0, ECC256, |Connectivity Cert: 0XF0000101
Die Individual Certificate 0, ECC

signed

Before retrieving the pre-provisioned credentials in EdgeLock SE05x, you need to have
an SD card flashed with the pre-compiled Linux image. We will use the sssc1i tool
included in the EdgelLock SE05x Plug & Trust middleware to communicate with the
EdgelLock SE05x and to extract the device certificate.

Note: Check AN12397-Quick start guide with i.MX6UlItraLite for detailed instruction on:

e How to prepare a micro-SD card with the pre-compiled Linux image for i. MX6UltraLite
board.

* How to install the USB to UART Bridge VCOM driver in your laptop.
* How to control i.MX6UltraLite board from the TeraTerm terminal application.
* How to boot the i.MX6UltraLite board.
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1. Insert the SD card image into the i.MX6UltraLite board, connect it to power supply, to

the laptop and boot it up as shown in Figure 2

Boot up
switch

usB
cable

Power supply

eoococoonm
“ecccese

®] E
P e T

Figure 2. Boot up i.MX6UIltraLite board.

e

2. Open TeraTerm, go to Setup > Serial Port and configure the terminal to 115200 baud
rate, 8 data bits, no parity and 1 stop bit and click OK as shown in Figure 3:

Tera Term: New connection X Tera Term: Serial port setup X
O TCPAP Host: myhost.example.com Port: COM6 v
illslary » Baud rate: 115200
D TCP port#: |22
Service: Telnet
Data: 8 bit v Cancel
SSH SSH version: [SSH2
Other Protoco!: [RERES Parity: none v
Frotocol:
Stop: 1 bit v Help
» ® Serial Flow control: none v
Transmit delay
EI msec/char EI msecfline
Figure 3. Configure TeraTerm

3. Gotothe /se050 mw vXX.XX.XX/simw-top/demos/linux/azure directory,
where vXX.XX.xX corresponds to the EdgeLock SE05x Plug & Trust middleware

version number.

Send > cd se050 mw vXX.XX.XX/simw-top/demos/linux/azure.

AN12402
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4. Follow these steps to open the ssscli tool and retrieve the device certificate and the
private key reference. Figure 4 shows the execution of these steps.
a. Send > ssscli connect se050 tloi2c O.
b. Send > ssscli get cert 0xF0000101 ./device cert.cer.
c. Send > ssscli refpem ecc pair 0xF0000100 ./reference key.pem.
d. Send > ssscli disconnect.

T COMT - Tera Term VT - O x

File Edit Setup Contrel Window Help

rootPimxbulevk: ™ /se@50_muw_vB2.11.01 /s imw-top/demos/linux/azurell ssscli connect
@58 tloiZc @

rootPimxbulevk:"/seB50_mu_vB2 .11 .81 /simu—top/demos/linux-azuredf ssscli get cert
BxFABBA181 .- device_cert.cer

Getting Certificate from KeyID = BxfBBBB1681

mmunication channel i:
*Mot recommended for pe
INFO:sss.util:writing to File in pem format

Retrieved Certificate from KeylD = Oxf0000101
root@imxbulevk: "/ se@50_mu_vB2 .11 .01 /s imu-top/demos - linux-azurell ssseli refpem ec
c pair BxFAOAP1BB .- reference_key.pem

communication channel is Plain.
tMot recommended for production u
utiliwriting to file in pem format
Created reference PEM file for ECC Pair from KeylD = 8xfB80001680
rootBimxbulevk:~rse@5A_mu_vB2.11.081/simw—topsdemos/slinuxsazurelt ssscli disconnec
L

Figure 4. Execution of ssscli commands to retrieve credentials.
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5. Once the credentials have been extracted from the EdgelLock SE05x, we need to

upload them to our Azure Device Provisioning Service instance. To do so, copy them
in a USB device following the steps shown in Figure 5:
a. Connect a USB device in the available port in the i.MX6UltraLite board.
b. Mount the device in the /home/root/mnt directory.
Send > mount /dev/sdal /home/root/mnt.
c. Copy the extracted key.
Send > cp reference key.pem /home/root/mnt.
d. Copy the extracted certificate.
Send > cp device cert.cer /home/root/mnt.
e. Unmount the device.
Send > umount /home/root/mnt.

] COMYT - Tera Term VT . O 4

File Edit Setup Control Window Help

rootBinxbulevk:"/seBbB_mw_vB2.11.81/5imv-tops/demos/linuxsazuret mount sdevs/sdal
“home root/mnt
mount: Ahome root mnt: Adevssdal already mounted on ~hom rootSmnt .
proot@imxbulevk:~ se@50_mu_vB2.11.01/simw-topsdemosslinuxsazurell cp reference_key
.pem Shome/rootsmnt

rootRimxbulevk: " seB@50_mu_vB2 11 01 /s imu—topsdemosslinux-azurelf cp device_cert.p
em ~home/root/mnt

rootBimxbulevk: " se@58_mu_vB2.11.01/simw—topsdemosslinuxsazurelf umount ~homesroo
tsmnt

rootPimxbulevk:“/seB5A_muw_uvB2 .11 .81 /s imu—topsdemos/linuxsazured

Figure 5. Execution of ssscli commands to copy credentials in an external drive.
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6. Using OpenSSL, we will extract the Common Name of the device certificate. This
Common Name will be used to enroll the device in Azure platform in Section 3.7.
Send > openssl x509 -in device cert.cer -text -noout.

Y COMY - Tera Term VT — O X
File Edit Setup Control Window Help

rootPimxbulevk:"# openssl x589 -in device_cert.cer —text —noout
Certificate:
Data:
Uersion: 3 (Bx2>
Serial Numbewr:
P4:08:50:01:cA:2e:dc:e5:cB8:c3:9e:04:25:05:59:55:00:00:00:08
Signature Algorithm: ecdsa-with—-SHA256
Issuer: OU=Plug and Trust, O=NKP. CN=CloudConn—Intermediate—84005001680084
A1F4-ECC
Ualidity
Not Before: Jun 18 0@:80:00 2819 GMT
Not After : Jun 15 BB:80:080 2831 GMT
Suhiect: OU=Plug and Trust, O=NEP, CN=CloudConnB-ECC-84885881CB2EDCE5C8C
39EA4258559550000
Subject Public Key Info:
Public Key Algorithm: id—ecPublicKey
Public—HKey: (256 bit>
pub:
34 3a:68:bf:fF:58:77:76:e2:dc:d3:63:1d:79:87:
5 tae:2h:57:80:d2:ed:bb:5d:h4:ea:c?:
-?a 53 71:eb:db:Bbh:8ated:a2:21:c:
t1a:db:£3:15:f8:87:5c:hB:ae:

:41:a8:84:
ASNL 0ID: prime256vi
NIST CURUVE: P-256
£50%v3 extensions:
#50%v3 Basic Constraints:
CA:FALSE
#50%v3 Key Usage:
Digital Signature
®50%v3 Subject Alternative Name:
email:d:NXP-SEB58-EC-D: 4805081 CA2EDCESC8C39EA4250559550000
Signature Algorithm: ecdsa—with—SHA256
30:45:02:21:00:£2:28:5c:15:d8: 3a ed: eS 55:b2:73:26: 24.
19:54:68:af:25:e@:21:7a:d1:
ac:02:20:79:bhb:ec:c4:39:13: di: 3
d?:aS:??:c3:43:21:81:3f:51:64:8c:ce:a3:24:f8:hc:he

rootRimx6ulevk:~H# B

Figure 6. Check the contents of the device certificate to extract the Common Name.

3.4 Create Azure subscription

Microsoft Azure offers a free 30-day trial period to all new account holders. To create a
free account in Azure:

AN12402 All information provided in this document is subject to legal disclaimers. © NXP B.V. 2020. All rights reserved.
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1. Go to https://www.azure.com and click the green Start free button as shown in

Figure 7:

= Microsoft Azure ntact Sles: 1-800-832-702 & =n Q  Myaccount Portal  Signin

Overview v Solutions  Products Documentation ~ Pricing  Training  Marketplace v Pariners v Support~ Blog  More Free account

Your vision. Your cloud.

Turn your ideas into solutions faster using a trusted cloud that is designed for you.

‘ Microsoft
Azure. Cloud for all — - Connect();
' ' _ 2018

Start free >
Watch the highlights and videos >

Get the top news from the event

Figure 7. Azure subscription creation

If you already have an account with MicrosoftOffice 365, you will be prompted to log
in. When you log in, some of your details may already be there as shown in Figure 8:

Azure free account sign up
Start with a 170 € credit for 30 days, and keep going for free

1 About you ~

Country/Region @
First name

Last name

Email address @

Phone

By proceeding you acknawledge the arivacy statement and subscription sqresment

Figure 8. Azure free account sign up
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3. Supply a valid credit or debit card in the form shown in Figure 9. Microsoft will use it to
verify your identity. There is no charge involved with the setting up of a trial account.
However, there might be a record for a $0 transaction on your bank statement.

Azure free account sign up
Start with a 170 € credit for 30 days, and keep going for free

-

About you ~

Ll

Identity verification by card ~
Why is credit card information necessary for a free account?

+ To keep out spam and bots

= To verify your identity

You won't be charged unless you upgrade.

vs | 2

Card number

Expiration date oV 8

Name on card

Address line 1

Address line 2

Figure 9. Azure sign up verification by card

4. Click I agree and click Sign Up as shown in Figure 10. In a few seconds, your
account will be ready.

Azure free account sign up
Start with a 170 € credit for 30 days, and keep going for free

1 About you b
2 ldentity verification by card w
3 Agreement o~
B4 1 agres to the subscription apreement, offer details, and privacy statement
- ould lik on, tips. and offers from Microsoft or selected partners about Azure. including Azure
. Pricing updates, and cther Micrasoft products and services.

Figure 10. Azure sign up agreement acceptance
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5. Your Microsoft Azure account has been created. To continue, click the green Go to
the portal button or go straight to the Microsoft Azure Portal as shown in Figure 11:

= Microsoft Azure .

Solutions  Products Documentation  Pricing  Training  Marketplace Partners Support Blog  More

You're ready to start with Azure

Figure 11. Azure subscription completition

3.5 Create an Azure loT Hub

This section describes how to create an Azure loT Hub instance using the Azure portal.
The Azure loT Hub is a central message hub for secure bidirectional communication
between the cloud-hosted application and the IoT devices.

To use the steps described in this section, you need an Azure subscription. If you do not
have an Azure subscription yet, check Section 3.4 to create a free account. If you already
have an Azure subscription:
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1. Log in the Azure portal. In the Azure dashboard do as shown in Figure 12:
a. Choose Create resource.
b. Choose Internet of Things
c. Choose loT Hub

Microsoft Azure L Search resources, services, and docs

Home > New

Create a resource New O X
Home A
Dashboard
All services Azure Marketplace Seeall  Featured Seeall
FAVORITES
Get started loT Central Application
All resources @ Learn more
Recently created
a#| Resource groups
. Compute [l loT Hub
E App Services . & Quickstart tutorial
Networking
¥ Function Apps
Storage Digital Twins (preview,
S sqL databases L ;s e )
€arn more
. Web pRevVIEW
& Azure Cosmos DB
Mobile .
B virtual machines @ Hime senes Insights
Containers AP Quickstart tutorial
& Load balancers
Databases
B storage accounts ) Stream Analytics job
Analytics Quickstart tutorial
2 Virtual networks ; g
Al + Machine Learning
@ Azure Active Directory 5 I-m-e;n;t_o'_f'ljhi_nés_ 5 'ﬁ Machine Learning Studio Workspace
. LR - Learn more
e Monitor :
5 Integration

Figure 12. Create an Azure loT Hub
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2. In the Basics tab, fill in the fields as shown in Figure 13:

a.

b.

Subscription: The subscription to use for your Azure IoT Hub. Select Free trial to
use the free acount created in Section 3.4

Resource group: A resource group is a container that holds related resources for
an Azure solution. To create a new one, click Create new and fill in the name for
your group.

Region: Select the region in which you want your hub to be located.

loT Hub name: Write the name for your Azure lIoT Hub. Note that this name must
be globally unique.

Click Next: Size and scale:

Home > New > loT hub

loT hub

ficrosoft

Basics  Size and scale  Review + create

Create an loT Hub to help you connect, monitor, and manage billions of your loT assets. Learn More
PROJECT DETAILS

Select the subscription to manage deployed resources and costs. Use rescurce groups like folders to
organize and manage all your resources.

* Subscription @ Free Trial a v

* Resource Group @ (New) MyResourceName “ b
Create new

* Region @ West Europe a ¥

* 1oT Hub Name @ ‘ MyloTHubName ﬁ >

Figure 13. Create an Azure loT Hub - Basics form
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3. On the Size and scale tab, do as shown in Figure 14:

a. Select F1: Free tier
b. Click Review+create at the bottom

The F1: Free tier that is meant for testing and evaluation. It has all the capabilities of
the standard tier, but limited messaging allowances.

Home > New > loT hub

loT hub

Microsoft

Basics  Size and scale  Review + create

Each loT Hub is provisioned with a certain number of units in a specific tier. The tier and number of units determine the maximum daily quota of
messages that you can send. Learn more

SCALE TIER AND UNITS

* Pricing and scale tier @ ” I F1: Free tier M

Learn how to choose the right loT Hub tier for your solution

Number of F1 loT Hub units @ O ]

This determines your loT Hub scale capability and can be changed as your need increases.

tng @ Enabled
Cost per month 0.00 EUR Cloud-to-device commands @ Enabled
oTEdge @ Enabled

Device manzgement @ Enabled

l b m Automation options

Figure 14. Create an Azure loT Hub - Size and scale form
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4. On the Review+create tab, click Create to confirm the Azure loT Hub creation as
shown in Figure 15. You might need to wait a few minutes until your deployment is
ready:

Home > New > loT hub

loT hub

Microsoft

Basics  Size and scale  Review + create

BASICS

Subscription @ Free Trial

Rezource Group @ MyResourceName

Regicn @ West Europe

loT Hub Name @ QOurHubName
SIZE AND SCALE

Pricing and scale tier @ F1

umber of F11eT Hub units @ 1
Messages perday @ 8.000
Cost per month 0.00 EUR

Automation options

Figure 15. Create an Azure loT Hub - Review and create form
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5. When the Azure loT Hub instance is deployed, you can see the deployment details
and go to the recently created Azure IoT Hub resource as shown in Figure 16:

Home > Microsoft.lotHub-13122649 - Overview
Microsoft.lotHub-13122649 - Overview
Deployment

« @ Delete © ca 12 Redeploy &) Refresh
— )
it © Your deployment is complete
E3 Inputs
Outputs

Template Ll Deployment name: Microsoft.lotHub-13122649
;i Subscription: Free Trial
Resource group: MyResourceName

DEPLOYMENT DETAILS (Download)

Start time: 3/26/2019 3:16:09 PM
Duration: 3 minutes 6 seconds
Correlation ID: 1d645706-329b-4950-8b30-173cc914e36e

RESOURCE TYPE STATUS OPERATION DETAILS

@ OurHubName Microsoft.Devices/lotHubs OK Operation details

Figure 16. Create an Azure loT Hub completition

3.6 Create an Azure Device Provisioning Service

This section describes how to set up a Device Provisioning Service using Azure portal.
The IoT Hub Device Provisioning Service (DPS) is a service that enables zero-touch,
just-in-time provisioning to an loT Hub instance. Follow these steps:

1. In the Azure Dashboard, do as indicated in Figure 17:
a. Choose Create a resource.
b. Choose Internet of Things and click on See all.
c. Choose lIoT Hub Device Provisioning Service.

Home > New > Marketplace
T h Marketplace »
A Home .
(5 Dashboard oved Lt earch the Marketplace Pricing : All Operating System : All publisher : All
Al services
Data analytics See More
Categories A
Get Started Azure Data Explorer Stream Analytics job Machine Learning Azure HDInsight
o — Microsoft Microsoft
Cous-based g Dt seice.
Ay 10 nd deploy model e
& SQL databases Blockehain
%/ Azure Cosmos DB P~ o o © I -
3 Virsl machines comners
Databases IoT Core Services See Mor
Developer Toas -
4= [
10T Hub Device Provisioning  Digita Twins Windows 10107 Core
@ Monitor Semvice Microsof Sefvios
@ nover L || e amiat
© Security Center :
@ CostManagement + Biling | 1T & Management Toos S S S 5
2 Help + support Media
Mixed Realty
IoT Edge Modules see Mor
Networking
Figure 17. Create an loT Hub Device Provisioning Service
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2. Choose Create in the window that will open and fill the information of the loT Hub
Device Provisioning Service as shown in Figure 18. Then, click the Create button.

+ Create a resource

ﬁ Home

L Dashboard

= All services
FAVORITES

EEE All resources

[*4] Resource groups

W’ Quickstart Center

@ App Services

<> Function App

SQL databases

© Azure Cosmos DB

Microsoft Azure £ Search resources, services, and docs (G+/)

loT Hub Device Provisioning Service o X

New > Marketplace > loT Hub Device Provisioning Service > loT Hub Device Provisioning Service

| MyTestProvisioningServicd |

Subscription *

Resource group *

MyResourceName v

Location * (D

\West Europe v

Figure 18. Provide the basic information of the loT Hub Device Provisioning Service

Tttt

3. Check in the Azure dashboard that the IoT Hub Device Provisioning Service instance
has been deployed, as shown in Figure 19:

+ Create a resource

‘ﬂ Home

Lzl Dashboard

= All services
FAVORITES

EEE All resources

[4] Resource groups

‘W’ Quickstart Center

@ App Services

<> Function App

Microsoft Azure £ Search resource:
«

Figure 19. loT Hub Device Provisioning Service instance in Azure Dashboard

My Dashboard » -+ Newdashboard T Upload | Download / Edit ()
Auto refresh : Off

All resources
All subscriptions

() Refresh

@ MyTestProvisioningService Device Provisioning...

Quickstarts + tutorials
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4. Click in your loT Hub Device Provisioning Service instance and check the detailed
information. Write down the ID Scope from the Overview tab. It will be necessary in
Section 3.8.

- Create s resource
£ Home
(5 Dsshboard

= Al services

FnvoRTes

Figure 20.

. Search resources, services, and docs (G+/) > & ®8 2 © &
Dashboard > MyTestProvisionin gsenvice
@) MyTestProvisioningService ® X
> Move il Delete () Refresh
««vcugkmnge] MyResourceName o ing.net
Active
B Actvitylog »
5. Access control (AM)
® Togs -443e-20c6-edd675edf1c6
£ Diagnose and solve prodlems Tags (change) a 0 36d tags
Settings =
& Quickstart Quick Links
Shared access policies
® ke T s S s o D rovioning rtaion -
A Certcates
© Manage envolments Q) oo more ot o7 Do provsining s ¢
"\ Manage allocation policy
i [— s
) Locks

Monitoring
o Aerts
il Metrics

& Diagnostic settings

® Logs

Support + troubleshooting

loT Hub Device Provisioning Service overview.

3.7 Add individual enroliment in Device Provisioning Service

This section describes how to create an enrollment in the Azure loT Hub Device
Provisioning Service. An enrollment creates a record of a single device or a group of
devices that may register in an loT Hub Device Provisioning Service.

1.

In the Dashboard, select the loT Hub Device Provisioning Service instance you

created in Section 3.6.

Figure 21.

Microsoft Azure P Search resource:
«

My Dashboard ~ -+ Newdashboard 7 Upload | Download / Edit 1)

+ Create a resource

Auto refresh : Off
ﬁ Home
i} Dashboard All resources
o e All subscriptions

() Refresh
FAVORITES

@ MyTestProvisioningService Device Provisioning...

EEE All resources

[4) Resource groups
J Quickstart Center
@ App Services

<> Function App

Quickstarts + tutorials

loT Hub Device Provisioning Service instance in Azure Dashboard.
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2. Choose Manage Enroliments from the Azure IoT Hub Device Provisioning Service
dashboard as shown in Figure 22.

B R R )

Dashboard > MyTestProvisioningService

e Crerte's ot &) MyTestProvisioningService 2
MMty

A Home

— . € SMove [ Delete (O Refresh
(£ Dashboard - -

5 Resource roup (change)  MyResourceName

= Allservices & Overview R

= status Actve lobat devie endovint globalazure-devioes-provioringnet

Actviy o
FAVORITES viea Location West Europe ID Scope 0One000BA4ET
HE A resources. "R i/Aocess control 0AM). Subscription (change)  : Free Trial Pricing and scale tier  : $1
() Resource groups ® g Subscition D el daceAze-a0c6-e34ETSed1cS
# Quickstart Center £ Diagnose and solve problems Tags (change) Click here to add tags
N

@ App Services Settings
%> Funcion App © Quickstan QuickLinks

SUlgabeses Shared access policies

%/ Azure Cosmos D8 & ke T kis Azure o v DevicePrvisioning Serice Documentation

I3 Virtual machines A Certificates

o F— e —

= Storage ccounts 2 Manage alocation policy

3 Virtual networks % Properties Provisioning concepts
Device Provisioning c

b Azure Active Directory @ toas
& Moritor £ Bxpor template G
pricingand scle detss
@ agvisor
Monitoring
© securty Center
o aerts
@ Cost Management + Biling
i Metics

& Help + support
& Diagnostic settings

® Logs

Figure 22. Overview of the loT Hub Device Provisioning Service instance.

3. Click on the Add individual enrollment option.

Sl e ey i e -
« Dashboard > MyTestProvisioningService - Manage enroliments
-} Create a resource @. MyTestProvisioningService - Manage enrollments
Device Provisioning Service
ﬁ Home 3
O Search (Ctri+/) ‘ - -+ Add enrollment group  —+ Add individual enroliment () Refresh Delete
(L] Dashboard
i= All services & Overview .
S Activity log o You can add or remove individual enroliments and/or enrollment groups from this page
BB All re<olinces "0, Access control (IAM)
. Enroliment Groups  Individual Enrollments
[4) Resource groups ® Tags e,
# Quickstart Center & Diagnose and solve problems £ Filter enroliments
GROUP NAME
@& App Services Settings
? No results
&> Function App & Quick Start
SQL databases Shared access policies
Figure 23. Manage enroliments.
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4. Follow these steps to fill in the enroliment information:

EdgeLockTNI SEO05x for secure connection to Azure loT Hub

a. Upload the device certificate (device cert.cer) extracted in Section 3.3 in the
Primary Certificate field.
b. Inthe IoT Hub Device ID field, type the Common Name extracted in Section 3.3.

o

Set loT Edge device to True.

d. In the Select the IoT hubs this device can be assigned to field, link the loT Hub
created in Section 3.5.

e. Click Save to finish the configuration.

+ Create a resource

A Home

L) Dashboard

= Al services

FAVORITES

B85 All resources.

[4] Resource groups
#' Quickstart Center

@ App services

4> Function App

SQL databases

% Azure Cosmos DB

K8 virtual machines

‘3* Load balancers

= Storage accounts

4> Virtual networks
» Azure Active Directory

(3 Monitor

@ Advisor

O security Center

(' Cost Management + Billing

2 Help + support

e e o)

Dashboard > My gService - Manage > Add Enrollment
&Y Add Enrollment o x
@
B save

Mechanism * O

X509 v

Primary Certificate .pem or .cer file @
“device_cert.cer’

Clear Selection W

Secondary Certificate .pem or .cer file ©

Select a file

loT Hub Device ID D

I CloudConn0-ECC-0400500 1(02EDCESCBC}SEDﬂZSDSSSSSUOOd m

loT Edge device ©

Select how you want to assign devices to hubs (O

Evenly weighted distribution

Select the loT hubs this device can be assigned to: (0

MyloTHubName.azure-devices.net

P «-

Select how you want device data to be handled on re-provisioning * O

Re-provision and migrate data

Figure 24. Add individual enroliment detail.

3.8 Register the device to Azure loT Hub

Follow these steps to register the device certificate to Azure IoT Hub Device Provisioning

Service:
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1. Connect the board to Internet using an Ethernet cable and boot up the i.MX6UltraLite

board as shown in Figure 25:

E s "
switch

Power supply

Internet

Figure 25. Connect board to Internet

Export the OPENSSL_CONF environment variable as shown in Figure 26:

a. Save the variable value using the export command.
Send > export OPENSSL CONF=/home/root/se050 mw v02.11.01/simw-
top/demos/linux/common/openssl sss _se050.cnf.

b. Check that the variable has been correctly exported.
Send > printenv.

B COMYT - Tera Term VT — O X
File Edit Setup Control Window Help

_sss_seB5@.cnf

isrslocalsbin:/usprs/bin:sbin: Zusyr/locals/shin:Zusy/shini/shin

Bxhizsung
/bin/printeny
tRimxbulevk:"# i

Figure 26. Export the OPENSSL_CONF variable.
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. Runthe azure imx register script. The input parameters of the

azure imx_ register script are listed below:

e ——registerid is the registration ID of the device, i.e. the Common Name of the
device certificate, extracted in Section 3.3.

e ——idscope is the idScope parameter from the loT Hub Device Provisioning
Service, extracted in Section 3.6.

e ——devcert is the path to the device certificate, extracted in Section 3.3.

e ——keypath is the path to the reference key .pem file, reference in Section 3.3.

* ——rootpath is the path to the Azure Root CA certificate, already included in
simw-top/demos/linux/azure EdgeLock SE05x Plug & Trust middleware
folder

Send > . /azure imx register --registerid CloudConn0O-

ECC-04005001CO02EDCESC8C39E04250559550000 —--idscope 0neO008A4ET7
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--devcert device cert.cer --keypath reference key.pem --
rootpath azureRootCA.pem.
Figure 27 shows the output of running the azure imx register script.

W COMYT - Tera Term VT - ] x

File Edit Setup Control Window Help

rootPimxbulevk: "/ se@50_mw_vB2.11 .01 /s imwv—-tops/demos/linux/azurell zure_imx_regil
CC-B4885881CA2ZEDCES CBC3I7ER42585595 B ——idscope
devcert device_cert.ce keypath reference_key.pem ——rootpath azul

: C10udConnG—ECC—B4BBSBBl082EDCESCSC39EB425@55?SSBBBB

deUlLP _cert.cepr
Entyy

2> ¢
emaphore for client CloudConnB-ECC-84805801CAZEDCESCBCI?ER42585
Em]:r e_Rand ).nuul-:d requesting 16 random hytes

_RSA_Verify invoked Keyldent= Keyld=ff,. Coeff=Bxff
Not our SE key
Verification PASS
EmbSe_RSA_Verify invoked Keyldent=ff,. Keyld=ff. Coeff=Bxff
H our SE key

fication
EmbSe_RSA Uer:ll-‘_l,l invoked Keyldent=Fff, Keyld=Ff. Coeff=BxfFf

{-]
L 1nunked requesting 32 random hytes
EmbSe_Compute_Key invoked
Reguested secret = 32
=% nid 415 e
Ho matching key in SE. Invoking OpenSSL API: ECDH_compute_key.
by OpenSSL PASS
a8

EnbSe Rand invoked requeﬁtlng 8 random hytes
ssage with token value 1 delivery confirmed
age HB arrived
: Sdps/registrations/res/200-/75rid=1
{"operationld":"4.ch935fB666afB4f3.1ele50cf-eBB?-4253-adbd-d57eb48aB

gning
: with token value 3 delivery confirmed

toplc- $dp"/rng1“tr«tLon“/re“/zﬁﬁ/’ﬁrld-z
88 l "4, 935[@6b6afu4 1 y3-adbd-d57eb48ad
i i CloudConnB-ECC—

egist 0
955475355?5 BBBE'
Device State is a gning
M age with token value 4 delivery confirmed

Sdps/registratio
nessage : ("nueratlonld' eleSOcf-eBB9- 3-adbd-d57eb48aB
685".f3tatu Y:Massigning i i a "pegistrationld": "CloudConnB-ECC-
B100! @1092hDCEbuHLJ9&8425@559%58@83".'statu» assigning'>)
Device State is assigning

8C! av, ass igned", "subs taty
las tUpdatedDateT;neU 2019 2 15 15:37.437534Z", e
'[nEyHDRyFI]JJ,JLIR\JHDFII.HGQNI‘ICB(JHDRULIU!\ZDZINTESI‘IDR\JH'..I N
Device State iz now ASSIGNED
[Publ done with error code : @
root@imxbulevk: ™/ seB58_mw_vB2.11 .81/ ! ‘linux/azurelt o

Figure 27. Run the azure_imx_register script.
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4. The device registration can be verified in the Manage enrollments section of our loT

Hub Device Provisioning Service. The Status of the enroliment should be Assigned

as shown in Figure 28

p dlelisnstoe o]

+ Create a resource

4} Home

[ Dashboard

= All services
FAVORITES

£55 Al resources

[4) Resource groups

A" Quickstart Center

@ App Services

4> Function App

SQL databases

% Azure Cosmos DB

K3 virtual machines

‘3‘ Load balancers

= Storage accounts

“> Virtual networks

B Azure Active Directory
O Menitor
& Advisor

9 Security Center

@ Cost Management + Billing

2 Help + support

Home > MyTestProvisioningService - Manage enrollments > CloudConn0-ECC-04005001C02EDCESCBC39E04250559550000
@ CloudConn0-ECC-04005001C02EDCE5SC8C39E04250559550000

Enroliment Details

Hlsave () refresh

o You can view and update the enreliment details for an individual enrollment or remove the registration record for a previously
provisioned device

Registration Status
<=
Assigned hub: MyloTHubName.azure-devices.net
Device ID: CloudConn0-ECC-04005001C02EDCESC8C39E04250559550000

Last assigned: Thu Nov 21 2019 16:15:37 GMT+0100 (Romance Standard Time}

Delete Registration |

Authentication Type
Mechanism: X.509

~ Primary Certificate

Delete current certificate
Primary Certificate Thumbprint
43CD6477C2BABFBICAAOESC34F809D9428427282

Primary Certificate .pem or .cer file ©

Select a file =

v Secondary Certificate

Figure 28. Device registered in Azure platform.
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5. If you run the 1s command, you will observe a new CloudConn.txt file in the directory
as shown in Figure 29. This file will be used in Section 3.9 for the connection of the
device.

Y COMYT - Tera Term VT . O X

File Edit Setup Control Window Help

rootPimxbulevk:~/se@5A mw vhA2.11.01/simu—-topn/demos/linux/azurelt ls
CloudConnB-ECC-84005001CA2ZEDCESC8C39EA425A559550AAA . txt azure_imx_register.d
rakefile buildScript.sh
azureRootCA.pem device_cewrt.cer
lazure_imx_connect
azure_imx_connect.c mgrT_azure.c
imx_connect.d mgtt_azure.h
_register readme.rst
azure_imx_register.c reference_key.pem
root@imxbulevk:"/seB50_mw_v02.11.01/simu-top/demos/linux/azurett Wi

Figure 29. CloudConn .txt file creation.

This file contains information related to the device onboarding to Azure IoT Hub.
Figure 30 shows the contents of the CloudConn.txt file.

YT COMT - Tera Term VT = O X

File Edit Setup Control Window Help

"assignedHub": "MyloTHubName.azure—-devices.net",

"deviceld": "CloudConnB-ECC-84005881CA2EDCESC8C39ER4258559558080",
"pegistration_id": "CloudConnB8-ECC-848656801CA2EDCESC8C39EA4250559550000" .
“status': “assigned".

"keypath': “"reference_key.pem",

"pootpath': “azureRootCA.pem".
Ypayload': "hello message from device CloudConnB-ECC-84885801CA2EDCESC8C32EA42

Figure 30. CloudCon .txt file contents

3.9 Run Azure loT Hub project example

After device registration in Azure loT Hub, we can connect the device to the Azure loT
Hub project example. Follow these steps:
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1. Execute the azure imx connect script.
Send > . /azure imx connect --json CloudConn0O-
ECC-04005001C02EDCE5C8C39E04250559550000. txt.

Y COMT - Tera Term VT - O x
File Edit Setup Control Window Help

azure—devices.net"
‘lEBSBBiCBZEDCE.;CBC'?9EE‘12.¢BSS9JSEBEB"
ConnB-ECC-84885881 CAZEDCESCBCIYER4250559558088" ,

yp
“"devcert _t
"Poutpat RootCA. pem"
“payload “hello message from device CloudConnB-ECC-84005081CH2ZEDCESCECI?ER42
B55955808!

5
}

—flw: Emh8e_Init(

or prod

aphore for client CloudConn@-ECC-B4805081C82EDCESCS8CIFEA42585

f1lu: EmbSe_Rand invoked requesting 16 random byt

_Rand invoked requesting 16

Rand invoked requesting 16

Rand invoked requesting 32 ». ytes

EmbSe_RSA_Verify invoked Keyldent=ff, Keyld=ff. Coeff=Bxff
Hot our SE key

Uerification PASS

EmbhSe_RSA_Verify invoked Keyldent=FFf, Keyld=FFf, Coeff=BxFff
Not our SE key

Verification PASS .
EmbSe_RSA_Verify invoked Keyldent=ff, Keyld=ff, Coeff=8Bxff
Hot SE key

Verification PASS

Rand invoked requesting 48 random hytes

Compute_KNey invoked {ecdh>

ted secret = 48

715 =
Ho matrhlnq key in SE. Inuuklnq OpenSSL API: ECDH_compute_key.
ECDH_compute_key by OpenSSL Pi
i 1 d=BxFOOB01 A

sign (keyld=BxFBBBO1OB, dgstLen=32)
88 based sign called successfully (sigDERLen=71)>
EmbSe_ECDEA_Do_Sign success.
EmbSe_Rand invoked requesting 16 random hytes
EmhSe_Rand invoked reque ng 16 random bytes
Emh8e_Rand invoked requesting 16 random bytes
HQTTC]ll:nt publishM age done with error 8@
Maiting for up to 18 seconds for publication of hello message from device CloudC
F 39 595 B

T n@-ECC-84005001 COZEDCESCBCITER4250559550000 /nessages /ev
535,/ for client with CllentlD- ClouwdConn@-ECC-84805801CAZEDCESCECITER4250559550
Hesaage with token value 1 delivery confirmed
1 EmhS8e_Rand invoked requesting 16 random bytes
Emh! Rand invoked requesting 16 random bytes
ith error code :
rootPimxbulevk: " /seB58_mw_vB2.11.81/5imv-top/demo inux/azurell

Figure 31. Output of the azure_imx connect script.

AN12402 All information provided in this document is subject to legal disclaimers. © NXP B.V. 2020. All rights reserved.
Application note Rev. 2.1 — 7 December 2020
535020 28 /56




NXP Semiconductors

AN12402

AN12402

EdgeLockTWI SEO05x for secure connection to Azure loT Hub

2. To confirm the device connection, go to loT Hub in the Azure dashboard and click on
loT Edge as shown in Figure 32 .

Microsoft Azure

-+ Create a resource
ﬂ Home

(L Dashboard

= All services

FAVORITES

All resources

@

# Quickstart Center

a

Resource groups

@ App Services

<%> Function App

B3 SQL databases

T Azure Cosmos DB

K3 virtual machines

(}' Load balancers

= Storage accounts

4> Virtual networks
b Azure Active Directory

( Monitor

& Advisor

Q Security Center

(l_ Cost Management + Billing

;‘ﬁ Help + support

« Dashboard > MyloTHubName

-x' MyloTHubName
=

loT Hub

| 0 \Search (Ctrl+/)

N Overview

Activity log

1, Access control (IAM)

L Tags

f Diagnose and solve problems

Events

Settings

Shared access policies

(o]

Pricing and scale

fm
s

IP Filter

A Certificates

€ Built-in endpoints
. Failover

== Properties

E] Locks

E} Export template

Explorers
B Query explorer

@ 0T devices

Automatic Device Management

& 10T device configuration

—> Move

E Delete

2 Search resources, services, and docs (G+/)

O Refresh

Resource group (change) : MyResourceName

Status

Current location

Subscription (change)

Subscription ID

Tags (change)

Figure 32. Select loT Edge in loT Hub overview.

+ Active
: West Europe
: Free Trial

: Olefcf87-dacc-44ae-alct-ed4675edf1c6

: Click here to add tags

Need a way to provision millions of
devices?
IoT Hub Device Provisioning Service enables zero-

touch, just-in-time provisioning to the right loT
hub without requiring human intervention.

Want to learn more about loT Hub?

Check out loT Hub documentation. Learn how to
use loT Hub to connect, monitor, and control
billions of Internet of Things assets.

Need to simulate loT Devices?

IoT Device Simulation accelerates solution
development using simulated devices to help build
and test your project throughout the development
lifecycle.
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3. The device should appear in the list of loT Edge devices, as shown in Figure 33.

=} Create a resource

A Home

L) Dashboard

= Al services

FAVORITES

E8 Al resources

(4] Resource groups
A’ Quickstart Center

@ App Services

> Function App

I SQL databases
T/ Azure Cosmos DB

K3 Virtual machines
<> Load balancers
&= Storage accounts

4> Virtual networks
B Azure Active Directory

() Monitor

Figure 33.

e e

Dashboard > MyloTHubName - loT Edge
&3 MyloTHubName - loT Edge
R (o7 Hub

—+ Add an loT Edge device

«
O Search (Ctrl+/)

IC: Create Deployment

(O Refresh

H Overview =

devices. Use loT Edge devi

o Deploy Azure sevices and soluti

& Activity log

"R Access control (IAM)
loT Edge devices

® Tas g

/ Diagnose and solve problems

) 10T Edge devices

Events

Settings Field

10T Edge deployments

to perform compute and analytics tasks

Operator  Value

+ X

[ setect or enter your own

V[ ]

Shared access policies
- Add new clause

[J DevicelD

@ Pricing and scale

1

IP Filter

Certificates
S Built-in endpoints
. Failover

= Properties

) Locks

LI

List of connected loT Edge devices.

D CloudConn0-ECC-04005001CO2EDCESC. |N/A 0 0

Runtime Response IoT Edge Module Count Conr

In addition, you can also check your device connection in the Azure loT Hub
monitoring metrics. Select Telemetry messages under Metric menu as shown
in Figure 34, a peak of activity can be observed after azure imx connect is

executed .

Dashboard

® 10T devices
Automatic Device Management
£ loTEdge
£ 10T device configuration
Messaging
File upload
. Message routing
Security
©Q Overview
U Security Alerts
= Recommendations
4 Resources
@ Custom Alerts
Monitoring
6 Alerts
il Metrics
& Diagnostic settings
#® logs
Support + troubleshooting
D Resource health

2 New support request

Figure 34.

MyloTHubName - Metrics

MyloTHubName - Metrics

« Hrewchsn ORefiesh 12 share N (© Feedback
Sum Telemetry messages sent for MyloTHubName

Hv Addmetic  *y

Documentation 7 X
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| tine chart v () Newalertrule X Pin to dashboard v/ +++

7 e " Saon
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= [ MyloTHubName 10T Hub standard m... || Telemetry messages... v || sum

<
\&/

1

6aM 2o
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MyioTHubiName
1

Telemetry activity reflected in the Azure loT Hub.
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4 Registering a CA certificate for device onboarding

Alternatively to the procedure explained in Section 3, you can configure a CA certificate
to enable device certificates it has signed to register with Azure loT Hub automatically
the first time the device connects to Azure IoT Hub. To register device certificates when
a client connects to Azure loT Hub for the first time, you must enable the CA certificate
for automatic registration and configure the first connection by the device to provide the
required certificates.

This section generates an injects your own credentials in EdgeLock SE05x using the
provisioning scripts included as part of EdgeLock SE05x Plug & Trust middleware.
Please use this procedure only if you prefer to generate your own keys instead of
leveraging the EdgelLock SE05x ease of use configuration used in Section 3.

Note: The key generation and injection procedure described in this section is only
applicable for evaluation or testing purposes. In a commercial deployment, key
provisioning must take place in a trusted environment, in a facility with security features
such as tightly controlled access, careful personnel screening, and secure IT systems
that protect against cyberattacks and theft of credentials.

4.1 Hardware required

This section provides detailed instructions to the Azure loT Hub project example using
the hardware described below. However, you could use other MCU boards supported by
EdgelLock SE05x Plug & Trust middleware for this purpose as well.

1. OM-SEO50ARD development kit:

Table 4. OM-SE050ARD development kit details
Part number 12NC Content Picture

OM-SEO050ARD 935383282598 EdgeLock SE050
development board

2. FRDM-K64F board:

Table 5. FRDM-K64F details
Part number 12NC Content Picture
FRDM-64F 935326293598 Freedom

development platform

for Kinetis K64, K63
and K24 MCUs

Note: This guide uses OM-SE050ARD, but OM-SE051ARD can be used as well with the
same configuration.
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4.2 Running Azure loT Hub key provisioning scripts

4.2.1

This section explains how to generate the credentials for the EdgeLock SE05x using
the key provisioning script included in EdgeLock SE05x Plug & Trust middleware and
a FRDM-K64F board as a host platform. These credentials are required for the device

onboarding into Azure [oT Hub.

Note: Check AN12396- Quick start quide to Kinetis K64 for detailed instructions on how

to bring up the FRDM-K64F board.

Download EdgelLock SE05x Plug & Trust middleware

The EdgelLock SE05x Plug & Trust middleware stack includes several MCUXpresso
project examples for cloud service onboarding. To download EdgeLock SE05x Plug &

Trust middleware:

1. Download EdgelLock SE05x Plug & Trust middleware from www.nxp.com/se050.

2. Create a folder called se050_middleware in C: directory as shown in Figure 35:

g =] < Drive Tools  Local Disk (C:)
Bs B Yy | Hosws
& v A &. > ThisPC > Local Disk (C)
~
= Pictures g Name Date modified
wMlSic Intel 2/25/2019 4:12 AM
Projects nxp 3/7/2019 1:28 AM
B Videos PEMicro 3/7/2019 1:34 AM
& OneDrive Perflogs 4/11/2018 4:38 PM
Program Files 3/11/2019 4:05 AM
= This PC Program Files (x86) 3/11/2019 3:28 AM
» 3D Objects Projects 3/11/2019 6:17 AM
m Desktop Python27 3/11/2019 4:53 AM
@ Documents se050_middleware « 3/11/2019 6:27 AM
/25/2019 5:06 A
R Dowrloads Users 2/25/2019 5:06 AM
2 Windows 3/11/2019 3:38 AM
d Music
= Recovery 2/25/2019 12:46 PM
= Pictures
H Videos
% Local Disk (C)
~ USB DISK (E)
. USB DISK (E)
Figure 35. Create se050_middleware folder

Type

File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder

Text Docu

Size

ment 0 KB
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3. Create a folder calle simw-top inside the se050 middleware. Unzip SE050

middleware inside the simw-top folder. The unzipped package should look as shown

in Figure 36:

e o -

s Quick access

fi MobileKnowledge

B This PC
B 30 Objects
[ Desktop
s| Documents
& Downloads
D Music

&=/ Pictures

Name

akm
binaries
demos
doc

ext
hostlib
projects
pycli
scripts

555

tools
B Android.mk
B CleanSpec.mk
| CMakelLists.txt
[ USB Drive (D2) [ EuLA.pdf
=] README First.bxt
(= Third Party License.pdf

=] version_info.txt

: Videos
= 05(C)
[l USB Drive (D3)

¥ Network

> ThisPC > OS(C) > se050_middleware > simw-top | «

134KB

202 KB

7KB
2KB
3KB

1KB

1KB

Figure 36. Unzip se050 middleware

Note: It is recommended to keep simw-top with the shortest path possible and
without spaces in it. This avoids some issues that could appear when building the

middleware if the path contains spaces.

4.2.2 Flash FRDM-K64F with VCOM software

The VCOM software allows the FRDM-K64F board to be used as a bridge between the
Windows machine and the EdgeLock SE05x and enables the execution of the EdgeLock
SE05x ssscli tool and other utilities from the laptop. To flash the VCOM software into

the FRDM-K64F, follow these steps:

1. Unplug and plug again the USB cable to the openSDA USB port as shown in

Figure 37:

-t

OpenSDA port &2

Figure 37. Unplug and plug OpenSDA port

© v [ o~

e

OpenSDA port
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2. When you plug the board, your laptop should recognize the board as an external drive

as shown in Figure 38:

-l M= DriveTools  FRDM-K64FD (E:)
Home Share View Manage
1 > FROM-K64FD (E) «
A Name Date modified Type
s Quick access
|=] DETAILS.TXT Text Document

fas MobileKnowledge [¢] PRODINFO.HTM HTM File
v @ ThisPC

P 3D Objects

[ Desktop

[ Documents

4 Downloads

D Music

&= Pictures

B videos

S 0S(C)

wa USB Drive (D:)

s FRDM-KB4FD (E:)

> wm FRDM-KB4FD (E:)

Figure 38. FRDM-K64F drive

1KB
1KB

3. Flash the VCOM software to FRDM-K64F. The VCOM software binary can be found

in the EdgeLock SE05x Plug & Trust middleware package, inside the simw-top

\binaries folder as shown in Figure 39:

| ¥ = | binaries
Home Share View
<« v 4 > ThisPC » 0S(C) » se050_middleware > simw-top > binaries -
~
Name
3 Quick access
pySSSCLI

fa MobileKnowledge [ ] a7x_vcom-SCI2C-evkbimxrt1050-A71XX.bin

[ ] a7x_vcom-SCI2C-frdmk64f-AT1XX.bin
| 1 a7x vcom-T1012C-evkbimxrt1050-SE050x.bin
| [j a7x_vcom-T10l2C-frdmk64f-SE050x.bin

> O This PC

s USB Drive (D:)

;j Network

Figure 39. VCOM binary folder

Date modified

6/5/2
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4. Drag and drop or copy and paste the a7x vcom-TloI2C-frdmk64f-SE050x.bin

file into the FRDM-K64F drive from your computer file explorer as shown in Figure 40:

- v s Drive Tools ~ FRDM-KB4FD (E:)
Home Share View Manage

1 s > FRDM-K64FD (E:)

& Name Date modified Type Size

s Quick access
[ DETAILS.TXT

fiz MobileKnowledge 2| PRODINFO.HTM

Text Document 1KB
HTM File 1KB

v @ ThisPC
B 3D Objects

Desktop \
| Documents

4 Downloads

D Music

=] Pictures

B Videos

oo
wa USB Drive (D:)

= FRDM-K64FD (E)

= FRDM-K64FD (E:)

Figure 40. Drag and drop VCOM binary

5. The serial and VCOM ports should be recognized by your Device Manager. To check

that the ports are recognized, follow the steps indicated in Figure 41:

a. Unplug the USB cable from the OpenSDA USB port.

b. Plug the USB cable to the OpenSDA USB port.

c. Check that the serial port is recognized in the category Ports (COM & LTP). In
this document, it is recognized as USB Serial Device (COM?7) but this naming
might change depending on your computer. Therefore, it is important that you
identify which device is recognized at the moment you plug the SDA USB port to
the computer.

d. Plug the USB cable to the K64F USB port.

e. Check that the VCOM port is recognized in the category Ports (COM & LTP).
In this document, it is recognized as Virtual Com Port (COMS8) but this naming
might change depending on your computer (e.g. It could also appear named as
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USB Serial Device). Therefore, it is important that you identify which device is
recognized at the moment you plug the K64F USB port to the computer.

File

& Device Manager

Action View Help

e mHEmE

<

[ Computer

& ControlVault Device

= Disk drives

[ Display adapters

¥ Firmware

@ Human Interface Devices
& Jungo Connectivity

= Keyboards

.1 Memory technology devices
@ Mice and other pointing devices
[ Monitors

P Network adapters

Portable Devices

- Ports (COM & LPT)

@ Intel(R) Active Management Tecgnolo (COM3)
' USB Serial Device (COMT) Check serial port *

@ Virtual Com Port (COM8)

0 Print queues
[ Processors

[ Proximity devices

7 Security devices

4 Smart card readers

¥ Software components

§ Software devices

i Sound, video and game controllers

° Check VCOM port *

* Port naming might change depending the computer

e Unplug
A o < [E]

OpenSDA port

° Plug
< Bl g

OpenSDA port =%

0 -

< Bl 2

K64F USB port

Qi Starane controllers ad

Figure 41. Check VCOM and serial ports

Note: Please note that it is possible that either of the two COM ports is not detected
when using low-quality or charge-only USB cables.

4.2.3 Key and certificate configuration for use with Azure loT Hub

The EdgelLock SE05x Plug & Trust middleware includes an executable file that allows
you to easily generate some sample credentials and inject them into the EdgelLock
SEO05x for their use with this Azure loT Hub demo.

To externally generate the keys and inject them into the EdgelLock SE05x, follow these
steps:

1. Mount OM-SE050ARD on top of the FRDM-K64F. Then, connect FRDM-K64F
OpenSDA port and K64F port to your laptop as shown in Figure 42

Laptop

®

ASNULBEED

e000000D
“sscesece

B

Figure 42. Connect boards
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2. Goto simw-top\binaries\pySSSCLI folder and locate the

Provision AZURE.exe file as shown in Figure 43:

= USB Drive (D) [# pyexpat
10 - EMVCo deck [4] python37.dil
Icons [# select
MK101 4] sssapisw.dil
others
Pictures "

30items  1item selected

Python Extension ...
Application exten...
Python Extension ...

Application exten...

= | pyssscLl - o X
Home  Share  View (2}
« v A > ThisPC > OS(C) > se050_middleware > simw-top > binaries > pySSSCLI v & | Search pySSSCLI »
~ ~ ~
[ This PC Name Date modified Type

0 3D Objects [# cryptography.hazmat.bindings._constant... Python Extension ...
[ Desktop [# cryptography.hazmat.bindings._openss| Python Extension ...
B Documents [# cryptography.hazmat.bindings._padding Python Extension ...
& Downloads 5] error_log Text Document
D Musi [ liberypto-1_1.dll Application exten..

— 9 libgee_s_dw2-1.dl Application exten...

gees. pp

& Pictures )

- # library Compressed (zipp...
[ videos 4] libssl-1_1.dll Application exten...
= 0s(G) [5] output_log Text Document
= USE Drive (D) [&] Provision_AWS Application «
s FRDM-K64FD (E)) [5] Provision_AZURE Application |

(5] Provision_GCP Applicat
= FROM-K4FD (E) et o
[ Provision_IBM Application

v

Trust middleware package

Figure 43. Find Provision_AZURE.exe file in your EdgeLock SE05x Plug &

3. Open a command prompt
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4. Use the Provision AZURE.exe executable to generate and inject keys into your
EdgelLock SE05x. Go to the folder simw-top\binaries\pySSCLI and follow the
steps shown in Figure 44:

a. Run the executable Provision AZURE.exe <K64 COM port number>. For
that, you also need to indicate the VCOM port number corresponding to the K64
USB port of your board (See here).

Send >Provision AZURE.exe COMS8
b. Check that the keys are generated and injected.
c. Check that the program execution completes successfully.

Ports (COM & LPT)
Intel(R) Active Management Technology - SOL (COM3)
USB Serial Device (COM4
G ERE R R R R AR AR R R R R AR R A A A R R A Ay
Opening COM Port '

TEM
CONNECTION_TYPE
CONNECTION_PARAMETER

GHERHH R R R R R
Opening Port "\\. 114"

imw-top\binaries\py T\azure\3 1671379_device_|
4

reference
AR R R R R R
# #
Program Completed Suc sfully #
#
R R R R HRHAHEHER R R

@_middlewar

Figure 44. Run Provision AZURE.exe executable
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5. Goto simw-top\binaries\pySSCLI\azure folder and check that the keys

appear inside the folder as shown in Figure 45:

] < | azure

Figure 45. Generated Azure credentials

Home  Shore  view
€« v > ThisPC > OS(C) > se050_middleware > simw-top > binaries > pySSSCLI > azure v 0 Search azure
Name Date modified Type Size
s Quick access
[55) 377820369951763091671379_device_certif... 20- Security Certificate 1k8
fa MobileKnowledge 8 377820369951763091671379_device_key.p... CMS (S/MIME) File 1KB
« B ThispC 2 377820369951763091671379_device_refer.. CMS (S/MIME) File K8
. 2 prime256vl.pem CMS (S/MIME) File 1kB
B 3D Objects i &
(5] rootCA_certificate.cer Security Certificate 1KB
I Desktop 2 rootCA_key.pem CMS (S/MIME) File 1KB
%] Documents | ] v3_extenf CNF File 1KB
& Downloads
N Music

4.3 Azure loT Hub account setup

This section details the steps related to the Azure loT Hub account configuration.

4.3.1 Create Azure subscription

Create an Azure subscription following the steps described in Section 3.4.

4.3.2 Create an Azure loT Hub

Create an Azure loT Hub instance following the steps described in Section 3.5.

4.3.3 Create a device

This section describes how to create a device instance using the Azure IoT Hub portal.

Follow these steps:

AN12402 All information provided in this document is subject to legal disclaimers. © NXP B.V. 2020. All rights reserved.
Application note Rev. 2.1 — 7 December 2020
535020 39/56



NXP Semiconductors

AN12402

AN12402

1.

EdgeLockTWI SEO05x for secure connection to Azure loT Hub

In your Azure loT Hub resource, do as shown in Figure 46:
a. Go to loT devices on the left hand side menu.
b. Click New to create a new device.

Home > MyloTHubName3

m MyloTHubName2 | loT devices =

loT Hub
ENEEE o |

View, create, delete, and update devices in your loT Hub.

[P search (ctrl+/)
“. Failover
3= Properties

B Locks
Field Operator Value

Explorers + X

B Query explorer

8 o1 deices | <4

Automatic Device Management

~+ Add a new clause

£ loTEdge

DEVICE ID STATUS LAST STATUS UPDATE (UTC)

& loT device configuration

Messaging
No devices found

B File upload

% Message routing

A MyloTHubName3 - Microsoft A= X | 4 - a X
& O 8 httpsy//portal.azure.com/#@jordijofreavantstudio.onmicrosoft.com/resource/subscriptions/961dad38-d35d-4874-a9d8-ebs... ¥z  ¥= 4

= Microsoft Azure (O} Upgradel L Search resources, services, and docs (G+/) T @ & 2 O

select or enter a property name vl = || specify constraint value

jordijofre@avant-studi... @
DEFAULT DIRECTORY @0

</> Switch to query editor

AUTHENTICATIONTY...  CLOUD ...

Figure 46. Create a device
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2. To create a device, follow the indications in
a. As device ID, copy the 24 digits generated in the certificate credential in Figure 47
b. Select X.509 CA Signed as authentication type.
c. Click Save.

A\ Create a device - Microsoft Azur X | 4 - [u} X
< O @ &  https://portal.azure.com/#@NXP1.onmicrosoft.com/resource/subscriptions/d697acb6-d93b-468d-b78b-ee873... 5 & S
@l © Search resources, services, and docs (G+/) 5T ®3 2 0
Home > MyloTHubName2 % = | azure
1 Lreate a aevice DM o s v
= « v > ThisPC > OS(C) > se0S0_middleware > simw-top > binaries > pySSSCLI > azure v o Search azure

Name Date modified Tpe Size

(55 377820369951763091671379 Hlevice_certif...  20-Nov-20 %:04 AN

s Quick access

1KB
T R B> B Mobileknowledge B 377620363951763031671379_device key.p.. 20-Nov 18
i Sk el SR N R & 377820369951763091671379_device.refe -Nov 1K8
2 prime2s6vl.pem Nov 1K8
s i L5 rootCA _certificate.cer 20-Nov e 1KB
*
Device ID* ® [ Desktop 8 rootCA_key.pem 20-Nov CMS (S/MIME) File 1KB
| 377820369951763091671379] = %) Documents T 08-Sep L i

Authentication type ©
( Symmetrickey X509 Self-Signed |(ERITXENT T “

Connect this device to an loT hub @

@ ois:ble )

Parent device ©

No parent device
Set a parent device

[ - B c

‘

Figure 47. Create a device Il

4.3.4 Upload root CA certificate to your Azure loT Hub

Azure loT Hub supports three attestation mechanisms for confirming the device
authenticity during registration based on:

* X.509 certificates
* Trusted Platform Module (TPM)
e Symmetric key

This document describes how to use X.509 CA certificates to authenticate devices
connecting to the Azure loT Hub. The other two attestation mechanisms are beyond the
scope of this application note. To upload a new root CA certificate:
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In your Azure loT Hub resource, click in Certificates menu (1) and then click Add (2)

as shown in Figure 48:

A MyloTHubName3 - Microsoft &= X | - B
&« O & hitpsy//portal.azure.com/#@jordijofreavantstudio.onmicrosoft.com/resource/subscriptions/961dad38-d35d-4874-a9d8-ebs.. ¥z ¥ @ &
®I 0 Search resources, services, and docs (G+/) T ®% 2 O Jordijofre@avant-studi... @
Home > MyloTHubName3
a MyloTHubName2 | Certificates = X
loT Hub
[0 search (ctrl+) | « 2
X Overview .
@ Activity log o You can use this tool to upload and manage your certificates. =
R Access control (IAM)
€ Tags Name Status Expiry Subject Thumbprint Created
/? Diagnose and solve problems No results
Events Y 2
Settings
Shared access policies
Identity
© Pricing and scale
&> Networking
<=m
& Built-in endpoints
Figure 48. Upload a root CA certificate
Then, type the certificate name and select the certificate to upload, as shown in:
a. As Certificate Name, for instance, use rootCA_QMC.
b. Upload the rootCA certificate that we generated in Figure 49.
A Add Certificate - Microsoft Azure X | 4 v

& O @

@l P Search resources, services, and docs (G+/)

Home > MyloTHubName1 >

Add Certificate

Learn more about certificates

Certificate Name * ©

I rootCA I «
Certificate .pem or .cer file. * ©

I “rootCA _certificate.cer”

1@ [ = azre
File Home Share View
€ v 4 1> ThisPC > 0S(C) > se0S0_middleware > simw-top > binaries > pySSSCLI > azure
Name Date modified
# Quick acce!

5] 377820369951763091671379_device_certif...  20-

2 377820360951763091671379_device_key.p... 2
© @ mispe o 377820369951763091671379_device_refer...
. £ _prime256vl.pem

) rootCA _certificate.cer

i MobileKnowledge

8 3D Objects
B Desktop

[£ Documents

T TootCA_Key pem
| ] v3_ext.enf

&  https://portal.azure.com/#@NXP1.onmicrosoft.com/resource/subscriptions/d697ach6-d93b-468d-b78b-ee873

.jofre-mk@nxp.com @
nNxp @

X
v O Search azure
Type Size
Security Certificate 1KB
CMS (S/MIME) File 1K8
CMS (S/MIME) File 1K8
CMS (S/MIME) File 1K8
Security Certificate 1K8
CMS (S/MIME) File 1K8
CNFFile 1K8

Figure 49. Upload a root CA certificate Il
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2. The certificate we have just uploaded will appear in the list as Unverified as shown in
Figure 50.
The certificate status remains in Unverified until we complete the proof of possession
validation. The proof of possession mechanism verifies that the uploader is in
possession of the certificate private key. For this verification, the Azure loT Hub
generates a verification code that needs to be included in a verification certificate
signed by the CA certificate private key.

A MyloTHubName1 - Microsoft A= x| 4 = B
) A A  https://portal.azure.com/#@NXP1.onmicrosoft.com/resource/subscriptions/d697acb6-d93b-468d-b78b-ee873.. ¥5 ¥ <
SR VPR YN © | o search resources, senvices, and docs (6+/) n ®& 2 © jordijofre-mk@nxp.com @

Home > MyloTHubName1

A MyloTHubNamel | Certificates = X
27 loT Hub

| o search (Ctrl+/) « + Add () Refresh

&> Networking

M Certificates o You can use this tool to upload and manage your certificates. g

€~ Built-in endpoints

“. Failover Name Status Expiry Subject Thumbprint Create

%5 properties rootCA @ Unverified Thu, 15 Nov 2040 08:0- NXP Semiconductors [ 1BEFODBDSD7EDB783¢ Fri, 20
$ »

E} Locks

Explorers

Figure 50. Root CA certificate unverified status
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3. To obtain the verification code, do as shown in Figure 51
a. Click on the certificate uploaded in the previous step
b. Click Generate Verification code
c. Copy and save the generated verification code. This code will be used to conduct

the proof of verification and certificate ownership.

A\ Certificate Details - Microsoft A= X | & = o X
& O o A  https//portal.azure.com/?quickstart=True#@NXP1.onmicrosoft.com/resource/subscriptions/d697acb6-d93b-4... ¥z  ¥& @ -
@l P Search resources, services, and docs (G+/) i) @ & 2 © jordi.jofrefmk@nxp_cg)r:; &
Home > MyloTHubName1 Certificate Details %

A MyloTHubNamet | Certificates = rootCA
-
IoT Hub &' Dl

[0 search (ctt+) | « Thu, 15 Nov 2040 080459 GMT |

© Pricing and scale .
Thumbprint ®

1BEFODBD5D7EDB7839DEOA3AS14... O ‘

> Networking o You can use this tool to upload and manage your certificates.

P
o
A Certificates

& Built-in endpoints Name Status Expiry Subje  Created O
erified Thu 15 Nov 2040 03:0. Nxp | Fri, 20 Nov 2020 08:27:13 GMT
7
35 Properties .
Updated ©
B Locks Fri, 20 Nov 2020 08:27:13 GMT D)
Explorers

Verification Code ©

B Query explorer nl 9DE196A35835D7500C22482CA6... D |

B 10T devices
Automatic Device Management “
Verification Certificate .pem or .cer file. * (
£ 10T Edge Select a file
& 10T device configuration
Messaging Verify
n_ci Load ad
Figure 51. Obtain root CA certificate verification code
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4.3.5

4. Goto simw-top\pycli\Provisioning folder and execute the

verification certificate.py script, which require three arguments:

<RootCA_certificate>
<RootCA_private key>
<Azure_verification_code>

The first two correspond to credentials injected and the third, is the verification code
we have just obtained from Azure. Figure 52 is an example of the command to be

sent:

| B CWindows\System32\cmd.exe

T Mobileknowledge £ 377821063564380580829790_device_key.pem

2 _prime2s6yipem

Root CA privater key

Created ©
Fri, 20 Nov 2020 08:27:13 GMT [
s Root CA certificate S
S e shoe few (-] Updated ©
« i > ThisPC b OS(C) » 5e050_middleware > simw-top > pycli > Provisioning > azure » Fri, 20 Nov 2020 08:27:13 GMT D
Name . Date modi ey .
S 53] 377821063564380580829790_device _certificate.cer re VerlflCathn COde

cwises PZU

5 This PC
20
jects Z
I Desktop

| Documents

Figure 52. Generate verification certificate

Certificate Details X

li] Delete

Thu, 15 Nov 2040 08:04:59 GMT [1a]

Thumbprint ©
1BEFODBDSD7EDB7839DEOA3AS14... 1)

I—i 9DE196A35885D750DC224B2CA6... :jl

Generate Verification Code

Verification Certificate .pem or .cer file. * (

Select a file

5. Make sure afile called verifyCert.cer has been generated in simw-top\pycli

\Provisioning folder, as shown in Figure 53:

€ open

X
<« v A > ThisPC > OS(C) > se050_middleware > simw-top > pycli > Provisioning v 0 Search Provisioning
Organize v New folder o= | o
MK MT - NXP - Automotive Functional Safety Name . Date modified Type Size 2
MK MT - Proposals & Quotations o g et
azure File folder
& This PC venv File folder
B 3D Objects |2 error_log.txt Text Document 1KB
I Desktop [# GenerateAWSCredentials.py Python File 2KB
B s [ GenerateAZURECredentials.py Python File 2KB
[# GenerateGCPCredentials.py Python File
¥ Downloads [# GeneratelBMCredentials.py Python File
b Music |5 output_log.txt Text Document
=] Pictures | readme.rst RST File
B videos [# ResetAndUpdate_AWS.py Python File
25 05(C) [# ResetAndUpdate_AZURE.py Python File 2KB
= USB Drive (D) [# ResetAndUpdate_GCP.py Python File
$P sDHC E) [# ResetAndUpdate_IBM.py Python File
E' verification_certificate.py Python File 4KB
o ROV KSED ) . <= Security Certicate ke v
File name: |verifyCert.cer v‘ Allfiles (*.%) L
Cancel

Figure 53. Verification certificated generated

Verify root CA certificate

To change the root CA certificate status from Unverified to Verified:
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1. In the Azure loT Hub portal, do as shown in Figure 54:

a.
b.

Click on verification certificate .pem or .cer file button

Upload verifyCertd.cer, which is the signed verification certificate generated in
Section 4.3.4

Click Open
Click Verify

@l P Search resources, services, and docs (G+/) it @ I ) jOfdiJOﬁe*mk@ﬂXPAngl &

A Certficate Details - Microsoft A= X | + = @

& © BA &  https://portal.azure.com/?quickstart=True#@NXP1.onmicrosoft.com/resource/subscriptions/d697acb6-d93b-4.

Home > MyloTHubName1 Certificate Details X
a MyloTHubNamet | Certificates = b
loT Hub
Delete
_ [©open - 0}
¢ 5 . o[l e S0+ oo 5 Smwop  pyeh > Proviioing ‘o searc [ Thu, 15 Nov 2040 08:04:59 GMT n] °
e
o MKMT - Propesals & Quatatons = Thumbprint ©
% [ 1BEF9DBDSD7EDB7839DE0A3AS 14... Iy |
a < 30 Objects 1) emor_togaxt .
s M Deskeop [P GenerateAWSCredentils py 21
v : Subje  Created ©
B GenerteBMCredentls py @ Nxp§ | Fri 20 Nov 2020 08:27:13 GMT D
[ output logaxt 0K8 el |
) readme.rst 5KB
3 [# ResetAndUpdate AWS.py 3k8
25 08(C) [ ResetAndUpdate AZURE py Updated ©
G| =usowee i [ Fri. 20 Nov 2020 08:27:13 GMT D]
B sDHC (B) 1%
Ex‘ - FROM-K64FD (F:) 5 ;;; v
File name: [verifyCert.cer | [Alfiles ) v Verification Code ®
B
. Gl [ oDE196A35885D750DC224B2CA6.. I |
@ 0T devices

Automatic Device Management Generate Verification Code

Verification Certificate .pem or .cer file. * (

£ 0T Edge n ‘ “verifyCert.cer" |E

& loT device configuration

Messaging »

n_c load ad

Figure 54. Root CA certificate verification

2. Check that the proof of possession verification was successful. The certificate should
have changed its status to Verified as shown in Figure 55. The registration of the
OEM's root CA certificate is a one-time process.

A MyloTHubName1 - Microsoft A= X | + - & X
< O @ & https//portal.azure.com/?quickstart=True#@NXP1.onmicrosoft.com/resource/subscriptions/d697ach6-d93b-4... ¥z ¥ 1

@l P Search resources, services, and docs (G+/) ﬂ_"v & @ ) © jOfdiJOfTE’mk@nXP-Cﬁ)f(T; &

Figure 55. Root CA certificate verified

Home > MyloTHubName1

a MyloTHubName1 | Certificates = X
IoT Hub
[0 search (Ctrl+/) \ « + Add () Refresh
@ Pricing and scale
(e
&> Networking You can use this tool to upload and manage your certificates.
A Certificates
> Built-in endpoints Name Status Expiry Subject Thumbprint Create

N il rootCA @ Verified -15 Nov 2040 08:0- NXP Semiconductors [ 1BEFODBDSD7EDB783¢ Fri, 20

« »
32 Properties

B Locks

Explorers
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4.4 Azure loT Hub project configuration

To run the Azure loT Hub project example using the FRDM-K64F board, we need to:

¢ Download and install the FRDM-K64F SDK
e Import Azure loT Hub example project
¢ Configure Azure loT Hub project account settings

Note: Before running the Azure loT Hub demo example, you need to have installed
MCUXpresso IDE and FRDM-K64F SDK in your local environment and imported the
Azure loT Hub project example. Check AN12396- Quick start guide to Kinetis K64 for
detailed instructions on:

e How to install MCUXpresso
¢ How to obtain FRDM-K64F SDK

* How to import FRDM-K64F project examples, including Azure lIoT Hub project
example.

4.4.1 Download and install the FRDM-K64F SDK

The Azure loT Hub device onboarding project example is included as part of the FRDM-
K64F SDK. Install it to your MCUXpresso workspace as shown in Figure 56:

1. Download the FRDM-K64F SDK, publicly available from the NXP website.

2. Drag and drop the FRDM-K64F SDK zip file in the Installed SDKs section in the
bottom part of the MCUXpresso IDE.

3. Check that the FRDM-K64F SDK is installed successfully.

= 38 SOK Import Wizard
ject Configlools Run  Analys
@-idixw © Please select a board

=g . Board and/or Device selection page

~ SDKMCUs
MCUs from installed DK

NXP MIMXRTI0S 20008
Kéx
LPCSSx
v MIMXRTI0S0
MIMXRTI0S20008

©) Installed SDKs 52 | [C] Properties (2] Problems &1

© Qui.. 2 |(=Vori.. 9% Outl.. % Bre.. ®=Glo.. = O
@ Installed SDKs

- MCUXpresso IDE - Quickstart Panel = To install an SDK, simply drag and drop an SDK (zip file/fol
C5) No ed Name

SDKs for selected | SDK_2.x_EVKB-IMXRT1050

Name DK_2.x_FRDM-KB4F «

Description:  MIMXRTI052: iMX® MIMXRTI052 600MHz, 512K SRAM Microcontrollers £ SDK 2. EVKE-1 5 SDK_2x_LPCXpress055569
(MCU2) based on ARM® Cortex ®-M7 Core

Figure 56. Import FRDM-K64F SDK

Note: For more detailed instructions on how to install it the FRDM-K64F SDK into our
MCUXpresso workspace, refer to AN12396 - Quick start guide with FRDM-K64F.
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4.4.2 Import Azure loT Hub example project

The FRDM-K64F SDK includes a project example called se SE050x_cloud azure.
Import it to your MCUXpresso workspace as shown in Figure 57:

1. Click Import SDK examples from the MCUXpresso IDE quick start panel.
2. Select se SE050x_cloud azure project example and click the Finish button.
3. Check that the project is now visible in your MCUXpresso workspace

Note: For detailed instructions on how to import project examples from FRDM-K64F
SDK, check AN12396 - Quick start guide with Kinetis K64F

x c 3 SDK Import Wizard B8 workspaces - Source not found. - MCUXpresso IDE
File Edit Navigate Search Project Configlools Run Analysit fhe: b Hbngele Semh Fwsest Lowhgbwks B &
. = = ES = ! ) =k
i 52 B R] i @-iBin| i, The source from the SDK will be copied into the worksp - |®-&-Bic Qi
) Y Proj.. 22 Peri..  bibi Regi... Fauls = 8 | [
Yy Project... 52 =g . Import projects K Froj 2 “T, ei 1 ; =
cElcs @ - T g% @ !
BIS| & % Project name prefix; frdmke4f v =5 frdmk64f_se05x_cloud_azure <Debug>
2 Project Sett
[ Use defautt location © Project Settings
i) Includes
n: | C:\Users\Jordi Jofre\Documents\MCUXpressoll 8 CMsis
. (2 board
ErojectTve 8 component
@ CProject Cs+ Project C Static Library Cs (2 device
3 drivers
(2 freertos
Examples @3 libs
c3 wi
‘r,'pﬁ!c filter @ wip
(3 mbedtls
Name (& mdie
O = a71ch_cloud_aws (2 mmcau
[0 = a7ich_cloud_azure 3 phy
O = a7ich_cloud_gep 3 se_hostlib
[0 = a7ich_cloud_ibm_watson (3 source
O = a7ich_veom (2 startup
[0 = se05x_Getinfo 83 utilities
[ = se05x_12cMaster @ doc
O = se05x_Minimal
[ = se05x_Perso_Delete_Mod_RSAKeyGen — =
== [ = se05x cloud_aws Lo tias
U . 32 |®=Vari. D% Outl. 9 Bre.. ®=Glo.. =
G aui- ¢ R e o e o D ‘I
0= sebor doud_gcp ey B New project.. ~| B
A [0 = se0Sx_cloud_ibm_watson (A
. (5)-..
MCUXpresso IDE - Quickstart Panel [0 = seD5x_ex_ecc 4% i .
: S ® Import project(s) from file system...
Cioe ) No project selected [0 = se05x_ex_hkdf
o - [0 = se05x_ex_md ~ Build your project
Create or import a project O e s [
[ = se05x_ex_symmetric & Build
[ = se03x_sems_lite_ex_update & Clean
[ = se5x.vcom
+ Debug your project ~H-H-
ﬁ 4§ Debug
82 v
~~ < D
vi| @ .
15 frdmk64f_se0Sx_cloud_azure
Figure 57. Import Azure project in the workspace

4.4.3 Configure Azure loT Hub project account settings

We need to change two variables in the MCUXpresso project related with your Azure loT
Hub account settings. In the MCUXpresso workspace:
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1. Go to the project explorer and open the azure iot config.h, which can be found
in source\azure_ task\ folder as shown in Figure 58:

[ workspace - ICC_QMC_Motor_Control_App._Azure/source/azure task/azure_jot_config.h - MCUXpresso IDE

File Edit Source Refactor Novigate Search Project Configlools Run Analysis FreeRTOS Window Help
Dl | ®-|-@i¢ eI blEreoRSie - BNLAKiER-0- Q- Oy -HRETIH-F -0t
Q is|[&
[y Proje.. 58 2, Perip = B [ awreiot configh =[5
8 19 /* Copyright 2013 NXP A [
8 2. &
> & component ~ |3 * This software is owned or controlled by NXP and may only be used -
> (3 device A ictly in accordance with the applicable license terms. By expressly
> €8 drivers 5 * accepting such terms or by downloading, installing, activating and/or
> @ wip 6 * otherwise using the software, you are agreeing that you have read, and
> G5 mbedtls 7 * that you agree to comply with and are bound by, such license terms. If
» €3 motor_control 8 * you do not agree to be bound by the applicable license terms, then you
motor contro 9 * may not retain, install, activate or otherwise use the software
> @8 nfc 10 %/
> 5 se_hostiib 1
v (5 source 12 #ifndef AZURE_IOT_CONFIG_H
mfpin e 13 wdefine AZURE_IOT_CONFIG
> [ azure_client credential_keysh 2o
5 [ azure default root certifiggtes.h he NS JOurines
[ ssure ot configh] b
5 szurecteske 18 /* doc:starf credentials */
5 @ szure taskh 19 #define AZURE_TOT_HUB_AE "QMC-TestHub'
o 20 #define AZURE_LOCATION NAME "Hamburg”
e 21 #define AZURE_DEVICE_NAME "377815972228509164001886"
> umnﬁq 22 = doc credentials *//
> & json 23
> @ led_task 24 #define AZURE_IOT_MQTT_HOST AZURE_TOT_HUB_NAME ".azure-devices.net” ///< Customer specific Ludeas
3 & ip_task 25 #define AZURE_IOT_MQTT_PORT (8883) 111< default port for ¥
<yl 26 #define AZURE_IOT_MQTT_CLIENT_ID AZURE_DEVICE_NAME o
» (& motor_control task e e S o
© e nfe tack &
O Quickstart P... 52 | Propertie: ems () Console 52 Terminal [y Image Info G Debugges ~2-8-=0
No consoles to display at this time.
MCUXpresso IDE - Quickstart Panel
Project: ICC_QMC_Motor_Control_App_Azure [Det
~ Create or importa project
B8 New project.
Import SDK example(s),
Import project(s) from file system
~ Build your project
K Build
o Clean .
< >

Wiitable | smart insert

| 22:1:1027

5

O NXP MIMXRT1052x008" (ICC Q..Azure)

Figure 58. Find azure_iot config.h file

2. Modify the #define AZURE IOT HUB_NAME macro definition to add your Azure loT
Hub name created in Section 3.5 as shown Figure 59:

A Home - Microsoft Azure x S

& O @ A httpsy//portal.azure.com/#home

D-H@I®-{-EBid0iBiv]

= (a]

Azure services

— I

Createa IoT Hub Virtual
resource machines

%

More services

App Services

Recent resources

Name
MyloTHubNa: «

Navigate

Subscriptions [#8)  Resource groups

B4 Dashboard

Tools

Storage
accounts

Type

IoT Hub

&y Proj.. 52 £ Fa
BBy ias @
> @3 drivers ~
> (8 freertos
> @8 libs
> @ wip
> €3 mbedtls
> €3 mdio
> @ mmcau
> @ phy
> (3 se_hostlib
v (8 source
> [B azure_client_credential_keys.h
> [ azure_default root_certificatesh
> [ azure iot_configh
&) azureDemo_Main_twip.c
> [B azureDemoh
> (9 azurePubSub.c
> [ azureTask lwip.c
> [B FreeRTOSConfigh
[ fslsss_ftrh
> 14 semihost_hardfault.c
> (3 startup Y

O Quickstar... 53 (0= Variable:

[ New project, -
B8 import SOK examplefs).
& Import project(s) from file system.

~ Build your project

& Build
& Clean

~ Debug your project

4§ Debug
1

Writable

[0 workspaces - frdmk64f_se05x_cloud_azure/source/azure_iot_config.h - MCUXpresso IDE
File Edit Source Refactor Navigate Search Project ConfigTools Run Analysis FreeRTOS Window Help

BN SR bDERRIRISIe il

2] (gdblo] 1db[0].proc[42000] OSthrezd(1]).threa

©/* Copyright 2018,2020 NXP

* This software is owned or controlled by NXP and may
* strictly in accordance with the applicable license t
* accepting such terms or by downloading, installing,
* otherwise using the software, you are agreeing that
* that you agree to comply with and are bound by, such
* you do not agree to be bound by the applicable licen
9 * may not retain, install, activate or otherwise use t
10 %/

aNa e W

#ifndef AZURE_IOT_CONFIG,
#define AZURE_TOT_CONFIG,

e EngaTory
21 #define AZURE_DEVICE_NAME "377813914287991534125055"
22 /* doc:end:azure-credentials */

24 #define AZURE_TOT_MQTT_HOST AZURE_IOT_HUB_NAME ".azure
25 #define AZURE_IOT_MQTT_PORT (8883)

ems B Console 53 Te

<terminated> frdmk64f_se05x_cloud._ Debug (2) [C/C++ (NXP
[MCUXpresso Semihosting Telnet console for 'frdmk64f_se0Sx_

[Closed Telnet Session]

Smart Insert 19:42:920

Figure 59. Change #define AZURE_IOT_ HUB_ NAME
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3. Modify the #define AZURE DEVICE NAME macro definition to add your device ID
created in Section 4.3.3 as shown in Figure 59:

38 workspaces - frdmk6af_se0Sx_cloud_azure/source/azure_iot_config.h - MCUXpresso IDE

A 377820369951763091671379 -1 X |+
File Edit Source Refactor Navigate Search Project ConfigTools Run Analysis FreeRTOS Window Help
< O @ & https//portal.azure.com/#blade/Microsoft Azt [+ @ B~ R~ @0 L iBiw]| » 8 oG S bR il
& Proj.. 2 = B [c](gdbl0]proci42000] 1],9dbl0].proc[42000].OSthread[T]).thre:
Home > MyloTHubName1 =GR .| 0~ /* Copyright 2018,2020 NXP
(2 drivers ~
377820369951763091671379 = & freertos
MyloTHubName1 @ libs
2 Iwip
1 Message to Device < Direct Method - Add Module Identity (2 mbedtls
@ mdio
8 mmcau
2 phy 1
v (3 source 13 #define AZURE_IOT_CONFIG_H_
This device is being authenticated through a CA Certificate SO Bl

[ azure_default_root_certificates.h
[n azure_iot_config.h
[¢) azureDemo_Main_wip.c
B azureDemo.h
[¢) azurePubSub.c
€] azureTask_wip.c
[B) FreeRTOSConfig.h
[B] fsl_sss_ftrh
[¢) semihost hardfaut.c
@ startup

Enable connection to loT Hub @

(@) enable O Disable

/* tart:azure-credentials *
19 #define AZURE_IOT_HUB_NAME "MyIoTHubNamel"
o sd “hengalucy”

22 sdefine AZURF_I OCATION NANF
{1 #define AZURE_DEVICE_NAME "377820369951763091671379 |
2T 7T GocTendTazure - Credentials

4 #define AZURE_TOT_MQTT_HOST AZURE_IOT_HUB_NAME ".azuri
25 #define AZURE_IOT_MQTT_PORT (8883)

Parent device @ ’

Configurations

Module Identities
—_— v

O Quickstar... 2 1= ] B Console 53 &

J— B8 New project.
B8 import SDK example(s)...
L

& Import project(s) from file system...

Module ID Connection State Cont
A <terminated> frdmk64f_se05x_cloud_azure LinkServer Debug (2) [C/C++ (NXF

There are no module identities for this device. [MCUXpresso Semihosting Telnet console for 'frdmk64f_se@sx.

~ Build your project
[Closed Telnet Session]

& Build
& Clean
 Debug your project B-H-H
4 Debug
< >
Writable Smart Insert 21:52:1013 | esaMof

Figure 60. Change #define AZURE DEVICE_NAME

Everything is now fully ready to run the demo on the FRDM-K64F board.

4.5 Azure loT Hub project execution
Now we are fully ready to run the project on the FRDM-K64F. To start the Azure IoT Hub
project example, follow these steps:

1. Connect FRDM-K64F OpenSDA port, K64F port and Ethernet interface to your laptop
as shown in Figure 61:

Laptop

“p

eooococo0o0m
“esecccse

Internet

Figure 61. Connect FRDM-K64F board
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2. Open TeraTerm, go to Setup > Serial Port and choose the one corresponding to the
OpenSDA port of the board, 115200 baud rate, 8 data bits, no parity and 1 stop bit
and click OK as shown below.

» @ Serial

Tera Term: New connection

Figure 62. Configure TeraTerm

Tera Term: Serial port setup

Transmit delay

O TCPAP Host: myhost.example.com Port: COM6 v
History Baud rate: 115200 v
Ceica: TCP port#: |22
Service: Telnet
Data: 8 bit v Cancel
SSH SSH version: [SSH2
Other Protogo!: NS Parity: none v
rotocol:
Stop: 1 bit v Help
Flow control: none v

EI msec/char

X

E’ msecfline

3. Go to the MCUXpresso Quickstart Panel and click Debug button, wait a few seconds
until the project executes and click on Resume to allow the software to continue its
execution as shown in Figure 63:

B8 workspaces - frdmks4f_se05x_cloud_azure/se_hostlib/sss/ex/inc/ex_sss_main_inc.h - MCUXpresso IDE - 0o X
File Edit Source Refactor Navigate Search Projsct  Configlools Run Analysis FreeRTOS Window Help
O-Ee®-&-aioviginrliarse il eo@eRisio- Bl A% %t -0 -A-i® - RS A R
Q |k
5 Proje... 52 35 Debug 53 D%|i» § =8
B 3 % | 8] v i frdmk64f_se0Sx_cloud_azure.axf [MK64FNTMOooc12 (cortex-md)] ~
v S frdmk64f_se05x_cloud_azure <Debug> v i Thread #1 1 (Suspended : Breakpoint)
@ Project Settings = = main() at ex_sss_main_inc.h:118 0x8154 v
9 i
0, Binaries [B) ex_sss_main_inch 52 =n
5 Includes .
& cmsis e ~
o Lk 110 const char *porthiame;
(@ component 121 #if EX_SSS_BOOT_EXPOSE_ARGC_ARGV
S device gex_sss_arge = arge.
3 drivers Cess_argy = argv;
(2 freertos EX_S55_BOOT_EXPOSE_ARGC_ARGV
@ libs 126 #ifdef HAVE_KSDK
& wip ex_sss_main_ksdk_bm();
(3 mbedtls #endif // A oK
& mdio . . . .
i #if defined(_ linux_) 88 defined(T1oI2C) && SSS_HAVE_APPLET_SEOSX 10T
4 ex_sss_main_linux_conf();
@ phy #endif // defined(_ linux_) 8& defined(T10I2C) 8& SSS_HAVE_APPLET_SE@SX_IOT
v 8 se_hostiib
(& demos LOG_I(PLUGANDTRUST_PROD_NAME_VER_FULL) ;
& hostlib
S 36 #ifdef EX_SSS_BOOT_PCONTEXT o
v s = el T S R
v e i
O Quickstart.. 52 = O installeds.. (7] Properties [2] Problems | & Console 53 | Terminal | Imagenfo R DebuggerC... [J Memory (= Heapandst.. 5= Outine = GiobalVaria.. = O
xBprfFfMme--
oy B New project. A frdmk64f_se05x_cloud_azure Li 19 (2) [C/C++ (NXP MCU Appl ] f_se05x_cloud_azure.axf
® Import project(s) from file system
~ Build your project
| Build
o Clean
e O e B-E-H-
-m
F Terminate, Buil ebug v
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4. Your device should now be connected to Azure IoT Hub. Check that your device is

connected by:
a. Checking the TeraTerm logs as shown in Figure 64.

4 COM4 - Tera Term VT

File Edit Setup Control Window Help
App 2INFO :PlugAndTrust_vB3.00.05_20201022

:Previous transaction buffer is now cleard

zatr (Len=35>

88 A8 88 88 a3 96 84 83 E8 88 FE 82
A1 60 68 0@ 08 64 080 B0 BA 4R 43 4F
54 58 4F
unication channel is Plain.
ot recommended for production use.?
re Secure Element example ...

:WARN

:INFO
OB 03 E8 @8

58 34 20 41

:WARN :
zWARN :
:INFO :fz

App :INFO :Connecting to network

In1t1allg1ng PHY.
:INFO Gettlng IP address from DHCP ...

App
App

= INFO
IPu4 Address

App

: INFO

:DHCP

: 192.168.1.15
OK

2 INFO

:MQTT attempting to connect to ’377820369951763891671379’ ...

inxEnsure:’ret == SM_OK’ failed. At Line:5865 Function:sss_seB5x_TXn
:INFO :Group id found - HBEDTLS _ECP_DP_SECP256R1

p :INFO :MQTT Echo demo subscribed to devices/377828369951763891671379/messa
/devicebound/#

:INFO
:INFO :Echo successfully published

WARN

App :—>sleep

App

Figure 64. Device connection to Azure loT Hub

b. In addition, you can also check that some activity is traced in your Azure loT Hub
account dashboard, as shown in Figure 65

A MylsTHubNsme1 - Micrasoft - % | 4
< QO i 8 https:

2 MyloTHubName1
A

‘portal.azure comy/# @ NXF t
DG ®@ 7 o Pockeo g

".. MNumber of messages used
il
Messages used today: 43 I

Daily messages quota: 800 |

loT Devices: | ||

Connected Devices s Total loT Devices S

Figure 65. Device connection to Azure loT Hub - dashboard
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5 Legal information

5.1 Definitions

Draft — A draft status on a document indicates that the content is still
under internal review and subject to formal approval, which may result
in madifications or additions. NXP Semiconductors does not give any
representations or warranties as to the accuracy or completeness of
information included in a draft version of a document and shall have no
liability for the consequences of use of such information.

5.2 Disclaimers

Limited warranty and liability — Information in this document is believed
to be accurate and reliable. However, NXP Semiconductors does not

give any representations or warranties, expressed or implied, as to the
accuracy or completeness of such information and shall have no liability
for the consequences of use of such information. NXP Semiconductors
takes no responsibility for the content in this document if provided by an
information source outside of NXP Semiconductors. In no event shall NXP
Semiconductors be liable for any indirect, incidental, punitive, special or
consequential damages (including - without limitation - lost profits, lost
savings, business interruption, costs related to the removal or replacement
of any products or rework charges) whether or not such damages are based
on tort (including negligence), warranty, breach of contract or any other
legal theory. Notwithstanding any damages that customer might incur for
any reason whatsoever, NXP Semiconductors’ aggregate and cumulative
liability towards customer for the products described herein shall be limited
in accordance with the Terms and conditions of commercial sale of NXP
Semiconductors.

Right to make changes — NXP Semiconductors reserves the right to

make changes to information published in this document, including without
limitation specifications and product descriptions, at any time and without
notice. This document supersedes and replaces all information supplied prior
to the publication hereof.

Suitability for use — NXP Semiconductors products are not designed,
authorized or warranted to be suitable for use in life support, life-critical or
safety-critical systems or equipment, nor in applications where failure or
malfunction of an NXP Semiconductors product can reasonably be expected
to result in personal injury, death or severe property or environmental
damage. NXP Semiconductors and its suppliers accept no liability for
inclusion and/or use of NXP Semiconductors products in such equipment or
applications and therefore such inclusion and/or use is at the customer’s own
risk.

Applications — Applications that are described herein for any of these
products are for illustrative purposes only. NXP Semiconductors makes

no representation or warranty that such applications will be suitable

for the specified use without further testing or modification. Customers

are responsible for the design and operation of their applications and
products using NXP Semiconductors products, and NXP Semiconductors
accepts no liability for any assistance with applications or customer product
design. It is customer’s sole responsibility to determine whether the NXP
Semiconductors product is suitable and fit for the customer’s applications
and products planned, as well as for the planned application and use of
customer’s third party customer(s). Customers should provide appropriate
design and operating safeguards to minimize the risks associated with
their applications and products. NXP Semiconductors does not accept any
liability related to any default, damage, costs or problem which is based
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on any weakness or default in the customer’s applications or products, or
the application or use by customer’s third party customer(s). Customer is
responsible for doing all necessary testing for the customer’s applications
and products using NXP Semiconductors products in order to avoid a
default of the applications and the products or of the application or use by
customer’s third party customer(s). NXP does not accept any liability in this
respect.

Export control — This document as well as the item(s) described herein
may be subject to export control regulations. Export might require a prior
authorization from competent authorities.

Evaluation products — This product is provided on an “as is” and “with all
faults” basis for evaluation purposes only. NXP Semiconductors, its affiliates
and their suppliers expressly disclaim all warranties, whether express,
implied or statutory, including but not limited to the implied warranties of
non-infringement, merchantability and fitness for a particular purpose. The
entire risk as to the quality, or arising out of the use or performance, of this
product remains with customer. In no event shall NXP Semiconductors, its
affiliates or their suppliers be liable to customer for any special, indirect,
consequential, punitive or incidental damages (including without limitation
damages for loss of business, business interruption, loss of use, loss of
data or information, and the like) arising out the use of or inability to use

the product, whether or not based on tort (including negligence), strict
liability, breach of contract, breach of warranty or any other theory, even if
advised of the possibility of such damages. Notwithstanding any damages
that customer might incur for any reason whatsoever (including without
limitation, all damages referenced above and all direct or general damages),
the entire liability of NXP Semiconductors, its affiliates and their suppliers
and customer’s exclusive remedy for all of the foregoing shall be limited to
actual damages incurred by customer based on reasonable reliance up to
the greater of the amount actually paid by customer for the product or five
dollars (US$5.00). The foregoing limitations, exclusions and disclaimers shall
apply to the maximum extent permitted by applicable law, even if any remedy
fails of its essential purpose.

Translations — A non-English (translated) version of a document is for
reference only. The English version shall prevail in case of any discrepancy
between the translated and English versions.

Security — Customer understands that all NXP products may be subject

to unidentified or documented vulnerabilities. Customer is responsible

for the design and operation of its applications and products throughout
their lifecycles to reduce the effect of these vulnerabilities on customer’s
applications and products. Customer’s responsibility also extends to other
open and/or proprietary technologies supported by NXP products for use

in customer’s applications. NXP accepts no liability for any vulnerability.
Customer should regularly check security updates from NXP and follow up
appropriately. Customer shall select products with security features that best
meet rules, regulations, and standards of the intended application and make
the ultimate design decisions regarding its products and is solely responsible
for compliance with all legal, regulatory, and security related requirements
concerning its products, regardless of any information or support that may
be provided by NXP. NXP has a Product Security Incident Response Team
(PSIRT) (reachable at PSIRT@nxp.com) that manages the investigation,
reporting, and solution release to security vulnerabilities of NXP products.

5.3 Trademarks

Notice: All referenced brands, product names, service names and
trademarks are the property of their respective owners.
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