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AIOP SDK Applications Debug

1 Overview

This application note describes how to debug an AIOP SDK
application with CodeWarrior for APP. The application
targeted by this document is AIOP Packet reflector.

AIOP packet reflector provides an entry-level demonstration
about how to use and program an AIOP. It has no predefined

NXP infrastructure that is required to be used by the end user.

It uses the AIOP SL-Service Layer routines only.

The purpose of this sample application is to demonstrate a
simple application data path on AIOP. The application is
available in these two flavors:

* A basic reflector for every IPv4 frame (further
referenced as Reflector). It works much like the NADK
Packet Reflector application, except that it runs on
AIOP.

* The second one applies an extra classification and only

accepted frames are further reflected (further referenced

as Reflector-Classifier).

For more details about this application, see the AIOP ‘packet
reflector’ sample application chapter of the LS2085 SDK
Quick Start Guide.

This application note focuses on the Reflector flavor.

An updated version of the Application Note is available at

CodeWarrior Development Suites for Networked Applications

Product Summary Page.
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Prerequisites

2 Prerequisites

Before you debug an AIOP SDK application on CodeWarrior for App, ensure the following prerequisites.

NOTE
The references used in this application note are from a Linux 64-bit host machine for
simulator. For hardware, you can use either Linux or Windows.

The table below shows the requisite components.

Component Version
CodeWarrior for APP 10.2.0 or later
SDK EARG6.0 or later
LSDK 17.12 or later

3 Building AIOP reflector APP

To get the latest AIOP APP source files, follow the steps from SDK documentation or from Layerscape-SDK documentation.

4 Hardware setup

To demonstrate the reflected traffic, you can use only one board with two ports connected back-to-back, as the following
figure shows (in the example below, the copper ports 5 and 6 are connected):
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Hardware setup

DPMACS

Figure 1. Hardware setup using one board with two ports connected back-to-back

The Linux container role is played by the port 5 and the AIOP container role is played by the port 6.

LINUX AIOP
dpni.0 <-> dpmac.5 <------------------- - > dpmac.6 <-> dpni.l
(nio)

After you get a U-Boot prompt on the board, use these commands:

Bring up the board via tftp from U-Boot (or you can write the images to the flash using the flash programmer from
CodeWarrior for ARMvS).

setenv filesize; setenv myaddr 0x580100000; tftp 0x80000000 u-boot-nor.bin; protect off
Smyaddr +$filesize; erase Smyaddr +$filesize; cp.b 0x80000000 Smyaddr $filesize; protect on
Smyaddr +Sfilesize

setenv filesize; setenv myaddr 0x580000000; tftp 0x80000000 PBL.bin; protect off $myaddr +
Sfilesize; erase Smyaddr +$filesize; cp.b 0x80000000 S$myaddr $filesize; protect on $myaddr +
Sfilesize

setenv filesize; setenv myaddr 0x580300000; tftp 0x80000000 mc.itb; protect off Smyaddr +
Sfilesize; erase Smyaddr +$filesize; cp.b 0x80000000 S$myaddr $filesize; protect on $myaddr +
Sfilesize

setenv filesize; setenv myaddr 0x580700000; tftp 0x80000000 dpl-eth.0x2A 0x41l.dtb; protect
off Smyaddr +$filesize; erase $myaddr +$filesize; cp.b 0x80000000 $myaddr $filesize; protect
on S$myaddr +sfilesize

setenv filesize; setenv myaddr 0x580800000; tftp 0x80000000 dpc-0x2a4l.dtb; protect off
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Hardware setup

Smyaddr +$filesize; erase Smyaddr +$filesize; cp.b 0x80000000 Smyaddr $filesize; protect on
Smyaddr +$Sfilesize

Prepare target for AIOP application

fsl mc start mc 580300000 580800000 && fsl mc apply dpl 580700000
tftp a0000000 kernel-1s2085ardb.itb
bootm a0000000

NOTE
bootargs needs to contains minimal parameters in order to have a correct setup for AIOP
application. Make sure bootargs=console=ttyS1,115200 root=/dev/ram0
earlycon=uart8250,mmio, 0x21c0600 ramdisk size=0x2000000
default hugepagesz=2m hugepagesz=2m hugepages=256

Configure the ni0 interface and create a static ARP entry. Set the destination MAC as the ARP hardware address for all the IP
flows on which the packet needs to be sent:

$ ifconfig ni0 6.6.6.1 up
$ arp -s 6.6.6.10 000000000006

Prepare the AIOP container using the following steps:
1. Run the following script on the linux target.

<yocto_path>/build 1s2085ardb release/tmp/work/aarché4-fsl-linux/aiopapp-refapp/scripts/
dynamic_aiop root.sh

2. Delete the lines between 205 and 225 and update DPMAC1="dpmac.6".
3. Copy the script and the aiop reflector.elf on the linux target using scp from the linux host and the etho
(connected to e1000#0 PCI card) interface.

On the linux target:

$ ifconfig eth0 192.168.1.2 up

On the linux host:

$ ifconfig eth0 192.168.1.1 up

$ scp <yocto path>/build 1s2085ardb_release/tmp/work/aarché64-fsl-linux/aiopapp-refapp/
scripts/dynamic_aiop root.sh root@l92.168.1.2:.

$ scp <yocto paths>/build 1s2085ardb_release/tmp/work/aarché4-£fsl-linux/aiopapp-refapp/demos/
reflector/out/aiop reflector.elf root@192.168.1.2:.

On the linux target:

root@ls2085ardb: ~# chmod +x dynamic_aiop root test.sh
root@ls2085ardb: ~# ./dynamic_aiop_root_test.sh
Creating AIOP Container
Assigned dpbp.l to dprc.
Assigned dpbp.2 to dprc.
Assigned dpbp.3 to dprc.
Assigned dpni.l to dprc.
Connecting dpni.l<------- >dpmac.6

AIOP Container dprc.2 created

————— Contents of AIOP Container: dprc.2 -----
dprc.2 contains 4 objects:

object label plugged-state
dpni.1l plugged
dpbp. 3 plugged
dpbp .2 plugged
dpbp.1 plugged

Creating AIOP Tool Container
Assigned dpaiop.0 to dprc.3
Assigned dpmcp.22 to dprc.3

AIOP Tool Container dprc.3 created
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Hardware setup

————— Contents of AIOP Tool Container: dprc.3 -----
dprc.3 contains 2 objects:

object label plugged-state
dpaiop.0 plugged
dpmecp.22 plugged

Performing VFIO mapping for AIOP Tool Container (dprc.3)

Performing vfio [ 234.804575] vfio-fsl-mc dprc.3: Binding with vfio-fsl mc driver
mapping for dprc.3

[ 234.814384] vfio-fsl-mc dpaiop.0: Binding with vfio-fsl mc driver

[ 234.821209] vfio-fsl-mc dpmcp.22: Binding with vfio-fsl mc driver

========== SUMMAYy =================================

AIOP Container: dprc.2

AIOP Tool Container: dprc.3

Load the AIOP application using aiop_tool.

Initiate ping on the interface to forward packets to the Reflector application running on the AIOP container board. Basically,
this is a ping from ni0 interface (dpni.0 — dpmac.5) to dpni.1 — dpmac.6.

$ ailop tool load -f aiop reflector.elf -g dprc.3
AIOP Image (aiop_reflector.elf) loaded successfully.
$ ping 6.6.6.10

To check if the AIOP reflector application loaded successfully, execute the following command in the Linux command shell:

$ root@ls2085ardb:~# cat /dev/fsl aiop console

The command output displays the number of DPNIs that are successfully configured, together with the DPNISs that are
provided to the AIOP Reflector Application:

REFLECTOR : Successfully configured ni0 (dpni.1)

REFLECTOR : dpni.l <---connected---> dpmac.6 (MAC addr: 00:00:00:00:00:06)

> TRACE [CPU 0, dpci drv.c:524 dpci event handle removed objects]: Exit

> INFO [CPU 0, init.c:289 core ready for tasks]: AIOP core 0 completed boot sequence

> INFO [CPU 0, init.c:295 core ready for tasks]: AIOP boot finished; ready for tasks...

The AIOP Logger prints a brief information about every frame that is reflected, as listed below. You can also view these logs
in the CodeWarrior IDE in a simple manner using the Debug Print feature. For more information about the Debug Print
feature, see the Debug Print Application Note.

$ root@ls2085ardb:~# tail -f /dev/fsl _aiop console

RX on DPNI 1 | CORE:15
MAC_SA: 02-00-c0-a8-48-01 MAC DA: 00-00-00-00-00-06
IP SRC: 6.6.6.1 IP DST: 6.6.6.10

RX on DPNI 1 | CORE:15
MAC_SA: 02-00-c0-a8-48-01 MAC DA: 00-00-00-00-00-06
IP SRC: 6.6.6.1 IP DST: 6.6.6.10

RX on DPNI 1 | CORE:15
MAC_SA: 02-00-c0-a8-48-01 MAC DA: 00-00-00-00-00-06
IP SRC: 6.6.6.1 IP DST: 6.6.6.10

RX on DPNI 1 | CORE:15

MAC_SA: 02-00-c0-a8-48-01 MAC DA: 00-00-00-00-00-06
IP SRC: 6.6.6.1 IP DST: 6.6.6.10
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Problems Tasks Console Properties % Debug Print 53 Progress i E
1863. <DBG> &027.586860 busybox.nosuid(1504) : IF SRC: 198.20.1.1 IP DST: 19&8.19.1.150
1864. <DBG> &087.586861 busybox.nosuid(1504) :

1865. <DBG> 6087.586862 busybox.nosuid(1504): BEX on DENI:7 | CORE:15

1866. <DBG> 6087.586863 busybox.nosuld(1504) : MAC Sh: 100040c-07-07-07-07-07

1867. <DBG»> 6087.586864 busybox.nosuid(1504): IF SRC: 198.20.1.1 IP DST: 19&8.19.1.151
1868. <DBG> &087.586864 busybox.nosuid(1504):

1869. <DBG> 6087.5862865 busybox.nosuid(1504): BX on DENI:7 | CORE:14

1870. <DBG> &027.586866 busybox.nosuid(1504) : MRC SR: 100040c-07-07-07-07-07

1871. <DBG> &027.586867 busybox.nosuid(1504) : IF SRC: 1%8.20.1.1 IP DST: 19&8.19.1.152
1872. <DBG> &087.586868 busybox.nosuid(1504):

1873. <DBG> 6087.586869 busybox.nosuid(1504): BEX on DPFNI:7 | CORE:15

1874. <DBG> &027.586E870 busybox.nosuid(1504) : MRC SR: 100040c-07-07-07-07-07

1875. <DBG> 6087.586870 busybox.nosuid(1504): IP 5RC: 1%g.20.1.1 IP DST: 198.19.1.153
1876. <DBG> &087.586871 busybox.nosuid(1504):

1877. <DBG> a087.586872 busybox.nosuld(1504): BEX on DFNI:7 | CORE:14

1878. <DBG> &027.586873 busybox.nosuid(1504) : MRC SR: 100040c-07-07-07-07-07

1879. <DBG> &087.586874 busybox.nosuid(1504) : IPF SRC: 198.20.1.1 IP DST: 198.19.1.154
1880. <DBG> 6087.586875 busybox.nosuid(1504) :

1881. <DBG> &027.586E875 busybox.nosuid(1504): BX on DENI:7 | CORE:15

1882. <DBG»> 6087.586876 busybox.nosuid (1504): MRC SR: 100040c-07-07-07-07-07

1883. <DBG> &087.586877 busybox.nosuid(1504): IF SRC: 198.20.1.1 IP DST: 198.19.1.155
1884. <DBG> 6087.586878 busybox.nosuid(1504):

1885. <DBG> &0287.586E879 busybox.nosuid(1504): BR¥ on DFNI:7 | CORE:14

1886. <DBG> &027.586880 busybox.nosuid(1504) : MRC SR: 100040c-07-07-07-07-07

1887. <DBG> &087.586881 busybox.nosuid(1504): IPF SRC: 198.20.1.1 IP DST: 198.19.1.15&
1888. <DBG> 6087.586881 busybox.nosuid(1504) :

1889. <DBG> &027.586B882 busybox.nosuid(1504): BX on DENI:7 | CORE:15

1890. <DBG> &087.586883 busybox.nosuid(1504) : MRC Sh: 100040c-07-07-07-07-07

1891. <DBG> 6087.586884 busybox.nosuid(1504): IF SRC: 1%95.20.1.1 IPF DST: 198.19.1.157
1892. <DBG> a087.586885 busybox.nosuld (1504) :

1893. <DBG> &027.586B886 busybox.nosuid(1504): B¥ on DFNI:7 | CORE:15

1894. <DBG> &087.586887 busybox.nosuid(1504) : MRC Sh: 100040c-07-07-07-07-07

1895, <DBG> 6087.586888 busybox.nosuid(1504): IF 3RC: 195.20.1.1 IF DST: 188.1%9.1.158
info: Collection delayed.

1897. <DBG> 6088.586986 busybox.nosuid(1504):

[
[ e
[T=]
=]

. <DBG> 8088.586988 busybox.nosuid(1504): BX on DPNI:7 | CORE:14
1599, <DBG> 60858.586989 busybox.nosuid(1504): MRC 34: 100040c-07-07-07-07-07
1800. <DBG> &088.5869%0 busybox.nosuid(1504): IP 5RC: 198.20.1.1 IP D5T: 198.19.1.15%9

@Terminals = _jﬁ Remote Systemns

reflector %8 reflector 1 P

p_console

root@ls2e85ardb: /run/test#

root@ls28s5ardb: /run/test# LD_PRELOAD=/run/test/libls.linux.debugprint.libd.sc.®.8 tail -f /dev/fsl_
aiop_console

5 Importing and building AIOP reflector project

To import and build the AIOP reflector project, follow these steps:
1. Start the CodeWarrior and create a new workspace.
2. Import (File > Import > General > Existing Projects Into Workspace) the reflector and aiop_sl projects from this
location: <yocto _paths>/build <target> release\tmp\work\aarché4-fsl-linux\aiopsl

AIOP SDK Applications Debug, Rev. 10.3.2, 08/2018
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Importing and building AIOP reflector project

& Import _ O] x|
Import Projects
Select a directory to search for existing Edipse projects,

% select root directory: | £-20150822-yocto\build_ls2035ardb_release\tmpiwork\aarche4-falHinux \siop-refapp Browse...

™ select archive file: | Browse, .,

Projects:

[ aiop_core_lib_verif {Z:\L52\sdk\EAR 5. 0\prerelease \Layerscape 2-50K-20 1508 22-yocto \build_ls2085ardb_ Select All
- [#] aiop_sl (Z:\L52'sdk\EARS. D\prerelease\Layerscape 2-50K-20150822-yocta \build_|s2085ardb_release\tmp
- [ aiops|_stack_estimation (Z:\L52\sdk\EAR 5. 0'\prerelease \Layerscape 2-5DK-20 15082 2-yocto build_|s208 5z Deselect Al
-] app_process_packet (Z:L52\edk\EAR5.0\prerelease \Layerscape 2-5DK-20 1508 22-yocto \build_ls 208 5ard|
- [ arena_test (Z:\L52\sdk\EAR 5. 0'\prerelease \Layerscape 2-5DK-20 1508 22-yocto \build_|s2085ardb_release
- [ dassifier (Z:\L52\sdk\EAR5.0'prerelease \Layerscape 2-5DK-20150822-yocto build_|s2085ardb_release\n
-] emdif_test (Z:\L52\sdk\EARS. D\prerelease\Layerscape 2-50K-20150822-yocto'build_|s2085ardb_release)
- [ control_flow (Z:\L52\sdk\EARS. 0\prerelease\Layerscape 2-5DK-20150822-yoctobuild_ls2085ardb_releas
- [Oipf_demo {Z:\L52\sdk\EAR 5. Dprerelease \Layerscape 2-50K-20 1508 22-yocto \build_|s2085ardb_releaselt
- [Oipr_demo {Z:\L52\sdk\EAR 5. Dprerelease \Layerscape 2-50K-20 1508 22-yocto \build_|s2085ardb_releaselt
- ipsec_fm_demo (Z:\L52\sdk\EARS.D\prerelease \Layerscape 2-50K-20 1508 22-yocto \build_ls2085ardb_rel
™ M freflector (2:\L52%sdk\EAR S, 0'prereleaseLayerscape 2-5DK-20150822-yoctobuild_|s2085ardb_releasein
- [ roc_process_packet {Z:\L52\sdk\EAR 5. 0'\prerelease \Layerscape 2-5DK-2015082 2-yocto \build_|s2085ardE
- [ simple_bu_test (Z:\L52\sdk\EARS. 0'prerelease\Layerscape2-5DK-20 1508 22-yocto\build_ls2085ardb_rele

1| | 1

[™ Copy projects into workspace

Refresh

digie

Working sets

[ Add project to working sets

Wiorking sets; j Select, |

@:‘ < Back | [ext = | | Einish I Cancel

Figure 2. Import dialog - Import Projects page
3. The aiop reflector project (aiop reflector.elf) is already built by Yocto, but if you want you can edit the sources
and build the project directly from the CodeWarrior. To do this, right-click on the project in the CodeWarrior
Projects view and select Build Project. The IDE also rebuilds the aiop sl library project that is linked to the
reflector project. It is recommended to use —O0 level optimization for improved debugging. To access Optimization
Level, select Project Properties > C/C++ Build > Settings > Compiler > Optimization > Optimization Level.

AIOP SDK Applications Debug, Rev. 10.3.2, 08/2018
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Debugging AIOP APP using CodeWarrior

12 properties for reflector

| type filter text Settings - reflector
--Resource
E----Builders
B CfC++ Build Configuration: Iainp_dbg [Active ]

i~ Build Variables
Discovery Options
Environment
Legging

o0l Chan Ecor = o Optizston Lcve! [
(- CfC++ General (2 Debugging
- Linux Tools Path @ Messages
- Run/Debug Settings -5 Linker Inlining ISmart
@ Input

@ Link Order
@ General
(2 output
=83 Compiler

@ Preprocessor
@ Input

@ Warnings
@ Optimization
@ Processor

i Tool Settings | % Build Steps | Build Artifactl Binary Parsers I 3 Error Parsers I Build Tool Versions I

) ™E
Speed vs. Size ISpeed [Command line: -opt level=0}

[ Bottom-up Inlining

Figure 3. Properties for reflector project - Settings window

File Name = | size | Type | Buid
[ == aiop_sl : aiop_dbg

[y aiop_s|

@: Archives

[y ow_files

= out

HFHEHMH

= B reflector : aiop_dbg
El 3%, Binaries New '
:ﬁlaiop_reﬂech:ur.elf Go Into

= Ief ) ]

& out Open in New Window

(=% Referenced Projects Preprocess All Source Files

[ sre Index »
Build Configurations 4
Make Targets »
Clean Project g

Figure 4. CodeWarrior Projects view - Build Project option

6 Debugging AIOP APP using CodeWarrior

To debug the AIOP using the CodeWarrior for APP IDE, follow these steps:

1. Copy the new aiop reflector.elf just compiled with CodeWarrior or yocto to the linux board. To locate the elf,
expand the Binaries group from reflector project, right click on the aiop app.elf and select Show in Windows
Explorer for Windows, or Show in File Manager for Linux.

AIOP SDK Applications Debug, Rev. 10.3.2, 08/2018
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File Name =~

| size | Type

Debugging AIOP APP using CodeWarrior

=l =% aiop_sl : aiop_dbg

[y aiop_sl
@%Archives
[Fp ow_files
= out

El =% reflector : aiop_dbg
=] i‘;? Binaries

oy Icf
= out
(2 Referenced Proje

[Fp src

FH HEHH

I
£3 Commander 32 :

+ Project Creation

£y Import project

f‘j Import example project
ﬁb CodeWarrior Bareboarc
 Build/Debug

@, Buid (Al

Q’ Clean (Al

3@& Debug

- Settings

&t Project settings

%y Build settings

K\% Debug settings

= Miscellaneous

&) Welcome screen

&= Quick access

[ fem B b Lo i i

Open
Open With

Preprocess
Disassemble
Make Targets

|:=| Copy
Faste

¥ Delete
Move...
Rename...

Ctrl+C
Chrl

£ Import...
£ Export...

Q:><h Refresh
Add Bookmark. ..

F5

Run As

Debug As

Profile As

Clean Selected Filels)
Build Selected Filelsy
Team

Compare With
Replace With

%}‘ Run C/C++ Code Analysis

Properties

Show In Wi

2. Select Run > Debug Configurations from the IDE menu bar.

The Debug Configuration dialog appears.

AN

Select the reflector project.
Select aiop_dbg launch configuration from the left panel.
Click Edit from Connection.
Specify the Hostname/IP.

Figure 5. Show in Windows Explorer option
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Debugging AIOP APP using CodeWarrior
% properties for AIOP Demos_Connection _ Ol x|
- Hardware or Simulator Connect| o dware or Simulator Connection -
Farent profile:  B32331-11
Mame: I AIOP Demos_Connection
Description: I AIOP Demos Connection
Template: [Mone
Target:

;I Apply Defaults |
AIOP Demos_Target E| Edl—tl LI
Connection type: ICndEWarr\nr TAP j
Connection |Advaﬂoed I
~CodeWarrior TAP
Hardware connection: IEH‘lErnet j
Hostname/IP: I fsl036eef
I=| Serialipumbers |
JTAG settings
LTAG clock speed (kHz): | 10000 = ‘
—CCS server
& Automatic launch
Server port number: I 41475
™ Ccs executable: | J
€ Manual launch
Seryer hostname/ IR I Inxbsc132:5720
Seryver port mumber: | 42324
7 Comnect server ko TAR:
© cnd_|
Figure 6. Properties for <connection> dialog - Hostname/IP option
7. Click OK.
8. Ensure that the AIOP OS awareness is enabled. To do this, open the Debugger > OS Awareness tabs and ensure that
the AIOP is selected in the Target OS group.
| 5| Main ((XF Arguments (ﬁ?« Debugger .. = Trace and Proﬁlew E,y Sourr.:e\l = Environrneni?] == gommorﬂ E’:' Simulate
Debugger options
.Debug I EPPC Exceptions I Download I PIC I System Call Services I Other Executables I Symbolics O3 Awareness |
Target O5: I.ﬁ.IOP 'I
Figure 7. Selecting AIOP Target OS
9. Click Debug for attaching to the AIOP.
ﬁ Debug &3
8D e & |
EE aiop_dbg [CodeWarrior]
=& AIOP Task, id:0x0, core #0 (AIOP: Ru
“opf® Thread [0x0] (Running)

{:&ing}

%'j-':b = .ﬁz|-€,ﬂ 0 o @ e v|f'E|UpIDadTrace

= O

=
o

------ e Z:U52\edk\EARS. D\prerelease ayerscape 2-50K-20 1508 22-yocto \build_|s2085ardb_release\tmpwork'aarchs4-felHinux\gioprefappgi
Figure 8. Debug view - Attaching AIOP

You can debug the AIOP APP using the following two methods:

e Debugging AIOP from system entry point

* Debugging AIOP from application entry point

AIOP SDK Applications Debug, Rev. 10.3.2, 08/2018
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Debugging AIOP APP using CodeWarrior

6.1 Debugging AIOP from system entry point

1. To access the very first AIOP instruction (the entry point), you need to control the entire system booting process (U-
Boot/GPP > MC > AIOP) and have run-control on the GPP core side.
2. Click Reset.

# B El3 2T B

adeWarrior]
Reset
sk, id:0x, core F‘: Halted) (Suspended)

B T L T R N N T

Figure 9. Debug view showing Reset button
The AIOP debugging halts.

%% Debug &3

D - & | = | i
=~ E au:up _dbg [CodeWarrior]
E| 2 AIOP Task, id:0x0, core #0 (AIOP: Halted)
: wread [0x0] (Running)
bt Z3WLS2\sdk\EARS. O\prerelease \Layerscape 2-50K-20150822-yocto build_ls2085

Figure 10. Debug view
3. Open the CodeWarrior for APP IDE.
4. Setabreakpointat _sys start.

NOTE
This is possible from both the source file and the Debugger Shell view. The
breakpoint from the  sys start init hits just after the AIOP tool loads the
AIOP application.

[£] start.c &3

i
(=)

o
oL "

COLD CODE woid __ sys _startiregister int argc, register char **argv, register char **envp)
{Ialnp _sljow_files/start.c|
nofralloc

o

P

%
L )

f* Initialize PPC interrupts wvector */
lis r3l,tmp_branch_table@h

ord r3l,r31,tmp_branch_table@l
mtspr  IVPR,r31

I
Ln

B
Jd

I
=]

L=
SO L T S T I T o I L S )
|\

s g

8 bl .clear ws
-

Figure 11. CodeWarrior for APP - Editor view
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Debugging AIOP APP using CodeWarrior

¥xbp _ sys_start

id instance address type enabled?
process  description
#4 #1 wv:B8x4B832e94 AIOP, Any Task, Global Halt, Software Breakpoints ENABLED

$12 start.c, line 244,  sys start
[Iaiup_reflectur‘.elf]

Figure 12. CodeWarrior for APP - Debugger Shell view
5. Click Resume to boot the entire eco-system (u-boot/GPP > MC > Linux > AIOP) using the Debugger Shell view.
Write the following command in the Debugger Shell view <protocol ccs::run core 288>

' Debugger Shel 53N\

x>
x>
x>
x>
x>
x>
x>
x>
x>
x>
®>protocol ccs::run core 288

Kl

Jo>
Figure 13. CodeWarrior for APP - Debug Shell view

6. The debugger hits the break point __sys start after the aiop_tool loads the AIOP application from the linux
target. For more details, see Hardware setup.

AIOP SDK Applications Debug, Rev. 10.3.2, 08/2018
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Debugging AIOP APP using CodeWarrior

ﬁ Debug 3

L e e Elaam « B> | &
El@ aiop_dbg [CodeWarrior]
-2 AIOP Task, id:0x0, core #0 (AIOP: Halted) (Suspended)
: Elgj?’ Thread [0x0] (Suspended: Signal 'Halt’' received. Description: User halted thread.)
; “ = 1 __sys_start() start.c:244 0x40032f98
- . Z:\LS2\sdk\EARS.0\prerelease\La yerscape.?l: -SDK-20150822-yocto\build_Is2085ardb_release \tmpiw«

€] reflector.c |@ start.c xa\ = O |[22 Disassembly £ o= Ouﬂine]
236} _:| 4BP32TEa: mtctr ril
237 40032f88: | e_stmw r16,0(r14)
238 JI...,.,.‘.. o o e o o o e o o ok ok ok ke ok ok ke ke o ok ok ke o o ok o o o ok o ok o ik ok ok K K 4@8321:8(:: e_addlEi r14,r14,64
239 asm___COLD_CODE void __ sys_start(register i 4@832198: e_bdnz _ clear_ws+@x48 (@x480832f88); @x48@32F38
240 { 4803294 : se_blr
241  nofralloc 400832f96: se_illegal
242 __sys_start:
243 /* Initialize PPC interrupts vector */ 2244 lis r31,tmp_branch_tablefh
3244 lis r31,tmp_branch_tablefh P 46@32f98: e_lis r31,8x4003
|2/245 ori r31,r31,tmp_branch_table@l| 245 ori r3i,r31,tmp_branch_table@l
246 mtspr  IVPR,r31 40@832f9c: e_or2i r3l,ex2eeo
247 246 mtspr IVPR,r31
248 bl clear ws I | 40032fa0: mtspr spr63,r3l
249 - - 243 bl __clear_ws
250 /* Store core ID */ 40@32fa4: se_bl _ clear_ws (@x40032740) ; @x4@032F4@
251 mfpir  ri7 ';| 51 ;mfPi" ri7
SR | 1 % i R0

Figure 14. CodeWarrior for APP - Debug perspective

6.2 Debugging AIOP from application entry point

The entry point function executed by a triggered AIOP task is app_reflector. A breakpoint in this function hits when you
generate a traffic using the ping command (see Hardware setup). To debug AIOP from the application entry point, follow the
steps below:

1. Set up a breakpoint at app_reflector symbol using either the source file or the Debugger Shell view.

[c] start.c [@ init.c [@ reﬂecmﬁ: &4
54 #define print frame_ifdol)

55 #endif [reflector jarcfreflector.c |
56
57 /* Performs frames processing */

58 __HOT_CODE_ENTRY_ POINT static void| app_reflector(void)
a8 int err = 8;

62 sl prolog();

Figure 15. Setting breakpoint using source file

AIOP SDK Applications Debug, Rev. 10.3.2, 08/2018
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Debugging AIOP APP using CodeWarrior

[%% pebugger shell &2

_RENEN

e

e

5

e

e
B
¥:bp app_reflector

id instance address type enabled?
process description

#7 #1 v:8xpefeded8 AIOP, Any Task, Global Halt, Software Breakpoints ENABLED

$12 reflector.c, line 59, app_refl

ector [aiop_reflector.elf]

Figure 16. Setting breakpoint using Debugger Shell view

2. Click Resume from the Debug view.
The figure below shows the AIOP task suspended in core_ready for tasks () function.

ﬁ*DEbugEE

B e Elaad S| 3| L
El@ aiop_dbg [CodeWarrior]
El AIOP Task, id:0x0, core #0 (AIOP: Halted) (Suspended)
- El-pf® Thread [0x0] (Suspended: Signal Halt' received, Description: User halted thread.)

Figure 17. Debug view displaying core_ready_for_tasks() function
3. The core finishes to boot and waits for the tasks to be triggered.

4. Now, follow the AIOP reflector demonstration steps listed in the Hardware setup chapter.

NOTE
You need to load the kernel via the t ftp and bootm commands. Sending the
packets (with ping) to the AIOP interfaces generate tasks that can be observed/
debugged in the System Browser view and also hits the breakpoint from the
app_reflector symbol. For full debugging capabilities of the System Browser

and the AIOP Task Aware features, see the AIOP Task Aware Debug (document
AN5044) application note.

AIOP SDK Applications Debug, Rev. 10.3.2, 08/2018
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Collecting hardware trace

f#.«)"* Debug &3
D Sl Flis | Sl d m-
El@ ain:np_u:ll:ng [CodeWarriar]
EI AIOP Task, id:0x0, core #0 (AIOP: Halted) (Suspended)
=5 "':-" Thread [0x0] (Suspended: Signal 'Halt' received. Description: User halted thread.)
= 3 core_ready_for_tasks() init.c: 340 0x400245bc
= 2 main{) main.c: 161 0x4002 1d4a
= 1_ sys_start{) start.c: 176 0x4002d592
I'_:'I-- AICOP Task, id:0xff, core #£15 (AIQP: Halted) (Suspended)
I;:l---m"'“} Thread [0x0] (Suspended: Signal ‘Halt' received. Description: User halted thread.)
- 1 app_reflector() reflector.c: 78 0x00fe0000
----- p 7:\52\sdk\EAR 3. 0Y ayerscape2-50K-20150423-yoctolbuild_|s2085ardb_release \tmp'work\garcha4-fsl
----- gl Z:\52\sdk\EAR 3. 0'Layerscape2-50K-20150423-yvoctobuild_|s2085ardb_release \tmp'work\garcha4-fsl

< |

F
[€] reflector.c 32
#endif

/* Performs frames processing */
2 HOT CODE wvoid app_reflector(void)

2
struct ipvdhdr *ipvd hdr;
uintd t *eth_src;
uint32_t ip_dst_addr;

sl prolog();
if (!'PARSER_IS OUTER_IPV4 DEFAULT()) {

/* Discard non IPV4 frame and terminate task */
goto drop_frame;

Figure 18. Debug view - app_reflector breakpoint

E Console (;_—', Tasks (u Memery (J{ﬁ Remote Systems r[;_\ Problems (O Executables (E,ﬂ System Browser &3

AIOP Task Id | care | rc | status | Accel 1d | oM [State, XPOS, TPOS]:5COPE_ID
Oxdc 13 Oxfe0152 Idle MNA [, 0x0*, 0x0%] : Ox0
AIOP Tasks Oxdd 13 0xfen152 Ide NA [x, 0x0*, 0x0%] : 0x0
Oxde 13 0xfeddon Ready to execute MA [MC, 0xD*, 0x21] & Ox 2e6 3e300
Oxdf 3 0x4001156d5 Executing on accelerator CDOMA 3
Oxel 14 0x400293b8 Ide MA o i :0x0
Oxel 14 0xc7362f55 Idle MA [XC, 0xD*, 0w0®] & 00
Oxe2 14 0x3380f72e Ide MA [MC, 0D, 0wd®] & 0l
Oxe3 14 Oxd40bff52 Idle NA [¥C, 0x0%, 0x0*] : Ox0
Oxe4 14 0x2874fc50 Idle MNA [XC, 0x0, 0x0] & Ox0
0xe5 14 0x12ebachd Idle MA [XC, 0xD*, 0w0®] & 00
Oxed 14 0x7cf3db2a Ide MA [¥C, 0xD*, 0x0%] : Ox0

Figure 19. System Browser view

7 Collecting hardware trace

To collect the hardware trace, follow the steps listed below:

AIOP SDK Applications Debug, Rev. 10.3.2, 08/2018
NXP Semiconductors 15




Collecting hardware trace

1. Open Run > Debug Configurations > Trace and Profile tab.
2. Check the Enable Trace and Profile checkbox. For customizing the trace options, click Edit.

[ Main [’(Kl= Arguments [’f_& Debugger rf—= Trace and Profile ™. & Snur:e\l e

Owerview |Basic ™

—Hardware Trace Settings

¥ Enable Trace and Profile

Iaiu:up_dl:ug.xml j

Mew | Rename Delete Edit |

Figure 20. Trace and Profile tab
3. Click Debug.
The trace gets collected between the two suspended events.

NOTE
After the attach is completed, it is mandatory for the task to process the suspend
operation first.

Ensure that you set up the breakpoints in the app reflector entry point.

Click Resume.

Send the ping traffic as suggested in the Hardware setup chapter.

The debugger hits the breakpoint.

Click Resume again for executing the entry point function and for generating the trace for your entry point function.
The debugger hits the breakpoint again.

Click Upload Trace to collect the trace.

SO Xk

Do e @ om - | 3gUpload Trace || ;
%

Figure 21. Debug view - Collect Trace option
11. The collected trace appears in the Analysis Results view.

= consale r&, Tasks (ﬂ Memory (_ﬁﬁ Remote Syst (B_\, Problems (G Executables (Eﬂ System Brow (ﬂ?? Analysis Res &2 =) gr.:ou] =g

Analysis Results o ERE
Mame I Trace I Timeline I Code Coverage I Performance I Call Tree I Point-to-point I GCov
[= 1=F aiop_dbg

= & DP-TRC

= reflector ,-' Trace r'." Timeline Code Coverage @ Performance ECaII Tree % Point-to-point B GCov

Figure 22. Analysis Results view
12. It is mandatory to open the Trace item first for letting the CodeWarrior IDE to decoding the gathered hardware trace.

AIOP SDK Applications Debug, Rev. 10.3.2, 08/2018
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Collecting hardware trace

@ init.c (El fdma_inline.h () reflector.csy &3 @ reflector.c 1 aiop_reflector253383 1 T reflector.c \I reflector. flatprofil 1 2 =0
Index | Source I Type | Description | Address I Destination | Timestamp I =
0x4002de52 se_beq 5+16 —> 0x4002des2
31123 AIOP_TASK_3:3:14 Branch Branch from wsnprintf_lite to vsnprintf_lite 0x4002de30 0x4002ded4 1057292308
0x4002de62 e_lbz r0,1{r23)
0x4002de66 se_li r2s,10 =

0x4002de68 e_cmpl 16i rd, 0x0030

0x4002de6ec e_add16ir23,r23,1

0x4002de70 se_bne 5+18

0x4002de72 e_lbz r3,1{r23)

0x4002de76 e_add16i r25,r3,48

0x4002de7a se_extzb r25 ;I

Figure 23. Hardware trace

For the rest of the items, ensure that you select the last task because the app reflector is enabling the tasks in a round-robin
manner starting from the last task.

#= Call Tree - reflector

AIOP task 0:0:4 27 | AIOP task 0:0:5 AIQP task 0:0:6 AIOP task 0:0:7 AIOP task 0:0:8 AIOP task 0:0:9 AIQP task 0:0:10 AIOP task 0:0:11

s

per

Figure 24. Call Tree view

ALUF TASK Ji3% L3
AIOP task 3:3:14

_W

Figure 25. Selecting task

cor

#= Call Tree - reflector

AIOP task 0:0:4 57 |AIOP task 0:0:5 | AIOP task0:0:6 | AIOP task 0:0:7 | AIOP task 0:0:8 | AIOP task 0:0:9 | AIOP task 0:0:10 | ATOP task 0:f

| Mum Calls | % Total calls of parent | %o Total times it was called | Indusive Time (Cydes) |

1 100.00 100.00 1,050,184,131
. 1 50,00 100.00 180
o 1 100.00 100.00 180
S .mw_bi@3 1 50.00 10000 27
f print_frame_info 1 100.00 100.00 27

Figure 26. Collected trace

7.1 GCov code coverage

To enable GCov code coverage for reflector, follow the steps below:

1. Enable the Generate Code Coverage File option from the Project > Properties > Settings > Tool Settings >
Compiler > Processor and re-build the project.

AIOP SDK Applications Debug, Rev. 10.3.2, 08/2018
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Collecting hardware trace
| Profiler Information
¥ Generate ISEL Instructions
¥ Generate Code Coverage Files
[V Translate ASM to VLE Asm %
¥ Generate AIOP code extensions
[V Disable AIOP e_ldw/e_stdw code generation
[~ Enable user-defined performance markers

Figure 27. Generate Code Coverage File option
2. Follow the steps from Collecting hardware trace section to have the gcov results.

For more details, see the section 6.3 GCov of the CodeWarrior Development Studio for Advanced Packet Processing
Targeting Manual (document CWAPPTM).

E] console [az. Tasks[ ﬂ Memory [Jﬁ Remote Syste “__E_L, Problems [0 Executables [gﬂ System Brows [ﬁ? Analysis Result [E goow E@\

B % ea Bl | &)

program runs = 10

program file :

25 2\sdk\EARS. O\prerelease L ayerscape 2-50DK-20150822-yocto\build_|s2085ardb_release\tmpwork\aarcha4-fsldinux\giop-refappgit-r0\git\aiopre!
reflector\outlaiop_reflector. elf

|t*r'|:|e filter text

Mame = I Total Lines | Instrumented Li... | Executed Lines I Coverage % I
El Summary 1,573 163 41 -?ag
apps.c 43 3 0 0.0%
fdma_inline.h 636 14 7 50.0%
fsl_swab.h 293 14 0 0.0%
parser_inline.h 243 14 7 -
reflector.c 347 123 27 2185

Figure 28. gcov view

1 reflector.c &3 @ init.c ] ,f reflector.csv ] @ reflector.c ] aiop_reflector255383 ]

/* Performs frames processing */

HOT CODE ENTRY POINT static woid a reflector(void
3| 450
4808
aze |
~ if (!PARSER_IS OUTER IPV4 DEFAULT()) {

/* Discard non IPV4 frame and terminate task */

[
|

Figure 29. Editor view - reflector.c file
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