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2. Introduction

References

Document name | Please refer to:

PN531 v3.4 user | 107506.pdf (UM0301-06)

manual

PN531 v4.2 user | (UM0501-02)

manual

PN531 C2 111903.pdf

Datasheet

Mifare www.semiconductors.philips.com/markets/identification/datasheets/

specification

DESfire MOQ75031.pdf

specification

1SO14443 1ISO14443-3 specification

specification 1ISO14443-4 specification

(T=CL)

NFCIP-1 ISO18092 specification

specification

Glossary

NFC Near Field Communication

TAMA PN531

HSU High Speed UART

SMX Philips SmartMX (Memory Extension)
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2.1 Software installation

The smart card reader software install shield is located either in several floppy disks named: “SCRTester
v1.X.X.X Disk 1/z" or in only one executable file with name describing the interface used.

Procedure: - Insert the first floppy disk and execute the setup.exe file or execute directly the
executable file if you don’t use the floppy disks.
- Follow the installation procedure with the default settings.

2.2 New USB Driver installation

Starting with PN531 C2 version 4.1 and above, it is recommended to use the new USB driver
(PN531_USB.SYS).

This new driver has passed USB certification.

In case you have already installed the previous USB driver (USB_Test.sys) on your PC, you will need to
follow the below procedure in order to properly install the new driver “PN531_USB.sys.

Notes: It is not possible to use "update driver" functionality in the device manager, because the new
driver has a different name, a different .inf, and a different category (now PN531 will appear directly
under USB controller, not under smart card reader)

Procedure:
1) plug PN531 board

2) Do "Uninstall..." in the device manager
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E Computer Managemenk = |I:I|5|

]

J Ackion  View |J

Tree | -2 FROCFRGIR INELPF
1]% Batkeries

Q Computer Management (Local) ’
- C :
=E ﬁ& Syskemn Tools armpuker

-0 Disk dri
- @ Event Wiewer : ISK drlves
) -3 Display adapters
E Systemn Information . =

Ay DWDYCD-ROM dri
ﬁ Performance Logs and Alerts i _ Humlfan Interfac:;v[?zwces
! Shared Falders

- -2 IDE ATAJATAPT controllers
5, Device Manager @ kevhoards
& Local Users and Groups - lee and other pointing devices
EI@ Storage 3 P 9

£3 Mod
------ (271 Disk Management eEms

[B] - Monik
E |5k. Die ragmenter ILors

. - agi Met k adap re
g LDQIEEﬂ Drives ] ke

PCMCIA adapt
@ Remaovable Storage - % AeapLErs

_ - - ' Porks (COM & LPT)
[] % services and Applcations g S5 and RAID controllers

El Smart u:ard readers

Pbe @ Texas Instru :
"<B5 Sound, video an Uninstall. ..
G- System devices
-- ‘-_' Universal Serial E

Disable

d controller

Scan For hardware changes

Properkties

The following message should appear:

Confirm Device Remoyal el |

Q Tk reader

W arning: 'ou are about to uninstall this desice from paur systemn.

] I Cancel

Press OK button to start the uninstall procedure
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3) Unplug TAMA board
4) Delete file "C:\WINNT\system32\drivers\USB_ Test.sys"

5) In the directory "C\WINNT\inf", Edit all oem**.inf file and delete those who are related to USB_Test
driver. Delete also corresponding "oem**.pnf" files.

You are now ready to Install SCRTester using the installshield file “SCRTesterV1620_ Full_TamaUSB.exe".

Philips SCRTester V1.6.2.0 Full TAMA USB starting

Philips SCRTester Setup

Welcome to the InstallShield Wizard for Philips
- SCRTester

The InstallShield® wizard will install Philips SCRT ester on
wour computer. To continue, click Mext.

< Back Mext > I Cancel

Proceed with “Next” button.
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Philips SCRTester Setup : |

Choosze Setup Type

Select a setup ype.

Frogram will be ingtalled with the ozt common optionzs. Recommended for
mosk users.

" Compact Program will be installed with minirmumn required options.

" Custom “ou may zelect the options pou want ta install. Recommended for advanced
uzers.

IrztallShield

< Back I MNest » I Cancel

Select typical installation and proceed with “Next” button.

Philips SCRTester Setup x|

Setup Type

Select the zetup type that best suits pour needs.

Diriver Installation

% |nztal the Generic USE Driver.

™ Do not install the driver.

[ztallshield

< Back | Hest > I Cancel
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Connect the USB demo board then proceed with the Next button.

inf file : C:“Program Filez“Philips Semiconductors~S5CRIester~Drivers-USHB Genericu

~PHN531_USB.inf

Search for Device ID: [USB~Uid BO4CC&Pid_B85311 .
[USBE~Uid_B4ccé&Pid BA5311

One device driver already exists.

Fleasze wait. we update it now

Found?

———> Driver

Fausze ...

Installed successfully <——

Cpress a key to continuel

If you have a look at the Windows Device Manager, the PN531 reader will be enumerated as below.

S =T
|| action  view |J<:=-b||||§||E.E |

Tres I

- &

.

-

Q Computer Management (Local)
=- ﬁ% Swskern Tools
[+ @ Event Yiewer

‘&l Svstem Information

ﬁ Performance Logs and alerts
Shared Falders

5, Dewice Manager

% 7 Local Users and Groups
Storage

23] Disk Management

@ Disk Defragrnenter

== Logical Drives

=2 Removable Storage

Services and Applications

B - Mice and other pointing devices ;I

I;l Monikors
HR rebwork adapters
. PCMCIA adapters
o Ports (COM & LPT)

% <251 and RAID conkrollers
EI Smart card readers

----- 323 Texas Instruments PCT Gemcore based SmartCard contraller
<E; Sound, video and game conkrallers
+- M Systemn devices
== = Universal Serial Bus conktrollers
Intel(R) S2801FB/FEM USE Universal Host Controller - 2655
Intel{R) 82801FE/FEM USE Universal Host Controller - 2659
Intel(R) S2801FB/FEM USE Universal Host Contraoller - 26548,
InkellR) 32801FB/FEM USE Universal Host Controller - 2656
Intell[R]l BZEDIFE,I'FEEM USEZ Enhanced Hosk Contraoller - 265C

USE 2.0 Roaok Hub

USE Rook Hub

LISE Rook Hub

LISE Rook Hub

USE Rook Hub =l

PHILIPS
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SCRTester is a PC software allowing to communicate with a Philips smart card reader demo board
through several links (RS-232 serial / USB/ 12C or SPI).

|SCRTester 1.6.2.0 - [USB (Specific PN531 driver)1 - [Mifare UL.crd]] — |EI|5|
“% File Edit Script Command Protocols Reader Wiew Tools Window Help ;lilﬁll
IEREEE IR L E R E e
— = |— o 02 S et firmware wverszion =
™M
i A 3 — Mifare Ultralight @ 1l0&6bp=
1 P
Iﬁ 44 01 00; A 1 target reguested
=B s Clear memory from addres= 0=x04
= 40 01 A2 04 00 00 00 O0; << Write 4 bytes from address 0=z04
o 40 01 A2 05 00 0O 00 0O0: S+ Write 4 bytez from address 0=z05
1010 40 01 A2 06 00 00 00 00 Z Write 4 bytes from addres= 0=z06
Rag 40 01 A2 07 00 00 00 Q0; << Write 4 bytes from address 0=07
40 01 A2 08 00 00 00 0O0; S Write 4 bytes from addres=s 0=x08
— 40 01 A2 09 00 00 00 00; A7 Write 4 bytes from addres=s 0x09
’ 40 01 A2 0A 00 00 00 00 S+ Write 4 bytes from address 0x04
N° 1 = 40 01 A2 OB 00 0O 00 0O; S+ Write 4 bytes from address 0x0B
; 40 01 A2 0C 00 00 00 00; S+ Write 4 bytes from address 0x0C
m o Bead memory content from address 4 e
40 01 30 04: <+ Read 16 bytez from address 0=z04
= 40 01 30 08: <+ Read 16 bytez from address 0=z08
o 40 01 30 0C: <+ Read 16 bytes from address 0=z0C
b1 < Write URL addre=s "www. google. fr" from address 0=04
I 40 01 A2 04 77 77 77 2E; A7 Write 4 bytes from address (0x04
— 40 01 A2 05 67 CO BF 6F; ¢ Write 4 bytes from addres=s 0=z05 T
=14 N2 :
ee | PC —» IFD : HMASK NUMEER
R 00 00 FF 02 FE D4 02 Za 00
) IFD —» PC @ &CK
oo 0o FF 00 FF 00
IFD —» PC : MASK WUOMBER EEECUTED
00 00 FF 04 FC D5 03 04 02 22 00
Ready LM 4

This software is composed of 2 views, 9 toolbars and several menus.

The first view (N°1) shows selected card ATR and the firmware release. The second one (N°2) is split in two
parts. The top view is used to implement a script file and the bottom one to see each command answer.

The toolbars allow a quick access to the main commands, for example PowerUp command or Mask command.
All commands are described in the Commands description section.

PHILIPS
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This part explains how to use this software with a Philips Semiconductors serial or USB demo board.

First, close all windows to see the following situation.
New serial, USB, PC/SC, I°C or SPI device

Click on the “New” button:

Yo

You can also use “New” in the “File” menu.

SCRTester 1.6.2.0

File Wiew Tools Help

=101 ]

C-Ew-diBR(S|E0E0ES |3
— i« [

= ATR.:

‘- no data
Mask: PAUSE

Ready

[ hom[

A dialog box offers you several link to connect you reader, choose the communication type.
Select the right type for your smart card reader and proceed with OK button.

PHILIPS
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I C driver)
PCSC [PCASC driver]
Serial

SPI[SPI driver)

USE [Generic driver)
USE [Specific PHB3T driver]

Cancel

|
_Cancel |

3.1 Protocol Initialisation

Select the correct protocol in the “Protocols” menu. After this initialisation, you can see all available basic
commands in the same menu.

For example, you can choose the Alpar protocol for an ALPAR serial reader:

Before initialisation: After initialisation:
1 Alpar 1 Alpar
2 flpar Usb 2 fAlpar Usb
3 Zeid Ush 3 Crid Ush
4 Loopback Auto 4 Loopback Auto
5 Pcsc S Posc
& TAMA v & TAMA
Mo awailables commands M Mask
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3.2 Command type selection

Select the command type in the “Script” menu. Choose “Command”.

i 'ﬂﬂﬂ |nzert/FRemove Brealkpoint F3
I Startz or continues the script Fa

I Stam scnipherecution Erhian

Single step F10
Loop Clrl+L
Set Mext Statement

Show Mext Statement

o o R P

Delay Optians

LCyphering

Baw data
IT Commands
AFDU

3.3 Protocol mode

Select the protocol mode in the submenu “Mode” in the “Protocols” menu.

The correct mode to use is referenced in the demo board application note. If the mode is not referenced in the
application note, choose the “Standard” Mode.

With TAMA protocol, sub menu Mode is not available so select the Handshaking Mode using “ESM EN-RQ”
buttons below.

am
0]
oL

Rem : You can also use these buttons . mr

3.4 Protocol standard

Select the protocol standard in the submenu “Standard” in the “Protocols” menu. Choose “ISO”.
For more details about the standard to use, refer to the demo board application note.
This menu is not available with TAMA protocol.

Rem : You can also use these buttons : 50 EnMy

3.5 Reader Initialisation
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Click on “Connect” in the “Reader” menu. Each type of reader has a specific menu. If you use a serial smart
card reader, you can also choose the serial setting in the same menu. The default serial configuration is
normally correct. If it is not the case, see the demo board application note. For a USB reader, you don't have
specific settings. You just have to select the “Connect” menu.

With either 12C or SPI readers, an option menu allows changing the interface set-up.

12C

e
&

]

3.5.1 12C interface

settings:
Conneck

[isconmeck

LFTL
LFTZ

I2c options

Select the 12C options.

12C options:

IZC Options

— LPT Setting

Lptl address [hex] @ 272

S DA lnput pine I‘l‘l 'VI
S D Oupuat @i : Ig vI

Lpt2 address (hex) @ |F7S SCL lnput pin - I‘l 5 vl

SCL Ouput pin |17 -—I

tvertes | 25 1
Inwerted Cancel I

Inwverted

1997

Inwverted

— 2o Setting

Slawve address [hex] I4EE

I Clock stretching managrent

Delay bebwesn each repetitions ID

wasribe address repetition |1
R ead address repetition : I30

Tirming

Start Delay : o : i
D elay After Start - 5] —1
Delay BEefore &CkK : [0 %ll
ACK Delay : =] =i
D =lay Sfter ACK =] —1

SCL Lowve Dielay - [u] _Iél
SCL High Delay : ID —I: 1l
Delay Befors Stop @ |0 : 1
Stop Delaw : [u] =

—

— Patern for testing

ASTiRE

Slawve adress : |4E= |7|:|ata to warite -

Fead
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3.5.2 SPlinterface

SPI settings:

E@ Conneck

@' [Discommeck

v LPTL

LPTZ

SPI oplions

Select the SPI options.

SPI options:

SPI Options

—LPT Setting
Lptl address [hex] : | 378

Lpt2 address [hex] ; |773

Moz pin

IE! "I V¥ Irwerted
Mizo pin |-|2 vI ¥ Irverted

Sck pin : |1? "I [ Inverted
Mz pin : IH "I ¥ Irwerted

Delay between Read Status IEI

Cancel

x|
_Cancel |

PHILIPS
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3.5.3 Serial and USB interface

Serial settings:

e
=

Conmech

Disconneck

=

COmL
COME
COME
COMA

110 bauds
300 bauds
1200 bauds
Z400 bauds
4500 bauds
9600 bauds
14400 bauds
19200 bauds
35400 bauds
57600 bauds
115200 bauds
230400 bauds
450500 bauds
021600 bauds

Ewen parity
Mark parity
Mo parity
Odd parity
Space Parity

1 stop hik
1.5 stap biks
2 skop bits

Advanced configuration. ..

PHILIPS
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USB settings:

% Conneck

@ sconmeck
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3.6 First test

For testing the initialisation, Click on the “Mask number” button:

SCRTester user Manual

M

After that, you can see the command sent to the reader and the answer frame in the output view.

SCRTester 1.6.2.0 - USE {Specific PN531 driver)2 - [noname]

Eile Edit Script Command Protocols Reader Wew Tools wWindow Help

=10/ x|

C-as-dimels|ReaoRs | om

== F Muse {Specific PN531 driver)2 - [noname]
E- ATR : il
i ienodata —
----- Mask : Release 4.2 ’ﬁ
[ot<
&
’W
1010
REE
——|| PC —> IFD : MASK NUMEER
A oo 00 FF 02 FE D4 02 24 00
~ || IFD —-» PC : ACK
o Qo 00 FF o0 FF 00
IFD —: PC : HMASK WUMEER EXECUTED
D Q0 00 FF 04 FC DS 03 04 02 22 00
==
i1
=
Sed

Ready

[ [ 4

3.7 Script execution.

Clear all data in the output view by clicking on the button

Open the test script file, named “Mifare Std.cmd”, by clicking on the

button:

Execute the script step by step by clicking on the button:

Execute the script sequentially by clicking on the button:

PHILIPS
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3.8 General view

SCRTester user Manual

Toolbars with respectively the :
- Start button (F5) (begin to end)
- Step button (F10) (step by step)

The yellow array :
indicates the next

command to be executed.

- Connect : create a link to
the device driver.

- Disconnect : delete the link - Loop button (ctrl+L) (begin to end in loop)

- Stop button (Esc)
- Breakpoint button (F9)

|SCRTester 1.6.2.0 -

hecific PN531 dr

- [Mifare std.cnd]]

" i =T

[c-as-dd b=

Disconnech)

Parameters view : Allows to display the Answer To
Reset card (ATR) decoding (specific smart card
parameters), when using contact readers and the
Mask Number of the reader component.

ETE
Bt a®Hs o
Zi s
% SET OF COHHANDS s I
s
/¢ For all the TAMA command r={ Script view : allows to write or | |

/4 ======================

SA=======================

s Emample uze of TAMA

------ to load a script with several

commands for a specific smart
card.

Eeg A4 =Z=================3 __AEL========S======S=S==S==========c====== =
S hotiwate a t in passive node

] A4 ==========g € —==================

Flo\ 01 oo

D

m ##%%% FPlarm a Hifare Standard card clo=s to the AHTENHA -
1 r 3

g PC —» IFD : MASK HUMEER

B 00 00 FF 02 FE D4 02 24 00
IFD —» PC : ACK

= 00 00 FF 00 FF 00

——| IFD —» PC : HASK NUMBEE EXECUTED

- 00 00 FF 04 FC DS 03 04 02 22 00

E5h

ENER

ESH

[ o[ 4

N\

Qutput view : Allows to display the command
sent (PC->IFD) and the answer received (IFD-
>PC)

PHILIPS
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4. Script File Description

The script view allows to write several commands that are sent to the smart card reader.
n
- To send the commands step by step, use the “F10” key or the “Step” button: i

- To send the script in loop mode, use the “Ctrl+L" key or the “Loop” button: Elj before the “Start” button. You
can also use the specific command “.loop;” in the script. For more details, see the help file (“F1” key).

- To stop the script execution, use the “Esc” key or the “Stop” button: ==

- To send the script from the beginning to the end, use the “F5” key or the “Start” button:

4.1 Commands

A command is composed of bytes in hexadecimal value. Each byte is represented by 2 characters, for instance:
02 = 0x02, and each byte is separated by a space character. End of the command is specified with a semi
coma character and a command can be separated in several lines.

It is possible to use ASCII characters. These ones are put in quotation marks.

You will find bellow some command examples for the TAMA protocol.

[["Mask number” command :
00 00 FF 02 FE D4 02 2A 00;
//[Same command :

00 00 FF 02 FE

D4 02 2A 00;

/I"APDU” command :

/I InDataExchange - Tg =1

40 01 00 01 02 03 04 05 06 07 08 09 "1234";
//Same command :

40 01 0001020304 0506 07 08 09 31 32 33 34;
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4.2 Comments

The comments begin after a “*” character or a “/” character.
When they are used, all characters after them are in green color.

[["Mask number” command :

00 00 FF 02 FE D4 02 2A 00;

*Same command :

00 00 FF 02 FE\ beginning of the command
D4 02 2A 00; * end of the command

4.3 Special commands line

Several commands can be used in the script file. Each command line is represented by a particular syntax that
must be respected. In the script file, those commands are represented in red color.

H.b;l!
This command line allows to insert a breakpoint in the script file.

“.rawdata;”
This command line allows to enable the “Raw Data” mode. (For more details, see the end of “Script Menu”
description)

“.apdu;”
This command line allows to enable the “APDU” mode. (For more details, see the end of “Script Menu”
description)

“.command;”
This command line allows to enable the “Command” mode. (For more details, see the end of “Script Menu”
description)

“.save;”
This command line allows to save the log file (output view) using the same name as the script file with a “.log”
extension.

“.loop;”
This command line allows to enable the loop mode.

“trace(on);”
This command line allows to enable the display in the output view. This functionality is enabled by default.
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“ trace(off);”
This command line allows to disable all display in the output view.

“.info;”
This command line allows to show the script file name, the date, the time and the number of loop executed.

“(0)7
This command line allows to disable the delay between each command if it had been implemented in the delay
options dialog box.

“H(xxx);”
This command line allows to fix a delay between each command to be sent. “xxx” is the delay value in Microsoft
mSec. This delay is also available in the delay options dialog box.

“.start_duration;"
This command allows to start a software counter to measure a time. It works with the “stop_duration” and the
“display_duration” functions.

".stop_duration;"
This command allows to stop a software counter to measure a time. It works with the “start_duration” and the
“display_duration” functions. The “start_duration” function must be used before it.

".display_duration;"
This command allows to display the time measured between a “start_duration” and a “stop-duration”.

".clear;"
This command allows to clear the output view.

".config(code, codel, Buffer);"
This command is link dependent. Each type of reader (serial, USB, IZC,PC/SC) implements several commands.

Serial reader: the command “.config( 00, 115200 );” allows to switch to a specific baud rate. In this case, the
baud rate is 115200 bps. It can be modified by another valid baud rate.

USB reader: no specific command available.

I°C reader: This command allows to read/write to a specific I°C address.

- .config( 0, 40, AA); : allows to write the (AA)h byte to the I°C address (40)h.
- .config( 1, 41); - allows to read the byte at the 1°C address (41)h
- .config( 1, 41,AA); : allows to read the byte at the I1°C address (41)h. Then, the byte read is

compared to (AA)h . If there is a difference, an
error message is displayed in the output view.
PC/SC reader: no specific command available.

".escape(CTL_CODE, Buffer);"

This command is only available with a PC/SC device. It allows sending an IOCTL command to the PC/SC
driver. The CTL_CODE is normally specified in the PC/SC driver documentation. The Buffer parameter is used
to provide specific data to the PC/SC driver.

Opcodes and Error codes

Opcodes and error codes are different depending on the reader used.
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For example, in all ALPAR readers, the opcode is coded in the third byte. The explanation of all ALPAR
opcodes is given in a text file, named command.txt. This file is also used to display the name of each command
in the output view. If the command is wrong, the reader answers with an error code. All error codes are defined
in the error.txt.

For a PC/SC reader, there is no opcode used, errors are provided by the Microsoft Smart Card Resource
Manager.
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5. Commands description

SCRTester user Manual

5.1 Menu
The following menu can be used:

File Menu

Edit Menu
Script Menu
Command Menu
Protocol Menu
Reader Menu
View Menu
Tools Menu
Windows Menu
Help Menu

5.1.1 File Menu

The File menu offers the following commands:

[ Mew Ckrl-+M
I 1% Menws Scripk File
(= Cpen... Chrl+
Closze
& sawv= script File Chrl+5

Sawa Scripk File As. ..

Sawz Log File Chrl+L
Saws Log File As...

S5 Prifiee. (=Er| P
Erinrs Bresiety

Prin: Setup...

1 Chkravaily, . \NG2d7 . crd
2 Chkrawaily, . vamm7 . cmd
3 Cihtrawaily. . )Sie7.crd

4 toba, crnd
Exik
New Creates a new document (through Serial or USB link).
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New Script File

Open

Close

Save Script File
Save Script File As
Save Log File
Save Log File As
Print

Print Preview

SCRTester user Manual

Creates an empty document

Opens an existing script File.

Closes an opened document.

Saves an opened script using the same file name.

Saves an opened script to a specified file name.

Saves the log file using the script file name

Saves the log file to a specified file name

Prints the log file View.

Displays the log file on the screen as it would appear printed.

Print Setup
Exit

Selects a printer and printer connexion.
Exits SCRTester

5.1.2 Edit Menu
The Edit menu offers the following commands:

e (e AlEREE, &t
0| Redn
c',"o Lot [ &S
ey, Vo] 1
2 Eie e
> Delete
Select Al Chrl+8
&k Find...
Replace
Undo Not implemented.
Redo Not implemented.
Cut Deletes data from the document and moves it to the clipboard.
Copy Copies data from the document to the clipboard.
Paste Pastes data from the clipboard into the document.
Delete Deletes data.
Select All Selects all data.
Find Not implemented.
Replace Not implemented.
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5.1.3 Script Menu

The Script menu offers the following commands:

, {T_"I |nzert/Femove Breakpoint F3
I Starts ar cantinues the zcript F&
| Stam EEiph erecutiamn Eham
Single step F10

Loop Chrl+L

Set Mest Statement

Show Mext Staternent

S o R Y

Delay Optians

i Cuphering

Baw data
IT Commands
APDU

e Insert/Remove BreakPoint :
Inserts or removes the break point on the current script command.

Shortcuts:
Toolbar: o
Keys: F9

e Starts or continues the script:
Starts or continues the script execution.
Shortcuts:

Toolbar:
Keys: F5

e  Stops script execution:
Stops the script execution.

Shortcuts:
Toolbar: |
Keys: Esc
e Single step:
Executes the current command.
Shortcuts:
Toolbar: ™
Keys: F10
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Loop:
Activates the loop Mode.

SCRTester user Manual

When the end of the script is reached, the script will continue from the beginning indefinitely.

Shortcuts
Toolbar: @

Keys: Ctrl+L

Set next statement:
Selects the command where the cursor is.
Shortcuts

Toolbar: %

Keys: Double Click on the command

Show next statement:
Not implemented.

Delay Options:
Shows the “Delay Options” dialog box.
Shortcuts

Toolbar: €T

Keys: Not implemented
e Cyphering:

Shows the “cyphering” dialog box.

Shortcuts

Toolbar: i

Keys: Not implemented
e Raw Data:

Selects the Raw data Mode.

This mode allows to send the script commands without any protocol.
Script data: 60 00 00 OA 6A --> data sent: 60 00 00 OA 6A

Commands:
Selects the command Mode.

This mode allows sending the script commands with an encapsulation of the selected protocol.

Script Data: 6E 00; --> data sent: 60 00 01 6E 00 OF

---- . Alpar Protocol encapsulation

APDU:
Selects the APDU Mode.

This mode allows to send an APDU command with an encapsulation of the selected protocol and the APDU

PHILIPS
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Opcode.
Script data: 00 00 BO 00 00 40; --> data sent: 60 00 05 00 00 BO 00 00 40 95

---- . Alpar Protocol encapsulation
---- : APDU Opcode ( ALPAR Protocol )

5.1.4 Command Menu

The Command menu offers the following commands:

g Command Setking

E» Command 1 CErl4+F1

P EaanE zht|H-FZ

e Cammand g okt S

£BF) Gommand 2 I e =

¥ Gommand 5 b RS
e Command setting: Y. A

Displays the “Command Setting” dialog box to define an owner command.
e Command 1: - Keys: Ctrl+F1 - ™
Allows to send the predefined command in the Command Setting dialog box

e Command 2: - Keys: Ctrl+F2 - m

Allows sending the predefined command in the Command Setting dialog box
e Command 3: - Keys: Ctrl+F3 - g
Allows to send the predefined command in the Command Setting dialog box

e Command 4: - Keys: Ctrl+F4 - 1Y

Allows to send the predefined command in the Command Setting dialog box

e Command 5: - Keys: Ctri+F5 - emy

Allows to send the predefined command in the Command Setting dialog box
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5.1.5 Protocol Menu

The Protocol menu offers the following commands:

IT 1 alpar

2 flpar Ush
3 Ceid Ush
4 Loopback Aukto

Power L
Select *
Mode r
Loophack. ¥

e Alpar USB: Select this menu item to use the ALPAR USB protocol.
e Alpar: Select this menu item to use the ALPAR protocol.

e Mask: Sends the “Mask Number” command corresponding at the
selected protocol. (See the demoboard application note).

e Standard: Use this popup menu to change the activation mode ( ISO /
EMV)

e Power: Use this popup menu to manage the power commands:

» Asynchronous card:
- Power Down.
- Power Up 5V.
- Power Up 3V.

» Synchronous card:
-12C
- S9
- S10
- Euro
- Gpm: Fuse 0 (896)
- Gpm: Fuse 1 (896)
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Select: Use this popup menu to select a smart card (1to 6)
Mode: Use this popup menu to change the standard mode :
Standard.
ESM Char.
ESM En_Req.
Loopback: Use this popup menu to use the loopback functionality.

Loopback EMV.
Loopback GIE.

Rem: All protocols are managed dynamically by using a DLL.

Alpar USB Protocol: proAlparUSB.dll
Alpar Protocol: proAlpar.dll
TAMA protocol: proTAMA.dII
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5.1.6 Reader Menu

This menu gives you the possibility to set up the communication port (Serial, USB, I°C, PC/SC).

USB reader: Initiates or closes the communication with the USB
S@ Connect device driver.

@ [scommeck

12C reader:

Connects the reader to the PC via the LPTx port
g Connect management.

& Disconinect The I2C lines are emulated using the PC parallel pins.

| v LPTL The lines configuration ((SCL, SDA) can be set up using
LPT2 the 12C option menu.

I2c options

PC/SC reader:
The reader menu of the PC/SC board allows the

IT 1 Philips Semiconductors TOAS030_SCR1 O selection to the PC/SC reader. In fact, all PC/SC drivers
loaded by the Microsoft Resource Manager are
& Connect mentioned dynamically in the menu. The user selects
¥ Discormect the reader and the possible card protocol to use and
_ initiate the communication by the “connect” menu.
T=C When the reader is connected, the ATR of the card is
IT T=1 displayed and decoded by SCRTester.
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Serial menu:

e
2

Commech

Discanneckt

B

oML
COMEZ
O3
oM

110 bauds
300 bauds
1200 bauds
Z400 bauds
4500 bauds
3600 bauds
14400 bauds
19200 bauds
35400 bauds
57600 bauds
115200 bauds
Z30400 bauds
450300 bauds
921600 bauds

Ewen parity
Mark parity
lo parity
Odd parity
Space Parity

1 skop bik
1.5 skop bits
Z skop bits

Advanced configuration. ..

PHILIPS
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The serial menu allows the user to select the
communication parameters. See the application note of
the reader used to know the parameters to be used.
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5.1.7 View Menu

The View menu offers the following commands:

IT Standard Toolbar

» ol IT Script Toolbar

IT Protocaol Toolbar

IT Command Toolbar
Loopback Toolbar
Synchrone Toolbar

IT Card Parameters Toolbar

IT Mode Toolbar

IT Standard Script Toolbar
Select Card Toolbar

_uskomize. ..

Toolbar: Shows or hides the toolbar.
Use this command to display and hide the Toolbar, which includes
buttons for some of the most common commands in SCRTester,
such as File Open. A check mark appears next to the menu item
when the Toolbar is displayed.

Status Bar: Shows or hides the status bar.

Use this command to display and hide the Status Bar.

5.1.8 Tools Menu

The Tools menu offers the following commands:

IR Aubo Pause

@ Besp
& Clear Log Yiew
Get Pnp ID

@ notepad

LT Sy
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Auto Pause
Beep

Clear Log View
Get Pnp ID
Options...

SCRTester user Manual

Select this menu item to stop the script automatically on an error.
Select this menu item to hear a beep on an error.

Clears the current output view.

Generates a Plug and Play sequence on the current serial port.
Not implemented.

5.1.9 Windows Menu

The Window menu offers the following commands, which enable to arrange multiple views of multiple
documents in the application window:

% Mew Window
EIK' lase

Zlase all

[exk

Previous

Cascade

= T

Tile Yertically

arrange Icons

Tile Horizonkalky

1 USE {Generic driver)z - [noname]

| v 2PCSC (PCISC Driver)t - [naname]

New Window:

Cascade:

PHILIPS

Creates a new window that views the same document.

Use this command to open a new window with the same contents
as the active window. You can open multiple document windows
to display different parts or views of a document at the same time.
If you change the contents in one window, all other windows
containing the same document reflect those changes. When you
open a new window, it becomes the active window and is displayed
on top of all other open windows.

Arranges windows in an overlapped fashion.

Use this command to arrange multiple opened windows in an
overlapped fashion.
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Tile: Arranges windows in non-overlapped tiles.

Use this command to arrange multiple opened windows in a non-
overlapped fashion.

Arrange Icons: Arranges icons of closed windows.
Window 1, 2...: Goes to specified window.

5.1.10 Help Menu
The Help menu offers the following commands, which provide you assistance with this application:

Contents:  Offers an index on topics on which you can get help.
About: Displays the version number of this application.

5.2 Toolbar

The toolbar is displayed across the top of the application window, below the menu bar. The toolbar provides
quick mouse access to many tools used in SCRTester

To hide or display the Toolbar, choose Toolbar from the View menu.
Click To:

45 . Create a new device document.
At Create a new script file.
- Open a script file.
Save the active script document with its current name.

Remove selected data from the document and stores it on the clipboard.

=
El
Copy the selection to the clipboard.
2] Insert the contents of the clipboard at the insertion point.
=

Print the active output document.

Start/Continue the script execution.
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Execute the next script command.

Stop the current script execution.

Insert/Remove a breakpoint.

Enable the loop script mode.

Set Next Statement.

Display the “Delay options” dialog box.

Display the “Cyphering” dialog box. (internal use)
Send a “Mask Number” command.

Send a “Power OFF* command.

Send a “Power ON 5V” command.
NOTE : If the selected reader is PC/SC, the activation will always be a WARM reset.

Send a “Power ON 3V” command.
Enable the EMV activation mode.

Enable the ISO activation mode.
Enable/Disable the Auto Pause Mode.

Enable/Disable the beep on error.
Clear all data in the output view.

Enable/Disable the ASCII/Hex display in the output view.

Allow reading or writing to the reader register.
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Enable the “Standard” Mode.

SCRTester user Manual

Enable the Enable-Request Energy Saving Mode.

Enable the Char Energy Saving Mode.

Start the EMV Loopback test mode.

Start the GIE Loopback test.

Display the “Command Setting” dialog box.
Send the command 1.
Send the command 2.

Send the command 3.

Send the command 4.

Send the command 5.

Send a “select card 1" command.
Send a “select card 2” command.
Send a “select card 3” command.
Send a “select card 4" command.
Send a “select card 5" command.

Send a “select card 6” command.
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| — | Send a “Power Up 12C” command.

cg | Send a “Power Up S9” command.

510 Send a “Power Up S10” command.

Eurn Send a “Power Up Euro” command.

GFH Send a “Power Up Gpm 896 with Fuse 0" command.
GPH Send a “Power Up Gpm 896 with Fuse 1" command.
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5.3 Specific use

5.3.1 New command (File menu)

Use this command to create a new device document in SCRTester. Select the link you want to create in the
new dialog box.

New x|
M e
_Carcel |

|2C [12c Drniver]

PCSC [PC/SC Driver)

Sernial

SPI (5Pl Driver] |

Cancel

Each device is managed dynamically by adding its DLL file. When the application starts, the DLL devices are
loaded and usable.

If there is only one DLL device in your SCRTester application, for example a serial device (BrdSerial.dll), the
device is created automatically without dialog box!

Thereafter, you can open an existing script file with the “Open” command.

Shortcuts
Toolbar: =
Keys: CTRL+N

5.3.2 Open command (File menu)

Use this command to open an existing script file in the current window.
You can create a new document with the “New” command.

Shortcuts
Toolbar: L=~
Keys: CTRL+O
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5.3.3 Command Setting Dialog Box

Command Setting x|

— Command 1

|m 01 00

— Command 2

|4n 01 3008

— Command 3

|4EI Ma20311 223344

— Command 4

—Command 5

] I Cancel

Use this dialog box to define 5 new commands that are usable from the menu “Command” or by its toolbar.

5.3.4 Alpar USB Protocol

This command is used to select the ALPAR USB Protocol. This protocol is made by Philips Semiconductors
and is used to communicate with the USB smart card readers demo boards. For more details, see the demo
board application note.

When the ALPAR USB Protocaol is selected, all commands of this protocol are enabled and can be used. These
commands are situated below the separator in the same menu and are described in the chapter named
“Protocol Menu”.
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5.3.5 Alpar Protocol

This command is used to select the ALPAR Protocol. This protocol is made by Philips Semiconductors and is
used to communicate with the SERIAL smart card readers demo boards. For more details, see the demo
boards application note.

When the ALPAR Protocol is selected, all commands of this protocol are enabled and can be used. These
commands are situated below the separator in the same menu and are described in the chapter named
“Protocol Menu”.

5.3.6 PC/SC Protocol

This command is used to select the PC/SC Protocol. This protocol can be used with all PC/SC readers, which
provide a PC/SC compliant driver. It must only be use with a PC/SC device created by the new command of
SCRTester.

When the PC/SC Protocol is selected, all commands of this protocol are enabled and can be used. These
commands are situated below the separator in the same menu.

5.3.7 TAMA Protocol

This command is used to select the TAMA Protocol. This protocol is a proprietary protocol made by Sony and is
used to communicate with the TAMA demo boards. For more details, see the demo boards application note.

When the TAMA Protocol is selected, all commands of this protocol are enabled and can be used. These
commands are located below the separator in the same menu and are described in the chapter named
“Protocol Menu”.

5.3.8 Standard Menu

For contact reader only.

Prokocols Reader Miew Tools ‘Window Help

| BT
* PCASC commar

* (T=0 ~ T=1)
* Fevized June

Standard

Seleck )
Maode Pg
Loopback, a1
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e |SO: Select this menu item to use the ISO activation mode.
Shortcuts:
Toolbar: Ic0
Keys: Not Used
e EMV: Select this menu item to use the EMV activation mode.
Shortcuts:
Toolbar: My
Keys: Not used

5.3.9 Power Menu

For contact reader only.
|Er|:||:|:u:|:||5 Reader Wiew Tools Window Help

[v 1 alpar ERURE ==Y

2 Alpar Usb * PC/SC commarnc
% (T=0 ~ T=1}
M Mask . #* Revized June
Standard * % Te=t 1

CFf
Select ¥

Mode r

on Async,
on Sync,
Loopback o}

e Off: Sends a Power off command.

SCRTester user Manual

All rights are reserved. Reproduction in whole or in part is prohibited without the prior
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Shortcuts:
Toolbar: | Ov
Keys: Not used
e On Async.: Use this popup menu to send a power up 5V or a power up command.
e On Sync.: Use this popup menu to send a synchronous power up command.
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5.3.10 On Async. Menu

For contact reader only.
Protocols Reader Miew Tools Window Help

v L Alpar ERIE T
2 Alpar Usb # PC-SC command file

* (T=0 .~ T=1)}
M Mask * Revised June 1998

Standard % Te=t 1

0w off

o Async,

Select *

Mode v 2 Svnic,

Loopback  »f

e 3V: Sends a power up 3-volt command.
Shortcuts:
Toolbar: =
Keys: Not used
o 5V: Sends a power up 5-volt command.

SCRTester user Manual

NOTE: If the selected reader is PC/SC, the activation will always be a WARM reset.

Shortcuts:
Toolbar: Gy
Keys: Not used

5.3.11 On Sync. Menu

For contact reader only.
Protocols Reader Wiew Tools wWindow Help

[ 1 alpar ENCUNE SRR A
2 Alpar Usb * PCoSC command file for

®= (T=0 » T=11)
#* Revized June 19982

#*® Te=t 1
r OFF
=t
Select L on Async, F
Mode IZC I2C 4h
Loopback 59 59
oM 10 00 18:;
EH-RQ *= SELECT 5100510 tac
ESH o0 o0 A4 01;
CHAR * WRITE E Euwro EuUro. :I
o0 o0 De Gpm »| 01
FMY (e T
PHILIPS
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12C: Sends a power up command for an 12C smart card. | — |

S9: Sends a power up command for an S9 smart card.  gg |

S10: Sends a power up command for an S10 smart 540
card.

Euro.: Sends a power up command for an Euro ship Eurn |
smart card.

Gpm: Fuse 0:  Sends a power up command for a Gpm 896 smart  GEH
card with fuse blown.

Gpm: Fuse 1: ~ Sends a power up command for a Gpm 896 smart  &pr
card with fuse not blown.

5.3.12 Mode Menu

Protocols Reader Miew Tools Window Hel

| v 1 Alpar ,@@g|@

2 Alpar Ush # PC/SC comm

*# (T=0 ~ T=1

M Mask * Revi=ed Ju
Skandard * * Te=t 1

Power |
i * Cold reset
Select ¢ cE 00;

o

Loopback  »| B3N FSMEN-ROE
eed ol ESM CHAR

e Standard: Select this menu item to use the Standard Mode. This mode must be used for all demo boards
that do not support the ESM Mode (ESM = Energy Saving Mode: see the demo board
application note for more details).

Shortcuts:
Toolbar: IE
Keys: Not used
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Select this menu item to use the Enable-Request Energy Saving Mode.

In this mode, outside an exchange of commands between the host (PC) and the demo board, the card clock is
either switched off (level high or low) or set to Fint/2 depending on the clock stop mode described in its ATR. If
the card does not support the clock stop mode or does not specify it, the clock is set to Fint/2.

Just after having changed the card clock, the demo board micro controller puts itself in power down mode.

A low level pulse on MMI_EN - DTR or any card event (extraction or insertion, over current on VCC or RST,

overheating) will wake it up.

te t tg lo to o

< am o u

MMI_EN (DTR)

MMI_REQ (DSR)

RX /

TX \

PWDN

PO\

CLK STOP or Fint/2

Xra/n

Communication initiated by the PC.

MMI_EN (DTR)

MMI_REQ (DSR)

RX

C

X

PWDN

it

CLK STOP or Fint/2\‘|

Card deactivated

Hardware

problem

---- : demoboard signal

---- : PC signal
Shortcuts:
Toolbar: EIE_H
Keys: Not used
PHILIPS

Communication initiated by the DemoBoard.
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AcqFr OpAnswFr
PWDN \ J
CLK STOP or Fint/2 : Xoa/n :
e ESMEN_REQ Lroro AL

Communication initiated by the PC.
When using SUKIeslel will 1AIVIA Keduers, LIS [TENuU aluws usling uie enavie-xequest Energy Saving
Mode.

For further details rega: ding th is mode tefer to the TAMA User Manual. t1

e ESMChar: COrrtau reactet : e I
X : : :

Select this menu item to use the CLY2F gy Saving Mode. InformationalFr
PWDN

In this nagde, outsi hange of commands between the nost (PC) and the Demo board, the card clock is
either switched offdm% A ibed in its ATR.
Just aftéi’“fi%?r“hg changed the clock of the card, the Demo board micro controIIer puts itself in power down
mode. A new received command from the host controller (PC) or any card event (extraction or insertion, over

moT [P R RN N | [ [
current on VCC or Communrcatlon initiated by the Demoboard.
Inthis case, thewe . T
Shortcuts:
Toolbar: E
Keys: Not used

5.3.13 Loopback Menu

Prokocols Reader Wiew Tools ‘Window He

| v 1 alpar B e @

2 Alpar Ush * PC/SC comn

* (T=0 .~ T=1

M Mask #* Revi=ed Ju
Standard

* Test 1

Power

* Cold reset
Select EE 00:
Mode g

VA== N~
|=|:||:||:||:|.E|lj=2. ém. Erimy F11
eht Gie F1z

e EMV: Starts or stops the Loopback EMV test. This test is necessary for an EMV
certification.
The test is finished either when the message “LOOPBACK : TEST OK” is displayed or when an error
is returned.
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Shortcuts:
Toolbar: Lpb
EMY
Keys: F10

e GIE: Starts or stops the Loopback GIE test. This test is necessary for an GIE certification.

The test is finished either when the message “LOOPBACK : TEST OK” is displayed or when an
error is returned.

Shortcuts:
Toolbar: Lpb
GIE
Keys: F11

5.3.14 Delay Options

Delay Options Ei I

— Command Delay

™ Command Delay

Delay [mSec) : |5|:":I

—ESM DSR-TH Dealy

Delay [for++] : IEI

— Free Reception Mode

[~ Free Reception Mode

LCancel |

This Dialog box allows changing several communication parameters. The first one, named “Command

delay”, is used to put a delay in milliseconds between each script command sent. The second one and the
last one are reserved for internal use.

5.3.15 Cyphering

Reserved for internal use!
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6. Specific USB behaviour

6.1 Active suspend and remote wake up

SCRTester supports the active suspend mode and the remote wake up. When the device works, for example in
loop mode, you can go to the suspend mode. To wake up the PC, extract or insert the smart card.

After the wake up, the following message appears:

SCRTester |
The USE connection haz been broken |
- either the reader haz been unplugged : plug it in and click on the menu "Feader-> Connect',
- of the reader has exited from suspend mode © click on the menu "'Reader-: Connect

Rem. : After rezuming from a suzpend mode, this meszage can appear several times after a "Reader-»Connect”,
Try again "Reader-» Connect” in a few seconds. The enumeration can take a long bime.

As explained in this message, to restart the script execution after resuming from the suspend mode, you have
to reconnect the reader by using the “Reader : Connect” menu item. Then you will be able to start the script
execution as explained in the script use part.

If you have several hubs and USB devices on the same host controller, the enumeration can take a long time.
You have to try again this procedure in a few seconds if the message reappears.

6.2 Hot detach and reattach

The hot detach and reattach is supported by the system. If the hot detach is performed during the script
execution, the message above appears. After the reattach, you have to connect the software by the “reader-
connect” menu item.
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