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1 Introduction

This document introduces how to enable Random Static Device Address for a Bluetooth Low Energy
application. The default device address type in the SDK is Public Device Address.

The chips involved in this application note include KW45/KW47/KW38/KW36/QN908x/MCX W71/MCX W72.

The readers of this document are expected to have a basic knowledge of Bluetooth Low Energy.

2 Why do we need random static device address

Bluetooth devices are identified using a device address. The device addresses may be either a public device
address or a random device address.

The identity address of a device is a public device address or random static device address that it uses in
packets it transmits. If a device is using resolvable private addresses, it also has an Identity Address.
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Figure 1. Bluetooth device address

So, for any Bluetooth device, a public device address or random static device address is needed. The SDK
uses a public device address by default, and has a fixed OUI. If you use this OUI, there may be a duplicate
address for different devices. To keep using the public device address, purchase the address from Bluetooth
SIG, and you will have your own OUI.

#define BD ADDR OUI 0x37U, 0x60U, 0x00U

Bluetooth address (BD_ADDR)
11:22:33:44 :55:66
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Figure 2. Bluetooth device address OUI

Another option is to use a random static address. It is free and easy to configure.
A static address is a 48-bit randomly generated address and meet the following requirements:

* The two most significant bits of the address are equal to 1.
* At least one bit of the random part of the address is 0.
* At least one bit of the random part of the address is 1.

The format of a static address is shown in Figure 3.
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Figure 3. Format of static address

3 How to set random static address

The wireless MCUs of NXP use the same SDK architecture. Below demonstrates how to enable Random Static
Address with K\W45.

SDK: SDK_24_12_00_KW45B41Z-EVK
Project: wireless_uart_freertos
To set a random static address, perform the following steps:

1. Download a project from MCUXpresso.

Downloads

MCUXpresso SDK
¥ Download SDK Archive (53 MB)

MDS: 33cdd27cbb2772042295b58acSc3eed8 f_D

| ¥ Download Standalone Example Project

Online Documentation

aaa-060406
Figure 4. Download a project
2. Modify the address type.
] gapAdverti_singPara}net'ers_t gAvaarams ={
/* minInterval */ gGapAdvertisingIntervalRangeMinimum_c,
/* maxInterval */ gGapAdvertisingIntervalRangeMinimum_c,
/* advertisingType */ gAdvConnectableUndirected_c,
/* addressType */ gBleAddrTypeRandom_c,
/* directedAddressType */| gBleAddrTypeRandom_c,
/* directedAddress */ 19, ©, 0, 6, ©, O,
/* channeltMap */ (gapAdvertisingChannelMapFlags_t) (gGapAdvertisingChannelMapDefault_c),
/* filterPolicy */ gProcessAll_c
- b
aaa-060407
Figure 5. Modify the address type
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gapScanningParameters_t gScanParams =

|
/* type */ gScanTypeActive_c,
/* interval */ gGapScanIntervalDefault_d,
/* window */ GapScanWindowDefault d,
/* ownAddressType */ rgBleAddrTypeRandom_c,|
/* filterPolicy */ gScanAll c,
/* scanning PHY */ glLePhylMFlag_c

)

/* Default Connection Request Parameters */
gapConnectionRequestParameters_t gConnReqParams =
1 {
.scanInterval = 36,
.scanWindow = 18,
.filterPolicy = gUseDeviceAddress c,
.ownAddressType =|gBleAddrTypeRandom_c, |
.connIntervalMin = 16,
.connIntervalMax = 16,
.connlLatency = @,
.supervisionTimeout
.connEventLengthMin

execse,
o,

aaa-060408

Figure 6. Modify the address type
3. Enable bonding and pairing

/*! Enable/disable use of bonding capability */
#define gAppUseBonding_d 1

/*! Enable/disable use of pairing procedure */
#define gAppUsePairing d 1

Figure 7. Enable bonding and pairing
4. Save the MAC address to the main flash. To generate a new address, flash erasing is required.

] #ifndef r t ¢
#define|gHwParamsProdDataPlacement_c ngaramsProdDataMainFlashMode_c|
//#define gRwParamsProdDataPlacement_c gRwParamsProdDatanainFlash2ljriiode_c
//#define gHwParamsProdDataPlacement_c gHwParamsProdDataIfrtlode_c

- #endif
aaa-060409
Figure 8. Erase memory
Erase Memory X
Flash loader Range
C:\ar\ewarm-9.60. 1\arm/config/flashloader NXP [FlashkW45B41282. flash 0x0 - Oxfffff
C:\Var\ewarm-9.60. 1\arm/config/flashloader NXP [FlashKw45841282.flash 0x10000000 - 0x 100fffff
(O c:Var\ewarm-9.60. 1\arm/config/flashloader /NXP [FlashkW45841282_RF.flash 0x48800000 - 0x4883ffff
([ C:Var\ewarm-9.60. 1\arm/config/flashloader /NXP [FlashkW45841282_RF.flash 0x58800000 - 0x5883ffff
Erase all Erase Cancel
aaa-060410
Figure 9. Erase memory
5. Do not set BDAddr.
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i bleResult_t Ble_Initialize

= (

p = )]

B {

V[ #if defined(gUseHciTransportDownward_d) && gUseHciTransportDownward_d
| /* HCI Transport Init */

p if (gHciSuccess_c != Hcit_Init(Ble_HciRecvFromIsr))

! I

gapGenericCallback_t gapGenericCallback

P
= /*
' * Set BD Address in Controller. Must be done after HCI init
' * and before Host init.

)

| //  Ble_SetBDAddr(); |

i /* Check for available memory storage */
' if (!Ble_CheckMemoryStorage())

aaa-060411
Figure 10. BDAddr
6. Generate a random static address.

[#define PLATFORM BLE_BD_ADDR_RAND_PART_SIZE BLE_MAC_ADDR_SZ
Fdefine PLATFORM_BLE_BD_ADDR_OUI_PART_SIZE MAC_ADDR OUI_PART_SIZE
#define PLATFORM BLE_BD_ADDR_FULL_SIZE BLE_MAC_ADDR_SZ

aaa-060412

Figure 11. Generate a random static address

static void PLATFORM |GenerateNewBDAddr(uint8_t *bleDeviceAddress)
uints_t macAddr[PLATFORM BLE_BD_ADDR_RAND_PART_SIZE] = {@U};

#if (gPlatformUseUniqueDeviceIdForBdAddr d != @)

{

int ret;

ret = RNG_Init();
assert(ret == 0);
(void)ret;

#ifndef FWK RNG DEPRECATED API
assert(num == PLATFORM_BLE_BD_ADDR_RAND_PART_SIZE);
(void)num;

}

* Set random static address
macAddr [ PLATFORM_BLE_BD_ADDR_RAND_PART_SIZE-1] |= @xCe;
FLib_MemCpy((void *)bleDeviceAddress, (const void *)macAddr, PLATFORM_BLE_BD_ADDR_RAND_PART_SIZE);

/* Set 3 MSB from OUI */
// FLib_MemCpy((void *)&bleDeviceAddress[PLATFORM BLE_BD_ADDR_RAND PART_SIZE], (const void *)gBD_ADDR OUI_c,
// PLATFORM_BLE_BD_ADDR_OUI_PART_SIZE);
¥

aaa-060413

Figure 12. Generate a random static address
7. Set the random static address.

void BleConnManager_GapCommonConfig(void)

/* Read public address from controller */
|// (void)Gap_ReadPublicDeviceAddress(); |

#include "fwk_platform_ble.h"
uint8_t bleDeviceAddress[gcBleDeviceAddressSize_c] = {0};
PLATFORM_GetBDAddr(bleDeviceAddress);
Gap_SetRandomAddress(bleDeviceAddress);
gSmpKeys.addressType = gBleAddrTypeRandom_c;
gSmpKeys.aAddress = bleDeviceAddress;

#if (defined(gAppUsePairing_d) && (gAppUsePairing_d == 1U))
/* Register security requirements if pairing is used */
(void)Gap_RegisterDeviceSecurityRequirements(&deviceSecurityRequirements);

aaa-060414

Figure 13. Set a random static address
8. If a resolvable private address is needed for advertising, set the macro gAppUsePrivacy dto1.
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4 Check the result

Using the sniffer to capture the air log, we can see that the address type is Random Static.

v s gy S

=4’ Connectable + Scannable Undrected ("NXP_WU" CF:AF:AD:68:65:D3 (Static), Intiator [ChSel #2] FF:D3:A3:41:ED:E4 (Stati), 8 Scanners, 3.965) | 0.000 020 750 3 % Lk Layer
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W Connectable Undrected Adv Packe (CF:AF:AD:68:65:03 (Stati)) 0.073044 625 @ Originator Advertser
‘I Adv Packet|(CF: tatc), fiags, service Uuids (Complete), 01FF0100-BASE-FAEE-5CA1-EBIESE4| 0.091 892 125 M Transmiter Advertiser: "NXP_WU" CF:AF:AD:68:65:D3 (Statc)
‘3 Connectable Undrected Adv Packed (CF tatc), fogs, (Complte), 0.092 624 125 1 Receiver Inator: "Scanning Device”
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‘I3 Connecta ‘Adv Packet|(CF: tatc), fiags, Service Uuids (Complete), 01FF0100-BASE-FAEE-5CA1-EBIESE| 0.118 140 875 9 Inkator Address Unknown BD_ADDR
“f4 Scan Response Packet (CF:AF:AD:6p:65:D3 (Static)) 0.118 976 000 = ‘I Link-Layer Packet
“ls Connectable Undrected Adv Packef(CF: (statxc), Fags, (Complete), 0.119 258 250 S 48 Header
‘I3 Connectable Undrected Adv Packet] (CF:AF:AD:68:65:03 (Statc), fiags, Service Uids (Compiete), 01FF0100-BASE-FAEE-SCAI-EBIESE4| 0.119 990 625 =
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- 2 ¢ @ Advertser Address CF:AF:AD:68:65:03 (Statk)
Lo Scan Response Packet (CF:AF:AD:6p:65:03 (Statc)) 0.162723875 8 48 Advertsing Dot
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Figure 14. Log
‘L4 Scan Response Packet (CF:AF:AD:68:65:D3 (Static) 3.959 011 000 "W m":u .
*I3 Connectable Undrected Adv Packet (CF:AF:AD:68:65:D3 (Statc), Fiags, Service Uuids (Complete), 01FFO100-BASE-FAEE-SCAL-EBIESE4| 3.959 293 375 4 pe COMECT D
“je Connection Indication Packet (Chsel #2, leswc),ruoxa%cnws) 3.959 802 875 9 Channel selection Aporth 2
@ Txadd
+ & ATT Exchange MTU Transaction 3.976 101 750 o )
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# [ SMP Securty Request (Bondng, MITM) 3.977 666 375 @ Connection Access Address OxBI6CEAB
# @ SMP Paring Feature Exchange (Keyboard Display, Bonding, MITM > Dispay Only, Bonding, MITM) 3.996 832 250 & CRC Intial Seed OX74E7CO
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Figure 15. Log

2 . SMP Transport Specfic Key Dstribution (LTK=2594F5D2

62989D:14BCEC66:2EB2E911 »

OXE9AS > LTK

CD49A578:1264C14

% & SMP Encryption Information (L. 7K =2594F5D2:75629B9D: 14BCEC66:2EB2E911)

# T4 SMP Central Identfication (=D1\
# e SMP Identity Information (IRK

#| % SMP Identity Address Information (20

OXE9AS, Ra
1E21E4CB:37800FFB:92D04B58:DCE92FD7)

|~0XEF6129ACCOEF2E4E)

CF:AF:AD:68:65:D3 (Statc)) |

# [% SMP Encryption Information (LT«
0x6ASB, "o

+ { SMP Central Identfication (F01\

K

% SMP Identity Address Information (20

CD49A578:1264C129:3682A2A3:70CDFABD)

1-0x2C85060488380592)

@ SMP Identity Information (1:K - B944AAS1:101EFB29:9606A03A:07FE0676)

FF:D3:A3:4 1:ED:E4 (Statc)) |

# " Empty LE Packets (x 1627, 61 retries, 16.7 s)

Figure 16. Log
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5 Note about the source code in the document

The example code shown in this document has the following copyright and BSD-3-Clause license:

Copyright 2025 NXP Redistribution and use in source and binary forms, with or without modification, are
permitted provided that the following conditions are met:

1. Redistributions of source code must retain the above copyright notice, this list of conditions and the
following disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice, this list of conditions and the
following disclaimer in the documentation and/or other materials must be provided with the distribution.

3. Neither the name of the copyright holder nor the names of its contributors may be used to endorse or
promote products derived from this software without specific prior written permission.

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS "AS I1S" AND ANY
EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES
OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT
SHALL THE COPYRIGHT HOLDER OR CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT,
INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED
TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR
BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN
CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN

ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH
DAMAGE.

6 Revision history

Table 1 summarizes the revisions to this document.

Table 1. Revision history

Document ID Release date Description

AN14645 v1.0 16 April 2025 Initial public release
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