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Objective

2.0Objective

This application note provides an introduction to BIST orMR5777M and explains how to configure
and use the BIST features of the MPC577Afler reading this applications note the user should:

A Understand the BIST features that are available on the MPC5777M

Understand the difference between MBIST and LBIST

Undesstand the difference between online and offline BIST

Be able to develop application strategies for deploying online and offline BIST testing
Understand what is included in each BIST partition on the MPC5777M

Understand whenfftine BIST takes place

To To To Do Io Do

Be ableto develop a specified configuration for offline BIST testing and understand how to
use DCEF clients to achieve this

A Be able to invoke the desired online BIST sequence usir§Tae)2

Theapplication note also provides foexample online andftine SelfTest configurations that can be
directly implemented by the user. The examples are provided in the software package that accompanies
this document and are also explained in detdiKP guarantees the functionality of these four
configurations and hidi recommends users utilize these in their application.

To aid in understanding of this document and software package the reader should obtain the MPC5777M
reference and Safety manuals from P website.

3. Overview of Built-In Self-Test

The ermBuilt-In SelfTest(BIST) is used to describe tloa-chip hardware mechams that can be used
to detectatent faults within théICU. The BIST allows the MCU toonduct periodic selfeststo identify
faults. The results of these s#dfsts can then be used bg MCU to handle the faults and ensure that the
device remains in a safe state

3.1. MBIST and LBIST

Two different types of BIST are implemented on the MPC5777M: Memory-Butiel+ Test (MBIST)
for memory and Logic Buitn SeltTest (LBIST) for digital logic

MBIST is implemented for each of the SRAM and peripheral memories on the MCU, such as SRAM
memory contained in the peripheral modules such as FlexRay or MCAN. For MBIST testing purposes
each of the memories is segmented into individual MBi&fTitions. The segmentation of the memories

is discussed in Chapter 7 MBIST Partitions. Each memory is broken down into multiple partitions
providing flexibility to test selected address ranges only.

LBIST tests operatenthedigital logicof the device and use sci@st techniques to provide high coverage
defect detectionThe logic is divided up into multiple partitions, with each partition containing user
recognizabldogic modules (CPU, XBAR, MCANetc). LBIST must be configured ttest partitions
sequentially

The LBIST and MBIST execution is managed by the-$elt Control Unit (STCU2).
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Self-Test Control Unit

3.2. Off-Line and Online BIST overview

It is anticipated that the MPC5777M automotive user application would require two standard
configurations for BIST testing.

1 Vehicle gart-up 1 test as much as possible within trehicle starup time constraints known
as offline.

1 Vehicle Shutdown ordiagnostic testing i maximumtest coverage, no time constraimtben
vehicle powered downknown as online

For off-line testing the BIST testsan be configured to execute every time the MCU boots or gets a
destructive reset. This procedure is performed while the MCU is powered and held in reset. In this mode,
user configurable Device Configuration Format (DCF) Records that are stored in theEn®ne
programmable UTEST memory are loaded at 4tarby the System Status and Configuration Module
(SSCM) module into the STCU2 to configure the $e#t procedure. When the BIST executes
successfully in offline mode the device exits reset and the appficsoftware is executed. Configuring

the device for offline testing is discussedattion 90ffline BIST procedure to configure by DCF.

In addition to being able to run at stapt under control of the STCUZ2, the MCU allows a@ite to write
to the STCU2 during runtime to configure and trigger the execution of MBIST or LBIST. This is known
as online testing.

The intended usage of dime BIST is to execute a test of memory and modules that are critical to the
startup of the aplication. This helps to minimize the startup time of the MCU. Executing a full BIST at
startup will exceed the needs of many users. Online testing is mainly intended for a full BIST of the
MCU, typically performed prior to shutdown of the ECU, when exeoutime is not as critical. The
online mode can also be used for failure diagnostics and quality contrah vaitmanufacturing
environment.

4. Self-Test Control Unit

The STCU2is aprogrammable hardware module that controls thetestfsequere applied bth during

the offine and/oronlne condi ti ons. 't i s abl eBlISTandMBESTa ge |
blocks,figure 1showsthe STCU structure and connectioms. control offline BIST testinghe STCU2

operates in conjunctionith the §stemStatus andConfigurationModule (SSCM) module which has the

ability load the Seltest parameters from flash memamytomatically during the boot phaSége SSCM
interfaceis able only to write the configuration parameters and start {thé 86t execution once after the
STCUZ2global reset has been applied.

To configure online BIST testing via softwar IPS interfacallows access by the device CPU(s) to the
STCUZ2 registers. Using this interface software can configure the STCU2 retpstexgcution of the
online tests, or check the results of the offline tests. The configuration flow for offline and online testing
is shown infigure 2
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Figure 1. STCU2 block diagram

The STCU2module includes the following strinodules:

A

A

Reg interface: This module includes the registers, the security key logic, the IPS and SSCM
DCF bus interface

CRC: This module is the core of the S€liecking architecture of tH&TCU2 It samples a
set of selected internal signals wH&hCUZ2is running.

Fault interface: This module collects the error conditions related to L/MBIST execution and
STCUZ2internal failures and, depending on therecoverable or RecoverabldR/RF
configuration ofeach one of them, sets the gloBaICU2UF or RF flag. It alsotnanages the
UF/RF fault linesand the Set/Clear injection mechanism provided by-thét Collection

and Control UnitECCU). To improve the intrinsic safety of this critical logic, the generation
logic is duplicated.

Clock Block: This module manages tiiernal and the L/MBIST TCK clock precala, the
internal Clock Gating Power Saving and the wakeclock feature.

WDG FSM: This module includes two differeWatchdogs. The first one is hard coded and
is used to autakk theSTCU2access forcing re€t condition on the double securitgyk
registers while the second one has a double functionality. After a reset event initializes the
STCU2Z itis used as Hard Coded Watchdog tioug while during L/MBIST run it is used as
programmable Watchdog timer theck the L/IMBIST have been completed in the assigned
to L/MBIST time slot.

STCU2Master FSM: This module includes the main FSM ofSi€U2used to coordinate
and schedule all the operations performed during theTeslf Sequence.

STCU2Load Shifter FSMThis module includes the common shifter register and the related
state machine used to program the L/MBIST registers and read back the data to be checked at
the end of each Test operation.

Using the Built-in Self-Test (BIST) on the MPC5777M, Application Note, Rev. 1, 02/2019
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A LBIST interface: This module includes the interface betweedteev i ceds LBI ST
and theSTCU2controllers.

A MBIST interface: This module includes the interface between the MBIST controller and
STCUZ2controllers.

Configure
LBIST LBIST_controller[0:n]
STCU2 controllers
SSCM Configure Self Test
System Status STCUZ as Configuration
and DCFclient | Unit Configure : :
configuration MBIST Configuration
Module Configuration controllers Requirements
Requirements
Read DCF MBIST_controllers[0:m]
Records
Flash
— CPU
TEST flash Configuration
| Requirements
UTEST flash
Legend
“Normal” flash Configuration flow
|:| Configuration requirement

Off- line path

On-line path

Figure 2. Configuration flow for BIST testing

5.MBIST and LBIST testing and partitions

This section details theartitioning of the memory and logic on the MPC5777M. This information will
allow users to identify the partitions that they want to run for their ch®skiT estrequirements.

This section will also provide information on the levels of test coveramectin be achieved for each
LBIST partition and how this is determined. The options for testing of the MBIST patrtitions are also
introduced.

5.1. LBIST testing

Logic Built-In SelfTest (LBIST) isimplemented by 1@BIST controllers which operate independently
on each LBIST partition.This independencas needed tomeet safety requirementsegardingthe
independencand diversity of replicated IBnd also helps to avoid exceeding power limits. Each of the
LBIST controllers is connected independently to $il€CU2as shown irfigure 2 The STCU2must be
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configuredto run all LBIST controllers sequentially. Tresequencés defined inthe STCU2 by the user
configuration.

5.2. LBIST partitions

The MPC577M implements 10 different LBIST partitionsh&partitions are numbered from 0 toEach

LBIST patrtition is contained in a separate physical partition with its own control Tdgecpercentage of

the logic gates that will be tested during the BIST, generally known as the test coverage level, is
determined by the number of patterns that are run on each partition. As the number of gates varies in each
partition the number of patterns required to achieve a determined level of coverage will also vary. The test
coverage achieved for the examples in thpliaation note is provided with each individual example.
Reducing the number of patterns run on a partition reduces the time taken to complete the BIST for that
partition but also in turn it would reduce the level of coverage level. The pattern coaatlopartition

is configured within the STCUZ2.

The selftest of each logic partition is deemed to be successful by checking the resulting Multiple Input
Signature Register (MISR) value of the LBIST against #i64xpected MISR valuelhe Muliple i

Input Signature Registas a type of linear feedbackgsature register. Each state of the MISR relies on

the previous states rather than just the current state, so the MISR will always generate the same correc
output sequence from the same ingeuenceinless there is a fault in the tested logic. The STCU2
provides registers for the result and expected MIBke expected signatures for the MPC5777M are
provi deMPCH7@7MtOMeO Ni LBl ST_STCU_CONFI GRATI ONO spr e
in the attachmentsb of this document. It is important to note that the expected MISR values and other
LBIST configuration of the device may change with any modification to the internal logic design of the
device. The expected values provided with this application npig aply to the ON50N maskset of the
MPC5777M device.

LBIST Partitions

Table 1shown belowlists the distribution of the IP dtks among the LBIST partitions:
Table 1. LBIST partitions

LBIST Partition Module Name
0-HSM HSM, Instruction Cach, Data Cache
17 IOP Core IOP Core (Core 2)nstruction CacheSTM_2 SWT_2
21 Peripheral Shell SMPU _1, PBRIDGE_1 SWT_3 LINFLEX]2 - 15], SENT_1 PSI5 1
lIC_1, DSPI_[2,3,5] SDADC [1,3,5,7,9)SARADC _[1-3, 510], ALL
CMUOG s

31 Computational Shell | SMPU_0 PRAMC, RAM, PFLASHC Flash Memorylogic, RAM
Overlay, AMU

471 Peripheral Shell Mastef eDMA, DMACHMUX , DMA TCD RAM, FEC, FlexRay INTC, FCCU

Using the Built-in Self-Test (BIST) on the MPC5777M, Application Note, Rev. 1, 02/2019
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LBIST Partition Module Name

57 Peripherals SDADC _[0,2,4,6,8]  SARADC_[0,4,B] BAR, CRC_Q
DSPI_[0,1,4,6,12] IIC_0, PSI5_Q SENT Q LINFlex_[0,1,14,16]
CAN, PBRIDGE_Q MEMU, WKPU, NAR, SPU PIT

6-GTM GTM, GTM RAM

771 Safety Core Master Core (Core POhnstruction CacheData cacheSTM_0 SWT_0O
81 Checker Core Checker core (Core 0Checker)RCCU and delay logic

91 ComputationbCore gsvrq_pultational Core (Core Jlhnstruction cacheData cacheSTM_1,

NOTE: Please note that when testing partition 3 that incorporates the flash memory and flash controller
the flash must be in an idle state.

Modules that do not implement amafety function or that are essential components for theieslf
execution are excluded from LBIST partitions. Thaseprovided irtable 2below.

Table 2. Hardware not covered by LBIST

Functional Group Module
System MC_CGM MC_ME, MC_PCU MC_RGM, SSCM
SIUL2, IOMUX, STCU2, PLLOGS
Clocking XOSC IRCOSC
Power PMC, ADC Bandgap referenc@ SENS
Debug JTAC, LFAST, SIPI, DCI,JTAGM

5.3. MBIST testing

The MBIST is executed by a single MBIST controller that is programmed viaT&J2 The MBIST
ergine controls the setiestof multiple partitions The MPC5777M memory is split mt78 different
MBIST partitions whichare numbered 0 77.

The MBIST controllethas three types @éstsit can apply when running MBISthat allow for diferent
coverage dvels. The FullTest Mode tests memory using all algorithms including the open PMOS
algorithm. TheReduced Test Mode tests memasyng all algorithms except the open PMOS algorithm.
The Auto Test Mode uses a smaller set of algorithms wrashHower covexge.

The Auto Test modés designed to quickly test the RAM with good fault coverage, so this mode is
recommended fathe oftline BIST as it has aaptimum balance of test time versus fault coverage. The
Full Test Mode i€omparable to the tesised inthe NXP factory to test th&AM. SinceNXP has already

Using the Built-in Self-Test (BIST) on the MPC5777M, Application Note, Rev. 1, 02/2019
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tested the parts prior to delivery, the primary concerrlfe user should be to detéatent defects. The
Full Test is recommended for the-time BIST since time catraints are ytpically not as dtical in the
user's orline use caserlhe particular fault coverage of each MBIST test mode is shofiguire 3

Figure 3. MBIST test coverage options
Mode bit setting
STCU_CFG.MBU 0 0 1

STCU_CFG.PMOSEN 1 0 X

Diagnostic Coverage of MBIST mode
RunBIST Reduced Auto Test

Mode RunBIST Mode
Fault Model (full test) Mode (18N algo)

Stuck at faults high high high
Stuck open faults high high Low
Transition faults high high high
Write destructive faults high high Low
Read destructive fault high high high
Deceptive read destructive fault high high Low
Read deceptive coupling fault high high Low
Deceptive read disturb faults triggered by several read high high Low
Data retention fault high high Low
Coupling faults high high Low
Realistic linked coupling faults high high Low
Weak pull-up PMOS transistor of hitcell high Low Low
SNPSF (static) high high Partial
PNPSF (passive) & ANPSF (active) partially covered Partial Partial (*) Partial (**)
Address Decoder faults MBU high high high
Address decoder Activation MBU high high high
Address decoder Deactivation MBU high Low Low
Slow Sense amplifier faults MBU high high high
Slow Write drivers faults MBU high high high
Slow precharge circuit faults MBU high high high
Bit line imbalance faults MBU high high high
Coupling Faults between Global bitlines with local bitlines high high Low
CSN and Mask pins test high high Low
10 coupling faults high high Low

5.4. MBIST partitions

Table 3below lists the memory partitions and th&MT controller numbering.
Table 3. MBIST partitions

) . STCU2 MBIST
Block Function Size PARTITION Start Address End Address
IMEM 16K 0 0x50000000 Ox50003FFF
DMEM 64K 2
Safety Core 1 0x50800000 Ox5080FFFF
ICACHE 16K g N/A

Using the Built-in Self-Test (BIST) on the MPC5777M, Application Note, Rev. 1, 02/2019
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. . STCU2 MBIST
Block Function Size PARTITION Start Address End Address
DCACHE 4K g
ITAG 8
DTAG 7
IMEM 16K 9 0x51000000 O0x51003FFFF
11
DMEM 64K
10 0x51800000 0x5180FFFF
13
ICACHE 16K
Comp Core 12
DCACHE 4K 15 N/A
14
ITAG 17
DTAG 16
Overlay Overlay 16K ig 0x0D000000 OxODOO3FFFF
IMEM 16K ;3 0x52000000 0x52003FFF
DMEM 64K ;‘;’ 0x52800000 0Ox5280FFFF
IOP Core 27
26
ICACHE 8K o5 N/A
24
ITAG 28
29
PRAM 40K 31
30
HSM Icache 4K 33 N/A
32
ITAG 36
35
C3 MPAES 34
DMA DMA 38 N/A
37
DRAM ;’g
FlexRAY 44 N/A
LRAM
43

Using the Built-in Self-Test (BIST) on the MPC5777M, Application Note, Rev. 1, 02/2019
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Block

Function

Size

STCU2 MBIST
PARTITION

42

41

Start Address End Address

TTCAN

TTCAN

45

N/A

GTM

FIFO

47

46

N/A

MCS RAMO

50

49

48

53

52

51

MCS RAM1

56

55

54

59

58

57

DPLL RAM1a

61

DPLL
RAM1b

60

DPLL RAM2

62

N/A

System
RAM

System RAM

404K

65

64

63

68

67

66

0x40010000 0x40065000

69

0x40000000 0x4000FFFF

NAR

NAR

73

72

71

70

N/A

Reserved

Reserved

32K

74

N/A

FEC

FIFO (RIF)

75

MIB

76

BAR

BAR (In-Situ)

8K

77

Using the Built-in Self-Test (BIST) on the MPC5777M, Application Note, Rev. 1, 02/2019
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6. DCF Records, Clients and Configuration

The offline BIST tests are configured usinDevice Configuration Forma{DCF) recordsthat
automatically configure the STCU2 to enable amdBIST at startup or following adestructive reset.

This section will initially explain how DCF records operate, before describing how the BIST tasks execute
during the MPC5777M Reset sequence.

TheDCFis a mechanism tautomaticallyconfigure specificegisters during system boot and to set up an
initial configuration for the device after reset or startTipe termDCF clientis used to descritemodule
whose registers can be written by DCF record, e.gSTt@U2 is a DCF clienDCF records are sted in

both TEST and UTEST flasBuring the boot sequence of the device the SSCM automatically loads the
DCF records to the DCF clients.

A DCF record isa 64-bit wide data fieldnade up of th&2 bit data that igo bewritten to DCF clients,
address infomation and chechits as illustrated ifrigure 4

Offset 0x00 0x01 0x02 0x03
BitNo 0 1 2 3‘4 5 6 7‘8 9 10 1_1‘12 13 14 15‘16 17 18 19‘20 21 22 23‘24 25 26 27‘28 29 30 31
Data[0:31]
Offset 0x04 0x05 0x06 0x07
BitNo 32 33 34 35|36 37 38 39|40 41 42 43|44 45 46 47‘48 49 50 51‘52 53 54 55‘56 57 58 59‘60 61 62 63
SR IYNd(Q|o|x O (L |t |(m|N|[d|o .
Alalaaln|ala BB 5| D5 DD |B Address[16:2] Parity | Stop
Olo|o|0|0|o|o|o|o]jojolo|o|o|o
Field Name Description
07 31 Data[0:31] 32 bits of data that is to be written to the DCF Client
32146 CSn Chip Select n.

NOTE: Only assert one chip per DCF record to select the target module for the DCF client.
All other Chip Selects should be negated.

0 Chip Select is asserted
1 Chip Select is negated
47161 Address[16:2] |Address of the DCF client within the selected module.

NOTE: Address decoding for DCF clients may not match the standard software address
map decoding. Details of DCF Client addresses are defined in each module chapter

62 Parity Parity Bit for the DCF Record.
NOTE: This bitis NOT implemented for DCF Client written from UTEST

63 Stop Stop bit.
This bit indicates the end the list of DCF Records.

NOTE: The Erased state of flash is OxFFFF_FFFF_FFFF_FFFF. Therefore the list ends with
the first unprogrammed double word. This location can be programmed with a new
record to extend the list.

0 Not the end of the list.
1 End of the list.

Figure 4. DCF record structure
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The DCF records provide an interface that can be used to initialize registers within the selected modules
(DCEF clients) during system bodtor offline BIST the [TF recordsareused to configure the registers of
the STCU2

TEST DCF records are developed by the factory and are used mainly to program registers involved in
trimming trip points for voltage comparators, adjusting analog to digital voltage suppimsirtg
oscillator frequencies, and enabling RAM repair. These TEST DCF records can also be used to write any
DCF client. The TEST DCF Records are programmed into TEST flash during production and cannot be
modifiedby the USERTEST flash is not visible tdné user.

UTEST DCF records are programmed into UTEST Flash. Some UTEST DCF rewyrdsitten by the
factory and programmed during production testimgf it is intended that the majority will loeeatedoy

the user and programmed at the same time apipliceode is programmed into the flash memory. User
supplied UTEST DCF records start at the next location in the UTEST memory map following the UTEST
DCF records programmed into the flash memory during factory produ&ane of the tasks that the
userdefined DCF recordsan be used for include:

Definingwhich tests th&TCU2will run during the boot sequence
Configuring the external oscillator

Enabling the lockstep safety core

Configuring the response to low voltage/high voltage detection
Assigningmemol blocks aOne Time Programmabl©(TP),
Assignng flash blocks to be associdtevith specific password groups
Assigning flash memory blocks to specific tamper detect regions.

The UTEST area is One Time Programmable OTP and as such programmed regionbeamnased.

The DCF records that configure the STCU2 to perform offline BIST are located in the UTEST. Care
should be taken by the user to ensure that the configuration created by the customer DCFs is valid, as the
OTP nature of the UTEST means that ssr@annot be undone.

DCEF clients are 3bit wide hardware registers inside a module that receive and store tlfr@oasaDCF

record. This storedata is used to initialize registers and to configure featlites STCU2 registers are

DCF clients DCF clients have a defaulalue before any DCF Records amdtten; and may have special
writing constraints; such awriotWren ef o e@da®drt @
DCF clients need not implement all 32 bits.

DCF clients may bedagin at ed OTEST DCF record onl y&toredinhi s |
TEST flash can writéo the DCF Client. Please refer to the reference manual for a list of DCF clients and
detaled descriptions of the varioastributes of the DCF clients.

In theUTEST flash memory the following structure for the DCF records must be present:
The first record must be a start record:

0x00 0x04
0:31 32:63
Ox0O5AA55AF 0x00000000

Using the Built-in Self-Test (BIST) on the MPC5777M, Application Note, Rev. 1, 02/2019
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DCF records containing configuration data must immediately follow the start record \eigmkaecords
between-an urprogrammed record is interpreted as a stop record and no DCF records following that
record are processed.

The end of the configuration records are indicated by the presence of a stop record.

There must never be an-pnogramme record in the DCF data structure, as it is interpreted as a stop
record and subsequent records are ignored. This allows one to program the records in several session:
each time appending new records at the érldenlist, as shown ifigure 5

MNo Start Record Start Record Start Record
MNo Start Record Data Record - CS1, Ad=0 Data Record - CS0, Ad =0 )
No Start Record Data Record - C52, Ad=0 Data Record - CS1, Ad =0 =
No Start Record Data Record - CS0, Ad=0 Data Record - CS2, Ad=0 E
MNo Start Record Stop Record Data Record - CS0, Ad =0 ;
Stop Record -
Empty Flash Initial Programming Extension
— No action

Figure 5. Programming DCF records

It is possible to have more than one DCF record that writes to the same DCF client. In this case, the later
record usuallyverrides a DCF client value set by a previous record. However, not all DCF clients allow
overwrites, this dependsontleCF cl i ent | mpl ementati on. Pl ease
details.

There are example UTEST flash programming scripts that configure the STCU2 via DCF provided in the
software package accompanying this applicatime and descriptions are also included in the attachments
tab of this document.

6.1. The MPC5777M Reset Sequence and Offline BIST

When the MCU is powered correctly and exits the Peugrphase the Reset Generation Module
(MC_RGM) takes control and manages thset sequence. The MC_RGM provides a register interface
and registers to monitor and control the reset sequence. The reset sequencer is a state machine that contrc
the different phases (PHASEO, PHASE1, PHASE2, PHASES3, and IDLE) of reset and cometrelseth

signals gnerated in the systeiigure 6showsthe reset sequence states.

There area total of ten different states in the reset sequence. After a mowesset (PORST) or a
destructive resetthe reset sequence starts atASHO. The followingthree phases are used for
temporization and setup, flash initialization and configurafidre configuration for the BIST is loaded
to theSTCU2by the SSCM module during PHASIEEST] using DCF record€Other DCFrecordsare
also procesed at this time.

Using the Built-in Self-Test (BIST) on the MPC5777M, Application Note, Rev. 1, 02/2019
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After the PHASE3[DEST] completes, thstate machine enters the IDLBEST) phase where the
configured BIST tests arexecuted. At the end of tlodfline BIST a functional resenust istriggered

this needs to be specified in tBF CU2 configuration. After a functional reset the device proceeds at
PHASE1[FUNC]. It is alspossible to disable the BIST if itmot required by using a DCF record. In this
case the device directly proceeds to phase IDLE[FUN@®¢ activelow reset signalare associated with
the internal reset circuitry:

A PORST: Poweon reset is released when the device leaves the POWERUP phase. The signal has
a strong pulldown when the device is the POWERUP state, and a weak pddwn when it is
not in this phase, i.& has tobepulled up externally in order to bring the device out of reset.

A ESRO: Is released in phase IDLE[FUN@jerefore will remain asserted when the BIST is
running.

If a valid DCF STCUZ2 configuration is present in the UTEST the BIST will beuted@t power on and
after a destructive reset. The destructive reset could be caused via hardware by asserting the PORST pi
externally. The BIST will not execute after a functional reset.

powearon reset desiructive reset (includes PORST) 4
——- POWERUP functional reset (includes ESAO) w= = = = §»
shart resal -

enabled destructive
reset or test
Buto-destrucive reset

lemporization/satup

flash initialization

deviea configuration

axacution (LBIST/MBIST)
applicathon
Figure 6. Reset Generation module Reset Sequence

Using the Built-in Self-Test (BIST) on the MPC5777M, Application Note, Rev. 1, 02/2019
14 NXP Semiconductos




Offline BIST idiosyncrasies

7.STCU2 Unlock and watchdog configuration tasks

Regardless of whether the STCU2 registers are programmed by DCF records during offline testing or
whether they are programmed by the core during online testing, the STCU unlock and watchdog
mechanisms are the same. The mechanismseaoegibled in this section.

7.1. STCUZ2 Register write access keys and hardware watchdog timer

The access on the STCU2 registers during theteslifconfiguration phase is protected by a key
mechanism to prevent any unwanted access. To initially access the SieQdtérs security key one
(OXD3FEA98B must be written to the STCU security code register (STCU2_SKC). This must be
immediatelyfollowed by writing security key 20&2C015674to STCU2_SKC. One the STCUZ2 register
access has been unlocked; there is dvirare watchdog timer that limits the time that the STCUZ2 registers

can be accessed after the initial double key sequence.
This feature is intended to prevent unintended access by software during runtime. To prevent the access
to the STCUZ2 registers from ing locked, Key 2 must be written to the STCU_SKC register every 30
instructions.

7.2. BIST execution watchdog

The STCU2 has a watchdog timer that is used to ensure that the BIST tests complete in the allocated time
spanlf the selected LBISTs or MBISTseand yet completed during thefeline SelfTest assigned tig)

the current LBISTs or MBISTsexecution is interrupted and a failure is fladg into

STCU2 _ERR_STAT.WDTO an8TCU2_MBEL/M/H or STCU2_LBE registers while sase of On

Line SeltTest into STCU2_ERRSTAT.WDTOSW and STCU2_MBELSW/MSW/HSW or
STCU2_LBESW.

8. Offline BIST idiosyncrasies

8.1. Offline BIST clocking options

Offline BIST caneitherbe clocked at 16MHz using the onbo#mternal Reference ClockRC) or run at

a maximum of 50MHz by configuring PLLBor offline BIST the PLLO is configured by STCUZ2 registers.
The PLL can be selected independently for MBIST and LBIST by using the MBPLLEN and LBPLLEN
bit fields in the STCU_RUN register determine whether the PLLO or IRC is used for the offline BIST.
The STCU_PLL_CFG register is used to control the frequency of the S TCU2will configure the

PLL and wait on it to lock befongroceeding with the BIST.

Using the Built-in Self-Test (BIST) on the MPC5777M, Application Note, Rev. 1, 02/2019
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8.2. STCU_RUN Register setting in offline mode
The user must avoid setting the RUN bit in the STCU2NRe&bister twice via DCF.

8.3. Bypass mode

If the bypass field in the STCU2_RUN register (STCU_RUN|[BYP]) is set to 1 then tiee#elf test

is completely bypassed. If the user writes a DCF record into the UTEST that configures the STCU2 to
Bypass the offlie SelfTest, the online BIST cannot beeaabled with a subsequent DCF record. Offline
BIST will be permanently disabled.

8.4. Offline Un-testable partitions

LBIST partitions 2, 4 and 5 are not functional during offline BIST with the MPC5777M 050N maskset.
The offline BIST examples provided with this application note do not test partitions 2, 4 and 5. These
partitions should instead be tested using the online BIST sequence.

9. Offline BIST procedure to configure by DCF

This sectiordetailshow to use the DCF read to configure the STCU2 to execute the offline BIST tests.
Each write to the STCU2 registers requires a DCF record entry in the UTEST area. There are two working
examples provided in the software package that accompanies this application note. Thesex@napso

in the attachments tab of this application note. The descriptidaisle 4below can be used in conjunction

with the examples to fully understand the procediW¥P guarantees the functionality of the two
configurationsand highly recommends users utilize these in their application.

Table 4. Offline BIST programming procedure

Stepi DCF Entries Relevant Register Notes
DCF Create a DCH First erased location aft¢ A valid DCF start record must beitten
Setup Start Record UTEST Start Address: to the UTEST area (This might alrea
Entry . | be in place if amendintipe existing DCR
g)‘(l’ 4%3;00 START ADDR: config for STCUZ2to existing config)

DCF Start Record:
Data:0x05AA55AF0000000

0
Unlock Unlock the| Security Key Code register | Write offline Keyl/Key2 sequence to tf
STCU2 STC_:UZ STCU?2 SKC _ | Security Key Code register.
g?fﬁ’iﬁfrsselffr 0xD3FEA98B IMPORTANT:  Key 2 must bd
i _ periodically writtento the STCU2Z2 to
test STCUZ_SKC= 0x2C015674 keep the STCU2 unlocked fo
configuraton

Using the Built-in Self-Test (BIST) on the MPC5777M, Application Note, Rev. 1, 02/2019
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Stepi DCF Entries

Relevant Register

Notes

Configure | Configure the| LBIST/MBIST Specify if a fault in eachlogic or
FCCU FCCU Unrecoverable Faul memory partition is recoverable ¢
fault reaction if al mapping unrecoverhle.
reaction MBIST  of _
LBIST fault STCU2 LBUFM 0= Recoverable (default)
is found| STCU2 MBUFM 1= Unrecoverable
during BIST
Configure | Setup  how| Error fault model handling | Specify if STCU2 configuration o
Internal the STCU2 engine faults generate a reeoable or
STCU2 should STCUZ ERR_FM unrecoverable fault
fault. behave wher 0= Recoverable
reaction | it detects ar
BIST fault 1= Unrecoverable
Configure | Write the| STCU2 MB_CTRLn CSM: Define if the nexMBIST will be
MBIST control run concurrently orsequentially with
register  to this partition
Conagllj\;leBIST PTR: Provide the number of the MBIS
eact_t_ that or LBIST partition that is to beun after
_patr : kljon a this one. Write Ox7Ffithis is the final
IS to be run MBIST partition to be run.
Configure | Write the| STCU2 LB_CTRLn CSM: Set to O for sequential operation
LBIST control LBIST module
reglf_,ter to PTR: Provide the number ¢ohe LBIST
Conrlugllj\;%IST partition that is to be run after this or
eact.t. oot Write Ox7Fif this is the final LBIST
partiion tha partition to be run.
is to be run

PRPGEN:Not used

SHS: Shift speedConfigureas shown in
atachments to configure Shift Speed
50MHz

SCEN_OFF & SCEN _®: Set to 5
cycles for this MCU

PFT: Always lave as 0 to apply the flu
test patterns

CWS:. Always set to0Ox7 on this MCU.
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Stepi DCF Entries

Relevant Register

Notes

Set the
number  of
patterns to bg
run for each
LBIST

patition that

STCU2 LB_PCSn

The number of patterns to be ru
Determines the level of coverage tf
will achieved.PCS value is provided b
NXP and is detailed iattachments

is to be
executed
Set the| STCU2 MISRELN Provides the expecteMISR result for
expeced this partition. Will be compared again
MISR values STCUZ MISREHN the actual resuln
‘;_Oél o the STCU_MISRRLN and
STCU_MISRRHnN
The expected MISR are provided
NXP in the attachments
Set watch Configure STCU2 WDG The value provided in this resier
dogtime |watch  dog provides a time allocation that the BIS
time out must complete in, or a watchdog er
will be raised
Configure | Write the| STCU2_CFG PTR: Set this field to the first BIS]
STCU2 STCU2 partitionthat should be executed. If bo
Parameter| Configuratio LBIST and MBIST will be run the
S n register MBIST mustbe executed first.

LB_DELAY: Not used

WRP: Optionally lock specific registe
in theSTCU2afterSelf-Test

CRCEN: Optionally enable the CR
check

PMOSEN: Enable indepth memory
teding, includes address decode logic

MBU: Set to enable simpler Multi B
upset test for RAM (faster)

CLK_CFG: Clock divider forSTCU21
Use examples provided
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Stepi DCF Entries Relevant Register Notes
Configure | Write the| STCU2 PLL_CFG Write the PLL settings to configure tk
PLL PLL settings speedof the PLL. Max 50MHz. BL
Input clock is the 16MHz IRC
PLL FREQ =
(16MHZ*PLLLDF)/(PLLIDF*PLL ODF
)
Configure | Write the| STCU2 RUN Set the Run bit. The RUN bit althoug
Run Run register set now will rot take effect until all DE
register to start the records have been processed.
Sel'f'TteSt "f‘”dk The MBPLLEN and LBPLLEN fields
set(_ac cloc determine if the PLL should be used
options the MBIST and/or LBIST. If not selecte
then the 16MHz IRC will be used.

10. Online BIST procedure

This section will explain th@rocedures that the user software must take during runtime to configure
online BIST to execute. It is expected that the online BIST tests will be used during shutdown of the MCU
as this will likely be the only timeframe in MCU operation where the reqdegtte reconfiguration and
MBIST execution time can be accommodated. Two online BIST examples are provided in the software
packageNXP guarantees the functionality of the two configurations and highly recommends users utilize
these in their application.

10.1. Preparing the MCU for Online Self-test

Prior to running the onlinselftestthe user code must ensure that the application task is no longer
dependent on the MCU. Communications and control should undergo a controlled shut down. Only one
core should besed to configure theelf-testprocedure. The cores that will not be used for this task should

be halted via a mode entry change, including the HSM. This can be a single mode entry change that is
used to disable the cores and also configure the clockssasilibd inClock @nfiguration for Online

BIST testing All peripherals should be programmed as disabled.

10.2. Clock configuration for Online BIST testing

The online testing requires that PLL1 is operating at a maxioutput of 200MHz to ensure successful
testing of all LBIST partitions. For most users this will be a reduction from the 300MHz used when
running the system normally. The PLL frequency should be changed and a mode entry executed to ensure
that the updateakes place. System clock dividers should also be configured to match the new
configuration. The PLL and system clock change sequence from 300MHz to 200MHz are shown in the
online BIST example in the supplied software package. This sequence also densohswatie disable

the peripheral modules. BIST operation at 200MHz ensures that the expected results, as configured in the

Using the Built-in Self-Test (BIST) on the MPC5777M, Application Note, Rev. 1, 02/2019
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MISR register for each partition will match those provided within this applications note across all test
conditions. Within the STCUghe 200MHz PLL frequency will be divided down 5@ MHz for the
LBIST, while the MBIST runs at full PLL frequency. Alternatively the 16MHz IRC can be set as the
system clock and all system clock dividers can be configured as divide by 1. Both onlinexBhgiles
provided in this applications note will show BIST at speed using the PLL.

10.3.0On-Line Self-Test STCUZ2 configuration

In order to configure the setéstto successfully run when the MCU is operational user software must
configure the system and the STEU he steps of this procedure are describedbie 5below. The

process steps are similar to that of the offline test procedure; however the order of the configuration steps
is now critical as the configuration is loaded in +eade to the STCU2. Also some of the registers used

are replicated for online and offline mode. The appropriate registers must be used for the applicable mode,
in this case online mode. The sequences gindable 5below can be compadeto the online BIST
examples present in the MAIN.c file of the accompanying software project.

Table 5. On-line self test example sequence

Sectio Task Relevant registers Notes
nin in STCU2
Main.
c
A Check for offline| STCU2.MBEL This is a code trap to determine if an offline BI
self-test_ STCU2.MBEM sequence hgs complet(_ed, and to store the resul
completion later analysis. Application code in the field wol
STCU2.MBEH likely do this straight after boot.
STCU2.MBSL
STCU2.MBSM
STCU2.MBSH
A Check for Onlingl STCU2.LBSSW Code to detect if an online LBIST sequence
LBIST completed and subsequently caused a functi
completion STCUZ LBESW RESET. The user shoultibse and handle results
applicable
B Initialize device | N/A Standard device initialization fution is called
C Configure device User dependent Ensure that the application task is no lon
for BIST dependent on the MCU. Communications
control should undergo a controlled shut down.
Set PLL1 output to a maximum of 200MHz, with t
clock divider for the PBRIDGE configured ft
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Sectio Task Relevant registers Notes
nin in STCU2
Main.
c
provide 50MHz since the PBRIDGE clocks t
STCU2 modules

D Unlock the| STCU2_SKU =| Write online Keyl/Key2 sequence to the Secu
STCU2Z2 registery OXx753F924E Key Code register.
for online Self _ ) . .
Test STCU2_SKU =| IMPORTANT: Key 2 must be written again aft

est. 0x8AC06DB1 every 30 instructions to the STCU2 to keep
STCUZ2 unlocked.

E Write the control STCU2_MB_CTRL | CSM: Define if the next MBIST will be m
register to| n concurrently or sequentially with this partition
Kﬂoé‘ng“re t_?_acr STCU2_SKC PTR: Provide the number of the MBIST or LBIS
that is t pglr tion partition that is to be run after this one. Write Ox

atis to berun if this is the final MBIST partition to be run.
The Security Key 2 is periodically written to t
STCUZ2to prevent timeout while programming t
STCUZ2 registers

F Configure  thel STCU2_MBUFM Specify if a fault in each partition is recoverable
FCCU reaction if unrecoverable.
an MBIST found
during BIST

G Write the control STCU2_LB_CTRLn| CSM: Set to 0 to configure LBIST Module to ru
register to sequentially.

E%ngrure t_?acr PTR: Provide the number of the LBIST patrtition t

that is t pgr ion is to be run after this one. Write OX7F is this is

atis to berun final LBIST partition to be run.
PRPGEN: Notused
SHS: Shift speed, Configure as shown in append
to Shift Speed to 50MHz
SCEN_OFF & SCEN_ON: Set to 5 cycles for tf
MCU
PFT: Always lave as 0 to apply the flush test patte
CWS: Always set tdx7 on this MCU.
G Set the number o STCU2 LB PCSn | The number of patterns to be run. Determines

patterns to beun

level of coverage that will achieved.
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function reset td
occur at the en
of the LBIST

Sectio Task Relevant registers Notes
nin in STCU2
Main.
c
for Each LBIST The PCS value is provided biXP and is detailed ir
partition that is to the attachment
be executed MPC5777M_ON50N_LBIST_STCU_CONFIGRA
TION.xIs
G Set the expeed| STCU2_LB_MISRE | Provides the expected MISR result for this partiti
MISR for the| LSWn Will be compared against the actual result in
LBIST STCU2_LB_MISRE| STCU_LB_MISRRLSWn anc
HSWn STCU_LB_MISRRHSWn
The expected MISR are provididoy NXP in the
MPC5777M_ON50N_LBIST_STCU_CONFIGRA
TION.xIs
H Configure  thel STCU2 LBUFM Specify if a fault in each partition is recoverable
FCCU reaction if unrecoverable.
a MBIST of
LBIST fault is
found during
BIST
H Setup how theg STCU2 ERR_FM | Covers errors that are not related to an individ
STCU2 should partition and defines if they are recoverable
behave when it unrecoverable
detects an BIS]
error
H Set Global| STCU2_LBRMSW | Set all required fials to reset the MCU after th

LBIST has completed its final partition.

Testing andesettingof individual partitions withou
a whole MCU reset is not supported on
MPC5777M.

Configure watch
dog time out

STCU2_WDG

The value provided in this regestprovides a time
out period that will be allowed to occur if there is
BIST activity or progress. After this time the MC
will be reset.

Using the Built-in Self-Test (BIST) on the MPC5777M, Application Note, Rev. 1, 02/2019

22

NXP Semiconductos



Handling BIST faults

Sectio Task Relevant registers Notes
nin in STCU2
Main.
c
I Write the STCUZ2 STCU2_CFG PTR: Set this field to the first LBIST partition th
Configuration should ke executed.
register

LB_DELAY: Unused

WRP: Optionally lock specific registers in t
STCU2 after offline Selifest to prevent unintende
activation of BIST

CRCEN: Optionally enable the CRC check

PMOSEN: If MBU bitfield is set to 0O, then th
bitfield determines wéther Reduced or full MBIS]
algorithms are carried out

MBU: Set to optionally enable simpler Multi B
upset test for RAM (faster)

CLK_CFG: Clock divider for STCU2 1 Use
examples provided

J Execute the STCU2_RUNSW | This register is usedatconfigure whether the BIS
online  LBIST tests are run using the onchip PLL or IRC, to en;
test interrupts at the end of BIST, and to set the RUN

bit which executes thonline MBIST test.

11. Handling BIST faults

11.1. Fault handling overview

A full explanation and example tfe fault handling mechanisms provided on the MPC577 téysnd

the scope of this application note. However the intention of this section is to identify the mechanisms that
the user must employ when dealing with the BIST results. The user should alslh tenMPC5777M

safety manual for recommendations.

In general the device should be configured such that if there is an LBIST failure, or MBIST detects
uncorrectable failures, the STCU2 will cause a destructive reset, causing execution oftdst aghh.

This is to ensure that a séd#fst, which fails only due to a transient error, will not block device usage. If
several seHlfests fail in a row, the destructive reset escalation will activate and hold the MCU in reset.
Full details of the reset escatat mechanism and configuration are provided in the Reset Generation
Module chapter of the MPC5777M reference manual.

The user must configure the Fault Configuration and Control Unit (FGE&Wprrectly handle faults
identified by BIST testingThe FCCU diers a hardware mechanism to aggregate error notifications and
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a configurable means to bring the device to a safe state. No CPU intervention is requirdddiorco
and control operatiorizrror indications are passed from the indivicuaidware compomés to the FCCU
where the appropriate action is decided (according to the FCCU configurdtiocgynfigure the FCCU

to deal with faults originating from the STCU2 the user should configure the relevant FCCU Channel

inputs as detaileoh table6 below.
Table 6. MPC5777M FCCU BIST related inputs

FCCU Failure Failure Description Default Recommended
Channel reaction recovery
configuratio mechanism
n after
Power on
Reset
6 STCU2_UF STCU2 unrecoverable fauihdication| Destructive | POR,
during selftest. It is simultaneously| reset by| destructive
reported to theMC_RGM which will| MC_RGM reset. Duringan
initiate adestructive reset in case of | directly, offline test,
offline selftest. In the STCUZelftest| during offline | assertion othis
failures can be configured as| seli-test fault will
recoverable or unrecoverablaults automatically
which would then lead tassertion of cause 8
the correspondingfault line to the destructive rese
FCCU. Fault iscleared by clearin( request by
STCU2_ERR_STAT[UFSFFollowed MC_RGM
by clearing the FCCl¢hannel statug
FCCU_RF_8[RFSm.
7 STCU2_RF STCU2 recoverable fault indicatio No reaction
during selftest. In the STCUZelf-test
failures can be configured as
recoverable or unrecoverablfaults
which would then lead tassertion of]
the correspondingfault line to the
FCCU. Fault iscleared by clearing
STCU2_ERR_STAT[RFSFFollowed
by clearing the FCCl¢hannel statug
FCCU_RF_8[RFSm.
8 STCU2_LMB | Activation of LBIST or MBISTcontrol Long
IST_USR during applcation mode. Fault is Functional
_ERR cleared by clearing theCCU channe Reset to reseg
status, FCCU_RF_8[RFSm]. The STCU2, POR
status will clear if the fault is nof Destructive
persistent. Rese
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If MBIST detects correctable failures, user softwarestdecide whether to continue or halt execution.
The MBIST may detect and report two (or more) Single Bit Errors (SBES) occurring in multiple test passes
instead of one Multiple Bit Error (MBE).

User Software should determine if two or more errors regpdayethe MBIST as SBEs combine to create

an uncorrectable error by examining the entries in the System RAM Memory Management Unit (MEMU)
error reporting tables. The System RAM MEMU error reporting tables are used by the STCU2 to report
errors found durindMBIST. The instance is populated by the STCU2 with the failing correctable and
uncorrectable addresses identified during MBIST. If several entries exist for the same address with
different bit numbers, this data word actually has an MBE instead of theas88&s discovered by the
MBIST. Full configuration details for the MEMU module can be found in the MPC5777M reference
manual.

11.2. Offline BIST

After startup and before the safety application starts, application software shall confirm that all offline
LBISTs and MBISTs finished successfully, and no critical failure is flagged. The critical failures may
include LBIST failures, MBIST MBEs, MBIST SBEs exceeding the maximum tolerated number (<= 8
due to MEMU buffer size) and sdkst failures.

In the event thaa critical error has been detected as defined in the STCU2 fault reaction registers it is
possible that the MCU will be held in reset by the FCCU and user code will not execute. In this case the
user must ensure the FCCU is configured to communicatdhes information via the error out pins or

have an alternative means of external monitoring in place.

After theoffline or onlineBIST has executed the user software should check the status of theeBd&d
continuing In this situation it is highlyikely that the requirement will be to save thatgs of the BIST
and shut down.

Table7 below shows the procedure for checking the results of theéeself

Table 7. Example procedure to check BIST results

Step Relevant Register Notes

Che« if BIST has| Read the RGM moduli MC_RGM_FES Check the $ Done bit
RUN to determine if BIST] field. Will be set ifselftest
reset has occurred has run

This can be checked alor
with other flags in the
destructive reset register
determine what type ¢
reset caused theelf-testto
run

Check if BIST wag Read STCU2 Error| STCU2_ERR_STAT| Check if there were an
successful Status Registers STCU2_ERR_FM ;rlrso_lr_s when running th
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Step

Relevant Register

Notes

These fields can also [
used to debug when
developing the STCU2
configurdion.

Check what Partition;
completed

Read the completio
status of each BIS]
partition

STCU2 MBEL
STCU2 MBEM
STCU2 MBEH
STCU2 LBE

If the error status registe
indicated that there was
recoverable 0
unrecoverable faults th
MBIST and LBIST end
registes can be read t
check if the BIST partitior
completed.

Check what Partition;
passed/failed

Read the success stat
of each BIST partition

STCU2 MBSL
STCU2 MBSM
STCU2 MBSH
STCU2 LBS

If the partitions complete
testing these MBIST anc
LBIST status regists can
be used to checlwhich, if
anypartitions failed

12. Example configurations

This section explains theonfiguration of the fouBIST examples provided in thapplication note
software exampleand provided in the attachments. Two online mode exampkswao offline mode
examples are provided. The software and DCF configuration required to execute each of these examples
is provided along with this applications note.
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Table 8. Example BIST configurations for MPC5777M

SelfTest Application STCU Execution Time LBIST Coverag  MBIST Algo
Level Mode Config
Loaded 7.5ms 80% of 3 partitions Autotest
Ultra- KEY ON PLLO  from (1.2ms LB, 6.3m
Short (STARTUP) 50MHz Flash by MB)
SSCM
Loaded 15ms 90% of 3 partitions Autotest
Short KEY ON PLLO from (9.7ms LB, 6.3m
(STARTUP) 50MHz Flash by MB)
SSCM
PLL1 : 48ms 90% of all Full w/o
Medium :(SEI—TU?I'EI(:)WN] Full :SSP Il;EIng (29ms LB19ms partitions PMOS oper
Freq MB)
PLL1 680ms 94% of all Full Set
Long Boardlevel NEXUS I
(DEBUG) Diagnostics Full ITAG UF (660ms LB, 20m partitions
Freq MB)

12.1. Example 1 ultra short offline BIST

12.1.1.Overview of the configuration

This configuration is designed to be run at stgrtwith a minimal execution time. It uses 80% coverage

of the LBIST partitions to offer a shorter execution time. In this example only the LBIST partitions and
MBIST partitions that & considered critical to the boot of the application are configured to be executed.
The DCF configuration files for this example are included with comments in the attachments file
MPC5777M_050N_DCF_BIST_ULTRA_SHORT.dand the Flash programming scripte @rovided

in the supplied software package

12.1.2. Configuration

MBIST: 77 partitions are executed with the simplified Milit upset algorithm. The 77 partitions are
split into two groups. To provide the best current consumption versus execution time caaptomi
partitions within the groups are tested concurrently, but the two groups are tested sequentially.

LBIST: Partitions 0, 1 and 3 are tested sequentially with 80% coverage
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Current and Time Profile
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Figure 7. Ultra short offline BIST current profile

12.2. Example 2 short offline BIST

12.2.1.Overview of the configuration

This configuration is designed to be run at stgrivith a minimal execution time. It gives 90% coverage

of the LBIST partitions. In this example only the LBIST partitions that are considered catibal hoot

of the application are configured to be executed, and all MBIST partitions are executed. The DCF
configuration for this example is detailed in the attachment
MPC5777M_ON50ON_DCF_BIST_SHORT.ddnd the Flash programming scripts are providedhén t
supplied software package

12.2.2. Configuration

MBIST: 77 partitions are executed with the simplified Milit upset algorithm. The 77 partitions are
split into two groups. To provide the best current consumption versus execution time compromise, the
partitions within the groups are tested concurrently, but the two groups are tested sequentially.

LBIST: Partitions 0, 1 and 3 are tested sequentially with 90% coverage
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Current and Time Profile
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Figure 8. Short Offline BIST current and time profile

12.3. Example 3 Medium i KEY OFF

12.3.1.Overview of the configuration

This is an example configuration for a keff or MCU shutdown BIST. This BIST routine is intended to

be run at the end of the application prior to shutting down the ECU. In this configuration all LBIST and
MBIST partitionsare tested as it is anticipated that there will be sufficient time to accommodate this at
application Keyoff. This configuration is in the Main.c of the software supplied with this application note
and in the attachments tab.

12.3.2. Device configuration

Prior to executing this BIST routine the user application should ensure that the application tasks are
completed. A mode change sequence that reconfigures the clocks to the correct configuration is completec
prior to the BIST. This mode change stops all corémrothan core 2 (which is the boot core on
MPC5777M), configures the systems clock dividers and configures the PLL to support the BIST
execution. The MBIST is configured to run at 200MHz and the LBIST is configured to execute at 50MHz.
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These are the maximufrequencies allowable. In this test all LBIST partitions are tested with 90%
coverage. All MBIST partitions are tested with the full MBIST algorithm but without the PMOSEN test
which provides additional coverage of decoders.

Current and Time Profile

. L L L L L L L

| I | . T T T T T A T T S S N S SO N
&I 100mA/div L&/ 250mA | 5.0ms/div 2.0MS/s 500ns/pt
T 2.0Vidiv \None  Normal | Single Seq 1
1 acgs RL:100k

St Dev Count Info _ .
Aute February 26, 2015 13:59:19

| @I Brst Wid* n [48.16m

Figure 9. Key-off Online BIST Current and time profile

12.4. Example 4 Long diagnostic example

12.4.1.Overview of the configuration

This is an example configuration for a diagnostic BIST. This BIST routine is intended to be run for
diagnostic purposes in ECU fault finding. In tbanfiguration all LBIST and MBIST partitions are tested.
This configuration is provided as C code in the Main.c of the software supplied with this application note
and also in the attachments tab.

12.4.2.Device configuration

Prior to executing this BIST routingne user application should ensure that the application tasks are
completed. A mode change sequence that reconfigures the clocks to the correct configuration is completed
prior to the BIST. This mode change stops all cores other than core 2 (whichhsatheore on
MPC5777M), configures the systems clock dividers and configures thet®ldupport the BIST
executionThe MBIST is configured to run at 200MHz and the LBIST is configured to execute at 50MHz.
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These are the maximum frequencies allowallethis test all LBIST partitions are tested with 94%
coverage. All MBIST partitions are tested with the full MBIST algorithm and with the PMOSEN test
which provides additional coverage of decoders

Current and Time Profile
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Figure 10. Long Diagnostic Online BIST current and time profile

13. Using the Software Package

The application note is supplied with a software pack designed to help the user to quickly implement BIST
procedures on the MPC5777M. The software package contains a project for the Greenhills MULTI
Integrated Deelopment Environment, in conjunction with debugger scripts developed for the Lauterbach
TRACE32 tool. If the user has different compiler or debug tools the user can extract the code files and
flash programming scripts to use with the development todlseafchoice.

13.1. Package overview

The compressed project hdm structure showm figure 11 below. The root folder level contains the
scripts to configure and execute the Lauterbach TRACE32 debugger. Within the root folder the folder
MPC5777M_GHS_SC_BIST contains the GHS MULTI IDE project, and the folder
MPC5777M_LTB_DCF_RECORD contains the scripts to program the BIST DCF records into the device
UTEST Flash
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L MPCSTTTM_GHS_SC_BIST 27,/02/2015 14:50 File folder

. MPC5TTTM_LTE_DCF_RECORD 04,/02,2015 15:20 File folder

__| .gitignore 25,/02,/2015 10:55 GITIGMORE File 1EKB
L | config_mc.t32 10,/11,/2014 15:51 T32 File 1 KB
|E"| custom_windows.crmm 25/02/2015 15:13 ZMPM File 1 KB
=] jpc57Txm(BIST).crmm 20,02,2015 11:54 CMM File 5 KB
= MPC5TITM_SC_debug.crmm 04,02,2015 12:27 CMPM File 14 KB
MPCSTTTM_SC_debug_start.bat 19,/01,2015 16:11 Windows Batch File 8 KB

Figure 11. Contents of software package

13.2. Executing the software

To launch the software pkage click the MPC5777M_SC_debug_start.bat file. This will launch the
TRACE32 debugger with a specific configuration for this application note. The first screen that will appear
is shown infigure 12. This has the dialog optioii$lash and DCF. The Flash option programs the online
BIST STCU2 sequence into the device code flash, and the DCF option opens a further dialog to program
the offline BIST for SHORT or Ultrahort sequence into the device UTEST flash. It is initially
recommendd to select the Flash option to program in the online BIST code, and then continue to
configure the DCF records.
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Figure 12. Initial dialog when launching debugger script
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13.3. Debugger interface after flashing

If the user selects Flash the online BIST code will be #dshto the device and the device will then
execute until it reaches the main function. The debugger will be preconfigured to display the STCUZ2 and
MEMU peripheral windows to allow observation of the STCU2 configurations and test results. There is
also a remory dump area showing the UTEST field of the memory map so that the user can observe the
DCF records present in the UTESThis is shown irfigure 13.
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Figure 13. Debugger status after Flashing online BIST code

13.4. Programming the DCF records into UTEST

The user should select the DCF record programming dialog icon as shbhguréen4 itemE.

AB CDE F G
L RIFFE

Figure 14. Custom Debugger Icons pertinent to this application note

AT Restart Debug sessidrRestarts entire debug session, Resets davidelebugger and
returns to the original dialog box

B - ReloadStart Scripii Reloads the original Flash/DCF dialog box and window positions, no
effect on device.

C1 Compile GHS project Shortcut to the GHS Multi IDE executable to allow project
compilation from within debugger

D i Update code Flash and load symbols
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E- DCEF record programming dialdagOpens dialog to select which offline BIST test DCF
record configuration to load

Fi Show UTESTi Creates a memory dump window containing the UTEST DC®Bmnegi
G Attach/Breaki Used to attach the debugger to the device after it has completed BIST

After selecting the option E, the user is presented with a warning message. The UTEST area is OTP and
programming in the STCU2 configurations cannot be undone.l&Hwiuser wish to continue then the
desired offline BIST STCU2 configuration example should be selected for programming into the UTEST
area. The dialog will then indicate whether the DCF programming has been successful.

13.5. Executing BIST tests and reading results

After the user has completed programming the offline BIST DCF records, a power cycle or destructive
reset should be carried out on the hardware. This will result in the execution of the offline BIST test.
After completion of the offline BIST testhe device will load and execute the online BIST code that has
been programmed into the device code Flash at the launch of the script. The start of the main function has
a software trap to hold the device in a loop where the user can examine the edtlirestilts. The user

should attach the debugger to the device by pressing the Attach/break icon in the debugger (item G from
figure 14. The will cause the debugger to stop the device in the trap loop.

The debugger will now be in ¢hstate as shown figure 15. The execution status of the BIST tests is
shown in the STCU2 window, and the user can also inspect the MEMU fields for potential errors.

To progress with the online BIST tests the user should manuatiihe while loop by moving the device
program counter to the MC_MODE_INIT function that is immediately after the while loop. Selecting
AGoo i n the debugger now wil/l execute the onli
device is configued to perform a functional Reset, which will occur and the device will then execute the
offline BIST at reboot and will again be held at the start loop. The user should then use the attach/break
button to attach the debugger to the device again. The asaraw read the online LBIST results and
offline MBIST and LBIST results. lthe user wish to inspect the online MBIST results they should place

a breakpoint immediately after the online MBIST code sequence, and execute to that breakpoint

It is importanthat the user does not single step through, or break within, the online BIST test sequences
as this will cause execution errors. The user should also be aware that opening other debugger windows
to memory areas within the device can potentially causesetwaappear in the MEMU error reporting
tables. The user should not confuse these with genuine STCU2 BIST error reports.
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Revision history

Figure 15. Debugger status after BIST execution

Revision Date Substantive changes
number

0 10/2015 Initial release

1 02/2019 i Editorial updates throughout the document.

1 Changed Freescale Semiconductors to NXP

Semiconductorthroughout the document.

In ObjectiveaddedstatemenfiAd ded st at e mg
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highly recommends users utilize theséheir application

in

0 Objective
o Offline BIST Procedure to Configure by DCF
0 Online BIST Procedure

INMBISTand LBISTchanged ALBI ST ¢
to test partitions sequen
must be configured to test partitions sequerytall
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