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1   Introduction

The EU Cyber Resilience Act (CRA) requires manufacturers of products with digital elements to assess
cybersecurity risks, implement appropriate controls, manage vulnerabilities throughout the product lifecycle, and
maintain supporting technical documentation. For connected products, this includes demonstrating how device
identity, secure provisioning, software integrity, update management, access control, monitoring, and incident
response are addressed.

NXP EdgeLock 2GO supports CRA readiness by providing cloud-based security capabilities for connected
devices. It helps customers manage device identities, cryptographic credentials, certificates, secure provisioning
flows, code signing and encryption operations, OTA update campaigns, user access rights, project separation,
and audit logs. These capabilities contribute to reducing risks such as device impersonation, credential
compromise, insecure provisioning, unauthorized software installation, firmware manipulation, delayed
vulnerability remediation, and lack of traceability.

EdgeLock 2GO is especially relevant to CRA Annex I Part I Section 2, where it can support secure-by-
design, secure-by-default, lifecycle security, and auditability objectives. By enabling controlled provisioning,
certificate-based authentication, credential lifecycle management, authenticated software signing, secure
update orchestration, access governance, and operational logging, EdgeLock 2GO provides important building
blocks for a CRA-aligned cybersecurity risk treatment plan.

EdgeLock 2GO does not replace the manufacturer’s own CRA cybersecurity risk assessment or conformity
responsibilities. The manufacturer remains responsible for assessing the complete product, including hardware,
embedded software, cloud services, applications, secure boot and device-side verification, vulnerability
handling, SBOM management, user documentation, incident response, and product support obligations.
EdgeLock 2GO should therefore be documented as a supporting security control within the broader product
security architecture.

Customers can use this document to understand where EdgeLock 2GO contributes to CRA readiness, how to
reference the service in their cybersecurity risk assessment, and how to map its capabilities to CRA Annex I
Part I Section 2 requirements.
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2   CRA

The European Union Cyber Resilience Act (CRA), Regulation (EU) 2024/2847, establishes a horizontal
cybersecurity framework for products with digital elements placed on the EU market. Its objective is to improve
the cybersecurity of connected hardware and software products by ensuring that cybersecurity is considered
from design and development through production, maintenance, vulnerability handling, and end of support. The
CRA responds to the increasing dependence on connected products and to the security risks created when
devices, applications, software components, or embedded systems are placed on the market without adequate
protection or timely security updates.

The CRA applies broadly to “products with digital elements,” meaning hardware or software products whose
intended or reasonably foreseeable use includes a direct or indirect data connection to a device or network.
This includes many connected devices, embedded systems, IoT products, software applications, and
components that may be integrated into other products. Some products are subject to specific sectoral
legislation and may be excluded or treated differently, while products considered important or critical for
cybersecurity may be subject to stricter conformity assessment requirements.

For manufacturers, the CRA introduces obligations before and after a product is placed on the market. Before
market placement, manufacturers must perform a cybersecurity risk assessment, design and develop the
product according to applicable essential cybersecurity requirements, prepare technical documentation, perform
the relevant conformity assessment, issue an EU declaration of conformity, and affix the CE marking where
applicable. The product must be designed with security-by-design and security-by-default principles, including
appropriate controls for authentication, access management, data protection, software integrity, secure updates,
logging, and reduction of attack surfaces.

After placing a product on the market, manufacturers must maintain cybersecurity throughout the indicated
support period. This includes monitoring and addressing vulnerabilities, making security updates available,
providing relevant information and instructions to users, and reporting actively exploited vulnerabilities and
severe incidents affecting the security of the product. The CRA therefore moves cybersecurity from a one-time
product design activity to an ongoing lifecycle responsibility that must be supported by processes, evidence,
and operational controls.

The CRA main obligations apply from 11 December 2027, while vulnerability and incident reporting obligations
apply earlier, from 11 September 2026. This transition period gives manufacturers time to assess product
scope, define support periods, update development and vulnerability management processes, prepare technical
documentation, and align product architectures with the essential cybersecurity requirements.

In this context, EdgeLock 2GO can be considered a supporting security service that helps manufacturers
implement and operate selected CRA-relevant controls. Its capabilities for device identity, credential and
certificate management, secure provisioning, code signing, OTA update management, access control,
monitoring, and auditability can contribute to a manufacturer’s cybersecurity risk treatment plan. However,
the manufacturer remains responsible for the complete product-level CRA assessment, implementation of
all applicable requirements, conformity assessment, technical documentation, vulnerability handling, and
declaration of conformity.
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3   EdgeLock 2GO

EdgeLock 2GO is NXP’s cloud-based security service for protecting connected devices across their lifecycle:
during development, at manufacturing and provisioning, and after deployment in the field. The service helps
device manufacturers centralize the management of device identities, cryptographic credentials, firmware
signing keys, and secure update campaigns through a web portal and REST APIs.

For device manufacturers preparing for the EU Cyber Resilience Act (CRA), EdgeLock 2GO provides security
capabilities that are directly relevant to the protection, provisioning, maintenance, and update of connected
products. It helps reduce the complexity of implementing security controls by providing managed PKI and
credential lifecycle management, secure device provisioning, code signing and encryption, OTA update
orchestration, access control, monitoring, and audit-ready logs. EdgeLock 2GO can be used with any devices
and provides extended security capabilities when used in conjunction with NXP devices.

3.1  PKI, key and certificate management
Public Key Infrastructure (PKI), keys, and certificates are foundational security elements for connected
products. They enable device authentication, secure communication, protection of sensitive data in transit, and
trusted interactions between devices, cloud services, mobile applications, and backend systems. Under the
CRA, manufacturers are expected to design products with appropriate cybersecurity measures and to reduce
the risk of unauthorized access, data compromise, impersonation, and manipulation.

EdgeLock 2GO supports centralized PKI and credential management for IoT devices. EdgeLock 2GO users can
configure Certificate Authorities (CA), use an NXP-managed Root CA or link to an existing third-party Root CA,
create intermediate CAs, define X.509 certificate templates, and issue device certificates. The service can also
support ecosystem-specific certificate models, such as Matter or Qi wireless charging.

From a CRA perspective, managed PKI and credential lifecycle capabilities help manufacturers implement
stronger device identity, encrypted communication, and controlled access to services. They also support
operational security over time by enabling credential updates, revocation, and renewal processes. Centralized
management and auditability are important because manufacturers must be able to demonstrate that security
controls are consistently applied and maintained throughout the product lifecycle.

3.2  Device provisioning
Device provisioning is the process of securely installing the initial credentials, keys, certificates, software
configuration, and security material required for a device to operate as a trusted product. This step is critical
because the security posture of a connected product is often established during manufacturing or first
commissioning. Weak provisioning processes can expose secrets, allow device cloning, create inconsistent
configurations, or leave products without a reliable identity.

EdgeLock 2GO provides several provisioning options to support different manufacturing and deployment
models. Devices can be provisioned at manufacturing through REST APIs or programming stations, provisioned
in the field through a device connection over TLS, or supported through programming partners.

From a CRA perspective, secure provisioning helps ensure that every device leaves manufacturing with
the intended security configuration and a unique, trusted identity. This contributes to protection against
unauthorized access, product cloning, and uncontrolled production. Provisioning records, monitoring, and audit
logs can also help manufacturers provide evidence that security measures were applied consistently across
production batches and device groups.

3.3  Code signing
Code signing is a key mechanism for protecting firmware and software integrity. It allows a device or system
to verify that software originates from an authorized source and has not been modified before installation or
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execution. This is especially important for connected products because attackers frequently attempt to install
modified firmware, exploit update mechanisms, or bypass secure boot and software verification controls.

EdgeLock 2GO provides secure code signing and encryption capabilities using managed keysets. EdgeLock
2GO users can configure production or test keysets, use signing and encryption keys, integrate signing
operations into build pipelines through REST APIs, and control access to signing operations with permissions
and API keys. Signing events are logged to support traceability and compliance evidence. The service supports
strong cryptography and is designed to evolve with future cryptographic requirements.

From a CRA perspective, code signing helps manufacturers demonstrate that only authenticated and authorized
software can be deployed to a product. It supports secure-by-design principles by protecting the integrity
of firmware, applications, data packages, and other software assets. When combined with secure boot and
device-side verification, code signing reduces the risk of malicious software installation and strengthens the
manufacturer’s ability to maintain product security throughout the lifecycle.

3.4  OTA update
Over-the-air (OTA) update capability is essential for maintaining the cybersecurity of connected products after
they are placed on the market. Vulnerabilities may be discovered after deployment, cryptographic requirements
may evolve, and manufacturers may need to deliver security fixes or configuration updates across large device
fleets. The CRA emphasizes the need to manage vulnerabilities and provide security updates during the
product support period.

EdgeLock 2GO supports secure OTA update management by allowing manufacturers to organize devices
into groups, upload firmware or other update packages, define rollout strategies, and monitor deployment
status. Update campaigns can be controlled using rules such as start and end dates, limits on the number of
devices updated, update rate limits, and device properties. Devices or local servers can authenticate to the
service, retrieve applicable packages, and report status information. The OTA update capability is not limited
to firmware and can also support other updateable assets such as data or AI models, depending on the device
implementation.

From a CRA perspective, OTA update management helps manufacturers maintain products securely after
deployment. It supports the ability to distribute authenticated updates, fix vulnerabilities in the field, stage
rollouts to reduce operational risk, and monitor whether updates have been successfully deployed. Combined
with code signing and device authentication, OTA update capability provides an important foundation for
vulnerability remediation, lifecycle security, and audit-ready evidence of maintenance activities.

3.5  Other features important for CRA

3.5.1  Audit logs and event traceability

EdgeLock 2GO records security-relevant events to help device manufacturers monitor activity, investigate
changes, and maintain evidence of how security controls are applied over time. Audit logs can support
traceability for actions such as provisioning, certificate issuance, signing operations, update campaign
management, and user administration.

• Provides visibility into security-sensitive operations and administrative actions.
• Helps manufacturers demonstrate that security processes are controlled and consistently executed.
• Supports incident investigation, compliance evidence collection, and lifecycle security governance.

3.5.2  Separation of users, roles, and projects

EdgeLock 2GO helps device manufacturers organize security operations by separating users, roles, and
projects. This separation supports a clearer governance model, where users only receive access to the
projects and functions required for their responsibilities. It also helps reduce the risk of unintended changes,
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unauthorized access, or accidental misuse of sensitive security functions such as provisioning, certificate
management, code signing, and OTA update management.

From a CRA perspective, this capability supports controlled access to cybersecurity-related functions and
helps manufacturers demonstrate that security operations are managed through defined responsibilities and
access boundaries. Project separation is especially useful when different product lines, customer programs,
manufacturing flows, or development environments must be managed independently.

Key benefits include:

• Limiting access to sensitive security functions based on user responsibilities.
• Separating production, test, and development environments to reduce operational risk.
• Supporting governance across multiple products, customers, or manufacturing programs.
• Helping manufacturers demonstrate controlled administration of cybersecurity-relevant processes.
• Reducing the risk that an incorrect configuration, certificate, signing key, or update campaign is applied to the

wrong device population.
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4   Using EdgeLock 2GO in CRA cybersecurity risk assessment and
documentation

The CRA requires manufacturers to ensure that products are designed, developed and produced in accordance
with the essential cybersecurity requirements set out in Part I of Annex I of CRA.

In particular, manufacturers shall undertake an assessment of the cybersecurity risks associated with their
product and take the outcome of that assessment into account during the planning, design, development,
production, delivery and maintenance phases of the product with a view to minimizing cybersecurity risks,
preventing incidents and minimizing their impact.

That cybersecurity risk assessment shall be documented and comprise an analysis of cybersecurity risks
based on the intended purpose of the product. It shall indicate whether and how the security requirements are
applicable to the product and how those requirements are implemented.

The section “CRA Annex I Part I Section 2 mapping to EdgeLock 2GO” explains how EdgeLock 2GO can
contribute to the cybersecurity risk management to implement the security requirements of CRA.

Note:  The document “EdgeLock 2GO Security Architecture Overview” details the security controls
implemented by EdgeLock 2GO. You can use or refer to this document as evidence of the security mechanisms
involved for minimizing the cybersecurity risks associated with your product. This document can be found in
your EdgeLock 2GO account.

4.1  CRA Annex I Part I Section 2 mapping to EdgeLock 2GO
The following sections map each requirement of CRA Annex I Part I Section 2 to the way EdgeLock 2GO
can contribute to the manufacturer’s cybersecurity risk management. This mapping is intended as supporting
guidance only. The manufacturer remains responsible for the complete product-level CRA assessment,
implementation, verification, technical documentation, and declaration of conformity.

2(a) Products with digital elements shall be made available on the market without known exploitable
vulnerabilities.

EdgeLock 2GO does not replace the manufacturer’s vulnerability assessment for the complete product.
However, it supports secure lifecycle management by enabling controlled provisioning, managed credentials,
code signing, OTA update campaigns, access governance, and audit logs. These capabilities help customers
reduce the likelihood that products are released with weak identity, uncontrolled credentials, unsigned software,
or unmanaged update mechanisms.

2(b) Products with digital elements shall be made available on the market with a secure by default
configuration, unless otherwise agreed between manufacturer and business user in relation to a tailor-
made product with digital elements, including the possibility to reset the product to its original state.

EdgeLock 2GO helps manufacturers define and apply secure provisioning profiles, certificate templates, device
identities, and project-level configurations. By using controlled provisioning flows and separating production,
test, and development environments, customers can reduce the risk of insecure default credentials, inconsistent
device identity configuration, or accidental use of test material in production. The final secure-by-default product
configuration and reset behavior remain the responsibility of the manufacturer.

Device manufacturers using the EdgeLock 2GO service for provisioning their devices can use such statement in
their CRA documentation:

The product uses NXP EdgeLock 2GO to support controlled provisioning of device identities, certificates,
credentials, and security configuration. This helps reduce the risk of insecure default credentials, inconsistent
device identity configuration, or accidental use of test material in production. Details about the EdgeLock 2GO
service can be found in the document "EdgeLock 2GO Security Architecture Overview".
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2(c) Products with digital elements shall ensure that vulnerabilities can be addressed through security
updates, including, where applicable, through automatic security updates that are installed within an
appropriate timeframe enabled as a default setting, with a clear and easy-to-use opt-out mechanism,
through the notification of available updates to users, and the option to temporarily postpone them.

EdgeLock 2GO contributes through secure OTA update management. Device manufacturers can create update
campaigns, target device groups, control rollout timing, limit update rates, monitor deployment status, and
distribute firmware or other update packages. When combined with code signing and device-side update
verification, this helps manufacturers deliver authenticated updates and remediate vulnerabilities after
deployment. User notification, opt-out, postponement behavior, update installation logic, and device-side
enforcement must be implemented by the manufacturer.

Device manufacturers using the EdgeLock 2GO OTA Update service can use such statement in their CRA
documentation:

The product uses the NXP EdgeLock 2GO service for delivering software updates to the devices over-the-
air. The communication between the devices and the update server is protected through TLS with mutual
authentication. Details about the EdgeLock 2GO service can be found in the document "EdgeLock 2GO
Security Architecture Overview".

2(d) Products with digital elements shall ensure protection from unauthorised access by appropriate
control mechanisms, including but not limited to authentication, identity or access management
systems, and report on possible unauthorised access.

EdgeLock 2GO supports protection from unauthorized access by enabling unique device identities, certificate-
based authentication, credential lifecycle management, role-based user access, API key management, and
project separation. These capabilities help ensure that only authorized devices, users, and systems can access
relevant security functions. Audit logs and event records can support investigation and reporting of security-
relevant activity. Product-level access control, runtime authorization, and user-facing reporting remain customer
responsibilities.

Device manufacturers using the EdgeLock 2GO service for provisioning the devices can use such statement in
their CRA documentation:

The product uses NXP EdgeLock 2GO to install device identities, certificates and credentials into the product.
Details about the EdgeLock 2GO service can be found in the document "EdgeLock 2GO Security Architecture
Overview".

2(e) Products with digital elements shall protect the confidentiality of stored, transmitted or otherwise
processed data, personal or other, such as by encrypting relevant data at rest or in transit by state-of-
the-art mechanisms, and by using other technical means.

EdgeLock 2GO contributes by supporting certificate-based authentication, secure credential provisioning,
and cryptographic material management that can be used to establish trusted and encrypted communication
channels. It can help manufacturers provision device certificates and keys needed for TLS or other secure
communication mechanisms. Confidentiality of data stored or processed on the device, in customer
applications, or in customer backend systems remains the responsibility of the manufacturer and system
operator.

Device manufacturers using the EdgeLock 2GO service for provisioning client certificates on the devices can
use such statement in their CRA documentation:

The product uses TLS client certificates provisioned through NXP EdgeLock 2GO to establish mutually
authenticated and encrypted communication channels. Details about the EdgeLock 2GO service can be found
in the document "EdgeLock 2GO Security Architecture Overview".

2(f) Products with digital elements shall protect the integrity of stored, transmitted or otherwise
processed data, personal or other, commands, programs and configuration against any manipulation or
modification not authorised by the user, and report on corruptions.
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EdgeLock 2GO contributes to software and data integrity through code signing and encryption capabilities,
secure provisioning of credentials, authenticated update distribution, and auditability of signing and update
operations. Manufacturers can use EdgeLock 2GO to sign firmware, applications, configuration packages, or
other updateable assets, then rely on device-side verification to detect unauthorized modification. Device-side
integrity checks, secure boot, corruption reporting, and runtime protection remain customer responsibilities.

Device manufacturers using the EdgeLock 2GO code signing service can use such statement in their CRA
documentation:

The product uses NXP EdgeLock 2GO to sign the firmware of the device. The product verifies the signature
before installation or execution to help prevent unauthorized or modified software from being deployed.
Details about the EdgeLock 2GO service can be found in the document "EdgeLock 2GO Security Architecture
Overview".

2(g) Products with digital elements shall process only data, personal or other, that are adequate,
relevant and limited to what is necessary in relation to the intended purpose of the product with digital
elements.

EdgeLock 2GO can support data minimization by enabling customers to define the security credentials,
certificate attributes, device metadata, and operational data needed for provisioning and lifecycle management.
The manufacturer should configure the service to provision only the data required for the intended security
functions. The broader product data model, application telemetry, personal data handling, and privacy
documentation remain the responsibility of the manufacturer.

2(h) Products with digital elements shall protect the availability of essential and basic functions, also
after an incident, including through resilience and mitigation measures against denial-of-service
attacks.

EdgeLock 2GO supports availability-related risk treatment by enabling controlled update rollout, campaign
monitoring, device grouping, rate limiting, and lifecycle management of credentials and updates. These
capabilities can reduce operational disruption when deploying security fixes or recovering from incidents.
Availability of the complete product, device fallback behavior, local resilience, denial-of-service protection, and
continuity measures remain the responsibility of the manufacturer and system operator.

2(i) Products with digital elements shall minimise the negative impact by the products themselves or
connected devices on the availability of services provided by other devices or networks.

EdgeLock 2GO can help reduce negative operational impact by supporting staged OTA deployments, update
rate limits, device grouping, and controlled campaign execution. These mechanisms help avoid uncontrolled
update storms or simultaneous device behavior that could overload backend systems or networks. The
manufacturer remains responsible for device behavior, network usage, retry logic, traffic shaping, and ensuring
that the product does not adversely affect other devices or services.

2(j) Products with digital elements shall be designed, developed and produced to limit attack surfaces,
including external interfaces.

EdgeLock 2GO contributes by centralizing selected security operations, reducing the need for customers to
build and expose custom provisioning, credential management, signing, or update-management infrastructure.
Role-based access control, project separation, API credential management, and managed security workflows
can help reduce unnecessary operational interfaces. The manufacturer remains responsible for limiting the
product’s own device, application, cloud, API, debug, and maintenance interfaces.

Device manufacturers using the EdgeLock 2GO service can use such statement in their CRA documentation:

The product uses NXP EdgeLock 2GO as a managed service for selected security lifecycle functions, including
provisioning, certificate management, code signing, and OTA update management. This reduces the need for
the manufacturer to build and expose custom infrastructure for these functions. Details about the EdgeLock
2GO service can be found in the document "EdgeLock 2GO Security Architecture Overview".
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2(k) Products with digital elements shall be designed, developed and produced to reduce the impact of
an incident using appropriate exploitation mitigation mechanisms and techniques.

EdgeLock 2GO helps reduce the impact of incidents by supporting credential lifecycle operations, controlled
update campaigns, code signing, project separation, access governance, and audit logs. These capabilities
can help manufacturers revoke or rotate credentials, deploy fixes, separate affected projects or product lines,
and investigate security-relevant actions. Device-side exploit mitigation, containment, recovery behavior, and
incident response processes remain customer responsibilities.

2(l) Products with digital elements shall provide security-related information by recording and
monitoring relevant internal activity, including the access to or modification of data, services or
functions, with an opt-out mechanism for the user.

EdgeLock 2GO records security-relevant events related to provisioning, certificate management, signing
operations, update campaigns, user administration, and other operational activities. These logs can support
traceability, compliance evidence, and incident investigation. Internal product telemetry, device-side logging,
user opt-out behavior, retention policy, and customer-facing reporting remain the responsibility of the
manufacturer.

Device manufacturers using the EdgeLock 2GO service can use such statement in their CRA documentation:

The product uses NXP EdgeLock 2GO to record security-relevant events related to provisioning, certificate
management, signing operations, OTA update campaigns, user administration, and API usage. These logs can
support traceability, compliance evidence, and incident investigation. Details about the EdgeLock 2GO service
can be found in the document "EdgeLock 2GO Security Architecture Overview".

2(m) Products with digital elements shall provide the possibility for users to securely and easily remove
on a permanent basis all data and settings and, where such data can be transferred to other products or
systems, ensure that this is done in a secure manner.

EdgeLock 2GO may support lifecycle operations related to credentials, device records, projects, and security
material managed in the service. However, secure deletion of user data, product settings, local credentials,
application data, and transferable data on the device or in customer systems remains primarily the responsibility
of the manufacturer. Manufacturers should document how EdgeLock 2GO-managed credentials and device
identities are handled during decommissioning, reset, ownership transfer, or product end-of-life.

4.2  EdgeLock 2GO Security Architecture Overview
The document "EdgeLock 2GO Security Architecture Overview" describes the security architecture and security
controls of EdgeLock 2GO for protecting the different assets. You can use or refer to this document as evidence
of the security mechanisms in place for minimizing the cybersecurity risks associated with your product.

This document can be found in your EdgeLock 2GO account.
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5   Revision history

Document ID Release date Description

AN15177 v.1.0 8 September 2026 • Initial version

Table 1. Revision history
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