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Chapter 2 S12XE Clocks and Reset Generator (S12XECRG)

2.6.1 Description of Interrupt Operation

2.6.1.1 Real Time Interrupt

The S12XECRG generates a real time interrupt when the selected interrupt time period elapses. RTI
interrupts are locally disabled by setting the RTIE bit to zero. The real time interrupt 3ag (RTIF) is set tol
when a timeout occurs, and is cleared to 0 by writing a 1 to the RTIF bit.

The RTI continues to run during Pseudo Stop Mode if the PRE bit is set to 1. This feature can be used for
periodic wakeup from Pseudo Stop if the RTI interrupt is enabled.

2.6.1.2 IPLL Lock Interrupt

The S12XECRG generates a IPLL Lock interrupt when the LOCK condition of the IPLL has changed,
either from a locked state to an unlocked state or vice versa. Lock interrupts are locally disabled by setting
the LOCKIE bit to zero. The IPLL Lock interrupt Bag (LOCKIF) is set tol when the LOCK condition has
changed, and is cleared to O by writing a 1 to the LOCKIF bit.

2.6.1.3 Self Clock Mode Interrupt

The S12XECRG generates a Self Clock Mode interrupt when the SCM condition of the system has
changed, either entered or exited Self Clock Mode. SCM conditions are caused by a failing clock quality
check after power on reset (POR) or low voltage reset (LVR) or recovery from Full Stop Mode (PSTP =
0) or Clock Monitor failure. For details on the clock quality check refeBéation 2.4.1.4, OClock Quality
CheckerQlf the clock monitor is enabled (CME = 1) a loss of external clock will also cause a SCM
condition (SCME = 1).

SCM interrupts are locally disabled by setting the SCMIE bit to zero. The SCM interrupt 3ag (SCMIF) is
set tol when the SCM condition has changed, and is cleared to O by writing a 1 to the SCMIF bit.
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Chapter 3 Voltage Regulator (S12VREGL3V3V1)
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The Flash memory is ideal for single-supply applications allowing for bPeld reprogramming without
requiring external high voltage sources for program or erase operations. The Flash module includes a
memory controller that executes commands to modify Flash memory contents or conbPgure module
resources for emulated EEPROM operation. The user interface to the memory controller consists of the
indexed Flash Common Command Object (FCCOB) register which is written to with the command, global
address, data, and any required command parameters. The memory controller must complete the execution
of a command before the FCCOB register can be written to with a new command.

CAUTION

A Flash word or phrase must be in the erased state before being
programmed. Cumulative programming of bits within a Flash word or
phrase is not allowed.

The RAM and Flash memory may be read as bytes, aligned words, or misaligned words. Read access time
is one bus cycle for bytes and aligned words, and two bus cycles for misaligned words. For Flash memory,
an erased bit reads 1 and a programmed bit reads 0.

It is not possible to read from a Flash block while any command is executing on that specibc Flash block.
It is possible to read from a Flash block while a command is executing on a different Flash block.

Both P-Flash and D-Flash memories are implemented with Error Correction Codes (ECC) that can resolve
single bit faults and detect double bit faults. For P-Flash memory, the ECC implementation requires that
programming be done on an aligned 8 byte basis (a Flash phrase). Since P-Flash memory is always read
by phrase, only one single bit fault in the phrase containing the byte or word accessed will be corrected.

4.1.1 Glossary

Buffer RAM N The buffer RAM constitutes the volatile memory store required for EEE. Memory space
in the buffer RAM not required for EEE can be partitioned to provide volatile memory space for
applications.

Command Write SequenceN An MCU instruction sequence to execute built-in algorithms (including
program and erase) on the Flash memory.

D-Flash Memory N The D-Flash memory constitutes the nonvolatile memory store required for EEE.
Memory space in the D-Flash memory not required for EEE can be partitioned to provide nonvolatile
memory space for applications.

D-Flash SectorN The D-Flash sector is the smallest portion of the D-Flash memory that can be erased.
The D-Flash sector consists of four 64 byte rows for a total of 256 bytes.

EEE (Emulated EEPROM) N A method to emulate the small sector size features and endurance
characteristics associated with an EEPROM.
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Chapter 4 384 KByte Flash Module (S12XFTM384K2V1)

EEE IFR N Nonvolatile information register located in the D-Flash block that contains data required to
partition the D-Flash memory and buffer RAM for EEE. The EEE IFR is visible in the global memory map
by setting the EEEIFRON bit in the MMCCTLL1 register.

NVM Command Mode N An NVM mode using the CPU to setup the FCCOB register to pass parameters
required for Flash command execution.

PhraseN An aligned group of four 16-bit words within the P-Flash memory. Each phrase includes eight
ECC bits for single bit fault correction and double bit fault detection within the phrase.

P-Flash Memory N The P-Flash memory constitutes the main nonvolatile memory store for applications.

P-Flash SectoN The P-Flash sector is the smallest portion of the P-Flash memory that can be erased.
Each P-Flash sector contains 1024 bytes.

Program IFR N Nonvolatile information register located in the P-Flash block that contains the Device
ID, Version ID, and the Program Once Peld. The Program IFR is visible in the global memory map by
setting the PGMIFRON bit in the MMCCTLL1 register.

4.1.2 Features

4121 P-Flash Features

¥ 384 Kbytes of P-Flash memory composed of one 256 Kbyte Flash block and one 128 Kbyte Flash
block. The 256 Kbyte Flash block consists of two 128 Kbyte sections each divided into 128 sectors
of 1024 bytes. The 128 Kbyte Flash block is divided into 128 sectors of 1024 bytes.

Single bit fault correction and double bit fault detection within a 64-bit phrase during read
operations

Automated program and erase algorithm with verify and generation of ECC parity bits
Fast sector erase and phrase program operation

Ability to program up to one phrase in each P-Flash block simultaneously

Flexible protection scheme to prevent accidental program or erase of P-Flash memory

w

K K K K

41.2.2 D-Flash Features

Up to 32 Kbytes of D-Flash memory with 256 byte sectors for user access

Dedicated commands to control access to the D-Flash memory over EEE operation

Single bit fault correction and double bit fault detection within a word during read operations
Automated program and erase algorithm with verify and generation of ECC parity bits

Fast sector erase and word program operation

Ability to program up to four words in a burst sequence

K K K K K K

41.2.3 Emulated EEPROM Features

¥ Up to 4 Kbytes of emulated EEPROM (EEE) accessible as 4 Kbytes of RAM
¥ Flexible protection scheme to prevent accidental program or erase of data
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Chapter 4 384 KByte Flash Module (S12XFTM384K2V1)

¥
¥
¥

¥
¥

Automatic EEE ble handling using an internal Memory Controller
Automatic transfer of valid EEE data from D-Flash memory to buffer RAM on reset

Ability to monitor the number of outstanding EEE related buffer RAM words left to be
programmed into D-Flash memory

Ability to disable EEE operation and allow priority access to the D-Flash memory
Ability to cancel all pending EEE operations and allow priority access to the D-Flash memory

4.1.2.4 User Buffer RAM Features

¥

Up to 4 Kbytes of RAM for user access

41.2.5 Other Flash Module Features

¥
¥
¥

4.1.3

No external high-voltage power supply required for Flash memory program and erase operations
Interrupt generation on Flash command completion and Flash error detection
Security mechanism to prevent unauthorized access to the Flash memory

Block Diagram

The block diagram of the Flash module is showRigure 4-1
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Chapter 4 384 KByte Flash Module (S12XFTM384K2V1)

4.3 Memory Map and Registers

This section describes the memory map and registers for the Flash module. Read data from unimplemented
memory space in the Flash module is undebned. Write access to unimplemented or reserved memory space
in the Flash module will be ignored by the Flash module.

4.3.1 Module Memory Map

The S12X architecture places the P-Flash memory between global addresses 0x78_0000 and Ox7F_FFFF
as shown imrable 4-2 The P-Flash memory map is showrrigure 4-2

Table 4-2. P-Flash Memory Addressing

Size _
Global Address (Bytes) Description

P-Flash Block 0
0x7C_0000 — 0x7F_FFFF 256 K Contains Flash Configuration Field
(see Table 4-3)

0x7A_0000 — Ox7B_FFFF 128 K No P-Flash Memory
0x78_0000 — Ox79_FFFF 128 K | P-Flash Block 1

The FPROT register, described$®ction 4.3.2.9can be set to protect regions in the Flash memory from
accidental program or erase. Three separate memory regions, one growing upward from global address
O0x7F_8000 in the Flash memory (called the lower region), one growing downward from global address
0x7F_FFFF in the Flash memory (called the higher region), and the remaining addresses in the Flash
memory, can be activated for protection. The Flash memory addresses covered by these protectable regions
are shown in the P-Flash memory map. The higher address region is mainly targeted to hold the boot loader
code since it covers the vector space. Default protection settings as well as security information that allows
the MCU to restrict access to the Flash module are stored in the Flash conbguration Peld as described in
Table 4-3

Table 4-3. Flash Configuration Field®

Size N
Global Address (Bytes) Description
Backdoor Comparison Key
0x7F_FFO00 — Ox7F_FF07 8 Refer to Section 4.4.2.12, “Verify Backdoor Access Key Command,” and
Section 4.5.1, “Unsecuring the MCU using Backdoor Key Access”
Ox7F_FF08 — 4 Reserved
0x7F_FFoB®
2 P-Flash Protection byte.
Ox7F_FFOC ! Refer to Section 4.3.2.9, “P-Flash Protection Register (FPROT)”
2 EEE Protection byte
Ox7F_FFOD L Refer to Section 4.3.2.10, “EEE Protection Register (EPROT)”
2 Flash Nonvolatile byte
Ox7F_FFOE 1 Refer to Section 4.3.2.14, “Flash Option Register (FOPT)”
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Table 4-3. Flash Configuration Field®

Global Address

Size
(Bytes)

Description

Ox7F_FFOF?

1

Flash Security byte
Refer to Section 4.3.2.2, “Flash Security Register (FSEC)”

1. Older versions may have swapped protection byte addresses

2. OX7FF08 - 0x7F_FFOF form a Flash phrase and must be programmed in a single command write sequence. Each byte in
the Ox7F_FF08 - Ox7F_FFOB reserved field should be programmed to OxFF.
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Table 4-4. Program IFR Fields

Global Address Size Field Description
(PGMIFRON) (Bytes)
0x40_0000 — 0x40_0007 8 Device ID
0x40_0008 — 0x40_00E7 224 Reserved
0x40_00E8 — 0x40_00E9 2 Version ID
0x40_00OEA — 0x40_00FF 22 Reserved
0x40_0100 — 0x40_013F 64 ;L?‘g:atlom S?er(]:%?)rllz IA?.T.Z.?, “Program Once Command”
0x40_0140 — 0x40_O1FF 192 Reserved

Table 4-5. P-Flash IFR Accessibility

Global Address Size Accessed From
(PGMIFRON) (Bytes)
0x40_0000 — 0x40_O01FF 512 XBUSO (PBLKO)®)
0x40_0200 — 0x40_03FF 512 Unimplemented
0x40_0400 — 0x40_05FF 512 Unimplemented
0x40_0600 — 0x40_07FF 512 XBUSL1 (PBLK1)

1. Refer to Table 4-4 for more details.

Table 4-6. EEE Resource Fields

Global Address (Bs_;/itZ:s) Description
0x10_0000 — 0x10_7FFF | 32,768 |D-Flash Memory (User and EEE)
0x10_8000 — 0x11 FFFF| 98,304 |Reserved
0x12_0000 — 0x12_007F 128 EEE Nonvolatile Information Register (EEEIFRON(l) =1)
0x12_0080 — 0x12_OFFF 3,968 Reserved
0x12_1000 — 0x12_1EFF 3,840 Reserved
0x12_1F00 — 0x12_1FFF 256 EEE Tag RAM (TMGRAMON! = 1)
0x12_2000 — 0x12_3BFF 7,168 Reserved
0x12_3C00 — 0x12_3FFF 1,024 Memory Controller Scratch RAM (TMGRAMON!? = 1)
0x12_4000 — 0x12_DFFF| 40,960 |Reserved
0x12_EO00 — 0x12_FFFF 8,192 Reserved
0x13 0000 —0x13 EFFF| 61,440 |Reserved
0x13_F000 — 0x13_FFFF 4,096 Buffer RAM (User and EEE)

I. MMCCTLT register bit
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Table 4-7. EEE Nonvolatile Information Register Fields

Global Address Size Description
(EEEIFRON) (Bytes) P
D-Flash User Partition (DFPART)
0x12_0000 - 0x12_0001 2 Refer to Section 4.4.2.15, “Full Partition D-Flash Command”
0x12_0002 — 0x12_0003 2 D-Flash User Partition (duplicate(!)
Buffer RAM EEE Partition (ERPART)
0x12_0004 — 0x12_0005 2 Refer to Section 4.4.2.15, “Full Partition D-Flash Command”
0x12_0006 — 0x12_0007 2 Buffer RAM EEE Partition (duplicatel)
0x12_0008 — 0x12_007F 120 Reserved

1. Duplicate value used It primary value generaies a double bit fault when read during the reset sequence.

4.3.2 Register Descriptions

The Flash module contains a set of 20 control and status registers located between Flash module base +
0x0000 and 0x0013. A summary of the Flash module registers is gi¥eyuire 4-4with detailed
descriptions in the following subsections.

CAUTION

Writes to any Flash register must be avoided while a Flash command is
active (CCIF=0) to prevent corruption of Flash register contents and
Memory Controller behavior.

Address
2 Name 7 6 5 4 3 2 1 0
0x0000 R| FDIVLD

FDIV6 FDIV5 FDIV4 FDIV3 FDIV2 FDIV1 FDIVO
FCLKDIV
OX0001 R| KEYEN1 | KEYENO RNV5 RNV4 RNV3 RNV2 SEC1 SECO
FSEC W
0x0002 R 0 0 0 0 0
FCCOBIX CCOBIX2 | CCOBIX1 | CCOBIX0
0x0003 R 0 0 0 0 0
FECCRIX ECCRIX2 | ECCRIX1 | ECCRIX0

R 0 0 0 0

OX000% CCIE IGNSF FDFD FSFD
FCNFG W
0x0005 R ERSERIE | PGMERIE 0 EPVIOLIE | ERSVIEL | ERSVIEO DFDIE SFDIE
FERCNFG

Figure 4-4. FTM384K2 Register Summary
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Address
& Name

= Unimplemented or Reserved

Figure 4-4. FTM384K2 Register Summary (continued)

43.2.1 Flash Clock Divider Register (FCLKDIV)

The FCLKDIV register is used to control timed events in program and erase algorithms.

Offset Module Base + 0x0000

7 6 5 4 3 2 1 0
R| FDIVLD
FDIV[6:0]
W
Reset 0 0 0 0 0 0 0 0

I:I: Unimplemented or Reserved

Figure 4-5. Flash Clock Divider Register (FCLKDIV)

All bits in the FCLKDIV register are readable, bits 6D0 are write once and bit 7 is not writable.
Table 4-8. FCLKDIV Field Descriptions

Field Description

7 Clock Divider Loaded
FDIVLD |0 FCLKDIV register has not been written
1 FCLKDIV register has been written since the last reset

6-0 Clock Divider Bits — FDIV[6:0] must be set to effectively divide OSCCLK down to generate an internal Flash
FDIV[6:0] [clock, FCLK, with a target frequency of 1 MHz for use by the Flash module to control timed events during program
and erase algorithms. Table 4-9 shows recommended values for FDIV[6:0] based on OSCCLK frequency.
Please refer to Section 4.4.1, “Flash Command Operations,” for more information.

CAUTION

The FCLKDIV register should never be written while a Flash command is
executing (CCIF=0). The FCLKDIV register is writable during the Flash
reset sequence even though CCIF is clear.
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Table 4-12. Flash Security States

SEC[1:0] Status of Security
00 SECURED
01 SECURED®Y
10 UNSECURED
11 SECURED

1. Preferred SEC state to set MCU to secured siate.

The security function in the Flash module is describegkiction 4.5

4.3.2.3 Flash CCOB Index Register (FCCOBIX)
The FCCOBIX register is used to index the FCCOB register for Flash memory operations.

Offset Module Base + 0x0002

2 1 0
R 0 0 0 0 0
CCOBIX[2:0]
W
Reset 0 0 0 0 0 0 0 0

I:I = Unimplemented or Reserved

Figure 4-7. FCCOB Index Register (FCCOBIX)

CCOBIX bits are readable and writable while remaining bits read 0 and are not writable.
Table 4-13. FCCOBIX Field Descriptions

Field Description

2-0 Common Command Register Index— The CCOBIX bits are used to select which word of the FCCOB register
CCOBIX[1:0] |array is being read or written to. See Section 4.3.2.11, “Flash Common Command Object Register (FCCOB),”
for more details.

4.3.2.4 Flash ECCR Index Register (FECCRIX)
The FECCRIX register is used to index the FECCR register for ECC fault reporting.

Offset Module Base + 0x0003

2 1 0
R 0 0 0 0 0
ECCRIX[2:0]
w
Reset 0 0 0 0 0 0 0 0

I:I = Unimplemented or Reserved

Figure 4-8. FECCR Index Register (FECCRIX)

ECCRIX bits are readable and writable while remaining bits read 0 and are not writable.
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Table 4-14. FECCRIX Field Descriptions

Field Description
2-0 ECC Error Register Index— The ECCRIX bits are used to select which word of the FECCR register array is
ECCRIX[2:0] | being read. See Section 4.3.2.13, “Flash ECC Error Results Register (FECCR),” for more details.
4.3.2.5 Flash Configuration Register (FCNFG)

The FCNFG register enables the Flash command complete interrupt and forces ECC faults on Flash array

read access from the CPU or XGATE.

Offset Module Base + 0x0004

7 6 5 4 3 2 1 0
R 0 0 0 0
CCIE IGNSF FDFD FSFD
w
Reset 0 0 0 0 0 0 0 0

I:Iz Unimplemented or Reserved

CCIE, IGNSF, FDFD, and FSFD bits are readable and writable while remaining bits read 0 and are not

Figure 4-9. Flash Configuration Register (FCNFG)

writable.
Table 4-15. FCNFG Field Descriptions
Field Description
7 Command Complete Interrupt Enable — The CCIE bit controls interrupt generation when a Flash command
CCIE has completed.
0 Command complete interrupt disabled
1 An interrupt will be requested whenever the CCIF flag in the FSTAT register is set (see Section 4.3.2.7)
4 Ignore Single Bit Fault — The IGNSF controls single bit fault reporting in the FERSTAT register (see
IGNSF Section 4.3.2.8).
0 All single bit faults detected during array reads are reported
1 Single bit faults detected during array reads are not reported and the single bit fault interrupt will not be
generated
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Table 4-15. FCNFG Field Descriptions (continued)

Field

Description

FDFD

Force Double Bit Fault Detect — The FDFD bit allows the user to simulate a double bit fault during Flash array
read operations and check the associated interrupt routine. The FDFD bit is cleared by writing a 0 to FDFD. The
FECCR registers will not be updated during the Flash array read operation with FDFD set unless an actual
double bit fault is detected.
0 Flash array read operations will set the DFDIF flag in the FERSTAT register only if a double bit fault is detected
1 Any Flash array read operation will force the DFDIF flag in the FERSTAT register to be set (see
Section 4.3.2.7) and an interrupt will be generated as long as the DFDIE interrupt enable in the FERCNFG
register is set (see Section 4.3.2.6)

FSFD

Force Single Bit Fault Detect — The FSFD bit allows the user to simulate a single bit fault during Flash array

read operations and check the associated interrupt routine. The FSFD bit is cleared by writing a 0 to FSFD. The

FECCR registers will not be updated during the Flash array read operation with FSFD set unless an actual single

bit fault is detected.

0 Flash array read operations will set the SFDIF flag in the FERSTAT register only if a single bit fault is detected

1 Flash array read operation will force the SFDIF flag in the FERSTAT register to be set (see Section 4.3.2.7)
and an interrupt will be generated as long as the SFDIE interrupt enable in the FERCNFG register is set (see
Section 4.3.2.6)

4.3.2.6

Flash Error Configuration Register (FERCNFG)

The FERCNFG register enables the Flash error interrupts for the FERSTAT flags.

Offset Module Base + 0x0005
7 6 4 3 2 1 0
0
ERSERIE PGMERIE EPVIOLIE ERSVIE1 ERSVIEO DFDIE SFDIE
w
Reset 0 0 0 0 0 0 0 0

I:I = Unimplemented or Reserved

Figure 4-10. Flash Error Configuration Register (FERCNFG)

All assigned bits in the FERCNFG register are readable and writable.

Table 4-16. FERCNFG Field Descriptions

Field Description
7 EEE Erase Error Interrupt Enable — The ERSERIE bit controls interrupt generation when a failure is detected
ERSERIE |during an EEE erase operation.
0 ERSERIF interrupt disabled
1 Aninterrupt will be requested whenever the ERSERIF flag is set (see Section 4.3.2.8)
6 EEE Program Error Interrupt Enable — The PGMERIE bit controls interrupt generation when a failure is
PGMERIE | detected during an EEE program operation.
0 PGMERIF interrupt disabled
1 An interrupt will be requested whenever the PGMERIF flag is set (see Section 4.3.2.8)
4 EEE Protection Violation Interrupt Enable — The EPVIOLIE bit controls interrupt generation when a
EPVIOLIE | protection violation is detected during a write to the buffer RAM EEE partition.

0 EPVIOLIF interrupt disabled
1 An interrupt will be requested whenever the EPVIOLIF flag is set (see Section 4.3.2.8)
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Table 4-16. FERCNFG Field Descriptions (continued)

Field Description
3 EEE Error Type 1 Interrupt Enable — The ERSVIEL bit controls interrupt generation when a change state error
ERSVIE1 |is detected during an EEE operation.
0 ERSVIF1 interrupt disabled
1 An interrupt will be requested whenever the ERSVIF1 flag is set (see Section 4.3.2.8)
2 EEE Error Type O Interrupt Enable — The ERSVIEO bit controls interrupt generation when a sector format error
ERSVIEO |[is detected during an EEE operation.
0 ERSVIFO interrupt disabled
1 Aninterrupt will be requested whenever the ERSVIFO flag is set (see Section 4.3.2.8)
1 Double Bit Fault Detect Interrupt Enable — The DFDIE bit controls interrupt generation when a double bit fault
DFDIE is detected during a Flash block read operation.
0 DFDIF interrupt disabled
1 Aninterrupt will be requested whenever the DFDIF flag is set (see Section 4.3.2.8)
0 Single Bit Fault Detect Interrupt Enable — The SFDIE bit controls interrupt generation when a single bit fault
SFDIE is detected during a Flash block read operation.
0 SFDIF interrupt disabled whenever the SFDIF flag is set (see Section 4.3.2.8)
1 An interrupt will be requested whenever the SFDIF flag is set (see Section 4.3.2.8)
4.3.2.7 Flash Status Register (FSTAT)

The FSTAT register reports the operational status of the Flash module.

Offset Module Base + 0x0006

7 6 5 4 3 2 1 0
R 0 MGBUSY RSVD MGSTAT[1:0]
CCIF ACCERR FPVIOL
W
Reset 1 0 0 0 0 0 o® ol

I:I = Unimplemented or Reserved

Figure 4-11. Flash Status Register (FSTAT)

1. Reset value can deviate from the value shown if a double bit fault is detected during the reset sequence (see Section 4.6).

CCIF, ACCERR, and FPVIOL bits are readable and writable, MGBUSY and MGSTAT bits are readable

but not writable, while remaining bits read 0 and are not writable.
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Table 4-17. FSTAT Field Descriptions

Field Description
7 Command Complete Interrupt Flag — The CCIF flag indicates that a Flash command has completed. The
CCIF CCIF flag is cleared by writing a 1 to CCIF to launch a command and CCIF will stay low until command

completion or command violation.
0 Flash command in progress
1 Flash command has completed

5 Flash Access Error Flag — The ACCERR bit indicates an illegal access has occurred to the Flash memory
ACCERR caused by either a violation of the command write sequence (see Section 4.4.1.2) or issuing an illegal Flash
command or when errors are encountered while initializing the EEE buffer ram during the reset sequence.
While ACCERR is set, the CCIF flag cannot be cleared to launch a command. The ACCERR bit is cleared by
writing a 1 to ACCERR. Writing a 0 to the ACCERR bit has no effect on ACCERR.

0 No access error detected
1 Access error detected

4 Flash Protection Violation Flag —The FPVIOL bit indicates an attempt was made to program or erase an
FPVIOL address in a protected area of P-Flash memory during a command write sequence. The FPVIOL bit is cleared
by writing a 1 to FPVIOL. Writing a 0 to the FPVIOL bit has no effect on FPVIOL. While FPVIOL is set, it is not
possible to launch a command or start a command write sequence.

0 No protection violation detected
1 Protection violation detected

3 Memory Controller Busy Flag — The MGBUSY flag reflects the active state of the Memory Controller.
MGBUSY [0 Memory Controller is idle
1 Memory Controller is busy executing a Flash command (CCIF = 0) or is handling internal EEE operations
2 Reserved Bit — This bit is reserved and always reads 0.
RSVD
1-0 Memory Controller Command Completion Status Flag — One or more MGSTAT flag bits are set if an error

MGSTAT[1:0] |is detected during execution of a Flash command or during the Flash reset sequence. See Section 4.4.2,
“Flash Command Description,” and Section 4.6, “Initialization” for details.

4.3.2.8 Flash Error Status Register (FERSTAT)

The FERSTAT register rel3ects the error status of internal Flash operations.

Offset Module Base + 0x0007

7 6 4 3 2 1 0
0
ERSERIF PGMERIF EPVIOLIF ERSVIF1 ERSVIFO DFDIF SFDIF
W
Reset 0 0 0 0 0 0 0 0

:: Unimplemented or Reserved

Figure 4-12. Flash Error Status Register (FERSTAT)

All Bags in the FERSTAT register are readable and only writable to clear the 3ag.
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Table 4-18. FERSTAT Field Descriptions

Field Description

7 EEE Erase Error Interrupt Flag — The setting of the ERSERIF flag occurs due to an error in a Flash erase
ERSERIF |command that resulted in the erase operation not being successful during EEE operations. The ERSERIF flag
is cleared by writing a 1 to ERSERIF. Writing a 0 to the ERSERIF flag has no effect on ERSERIF. While
ERSERIF is set, it is possible to write to the buffer RAM EEE partition but the data written will not be transferred
to the D-Flash EEE partition.

0 Erase command successfully completed on the D-Flash EEE partition
1 Erase command failed on the D-Flash EEE partition

6 EEE Program Error Interrupt Flag — The setting of the PGMERIF flag occurs due to an error in a Flash
PGMERIF | program command that resulted in the program operation not being successful during EEE operations. The
PGMERIF flag is cleared by writing a 1 to PGMERIF. Writing a 0 to the PGMERIF flag has no effect on
PGMERIF. While PGMERIF is set, it is possible to write to the buffer RAM EEE partition but the data written will
not be transferred to the D-Flash EEE partition.

0 Program command successfully completed on the D-Flash EEE partition
1 Program command failed on the D-Flash EEE partition

4 EEE Protection Violation Interrupt Flag —The setting of the EPVIOLIF flag indicates an attempt was made to
EPVIOLIF |write to a protected area of the buffer RAM EEE partition. The EPVIOLIF flag is cleared by writing a 1 to
EPVIOLIF. Writing a 0 to the EPVIOLIF flag has no effect on EPVIOLIF. While EPVIOLIF is set, it is possible to
write to the buffer RAM EEE partition as long as the address written to is not in a protected area.

0 No EEE protection violation
1 EEE protection violation detected

3 EEE Error Interrupt 1 Flag —The setting of the ERSVIFL1 flag indicates that the memory controller was unable
ERSVIF1 |to change the state of a D-Flash EEE sector. The ERSVIF1 flag is cleared by writing a 1 to ERSVIF1. Writing a
0 to the ERSVIF1 flag has no effect on ERSVIF1. While ERSVIF1 is set, it is possible to write to the buffer RAM
EEE partition but the data written will not be transferred to the D-Flash EEE partition.

0 No EEE sector state change error detected
1 EEE sector state change error detected

2 EEE Error Interrupt 0 Flag —The setting of the ERSVIFO flag indicates that the memory controller was unable
ERSVIFO |to format a D-Flash EEE sector for EEE use. The ERSVIFO flag is cleared by writing a 1 to ERSVIFO. Writing a
0 to the ERSVIFO flag has no effect on ERSVIFO. While ERSVIFO is set, it is possible to write to the buffer RAM
EEE partition but the data written will not be transferred to the D-Flash EEE partition.

0 No EEE sector format error detected
1 EEE sector format error detected

1 Double Bit Fault Detect Interrupt Flag — The setting of the DFDIF flag indicates that a double bit fault was
DFDIF detected in the stored parity and data bits during a Flash array read operation or that a Flash array read operation
was attempted on a Flash block that was under a Flash command operation. The DFDIF flag is cleared by writing
a 1 to DFDIF. Writing a 0 to DFDIF has no effect on DFDIF.

0 No double bit fault detected
1 Double bit fault detected or an invalid Flash array read operation attempted

0 Single Bit Fault Detect Interrupt Flag — With the IGNSF bit in the FCNFG register clear, the SFDIF flag
SFDIF indicates that a single bit fault was detected in the stored parity and data bits during a Flash array read operation
or that a Flash array read operation was attempted on a Flash block that was under a Flash command operation.
The SFDIF flag is cleared by writing a 1 to SFDIF. Writing a 0 to SFDIF has no effect on SFDIF.

0 No single bit fault detected
1 Single bit fault detected and corrected or an invalid Flash array read operation attempted

4.3.2.9 P-Flash Protection Register (FPROT)

The FPROT register defines which P-Flash sectors are protected against program and erase operations.
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Offset Module Base + 0x0008

7 6 5 4 3 2 1 0
R RNV6
FPOPEN FPHDIS FPHS[1:0] FPLDIS FPLS[1:0]
W
Reset F F F F F F F F

:z Unimplemented or Reserved

Figure 4-13. Flash Protection Register (FPROT)

The (unreserved) bits of the FPROT register are writable with the restriction that the size of the protected
region can only be increased (s&ection 4.3.2.9.1, OP-Flash Protection Restrigtibasd Table 4-33

During the reset sequence, the FPROT register is loaded with the contents of the P-Flash protection byte
in the Flash configuration field at global address Ox7F_FFOC located in P-Flash memona(sed-3J

as indicated by reset condition OF@gnre 4-13 To change the P-Flash protection that will be loaded

during the reset sequence, the upper sector of the P-Flash memory must be unprotected, then the P-Flash
protection byte must be reprogrammed. If a double bit fault is detected while reading the P-Flash phrase
containing the P-Flash protection byte during the reset sequence, the FPOPEN bit will be cleared and
remaining bits in the FPROT register will be set to leave the P-Flash memory fully protected.

Trying to alter data in any protected area in the P-Flash memory will result in a protection violation error
and the FPVIOL bit will be set in the FSTAT register. The block erase of a P-Flash block is not possible
if any of the P-Flash sectors contained in the same P-Flash block are protected.

Table 4-19. FPROT Field Descriptions

Field Description

7 Flash Protection Operation Enable — The FPOPEN bit determines the protection function for program or
FPOPEN | erase operations as shown in Table 4-20 for the P-Flash block.
0 When FPOPEN is clear, the FPHDIS and FPLDIS bits define unprotected address ranges as specified by the
corresponding FPHS and FPLS bits
1 When FPOPEN is set, the FPHDIS and FPLDIS bits enable protection for the address range specified by the
corresponding FPHS and FPLS bits

6 Reserved Nonvolatile Bit — The RNV bit should remain in the erased state for future enhancements.
RNV[6]
5 Flash Protection Higher Address Range Disable — The FPHDIS bit determines whether there is a

FPHDIS | protected/unprotected area in a specific region of the P-Flash memory ending with global address 0x7F_FFFF.
0 Protection/Unprotection enabled
1 Protection/Unprotection disabled

4-3 Flash Protection Higher Address Size — The FPHS bits determine the size of the protected/unprotected area
FPHS[1:0] |in P-Flash memory as shown inTable 4-21. The FPHS bits can only be written to while the FPHDIS bit is set.
2 Flash Protection Lower Address Range Disable — The FPLDIS bit determines whether there is a
FPLDIS protected/unprotected area in a specific region of the P-Flash memory beginning with global address
0x7F_8000.

0 Protection/Unprotection enabled
1 Protection/Unprotection disabled

1-0 Flash Protection Lower Address Size — The FPLS bits determine the size of the protected/unprotected area
FPLS[1:0] [in P-Flash memory as shown in Table 4-22. The FPLS bits can only be written to while the FPLDIS bit is set.
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43.29.1 P-Flash Protection Restrictions

The general guideline is that P-Flash protection can only be added and not refabied4-23specifies

all valid transitions between P-Flash protection scenarios. Any attempt to write an invalid scenario to the
FPROT register will be ignored. The contents of the FPROT register reflect the active protection scenario.
See the FPHS and FPLS bit descriptions for additional restrictions.

Table 4-23. P-Flash Protection Scenario Transitions

From To Protection Scenario®
Protection
Scenario 0 1 2 3 4 5 6 7
0 X X X X
1 X X
2 X X
3 X
4 X X
5 X X X X
6 X X X X
7 X X X X X X X X
T Allowed transitions marked with X, see Figure 4-I4 for a definition of the scenarios.

4.3.2.10 EEE Protection Register (EPROT)
The EPROT register debnes which buffer RAM EEE partition areas are protected against writes.

Offset Module Base + 0x0009

7 6 5 4 3 2 1 0
R RNV[6:4]
EPOPEN EPDIS EPS[2:0]
W
Reset F F F F F F F F

:z Unimplemented or Reserved

Figure 4-15. EEE Protection Register (EPROT)

All bits in the EPROT register are readable and writable except for RNV[6:4] which are only readable. The
EPOPEN and EPDIS bits can only be written to the protected state. The EPS bits can be written anytime
until the EPDIS bit is cleared. If the EPOPEN bit is cleared, the state of the EPDIS and EPS bits is
irrelevant.

During the reset sequence, the EPROT register is loaded from the EEE protection byte in the Flash
configuration field at global address Ox7F_FFOD located in P-Flash memorydbée4-3 as indicated

by reset condition F iRigure 4-15 To change the EEE protection that will be loaded during the reset
sequence, the P-Flash sector containing the EEE protection byte must be unprotected, then the EEE
protection byte must be programmed. If a double bit fault is detected while reading the P-Flash phrase
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containing the EEE protection byte during the reset sequence, the EPOPEN bit will be cleared and
remaining bits in the EPROT register will be set to leave the buffer RAM EEE patrtition fully protected.

Trying to write data to any protected area in the buffer RAM EEE patrtition will result in a protection
violation error and the EPVIOLIF R3ag will be set in the FERSTAT register. Trying to write data to any
protected area in the buffer RAM partitioned for user access will not be prevented and the EPVIOLIF 3ag
in the FERSTAT register will not set.

Table 4-24. EPROT Field Descriptions

Field Description

7 Enables writes to the Buffer RAM partitioned for EEE
EPOPEN [0 The entire buffer RAM EEE partition is protected from writes
1 Unprotected buffer RAM EEE partition areas are enabled for writes

6-4 Reserved Nonvolatile Bits — The RNV bits should remain in the erased state for future enhancements
RNV[6:4]

3 Buffer RAM Protection Address Range Disable — The EPDIS bit determines whether there is a protected
EPDIS area in a specific region of the buffer RAM EEE partition.
0 Protection enabled
1 Protection disabled

2-0 Buffer RAM Protection Size — The EPS[2:0] bits determine the size of the protected area in the buffer RAM
EPS[2:0] |EEE partition as shown inTable 4-21. The EPS bits can only be written to while the EPDIS bit is set.

Table 4-25. Buffer RAM EEE Partition Protection Address Range

EPS[2:0] Global Address Range Protected Size
000 0x13_FFCO — 0x13_FFFF 64 bytes
001 0x13_FF80 — 0x13_FFFF 128 bytes
010 0x13_FF40 — 0x13_FFFF 192 bytes
011 0x13_FF00 — 0x13_FFFF 256 bytes
100 0x13_FECO - 0x13_FFFF 320 bytes
101 0x13_FE80 — 0x13_FFFF 384 bytes
110 0x13_FE40 — 0x13_FFFF 448 bytes
111 0x13_FE00 — 0x13_FFFF 512 bytes

4.3.2.11 Flash Common Command Object Register (FCCOB)

The FCCOB is an array of six words addressed via the CCOBIX index found in the FCCOBIX register.
Byte wide reads and writes are allowed to the FCCOB register.
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Offset Module Base + 0x000A

7 6 5 4 3 2 1 0
R
CCOBI[15:8]
W
Reset 0 0 0 0 0 0 0 0

Figure 4-16. Flash Common Command Object High Register (FCCOBHI)

Offset Module Base + 0x000B

7 6 5 4 3 2 1 0
R
CCOBI[7:0]
W
Reset 0 0 0 0 0 0 0 0

Figure 4-17. Flash Common Command Object Low Register (FCCOBLO)

4.3.2.11.1 FCCOB - NVM Command Mode

NVM command mode uses the indexed FCCOB register to provide a command code and its relevant
parameters to the Memory Controller. The user first sets up all required FCCOB fields and then initiates
the commandOs execution by writing a 1 to the CCIF bit in the FSTAT register (a 1 written by the user
clears the CCIF command completion flag to 0). When the user clears the CCIF bit in the FSTAT register
all FCCOB parameter fields are locked and cannot be changed by the user until the command completes
(as evidenced by the Memory Controller returning CCIF to 1). Some commands return information to the
FCCOB register array.

The generic format for the FCCOB parameter fields in NVM command mode is sholabia 4-26 The

return values are available for reading after the CCIF flag in the FSTAT register has been returned to 1 by
the Memory Controller. Writes to the unimplemented parameter fields (CCOBIX = 110 and CCOBIX =
111) are ignored with reads from these fields returning 0x0000.

Table 4-26shows the generic Flash command format. The high byte of the first word in the CCOB array
contains the command code, followed by the parameters for this specific Flash command. For details on
the FCCOB settings required by each command, see the Flash command descriftiotisrint.4.2

Table 4-26. FCCOB - NVM Command Mode (Typical Usage)

CCOBIX[2:0] Byte FCCOB Parameter Fields (NVM Command Mode)

HI FCMDJ[7:0] defining Flash command

000
LO 0, Global address [22:16]
HI Global address [15:8]

001
LO Global address [7:0]
HI Data 0 [15:8]

010
LO Data 0 [7:0]
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Table 4-26. FCCOB - NVM Command Mode (Typical Usage)

CCOBIX[2:0] Byte FCCOB Parameter Fields (NVM Command Mode)

HI Data 1 [15:8]

011
LO Data 1 [7:0]
HI Data 2 [15:8]

100
LO Data 2 [7:0]
HI Data 3 [15:8]

101
LO Data 3 [7:0]

4.3.2.12 EEE Tag Counter Register (ETAG)

The ETAG register contains the number of outstanding words in the buffer RAM EEE partition that need
to be programmed into the D-Flash EEE partition. The ETAG register is decremented prior to the related
tagged word being programmed into the D-Flash EEE partition. All tagged words have been programmed
into the D-Flash EEE patrtition once all bits in the ETAG register read 0 and the MGBUSY flag in the
FSTAT register reads 0.

Offset Module Base + 0x000C

7 6 5 4 3 2 1 0
R ETAG[15:8]
w | | |
Reset 0 0 0 0 0 0 0 0

I:I = Unimplemented or Reserved

Figure 4-18. EEE Tag Counter High Register (ETAGHI)

Offset Module Base + 0x000D

7 6 5 4 3 2 1 0
R ETAG[7:0]
w | | |
Reset 0 0 0 0 0 0 0 0

I:Iz Unimplemented or Reserved

Figure 4-19. EEE Tag Counter Low Register (ETAGLO)

All ETAG bits are readable but not writable and are cleared by the Memory Controller.

4.3.2.13 Flash ECC Error Results Register (FECCR)

The FECCR registers contain the result of a detected ECC fault for both single bit and double bit faults.
The FECCR register provides access to several ECC related fields as defined by the ECCRIX index bits
in the FECCRIX register (segection 4.3.2. 4 Once ECC fault information has been stored, no other fault
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Table 4-28. FECCR Index=000 Bit Descriptions

Field Description

15:8 ECC Parity Bits — Contains the 8 parity bits from the 72 bit wide P-Flash data word or the 6 parity bits,
PAR[7:0] allocated to PAR[5:0], from the 22 bit wide D-Flash word with PAR[7:6]=00.

7 Bus Source ldentifier — The XBUSOL1 bit determines whether the ECC error was caused by a read access
XBUSO1 from the CPU or XGATE.
0 ECC Error happened on the CPU access
1 ECC Error happened on the XGATE access

6-0 Global Address — The GADDR[22:16] field contains the upper seven bits of the global address having
GADDRJ[22:16] | caused the error.

The P-Flash word addressed by ECCRIX = 001 contains the lower 16 bits of the global address. The
following four words addressed by ECCRIX = 010 to 101 contain the 64-bit wide data phrase. The four
data words and the parity byte are the uncorrected data read from the P-Flash block.

The D-Flash word addressed by ECCRIX = 001 contains the lower 16 bits of the global address. The
uncorrected 16-bit data word is addressed by ECCRIX = 010.

4.3.2.14 Flash Option Register (FOPT)
The FOPT register is the Flash option register.

Offset Module Base + 0x0010

7 6 5 4 3 2 1 0
R NV[7:0]
W | | | |
Reset F F F F F F F F

I:I = Unimplemented or Reserved

Figure 4-22. Flash Option Register (FOPT)
All bits in the FOPT register are readable but are not writable.

During the reset sequence, the FOPT register is loaded from the Flash nonvolatile byte in the Flash
configuration field at global address Ox7F_FFOE located in P-Flash memory £bé2=4-3 as indicated

by reset condition F iRigure 4-22 If a double bit fault is detected while reading the P-Flash phrase
containing the Flash nonvolatile byte during the reset sequence, all bits in the FOPT register will be set.

Table 4-29. FOPT Field Descriptions

Field Description

7-0 Nonvolatile Bits — The NV[7:0] bits are available as nonvolatile bits. Refer to the device user guide for proper
NV[7:0] use of the NV bits.

4.3.2.15 Flash ReservedO Register (FRSV0)

This Flash register is reserved for factory testing.
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4.4  Functional Description

4.4.1 Flash Command Operations

Flash command operations are used to modify Flash memory contents or conbgure module resources for
EEE operation.

The next sections describe:

¥ How to write the FCLKDIV register that is used to generate a time base (FCLK) derived from
OSCCLK for Flash program and erase command operations

¥ The command write sequence used to set Flash command parameters and launch execution

¥ Valid Flash commands available for execution

4411 Writing the FCLKDIV Register

Prior to issuing any Flash program or erase command after a reset, the user is required to write the
FCLKDIV register to divide OSCCLK down to a target FCLK of 1 MHE&able 4-9shows recommended
values for the FDIV peld based on OSCCLK frequency.

NOTE

Programming or erasing the Flash memory cannot be performed if the bus
clock runs at less than 1 MHz. Setting FDIV too high can destroy the Flash
memory due to overstress. Setting FDIV too low can result in incomplete
programming or erasure of the Flash memory cells.

When the FCLKDIV register is written, the FDIVLD bit is set automatically. If the FDIVLD bit is O, the
FCLKDIV register has not been written since the last reset. If the FCLKDIV register has not been written,
any Flash program or erase command loaded during a command write sequence will not execute and the
ACCERR bit in the FSTAT register will set.

4.4.1.2 Command Write Sequence
The Memory Controller will launch all valid Flash commands entered using a command write sequence.

Before launching a command, the ACCERR and FPVIOL bits in the FSTAT register must be clear (see
Section 4.3.2.yand the CCIF flag should be tested to determine the status of the current command write
sequence. If CCIF is 0, the previous command write sequence is still active, a new command write
sequence cannot be started, and all writes to the FCCOB register are ignored.

CAUTION

Writes to any Flash register must be avoided while a Flash command is
active (CCIF=0) to prevent corruption of Flash register contents and
Memory Controller behavior.
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44.1.4

Table 4-31summarizes the valid P-Flash commands along with the effects of the commands on the P-

P-Flash Commands

Flash block and other resources within the Flash module.

Table 4-31. P-Flash Commands

FCMD Command Function on P-Flash Memory
0x01 Erase Verify All Verify that all P-Flash (and D-Flash) blocks are erased.
Blocks
0x02 Erase Verify Block | Verify that a P-Flash block is erased.
0%03 Erase Verify P- Verify that a given number of words starting at the address provided are erased.
Flash Section
Read a dedicated 64 byte field in the nonvolatile information register in P-Flash block 0
0x04 Read Once . .
that was previously programmed using the Program Once command.
0x05 Load Data Field Load data for simultaneous multiple P-Flash block operations.
i Program a phrase in a P-Flash block and any previously loaded phrases for any other P-
0x06 Program P-Flash Flash block (see Load Data Field command).
Program a dedicated 64 byte field in the nonvolatile information register in P-Flash block
0x07 Program Once .
0 that is allowed to be programmed only once.
Erase all P-Flash (and D-Flash) blocks.
0x08 Erase All Blocks An erase of all Flash blocks is only possible when the FPLDIS, FPHDIS, and FPOPEN
bits in the FPROT register and the EPDIS and EPOPEN bits in the EPROT register are
set prior to launching the command.
Erase a single P-Flash block.
Erase P-Flash . .
0x09 Block An erase of the full P-Flash block is only possible when FPLDIS, FPHDIS and FPOPEN
bits in the FPROT register are set prior to launching the command.
Erase P-Flash Erase all bytes in a P-Flash sector.
O0x0A
Sector
Supports a method of releasing MCU security by erasing all P-Flash (and D-Flash) blocks
0x08B Unsecure Flash and verifying that all P-Flash (and D-Flash) blocks are erased.
0x0C Verify Backdoor Supports a method of releasing MCU security by verifying a set of security keys.
Access Key
0XOD Set User Margin Specifies a user margin read level for all P-Flash blocks.
Level
OXOE Set Field Margin Specifies a field margin read level for all P-Flash blocks (special modes only).
Level
4.4.1.5 D-Flash and EEE Commands

Table 4-3Z2summarizes the valid D-Flash and EEE commands along with the effects of the commands on

the D-Flash block and EEE operation.

Table 4-32. D-Flash Commands

FCMD Command Function on D-Flash Memory

0x01 Erase Verify All Verify that all D-Flash (and P-Flash) blocks are erased.
Blocks

0x02 Erase Verify Block | Verify that the D-Flash block is erased.
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CAUTION

A Flash word or phrase must be in the erased state before being
programmed. Cumulative programming of bits within a Flash word or
phrase is not allowed.

44.2.1 Erase Verify All Blocks Command

The Erase Verify All Blocks command will verify that all P-Flash and D-Flash blocks have been erased.
Table 4-33. Erase Verify All Blocks Command FCCOB Requirements

CCOBIX[2:0] FCCOB Parameters

000 0x01 | Not required

Upon clearing CCIF to launch the Erase Verify All Blocks command, the Memory Controller will verify
that the entire Flash memory space is erased. The CCIF 3ag will set after the Erase Verify All Blocks
operation has completed.

Table 4-34. Erase Verify All Blocks Command Error Handling

Register Error Bit Error Condition
Set if CCOBIX][2:0] != 000 at command launch
ACCERR . - - .
Set if a Load Data Field command sequence is currently active
FSTAT FPVIOL None

MGSTAT1 Set if any errors have been encountered during the read®

MGSTATO Set if any non-correctable errors have been encountered during the read!

FERSTAT EPVIOLIF None
1. As tound in the memory map for FTMS512K3.

4422 Erase Verify Block Command

The Erase Verify Block command allows the user to verify that an entire P-Flash or D-Flash block has been
erased. The FCCOB upper global address bits determine which block must be veribed.

Table 4-35. Erase Verify Block Command FCCOB Requirements

CCOBIX[2:0] FCCOB Parameters

Global address [22:16] of the

000 0x02 Flash block to be verified.

Upon clearing CCIF to launch the Erase Verify Block command, the Memory Controller will verify that
the selected P-Flash or D-Flash block is erased. The CCIF 3ag will set after the Erase Verify Block
operation has completed.
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Table 4-36. Erase Verify Block Command Error Handling

Register Error Bit Error Condition

Set if CCOBIX[2:0] != 000 at command launch

ACCERR Set if a Load Data Field command sequence is currently active

Set if an invalid global address [22:16] is supplied®
FPVIOL None

FSTAT

MGSTAT1 Set if any errors have been encountered during the read®

MGSTATO Set if any non-correctable errors have been encountered during the read?
FERSTAT EPVIOLIF None

T.As defined by the memory map for FTM5I2K3.

2. As found in the memory map for FTM512K3.

4.4.2.3 Erase Verify P-Flash Section Command

The Erase Verify P-Flash Section command will verify that a section of code in the P-Flash memory is
erased. The Erase Verify P-Flash Section command defines the starting point of the code to be verified and

the number of phrases. The section to be verified cannot cross a 256 Kbyte boundary in the P-Flash
memory space.

Table 4-37. Erase Verify P-Flash Section Command FCCOB Requirements

CCOBIX[2:0] FCCOB Parameters
Global address [22:16] of
000 0x03 a P-Flash block
001 Global address [15:0] of the first phrase to be verified
010 Number of phrases to be verified

Upon clearing CCIF to launch the Erase Verify P-Flash Section command, the Memory Controller will

verify the selected section of Flash memory is erased. The CCIF 3ag will set after the Erase Verify P-Flash
Section operation has completed.
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Table 4-38. Erase Verify P-Flash Section Command Error Handling

Register Error Bit Error Condition
Set if CCOBIX[2:0] != 010 at command launch
Set if a Load Data Field command sequence is currently active
Set if command not available in current mode (see Table 4-30)
ACCERR
Set if an invalid global address [22:0] is supplied®
FSTAT Set if a misaligned phrase address is supplied (global address [2:0] != 000)
Set if the requested section crosses a 256 Kbyte boundary
FPVIOL None
MGSTAT1 Set if any errors have been encountered during the read®
MGSTATO Set if any non-correctable errors have been encountered during the read?
FERSTAT EPVIOLIF None

T. AS defined by t

€ memory map for FTM512K3.
2. As found in the memory map for FTM512K3.

4.4.2.4 Read Once Command

The Read Once command provides read access to a reserved 64 byte field (8 phrases) located in the
nonvolatile information register of P-Flash block 0. The Read Once field is programmed using the
Program Once command describe&attion 4.4.2..7The Read Once command must not be executed
from the Flash block containing the Program Once reserved field to avoid code runaway.

Table 4-39. Read Once Command FCCOB Requirements

CCOBIX[2:0] FCCOB Parameters
000 0x04 Not Required
001 Read Once phrase index (0x0000 - 0x0007)
010 Read Once word 0 value
011 Read Once word 1 value
100 Read Once word 2 value
101 Read Once word 3 value

Upon clearing CCIF to launch the Read Once command, a Read Once phrase is fetched and stored in the
FCCOB indexed register. The CCIF 3ag will set after the Read Once operation has completed. Valid
phrase index values for the Read Once command range from 0x0000 to 0x0007. During execution of the
Read Once command, any attempt to read addresses within P-Flash block O will return invalid data.
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Table 4-40. Read Once Command Error Handling

Register Error Bit Error Condition

Set if CCOBIX[2:0] != 001 at command launch

Set if a Load Data Field command sequence is currently active
ACCERR

Set if command not available in current mode (see Table 4-30)

FSTAT Set if an invalid phrase index is supplied
FPVIOL None

MGSTAT1 Set if any errors have been encountered during the read

MGSTATO Set if any non-correctable errors have been encountered during the read

FERSTAT EPVIOLIF None

4.4.2.5 Load Data Field Command

The Load Data Field command is executed to provide FCCOB parameters for multiple P-Flash blocks for
a future simultaneous program operation in the P-Flash memory space.

Table 4-41. Load Data Field Command FCCOB Requirements

CCOBIX[2:0] FCCOB Parameters
001 Global address [15:0] of phrase location to be programmed(l)
010 Word 0
011 Word 1
100 Word 2
101 Word 3

1. Global address [2:0] must be 000

Upon clearing CCIF to launch the Load Data Field command, the FCCOB registers will be transferred to
the Memory Controller and be programmed in the block specibed at the global address given with a future
Program P-Flash command launched on a P-Flash block. The CCIF Rag will set after the Load Data Field
operation has completed. Note that once a Load Data Field command sequence has been initiated, the Load
Data Field command sequence will be cancelled if any command other than Load Data Field or the future
Program P-Flash is launched. Similarly, if an error occurs after launching a Load Data Field or Program
P-Flash command, the associated Load Data Field command sequence will be cancelled.
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Table 4-42. Load Data Field Command Error Handling

Register Error Bit Error Condition

Set if CCOBIX[2:0] != 101 at command launch

Set if command not available in current mode (see Table 4-30)

Set if an invalid global address [22:0] is supplied®

Set if a misaligned phrase address is supplied (global address [2:0] != 000
ACCERR g p pp (9 [2:0] )

Set if a Load Data Field command sequence is currently active and the selected

FSTAT block has previously been selected in the same command sequence

Set if a Load Data Field command sequence is currently active and global
address [17:0] does not match that previously supplied in the same command
sequence

FPVIOL Set if the global address [22:0] points to a protected area
MGSTAT1 None
MGSTATO None

FERSTAT EPVIOLIF None
T As defined by the memory map for FTM512K3.

4.4.2.6 Program P-Flash Command

The Program P-Flash operation will program a previously erased phrase in the P-Flash memory using an
embedded algorithm.

CAUTION

A P-Flash phrase must be in the erased state before being programmed.
Cumulative programming of bits within a Flash phrase is not allowed.

Table 4-43. Program P-Flash Command FCCOB Requirements

CCOBIX[2:0] FCCOB Parameters
000 0x06 © li(c)it;ilti?; gfés[ﬁ ﬁﬁ(to
001 Global address [15:0] of phrase location to be programmed(l)
010 Word 0 program value
011 Word 1 program value
100 Word 2 program value
101 Word 3 program value

1. Global address [Z:0] must be 000

Upon clearing CCIF to launch the Program P-Flash command, the Memory Controller will program the
data words to the supplied global address and will then proceed to verify the data words read back as
expected. The CCIF 3ag will set after the Program P-Flash operation has completed.

MC9S12XF - Family Reference Manual, Rev.1.20 |

172 Freescale Semiconductor



Chapter 4 384 KByte Flash Module (S12XFTM384K2V1)

Table 4-44. Program P-Flash Command Error Handling

Register Error Bit Error Condition

Set if CCOBIX[2:0] != 101 at command launch

Set if command not available in current mode (see Table 4-30)

Set if an invalid global address [22:0] is supplied®

Set if a misaligned phrase address is supplied (global address [2:0] != 000
ACCERR g p pp (9 [2:0] )

Set if a Load Data Field command sequence is currently active and the selected
block has previously been selected in the same command sequence

FSTAT Set if a Load Data Field command sequence is currently active and global
address [17:0] does not match that previously supplied in the same command
sequence

FPVIOL Set if the global address [22:0] points to a protected area
MGSTAT1 Set if any errors have been encountered during the verify operation
MGSTATO Set if any non-correctable errors have been encountered during the verify
operation
FERSTAT EPVIOLIF None

1. As defined by the memory map for FTM512K3.

4.4.2.7 Program Once Command

The Program Once command restricts programming to a reserved 64 byte field (8 phrases) in the
nonvolatile information register located in P-Flash block 0. The Program Once reserved field can be read
using the Read Once command as describ&aation 4.4.2.4The Program Once command must only

be issued once since the nonvolatile information register in P-Flash block O cannot be erased. The Program
Once command must not be executed from the Flash block containing the Program Once reserved field to
avoid code runaway.

Table 4-45. Program Once Command FCCOB Requirements

CCOBIX[2:0] FCCOB Parameters
000 0x07 Not Required
001 Program Once phrase index (0x0000 - 0x0007)
010 Program Once word 0 value
011 Program Once word 1 value
100 Program Once word 2 value
101 Program Once word 3 value

Upon clearing CCIF to launch the Program Once command, the Memory Controller prst veribes that the
selected phrase is erased. If erased, then the selected phrase will be programmed and then veribed with
read back. The CCIF Rag will remain clear, setting only after the Program Once operation has completed.

The reserved nonvolatile information register accessed by the Program Once command cannot be erased
and any attempt to program one of these phrases a second time will not be allowed. Valid phrase index
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values for the Program Once command range from 0x0000 to 0x0007. During execution of the Program
Once command, any attempt to read addresses within P-Flash block O will return invalid data.

Table 4-46. Program Once Command Error Handling

Register Error Bit Error Condition

Set if CCOBIX][2:0] != 101 at command launch

Set if a Load Data Field command sequence is currently active

ACCERR Set if command not available in current mode (see Table 4-30)

Set if an invalid phrase index is supplied

FSTAT Set if the requested phrase has already been programmed(®
FPVIOL None
MGSTAT1 Set if any errors have been encountered during the verify operation
MGSTATO is;:;filgz non-correctable errors have been encountered during the verify
FERSTAT EPVIOLIF None

I Tf a Program Once phrase Is initially programmed to OXFFFF_FFFF_FFFF_FFFF, the Program Once command will
be allowed to execute again on that same phrase.

4.4.2.8 Erase All Blocks Command

The Erase All Blocks operation will erase the entire P-Flash and D-Flash memory space including the EEE
nonvolatile information register.

Table 4-47. Erase All Blocks Command FCCOB Requirements

CCOBIX[2:0] FCCOB Parameters

000 0x08 Not required

Upon clearing CCIF to launch the Erase All Blocks command, the Memory Controller will erase the entire
Flash memory space and verify that it is erased. If the Memory Controller veribes that the entire Flash
memory space was properly erased, security will be released. During the execution of this command
(CCIF=0) the user must not write to any Flash module register. The CCIF 3ag will set after the Erase All
Blocks operation has completed.
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Table 4-48. Erase All Blocks Command Error Handling

Register Error Bit Error Condition

Set if CCOBIX[2:0] != 000 at command launch

ACCERR Set if a Load Data Field command sequence is currently active

Set if command not available in current mode (see Table 4-30)

FSTAT FPVIOL Set if any area of the P-Flash memory is protected

MGSTAT1 Set if any errors have been encountered during the verify operation(l)

Set if any non-correctable errors have been encountered during the verify

MGSTATO .
operation

FERSTAT EPVIOLIF Set if any area of the buffer RAM EEE partition is protected
1. As found in the memory map for FTM512K3.

4.4.2.9 Erase P-Flash Block Command

The Erase P-Flash Block operation will erase all addresses in a P-Flash block.
Table 4-49. Erase P-Flash Block Command FCCOB Requirements

CCOBIX[2:0] FCCOB Parameters
Global address [22:16] to
000 0x09 identify P-Flash block
001 Global address [15:0] in P-Flash block to be erased

Upon clearing CCIF to launch the Erase P-Flash Block command, the Memory Controller will erase the
selected P-Flash block and verify that it is erased. The CCIF 3ag will set after the Erase P-Flash Block
operation has completed.

Table 4-50. Erase P-Flash Block Command Error Handling

Register Error Bit Error Condition

Set if CCOBIX][2:0] != 001 at command launch

Set if a Load Data Field command sequence is currently active
ACCERR

Set if command not available in current mode (see Table 4-30)

Set if an invalid global address [22:16] is supplied(l)

FSTAT
FPVIOL Set if an area of the selected P-Flash block is protected
MGSTAT1 Set if any errors have been encountered during the verify operation(z)
MGSTATO Set if a_myznon-correctable errors have been encountered during the verify
operation
FERSTAT EPVIOLIF None

T.As defined by the memory map for FTM5I2K3.
2. As found in the memory map for FTM512K3.
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44210 Erase P-Flash Sector Command

The Erase P-Flash Sector operation will erase all addresses in a P-Flash sector.
Table 4-51. Erase P-Flash Sector Command FCCOB Requirements

CCOBIX[2:0] FCCOB Parameters

Global address [22:16] to identify

000 Ox0A P-Flash block to be erased

Global address [15:0] anywhere within the sector to be erased.

001 Refer to Section 4.1.2.1 for the P-Flash sector size.

Upon clearing CCIF to launch the Erase P-Flash Sector command, the Memory Controller will erase the
selected Flash sector and then verify that it is erased. The CCIF 3ag will be set after the Erase P-Flash
Sector operation has completed.

Table 4-52. Erase P-Flash Sector Command Error Handling

Register Error Bit Error Condition

Set if CCOBIX][2:0] != 001 at command launch

Set if a Load Data Field command sequence is currently active

ACCERR Set if command not available in current mode (see Table 4-30)

Set if an invalid global address [22:16] is supplied(l)

FSTAT Set if a misaligned phrase address is supplied (global address [2:0] != 000)

FPVIOL Set if the selected P-Flash sector is protected

MGSTAT1 Set if any errors have been encountered during the verify operation

Set if any non-correctable errors have been encountered during the verify

MGSTATO .
operation

FERSTAT EPVIOLIF None
1. As defined by the memory map for FTM512K3.

44211 Unsecure Flash Command

The Unsecure Flash command will erase the entire P-Flash and D-Flash memory space and, if the erase is
successful, will release security.

Table 4-53. Unsecure Flash Command FCCOB Requirements

CCOBIX[2:0] FCCOB Parameters

000 0x0B | Not required

Upon clearing CCIF to launch the Unsecure Flash command, the Memory Controller will erase the entire
P-Flash and D-Flash memory space and verify that it is erased. If the Memory Controller veribes that the
entire Flash memory space was properly erased, security will be released. If the erase verify is not

successful, the Unsecure Flash operation sets MGSTAT1 and terminates without changing the security
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state. During the execution of this command (CCIF=0) the user must not write to any Flash module
register. The CCIF 3ag is set after the Unsecure Flash operation has completed.

Table 4-54. Unsecure Flash Command Error Handling

Register Error Bit Error Condition

Set if CCOBIX][2:0] != 000 at command launch

ACCERR Set if a Load Data Field command sequence is currently active

Set if command not available in current mode (see Table 4-30)

FSTAT FPVIOL Set if any area of the P-Flash memory is protected

MGSTAT1 Set if any errors have been encountered during the verify operation(l)

Set if any non-correctable errors have been encountered during the verify

MGSTATO |
operation

FERSTAT EPVIOLIF Set if any area of the buffer RAM EEE partition is protected
T AsTfound in the memory map for FTM5IZK3.

4.4.2.12 Verify Backdoor Access Key Command

The Verify Backdoor Access Key command will only execute if it is enabled by the KEYEN bits in the
FSEC register (seBable 4-1). The Verify Backdoor Access Key command releases security if user-
supplied keys match those stored in the Flash security bytes of the Flash configuration fieddésée

3). The Verify Backdoor Access Key command must not be executed from the Flash block containing the
backdoor comparison key to avoid code runaway.

Table 4-55. Verify Backdoor Access Key Command FCCOB Requirements

CCOBIX[2:0] FCCOB Parameters
000 0x0C Not required
001 Key 0
010 Key 1
011 Key 2
100 Key 3

Upon clearing CCIF to launch the Verify Backdoor Access Key command, the Memory Controller will
check the FSEC KEYEN bits to verify that this command is enabled. If not enabled, the Memory
Controller sets the ACCERR bit in the FSTAT register and terminates. If the command is enabled, the
Memory Controller compares the key provided in FCCOB to the backdoor comparison key in the Flash
conbguration Peld with Key 0 compared to 0x7F_FFO0O0, etc. If the backdoor keys match, security will be
released. If the backdoor keys do not match, security is not released and all future attempts to execute the
Verify Backdoor Access Key command are aborted (set ACCERR) until a reset occurs. The CCIF flag is
set after the Verify Backdoor Access Key operation has completed.
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Table 4-56. Verify Backdoor Access Key Command Error Handling

Register Error Bit Error Condition

Set if CCOBIX[2:0] != 100 at command launch

Set if a Load Data Field command sequence is currently active

ACCERR Set if an incorrect backdoor key is supplied

Set if backdoor key access has not been enabled (KEYEN[1:0] != 10, see
ESTAT Section 4322)

Set if the backdoor key has mismatched since the last reset
FPVIOL None

MGSTAT1 None

MGSTATO None

FERSTAT EPVIOLIF None

4.4.2.13 Set User Margin Level Command

The Set User Margin Level command causes the Memory Controller to set the margin level for future read
operations of a specific P-Flash or D-Flash block.

Table 4-57. Set User Margin Level Command FCCOB Requirements

CCOBIX[2:0] FCCOB Parameters
000 00D Global address [22:16] to identify the
Flash block
001 Margin level setting

Upon clearing CCIF to launch the Set User Margin Level command, the Memory Controller will set the
user margin level for the targeted block and then set the CCIF Rag.

Valid margin level settings for the Set User Margin Level command are debneolém-58
Table 4-58. Valid Set User Margin Level Settings

CCOB

(CCOBIX=001) Level Description

0x0000 Return to Normal Level
0x0001 User Margin-1 Level®
0x0002 User Margin-0 Level®

T Read margin to the erased state
2. Read margin to the programmed state
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Table 4-59. Set User Margin Level Command Error Handling

Register Error Bit Error Condition

Set if CCOBIX[2:0] != 001 at command launch

Set if a Load Data Field command sequence is currently active

ACCERR Set if command not available in current mode (see Table 4-30)

Set if an invalid global address [22:16] is supplied®
FSTAT

Set if an invalid margin level setting is supplied
FPVIOL None

MGSTAT1 None

MGSTATO None

FERSTAT EPVIOLIF  |None
T. As defined by the memory map for FTM5I2K3.

NOTE

User margin levels can be used to check that Flash memory contents have
adequate margin for normal level read operations. If unexpected results are
encountered when checking Flash memory contents at user margin levels, a
potential loss of information has been detected.

4.4.2.14 Set Field Margin Level Command

The Set Field Margin Level command, valid in special modes only, causes the Memory Controller to set
the margin level specified for future read operations of a specific P-Flash or D-Flash block.

Table 4-60. Set Field Margin Level Command FCCOB Requirements

CCOBIX[2:0] FCCOB Parameters
000 OXOE Global address [22:16] to identify the Flash
block
001 Margin level setting

Upon clearing CCIF to launch the Set Field Margin Level command, the Memory Controller will set the
Peld margin level for the targeted block and then set the CCIF 3ag.

Valid margin level settings for the Set Field Margin Level command are debmefdlin4-61
Table 4-61. Valid Set Field Margin Level Settings

CCOB

(CCOBIX=001) Level Description

0x0000 Return to Normal Level
0x0001 User Margin-1 Level®
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Table 4-61. Valid Set Field Margin Level Settings

CCOB N
(CCOBIX=001) Level Description
0x0002 User Margin-0 Level®
0x0003 Field Margin-1 Level*
0x0004 Field Margin-0 Level?

T Read margin to the erased siate
2. Read margin to the programmed state

Table 4-62. Set Field Margin Level Command Error Handling

Register Error Bit Error Condition
Set if CCOBIX][2:0] != 001 at command launch
Set if a Load Data Field command sequence is currently active
ACCERR Set if command not available in current mode (see Table 4-30)
Set if an invalid global address [22:16] is supplied(l)
FSTAT
Set if an invalid margin level setting is supplied
FPVIOL None
MGSTAT1 None
MGSTATO None
FERSTAT EPVIOLIF None

1. As defined by tt

1€ memory map for FTM512K3.

CAUTION

Field margin levels must only be used during verify of the initial factory

pro

gramming.

NOTE

Field margin levels can be used to check that Flash memory contents have
adequate margin for data retention at the normal level setting. If unexpected
results are encountered when checking Flash memory contents at beld
margin levels, the Flash memory contents should be erased and
reprogrammed.

4.4.2.15 Full Partition D-Flash Command

The Full Partition D-Flash command allows the user to allocate sectors within the D-Flash block for
applications and a partition within the buffer RAM for EEPROM access. The D-Flash block consists of

128 sectors with 256 bytes per sector.
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Table 4-63. Full Partition D-Flash Command FCCOB Requirements

CCOBIX[2:0] FCCOB Parameters
000 OxOF Not required
001 Number of 256 byte sectors for the D-Flash user partition (DFPART)
010 Number of 256 byte sectors for buffer RAM EEE partition (ERPART)

Upon clearing CCIF to launch the Full Partition D-Flash command, the following actions are taken to

debne a partition within the D-Flash block for direct access (DFPART) and a partition within the buffer

RAM for EEE use (ERPART):
¥ \Validate the DFPART and ERPART values provided:

N DFPART <= 128 (maximum number of 256 byte sectors in D-Flash block)

N ERPART <= 16 (maximum number of 256 byte sectors in buffer RAM)

N If ERPART > 0, 128 - DFPART >= 12 (minimum number of 256 byte sectors in the D-Flash
block required to support EEE)

N If ERPART > 0, ((128-DFPART)/ERPART) >= 8 (minimum ratio of D-Flash EEE space to
buffer RAM EEE space to support EEE)

Erase the D-Flash block and the EEE nonvolatile information register

¥ Program DFPART to the EEE nonvolatile information register at global address 0x12_0000 (see
Table 4-7

¥ Program a duplicate DFPART to the EEE nonvolatile information register at global address
0x12_0002 (seéable 4-7

¥ Program ERPART to the EEE nonvolatile information register at global address 0x12_0004 (see
Table 4-7

¥ Program a duplicate ERPART to the EEE nonvolatile information register at global address
0x12_0006 (se@able 4-7

The D-Flash user partition will start at global address 0x10_0000. The buffer RAM EEE patrtition will end
at global address 0x13_FFFF. After the Full Partition D-Flash operation has completed, the CCIF 3ag will
set.

H

Running the Full Partition D-Flash command a second time will result in the previous partition values and
the entire D-Flash memory being erased. The data value written corresponds to the number of 256 byte
sectors allocated for either direct D-Flash access (DFPART) or buffer RAM EEE access (ERPART).
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Table 4-64. Full Partition D-Flash Command Error Handling

Register Error Bit Error Condition
Set if CCOBIX[2:0] != 010 at command launch
Set if a Load Data Field command sequence is currently active
ACCERR
Set if command not available in current mode (see Table 4-30)
FSTAT Set if an invalid DFPART or ERPART selection is supplied
FPVIOL None
MGSTAT1 Set if any errors have been encountered during the read
MGSTATO Set if any non-correctable errors have been encountered during the read
FERSTAT EPVIOLIF None

4.4.2.16 Erase Verify D-Flash Section Command

The Erase Verify D-Flash Section command will verify that a section of code in the D-Flash user partition
is erased. The Erase Verify D-Flash Section command defines the starting point of the data to be verified

and the number of words.

Upon clearing CCIF to launch the Erase Verify D-Flash Section command, the Memory Controller will
verify the selected section of D-Flash memory is erased. The CCIF 3ag will set after the Erase Verify D-

CCOBIX[2:0] FCCOB Parameters
Global address [22:16] to
000 0x10 identify the D-Flash block
001 Global address [15:0] of the first word to be verified
010 Number of words to be verified

Flash Section operation has completed.
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Table 4-66. Erase Verify D-Flash Section Command Error Handling

Register Error Bit Error Condition

Set if CCOBIX[2:0] != 010 at command launch

Set if a Load Data Field command sequence is currently active

Set if command not available in current mode (see Table 4-30)

ACCERR Set if an invalid global address [22:0] is supplied

Set if a misaligned word address is supplied (global address [0] != 0)

FSTAT Set if the global address [22:0] points to an area of the D-Flash EEE partition
Set if the requested section breaches the end of the D-Flash block or goes into
the D-Flash EEE partition

FPVIOL None
MGSTAT1 Set if any errors have been encountered during the read
MGSTATO Set if any non-correctable errors have been encountered during the read
FERSTAT EPVIOLIF None

4.4.2.17 Program D-Flash Command

The Program D-Flash operation programs one to four previously erased words in the D-Flash user
partition. The Program D-Flash operation will confirm that the targeted location(s) were successfully
programmed upon completion.
CAUTION
A Flash word must be in the erased state before being programmed.
Cumulative programming of bits within a Flash word is not allowed.

Table 4-67. Program D-Flash Command FCCOB Requirements

CCOBIX[2:0] FCCOB Parameters
001 Global address [15:0] of word to be programmed
010 Word 0 program value
011 Word 1 program value, if desired
100 Word 2 program value, if desired
101 Word 3 program value, if desired

Upon clearing CCIF to launch the Program D-Flash command, the user-supplied words will be transferred
to the Memory Controller and be programmed. The CCOBIX index value at Program D-Flash command
launch determines how many words will be programmed in the D-Flash block. No protection checks are
made in the Program D-Flash operation on the D-Flash block, only access error checks. The CCIF 3ag is
set when the operation has completed.
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Table 4-68. Program D-Flash Command Error Handling

Register

Error Bit

Error Condition

FSTAT

ACCERR

Set if CCOBIX[2:0] < 010 at command launch

Set if CCOBIX[2:0] > 101 at command launch

Set if a Load Data Field command sequence is currently active

Set if command not available in current mode (see Table 4-30)

Set if an invalid global address [22:0] is supplied

Set if a misaligned word address is supplied (global address [0] != 0)

Set if the global address [22:0] points to an area in the D-Flash EEE partition

Set if the requested group of words breaches the end of the D-Flash block or goes
into the D-Flash EEE partition

FPVIOL

None

MGSTAT1

Set if any errors have been encountered during the verify operation

MGSTATO

Set if any non-correctable errors have been encountered during the verify
operation

FERSTAT

EPVIOLIF

None

4.4.2.18 Erase D-Flash Sector Command

The Erase D-Flash Sector operation will erase all addresses in a sector of the D-Flash user partition.

Upon clearing CCIF to launch the Erase D-Flash Sector command, the Memory Controller will erase the
selected Flash sector and verify that it is erased. The CCIF 3ag will set after the Erase D-Flash Sector

Table 4-69. Erase D-Flash Sector Command FCCOB Requirements

CCOBIX[2:0] FCCOB Parameters
Global address [22:16] to identify
000 Ox12 D-Flash block
001 Global address [15:0] anywhere within the sector to be erased.

See Section 4.1.2.2 for D-Flash sector size.

operation has completed.
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Table 4-70. Erase D-Flash Sector Command Error Handling

Register Error Bit Error Condition

Set if CCOBIX[2:0] != 001 at command launch

Set if a Load Data Field command sequence is currently active

Set if command not available in current mode (see Table 4-30)
ACCERR

Set if an invalid global address [22:0] is supplied

Set if a misaligned word address is supplied (global address [0] != 0)

FSTAT
Set if the global address [22:0] points to the D-Flash EEE partition
FPVIOL None
MGSTAT1 Set if any errors have been encountered during the verify operation
MGSTATO Set if any non-correctable errors have been encountered during the verify
operation
FERSTAT EPVIOLIF None

44219 Enable EEPROM Emulation Command

The Enable EEPROM Emulation command causes the Memory Controller to enable EEE activity. EEE
activity is disabled after any reset.

Table 4-71. Enable EEPROM Emulation Command FCCOB Requirements

CCOBIX[2:0] FCCOB Parameters

000 0x13 Not required

Upon clearing CCIF to launch the Enable EEPROM Emulation command, the CCIF R3ag will set after the
Memory Controller enables EEE operations using the contents of the EEE tag RAM and tag counter. The
Full Partition D-Flash or the Partition D-Flash command must be run prior to launching the Enable
EEPROM Emulation command.

Table 4-72. Enable EEPROM Emulation Command Error Handling

Register Error Bit Error Condition

Set if CCOBIX[2:0] != 000 at command launch

ACCERR Set if a Load Data Field command sequence is currently active

Set if Full Partition D-Flash or Partition D-Flash command not previously run

FSTAT
FPVIOL None
MGSTAT1 None
MGSTATO None
FERSTAT EPVIOLIF None
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44.2.20 Disable EEPROM Emulation Command

The Disable EEPROM Emulation command causes the Memory Controller to suspend current EEE
activity.

Table 4-73. Disable EEPROM Emulation Command FCCOB Requirements

CCOBIX[2:0] FCCOB Parameters

000 0x14 Not required

Upon clearing CCIF to launch the Disable EEPROM Emulation command, the Memory Controller will
halt EEE operations at the next convenient point without clearing the EEE tag RAM or tag counter before
setting the CCIF Rag.

Table 4-74. Disable EEPROM Emulation Command Error Handling

Register Error Bit Error Condition

Set if CCOBIX][2:0] != 000 at command launch

ACCERR Set if a Load Data Field command sequence is currently active

Set if Full Partition D-Flash or Partition D-Flash command not previously run

FSTAT
FPVIOL None
MGSTAT1 None
MGSTATO None
FERSTAT EPVIOLIF None

4.4.2.21 EEPROM Emulation Query Command

The EEPROM Emulation Query command returns EEE partition and status variables.
Table 4-75. EEPROM Emulation Query Command FCCOB Requirements

CCOBIX[2:0] FCCOB Parameters
000 0x15 Not required
001 Return DFPART
010 Return ERPART
011 Return ECOUNT®
100 Return Dead Sector Count | Return Ready Sector Count

1. Indicates sector erase count

Upon clearing CCIF to launch the EEPROM Emulation Query command, the CCIF 3ag will set after the
EEE partition and status variables are stored in the FCCOBIX register.If the Emulation Query command
is executed prior to partitioning (Partition D-Flash Comm&adtion 4.4.2.1% the following reset values

are returned: DFPART = 0x_FFFF, ERPART = 0x_FFFF, ECOUNT = Ox_FFFF, Dead Sector Count =
0x_00, Ready Sector Count = 0x_00.
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Table 4-76. EEPROM Emulation Query Command Error Handling

Register Error Bit Error Condition

Set if CCOBIX[2:0] != 000 at command launch

ACCERR Set if a Load Data Field command sequence is currently active

Set if command not available in current mode (see Table 4-30)

FSTAT
FPVIOL None
MGSTAT1 None
MGSTATO None
FERSTAT EPVIOLIF None

4.4.2.22 Partition D-Flash Command

The Partition D-Flash command allows the user to allocate sectors within the D-Flash block for
applications and a partition within the buffer RAM for EEPROM access. The D-Flash block consists of
128 sectors with 256 bytes per sector. The Erase All Blocks command must be run prior to launching the
Partition D-Flash command.

Table 4-77. Partition D-Flash Command FCCOB Requirements

CCOBIX[2:0] FCCOB Parameters
000 0x20 Not required
001 Number of 256 byte sectors for the D-Flash user partition (DFPART)
010 Number of 256 byte sectors for buffer RAM EEE partition (ERPART)

Upon clearing CCIF to launch the Partition D-Flash command, the following actions are taken to debne a
partition within the D-Flash block for direct access (DFPART) and a partition within the buffer RAM for

EEE use (ERPART):
¥ \Validate the DFPART and ERPART values provided:
N DFPART <= 128 (maximum number of 256 byte sectors in D-Flash block)
ERPART <= 16 (maximum number of 256 byte sectors in buffer RAM)
If ERPART > 0, 128 - DFPART >= 12 (minimum number of 256 byte sectors in the D-Flash
block required to support EEE)

N If ERPART > 0, ((128-DFPART)/ERPART) >= 8 (minimum ratio of D-Flash EEE space to
buffer RAM EEE space to support EEE)

Erase verify the D-Flash block and the EEE nonvolatile information register
¥ Program DFPART to the EEE nonvolatile information register at global address 0x12_0000 (see
Table 4-7

N
N

+
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¥ Program a duplicate DFPART to the EEE nonvolatile information register at global address
0x12_0002 (se@able 4-7

¥ Program ERPART to the EEE nonvolatile information register at global address 0x12_ 0004 (see
Table 4-7

¥ Program a duplicate ERPART to the EEE nonvolatile information register at global address
0x12_0006 (se@able 4-7

The D-Flash user partition will start at global address 0x10_0000. The buffer RAM EEE partition will end
at global address 0x13_FFFF. After the Partition D-Flash operation has completed, the CCIF 3ag will set.

Running the Partition D-Flash command a second time will result in the ACCERR bit within the FSTAT
register being set. The data value written corresponds to the number of 256 byte sectors allocated for either
direct D-Flash access (DFPART) or buffer RAM EEE access (ERPART).

Table 4-78. Partition D-Flash Command Error Handling

Register Error Bit Error Condition

Set if CCOBIX[2:0] != 010 at command launch

Set if a Load Data Field command sequence is currently active

ACCERR Set if command not available in current mode (see Table 4-30)

Set if partitions have already been defined

FSTAT
Set if an invalid DFPART or ERPART selection is supplied
FPVIOL None
MGSTAT1 Set if any errors have been encountered during the read
MGSTATO Set if any non-correctable errors have been encountered during the read
FERSTAT EPVIOLIF None
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(Ox7F_FFOF). The Verify Backdoor Access Key command sequence has no effect on the program and
erase protections debned in the Flash protection register, FPROT.

45.2 Unsecuring the MCU in Special Single Chip Mode using BDM

The MCU can be unsecured in special single chip mode by erasing the P-Flash and D-Flash memory by
one of the following methods:

¥ Resetthe MCU into special single chip mode, delay while the erase test is performed by the BDM,
send BDM commands to disable protection in the P-Flash and D-Flash memory, and execute the
Erase All Blocks command write sequence to erase the P-Flash and D-Flash memory.

¥ Reset the MCU into special expanded wide mode, disable protection in the P-Flash and D-Flash
memory and run code from external memory to execute the Erase All Blocks command write
sequence to erase the P-Flash and D-Flash memory.

After the CCIF Rag sets to indicate that the Erase All Blocks operation has completed, reset the MCU into
special single chip mode. The BDM will execute the Erase Verify All Blocks command write sequence to
verify that the P-Flash and D-Flash memory is erased. If the P-Flash and D-Flash memory are verified as
erased the MCU will be unsecured. All BDM commands will be enabled and the Flash security byte may
be programmed to the unsecure state by the following method:

¥ Send BDM commands to execute a OProgram P-FlashO command sequence to program the Flas
security byte to the unsecured state and reset the MCU.

45.3 Mode and Security Effects on Flash Command Availability

The availability of Flash module commands depends on the MCU operating mode and security state as
shown inTable 4-30

4.6 Initialization

On each system reset the Flash module executes a reset sequence which establishes initial values for the
Flash Block Configuration Parameters, the FPROT and DFPROT protection registers, and the FOPT and
FSEC registers. The Flash module reverts to built-in default values that leave the module in a fully
protected and secured state if errors are encountered during execution of the reset sequence. If a double bit
fault is detected during the reset sequence, both MGSTAT bits in the FSTAT register will be set. The
ACCERR bit in the FSTAT register is set if errors are encountered while initializing the EEE buffer ram
during the reset sequence.

CCIF remains clear throughout the reset sequence. The Flash module holds off all CPU access for the
initial portion of the reset sequence. While Flash reads are possible when the hold is removed, writes to
the FCCOBIX, FCCOBHI, and FCCOBLO registers are ignored to prevent command activity while the
Memory Controller remains busy. Completion of the reset sequence is marked by setting CCIF high which
enables writes to the FCCOBIX, FCCOBHI, and FCCOBLO registers to launch any available Flash
command.

If a reset occurs while any Flash command is in progress, that command will be immediately aborted. The
state of the word being programmed or the sector/block being erased is not guaranteed.
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Revision History

Revision | Revision -
Number Date Author Description of Changes
01.05 19-Jul-06 All xclks info was removed
02.00 | 04-Aug-06 incremented revision to match the design system spec revision

5.1 Introduction

The Pierce oscillator (XOSC) module provides a robust, low-noise and low-power clock source. The
module will be operated from thedbp, | supply rail (1.8 V nominal) and require the minimum number
of external components. It is designed for optimal start-up margin with typical crystal oscillators.

5.1.1 Features
The XOSC will contain circuitry to dynamically control current gain in the output amplitude. This ensures
a signal with low harmonic distortion, low power and good noise immunity.
¥ High noise immunity due to input hysteresis
Low RF emissions with peak-to-peak swing limited dynamically
Transconductance (gm) sized for optimum start-up margin for typical oscillators
Dynamic gain control eliminates the need for external current limiting resistor
Integrated resistor eliminates the need for external bias resistor in loop controlled Pierce mode.
Low power consumption:
N Operates from 1.8 V (nominal) supply
N Amplitude control limits power
¥  Clock monitor

K K K K K

5.1.2 Modes of Operation

Two modes of operation exist:
1. Loop controlled Pierce (LCP) oscillator
2. External square wave mode featuring also full swing Pierce (FSP) without internal bias resistor

The oscillator mode selection is described in the Device Overview section, subsection Oscillator
Conpbguration.
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5.1.3 Block Diagram
Figure 5-1shows a block diagram of the XOSC.

Monitor_Failure
Clock .
Monitor
OSCCLK
Peak
Detector Gain Control
Y QVDDPLL =18V
Rf
VAN
EXTAL XTAL
Il |l
||:||

v v

Figure 5-1. XOSC Block Diagram

5.2  External Signal Description

This section lists and describes the signals that connect off chip

5.2.1 VDDPLL and VSSPLL — Operating and Ground Voltage Pins
Theses pins provides operating voltagg$¥, ) and ground (¥gpy () for the XOSC circuitry. This
allows the supply voltage to the XOSC to use an independent bypass capacitor.

5.2.2 EXTAL and XTAL — Input and Output Pins

These pins provide the interface for either a crystal or a 1.8V CMOS compatible clock to control the
internal clock generator circuitry. EXTAL is the external clock input or the input to the crystal oscillator
ampliber. XTAL is the output of the crystal oscillator ampliber. The MCU internal system clock is derived
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from the EXTAL input frequency. In full stop mode (PSTP = 0), the EXTAL pin is pulled down by an
internal resistor of typical 200 k
NOTE

Freescale recommends an evaluation of the application board and chosen
resonator or crystal by the resonator or crystal supplier.

Loop controlled circuit is not suited for overtone resonators and crystals.

EXTAL |}
C1
MCU |____| Crystal or
—— Ceramic Resonator
XTAL i i

— VsspLL

Figure 5-2. Loop Controlled Pierce Oscillator Connections (LCP mode selected)

NOTE
Full swing Pierce circuit is not suited for overtone resonators and crystals
without a careful component selection.

EXTAL . [}
C1l
MCU RB ] Crystal or
—— Ceramic Resonator
RS*

XTAL . I I

Cc2 =

VsspLL

* Rg can be zero (shorted) when use with higher frequency crystals.
Refer to manufacturer’s data.

Figure 5-3. Full Swing Pierce Oscillator Connections (FSP mode selected)

CMOS Compatible

EXTAL l«——— External Oscillator
(VoppLL Level)

MCU

XTAL —— Not Connected

Figure 5-4. External Clock Connections (FSP mode selected)
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5.3 Memory Map and Register Definition

The CRG contains the registers and associated bits for controlling and monitoring the oscillator module.

5.4  Functional Description

The XOSC module has control circuitry to maintain the crystal oscillator circuit voltage level to an optimal
level which is determined by the amount of hysteresis being used and the maximum oscillation range.

The oscillator block has two external pins, EXTAL and XTAL. The oscillator input pin, EXTAL, is
intended to be connected to either a crystal or an external clock source. The XTAL pin is an output signal
that provides crystal circuit feedback.

A buffered EXTAL signal becomes the internal clock. To improve noise immunity, the oscillator is
powered by the VDDPLL and VSSPLL power supply pins.

54.1 Gain Control

In LCP mode a closed loop control system will be utilized whereby the ampliper is modulated to keep the
output waveform sinusoidal and to limit the oscillation amplitude. The output peak to peak voltage will be
kept above twice the maximum hysteresis level of the input buffer. Electrical specibcation details are
provided in the Electrical Characteristics appendix.

54.2 Clock Monitor

The clock monitor circuit is based on an internal RC time delay so that it can operate without any MCU
clocks. If no OSCCLK edges are detected within this RC time delay, the clock monitor indicates failure
which asserts self-clock mode or generates a system reset depending on the state of SCME bit. If the clock
monitor is disabled or the presence of clocks is detected no failure is indicated. The clock monitor function
is enabled/disabled by the CME control bit, described in the CRG block description chapter.

5.4.3 Wait Mode Operation

During wait mode, XOSC is not impacted.

54.4 Stop Mode Operation

XOSC is placed in a static state when the part is in stop mode except when pseudo-stop mode is enabled.
During pseudo-stop mode, XOSC is not impacted.
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Revision History

Version | Revision | Effective _
Number Date Date Author Description of Changes
01.00 26 Sep 26 Sep Initial Release
2003 2003
02.00 27 Aug 08 Sep reviewed and updated for S12XD architecture
2004 2004
02.01 21 Feb 21 Feb added S12XE, S12XF and S12XS architectures
2007 2007

6.1 Introduction

This specibcation describes the function of the security mechanism in the S12XF chip family (SEC).

6.1.1 Features

The user must be reminded that part of the security must lie with the application code. An extreme example
would be application code that dumps the contents of the internal memory. This would defeat the purpose
of security. At the same time, the user may also wish to put a backdoor in the application program. An
example of this is the user downloads a security key through the SCI, which allows access to a
programming routine that updates parameters stored in another section of the Flash memory.

The security features of the S12XDF chip family (in secure mode) are:

Protect the content of non-volatile memories (Flash, EEPROM)

Execution of NVM commands is restricted

Disable access to internal memory via background debug module (BDM)

Disable access to internal Flash/EEPROM in expanded modes

¥ Disable debugging features for the CPU and XGATE

K K K K

Table 6-1gives an overview over availability of security relevant features in unsecure and secure modes.
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Table 6-1. Feature Availability in Unsecure and Secure Modes on S12XF

Unsecure Mode Secure Mode

NS SS NX ES EX ST NS SS NX ES EX ST

Flash Array Access @ 1 1 1 — | = = | =
EEPROM Array Access — — — _
NVM Commands @ 2 2 2 2 2 2 2 2 2
BDM — (©)] — — _ _

DBG Module Trace — — _ — _ _

XGATE Debugging — — — — — —

External Bus Interface — —_ — _

Internal status visible — — — — — — — _
multiplexed on
external bus

Internal accesses visible — — — — — — — — — —
on external bus
T Availability of Flash arrays in the memory map depends on ROMCTL/EROMCTL pins and/or the state of the
ROMON/EROMON bits in the MMCCTLL register. Please refer to the S12X_MMC block guide for detailed
information.
2. Restricted NVM command set only. Please refer to the NVM wrapper block guides for detailed information.

3. BDM hardware commands restricted to peripheral registers only.

6.1.2 Modes of Operation

6.1.3 Securing the Microcontroller

Once the user has programmed the Flash and EEPROM, the chip can be secured by programming the
security bits located in the options/security byte in the Flash memory array. These non-volatile bits will
keep the device secured through reset and power-down.

The options/security byte is located at address OxFFOF (= global address 0x7F_FFOF) in the Flash memory
array. This byte can be erased and programmed like any other Flash location. Two bits of this byte are used
for security (SEC[1:0]). On devices which have a memory page window, the Flash options/security byte
is also available at address OxBFOF by selecting page 0x3F with the PPAGE register. The contents of this
byte are copied into the Flash security register (FSEC) during a reset sequence.

7 6 5 4 3 2 1 0
0xFFOF| KEYEN1 | KEYENO| NV5 | NV4 | NV3 | NV2 | SEC1 | SECO |

Figure 6-1. Flash Options/Security Byte

The meaning of the bits KEYEN[1:0] is shownTable 6-2 Please refer t§ection 6.1.5.1, OUnsecuring
the MCU Using the Backdoor Key AccedeOmore information.
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Table 6-2. Backdoor Key Access Enable Bits

KEYEN[L:0] Access Enablec
00 0 (disabled)
01 0 (disabled)
10 1 (enabled)
11 0 (disabled)

The meaning of the security bits SEC[1:0] is showrT#ble 6-3 For security reasons, the state of device
security is controlled by two bits. To put the device in unsecured mode, these bits must be programmed to
SEC[1:0] = 0100. All other combinations put the device in a secured mode. The recommended value to put
the device in secured state is the inverse of the unsecured state, i.e. SEC[1:0] = 0010.

Table 6-3. Security Bits

SEC[1:0] Security State
00 1 (secured)
01 1 (secured)
10 0 (unsecured)
11 1 (secured)
NOTE

Please refer to the Flash block guide for actual security conPguration (in
section OFlash Module SecurityO).

6.1.4 Operation of the Secured Microcontroller

By securing the device, unauthorized access to the EEPROM and Flash memory contents can be prevented.
However, it must be understood that the security of the EEPROM and Flash memory contents also depends
on the design of the application program. For example, if the application has the capability of downloading
code through a serial port and then executing that code (e.g. an application containing bootloader code),
then this capability could potentially be used to read the EEPROM and Flash memory contents even when
the microcontroller is in the secure state. In this example, the security of the application could be enhanced
by requiring a challenge/response authentication before any code can be downloaded.

Secured operation has the following effects on the microcontroller:
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6.1.4.1 Normal Single Chip Mode (NS)

¥ Background debug module (BDM) operation is completely disabled.

¥ Execution of Flash and EEPROM commands is restricted. Please refer to the NVM block guide for
details.

¥ Tracing code execution using the DBG module is disabled.
¥ Debugging XGATE code (breakpoints, single-stepping) is disabled.

6.1.4.2 Special Single Chip Mode (SS)

¥ BDM bPrmware commands are disabled.
¥ BDM hardware commands are restricted to the register space.

¥ Execution of Flash and EEPROM commands is restricted. Please refer to the NVM block guide for
details.

¥ Tracing code execution using the DBG module is disabled.

¥ Debugging XGATE code (breakpoints, single-stepping) is disabled.
Special single chip mode means BDM is active after reset. The availability of BDM brmware commands
depends on the security state of the device. The BDM secure bPrmware prst performs a blank check of both
the Flash memory and the EEPROM. If the blank check succeeds, security will be temporarily turned off
and the state of the security bits in the appropriate Flash memory location can be changed If the blank
check fails, security will remain active, only the BDM hardware commands will be enabled, and the
accessible memory space is restricted to the peripheral register area. This will allow the BDM to be used
to erase the EEPROM and Flash memory without giving access to their contents. After erasing both Flash

memory and EEPROM, another reset into special single chip mode will cause the blank check to succeed
and the options/security byte can be programmed to OunsecuredO state via BDM.

While the BDM is executing the blank check, the BDM interface is completely blocked, which means that
all BDM commands are temporarily blocked.

6.1.4.3 Expanded Modes (NX, ES, EX, and ST)

¥ BDM operation is completely disabled.
¥ Internal Flash memory and EEPROM are disabled.

¥ Execution of Flash and EEPROM commands is restricted. Please refer to the NVM block guide for
details.

¥ Tracing code execution using the DBG module is disabled.
Debugging XGATE code (breakpoints, single-stepping) is disabled

+
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6.1.5 Unsecuring the Microcontroller

Unsecuring the microcontroller can be done by three different methods:

1. Backdoor key access
2. Reprogramming the security bits
3. Complete memory erase (special modes)

6.1.5.1 Unsecuring the MCU Using the Backdoor Key Access

In normal modes (single chip and expanded), security can be temporarily disabled using the backdoor key
access method. This method requires that:

¥ The backdoor key at OXFFOOPOxFFO7 (= global addresses 0x7F_FFO0OBOx7F_FFO07) has been
programmed to a valid value.

¥ The KEYENT[1:0] bits within the Flash options/security byte select OenabledO.

¥ In single chip mode, the application program programmed into the microcontroller must be
designed to have the capability to write to the backdoor key locations.

The backdoor key values themselves would not normally be stored within the application data, which
means the application program would have to be designed to receive the backdoor key values from an
external source (e.g. through a serial port). It is not possible to download the backdoor keys using
background debug mode.

The backdoor key access method allows debugging of a secured microcontroller without having to erase
the Flash. This is particularly useful for failure analysis.

NOTE

No word of the backdoor key is allowed to have the value 0x0000 or
OXFFFF.

6.1.6 Reprogramming the Security Bits

In normal single chip mode (NS), security can also be disabled by erasing and reprogramming the security
bits within Flash options/security byte to the unsecured value. Because the erase operation will erase the
entire sector from OXFEOODOXFFFF (Ox7F_FEOODBOx7F_FFFF), the backdoor key and the interrupt vectors
will also be erased; this method is not recommended for normal single chip mode. The application
software can only erase and program the Flash options/security byte if the Flash sector containing the Flash
options/security byte is not protected (see Flash protection). Thus Flash protection is a useful means of
preventing this method. The microcontroller will enter the unsecured state after the next reset following
the programming of the security bits to the unsecured value.

This method requires that:

¥ The application software previously programmed into the microcontroller has been designed to
have the capability to erase and program the Flash options/security byte, or security is brst disabled
using the backdoor key method, allowing BDM to be used to issue commands to erase and program
the Flash options/security byte.

¥ The Flash sector containing the Flash options/security byte is not protected.
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6.1.7 Complete Memory Erase (Special Modes)

The microcontroller can be unsecured in special modes by erasing the entire EEPROM and Flash memory
contents.

When a secure microcontroller is reset into special single chip mode (SS), the BDM brmware veribes
whether the EEPROM and Flash memory are erased. If any EEPROM or Flash memory address is not
erased, only BDM hardware commands are enabled. BDM hardware commands can then be used to write
to the EEPROM and Flash registers to mass erase the EEPROM and all Flash memory blocks.

When next reset into special single chip mode, the BDM bPrmware will again verify whether all EEPROM
and Flash memory are erased, and this being the case, will enable all BDM commands, allowing the Flash
options/security byte to be programmed to the unsecured value. The security bits SEC[1:0] in the Flash
security register will indicate the unsecure state following the next reset.
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Table 7-1. Revision History

Version | Revision | Effective -
Number Date Date Author Description of Changes
02.00 01 JUL 01 JUL initial V2 release, added new features:
2005 2005 - XGATE threads can be interrupted
- SYS instruction vector
- access violation interrupt vectors
02.04 11 JAN 11 JAN - added Notes for devices without XGATE module
2007 2007
02.05 20 MAR | 23 MAR - fixed priority definition for software exceptions in “1.4.6 Exception
2007 2007 Priority”
02.06 07 JAN 07 JAN - added clarification of “Wake-up from STOP or WAIT by XIRQ with
2008 2008 X bit set” feature
7.1 Introduction

The INT module decodes the priority of all system exception requests and provides the applicable vector

for processing the exception to either the CPU or the XGATE module. The INT module supports:
| bit and X bit maskable interrupt requests

One non-maskable unimplemented op-code trap

One non-maskable software interrupt (SWI) or background debug mode request
One non-maskable system call interrupt (SYS)

Three non-maskable access violation interrupt

One spurious interrupt vector request

¥

K K K K K

¥

Each of the | bit maskable interrupt requests can be assigned to one of seven priority levels supporting a
Rexible priority scheme. For interrupt requests that are conbgured to be handled by the CPU, the priority
scheme can be used to implement nested interrupt capability where interrupts from a lower level are
automatically blocked if a higher level interrupt is being processed. Interrupt requests conbgured to be

Three system reset vector requests

handled by the XGATE module can be nested one level deep.
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7.1.4 Block Diagram

Figure 7-1shows a block diagram of the INT module.

Peripheral Wake Up
Interrupt Requests = @ CPU
Non | Bit Maskable
Channels
Vector
IRQ Channel Address
®
>0
/ > 8 § )
= 8 IVBR o
Bl pre— Interrupt %
Requests =
by --f------ < > New
| ! IPL
! PRIOLVL2]| | A
! PRIOLVLL | ,
RQS PRIOLVLO | | —ﬁ)qurent
|
One Set Per Channel
(Up to 108 Channels) b
|
INT_XGPRIO
XGATE
Priority
Decoder
Wake up l i Vector XGATE
XGATE ID Interrupts
RQST XGATE Request Route,

PRIOLVLnN Priority Level
To XGATE Module = bits from the channel configuration

in the associated configuration register

INT_XGPRIO = XGATE Interrupt Priority
IVBR = Interrupt Vector Base
IPL = Interrupt Processing Level

Figure 7-1. INT Block Diagram
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7.2  External Signal Description

The INT module has no external signals.

7.3 Memory Map and Register Definition

This section provides a detailed description of all registers accessible in the INT module.

7.3.1 Module Memory Map

Table 7-3gives an overview over all INT module registers.

Table 7-3. INT Memory Map

Address Use Access
0x0120 RESERVED —
0x0121 Interrupt Vector Base Register (IVBR) R/W

0x0122-0x0125 RESERVED —

0x0126 XGATE Interrupt Priority Configuration Register R/W
(INT_XGPRIO)

0x0127 Interrupt Request Configuration Address Register R/W
(INT_CFADDR)

0x0128 Interrupt Request Configuration Data Register O R/W
(INT_CFDATAO0)

0x0129 Interrupt Request Configuration Data Register 1 R/W
(INT_CFDATA1)

0x012A Interrupt Request Configuration Data Register 2 R/W
(INT_CFDATA2

0x012B Interrupt Request Configuration Data Register 3 R/W
(INT_CFDATA3)

0x012C Interrupt Request Configuration Data Register 4 R/W
(INT_CFDATA4)

0x012D Interrupt Request Configuration Data Register 5 R/W
(INT_CFDATA5)

0x012E Interrupt Request Configuration Data Register 6 R/W
(INT_CFDATAB)

0x012F Interrupt Request Configuration Data Register 7 R/W
(INT_CFDATA7Y)
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7.3.2.1 Interrupt Vector Base Register (IVBR)

Address: 0x0121

7 6 5 4 3 2 1 0
R
IVB_ADDR[7:0]
W
Reset 1 1 1 1 1 1 1 1

Figure 7-3. Interrupt Vector Base Register (IVBR)
Read: Anytime
Write: Anytime
Table 7-4. IVBR Field Descriptions

Field Description

7-0 Interrupt Vector Base Address Bits — These bits represent the upper byte of all vector addresses. Out of
IVB_ADDR[7:0] | reset these bits are set to OxFF (i.e., vectors are located at OXFF10-0xFFFE) to ensure compatibility to
previous S12 microcontrollers.

Note: A system reset will initialize the interrupt vector base register with “OxFF” before it is used to determine
the reset vector address. Therefore, changing the IVBR has no effect on the location of the three reset
vectors (OXFFFA-OXFFFE).

Note: If the BDM is active (i.e., the CPU is in the process of executing BDM firmware code), the contents of
IVBR are ignored and the upper byte of the vector address is fixed as “OxFF".

7.3.2.2 XGATE Interrupt Priority Configuration Register (INT_XGPRIO)

Address: 0x0126

7 6 5 4 3 2 1 0
R 0 0 0 0 0
XILVL[2:0]
W
Reset 0 0 0 0 0 0 0 1

|:|= Unimplemented or Reserved

Figure 7-4. XGATE Interrupt Priority Configuration Register (INT_XGPRIO)
Read: Anytime
Write: Anytime
Table 7-5. INT_XGPRIO Field Descriptions

Field Description

2-0 XGATE Interrupt Priority Level — The XILVL[2:0] bits configure the shared interrupt level of the XGATE
XILVL[2:0] [interrupts coming from the XGATE module. Out of reset the priority is set to the lowest active level (“1”).
Note: If the XGATE module is not available on the device, write accesses to this register are ignored and read
accesses to this register will return all 0.
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Table 7-6. XGATE Interrupt Priority Levels

Priority XILVL2 XILVL1 XILVLO Meaning
0 0 0 Interrupt request is disabled
low 0 0 1 Priority level 1
0 1 0 Priority level 2
0 1 1 Priority level 3
1 0 0 Priority level 4
1 0 1 Priority level 5
1 1 0 Priority level 6
high 1 1 1 Priority level 7

7.3.2.3 Interrupt Request Configuration Address Register (INT_CFADDR)

Address: 0x0127

7 6 5 4 3 2 1 0
R 0 0 0 0
INT_CFADDR[7:4]
w
Reset 0 0 0 1 0 0 0 0

|:| = Unimplemented or Reserved

Figure 7-5. Interrupt Configuration Address Register (INT_CFADDR)
Read: Anytime
Write: Anytime
Table 7-7. INT_CFADDR Field Descriptions

Field Description

7-4 Interrupt Request Configuration Data Register Select Bits — These bits determine which of the 128
INT_CFADDR([7:4] | configuration data registers are accessible in the 8 register window at INT_CFDATAO-7. The hexadecimal
value written to this register corresponds to the upper nibble of the lower byte of the address of the interrupt
vector, i.e., writing OXEO to this register selects the configuration data register block for the 8 interrupt vector
requests starting with vector at address (vector base + 0xO0EQ) to be accessible as INT_CFDATAO-7.
Note: Writing all Os selects non-existing configuration registers. In this case write accesses to

INT_CFDATAO-7 will be ignored and read accesses will return all 0.

7.3.2.4 Interrupt Request Configuration Data Registers (INT_CFDATAO0-7)

The eight register window visible at addresses INT_CFDATAOD7 contains the conbguration data for the
block of eight interrupt requests (out of 128) selected by the interrupt conbguration address register
(INT_CFADDR) in ascending order. INT_CFDATAO represents the interrupt conbguration data register
of the vector with the lowest address in this block, while INT_CFDATA7 represents the interrupt
conbguration data register of the vector with the highest address, respectively.
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Table 7-8. INT_CFDATAO-7 Field Descriptions

Field Description

7 XGATE Request Enable — This bit determines if the associated interrupt request is handled by the CPU or by

RQST the XGATE module.

0 Interrupt request is handled by the CPU

1 Interrupt request is handled by the XGATE module

Note: The IRQ interrupt cannot be handled by the XGATE module. For this reason, the configuration register
for vector (vector base + 0x00F2) = IRQ vector address) does not contain a RQST bit. Writing a 1 to the
location of the RQST bit in this register will be ignored and a read access will return 0.

Note: If the XGATE module is not available on the device, writing a 1 to the location of the RQST bit in this
register will be ignored and a read access will return 0.

2-0 Interrupt Request Priority Level Bits — The PRIOLVL[2:0] bits configure the interrupt request priority level of
PRIOLVL[2:0] | the associated interrupt request. Out of reset all interrupt requests are enabled at the lowest active level (“1”)
to provide backwards compatibility with previous S12 interrupt controllers. Please also refer to Table 7-9 for
available interrupt request priority levels.

Note: Write accesses to configuration data registers of unused interrupt channels will be ignored and read
accesses will return all 0. For information about what interrupt channels are used in a specific MCU,
please refer to the Device Reference Manual of that MCU.

Note: When vectors (vector base + 0xO0FO0—Ox00FE) are selected by writing OxFO to INT_CFADDR, writes to
INT_CFDATA2—7 (0x00F4—0x00FE) will be ignored and read accesses will return all 0s. The
corresponding vectors do not have configuration data registers associated with them.

Note: When vectors (vector base + 0x0010-0x001E) are selected by writing 0x10 to INT_CFADDR, writes to
INT_CFDATA1-INT_CFDATA4 (0x0012—0x0018) will be ignored and read accesses will return all Os. The
corresponding vectors do not have configuration data registers associated with them.

Note: Write accesses to the configuration register for the spurious interrupt vector request
(vector base + 0x0010) will be ignored and read accesses will return 0x07 (request is handled by the
CPU, PRIOLVL = 7).

Table 7-9. Interrupt Priority Levels

Priority PRIOLVL2 PRIOLVL1 PRIOLVLO Meaning
0 0 0 Interrupt request is disabled
low 0 0 1 Priority level 1
0 1 0 Priority level 2
0 1 1 Priority level 3
1 0 0 Priority level 4
1 0 1 Priority level 5
1 1 0 Priority level 6
high 1 1 1 Priority level 7

7.4  Functional Description

The INT module processes all exception requests to be serviced by the CPU module. These exceptions
include interrupt vector requests and reset vector requests. Each of these exception types and their overall
priority level is discussed in the subsections below.
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NOTE

Care must be taken to ensure that all exception requests remain active until
the system begins execution of the applicable service routine; otherwise, the
exception request may not get processed at all or the result may be a
spurious interrupt request (vector at address (vector base + 0x0010)).

7.4.5 Reset Exception Requests
The INT module supports three system reset exception request types (for details please refer to the Clock
and Reset Generator module (CRG)):

1. Pinreset, power-on reset, low-voltage reset, or illegal address reset

2. Clock monitor reset request

3. COP watchdog reset request

7.4.6 Exception Priority

The priority (from highest to lowest) and address of all exception vectors issued by the INT module upon
request by the CPU is shownTiable 7-10 Generally, all non-maskable interrupts have higher priorities

than maskable interrupts. Please note that between the three software interrupts (Unimplemented op-code
trap request, SWI/BGND request, SYS request) there is no real priority debPned because they cannot occur
simultaneously (the S12XCPU executes one instruction at a time).

Table 7-10. Exception Vector Map and Priority

Vector Address® Source
OXFFFE Pin reset, power-on reset, low-voltage reset, illegal address reset
OXFFFC Clock monitor reset
OxFFFA COP watchdog reset
(Vector base + 0x00F8) Unimplemented op-code trap
(Vector base + 0xO0F6) Software interrupt instruction (SWI) or BDM vector request

(Vector base + 0x0012) System call interrupt instruction (SYS)

(Vector base + 0x0018) (reserved for future use)
(Vector base + 0x0016) XGATE Access violation interrupt request®
(Vector base + 0x0014) CPU Access violation interrupt request(s)
(Vector base + 0x00F4) XIRQ interrupt request
(Vector base + 0x00F2) IRQ interrupt request
(Vector base + Device specific | bit maskable interrupt sources (priority determined by the associated
0x00F0—0x001A) configuration registers, in descending order)

(Vector base + 0x0010) Spurious interrupt
T. 16 bits vector address based

2. only implemented if device features both a Memory Protection Unit (MPU) and an XGATE co-processor
3. only implemented if device features a Memory Protection Unit (MPU)
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0
Stacked IPL 0 4 0 0 0
IPL in CCR 0 4 7 4 3 1 0
! y
6
L7 RTI
5
Y
4 hy
Processing Levels v RTI
3 -
L3 (Pending)
2 L4 RTI
1 > A\
L1 (Pending) v RTI
0 I I
Reset

Figure 7-14. Interrupt Processing Example

7.5.3 Wake Up from Stop or Wait Mode

7.5.3.1 CPU Wake Up from Stop or Wait Mode

Every | bit maskable interrupt request which is conbgured to be handled by the CPU is capable of waking
the MCU from stop or wait mode. To determine whether an | bit maskable interrupts is qualibed to wake
up the CPU or not, the same settings as in normal run mode are applied during stop or wait mode:

¥ Ifthe |l bitin the CCR is set, all | bit maskable interrupts are masked from waking up the MCU.

¥ An | bit maskable interrupt is ignored if it is conbgured to a priority level below or equal to the
current IPL in CCR.

¥ | bit maskable interrupt requests which are conbgured to be handled by the XGATE module are not
capable of waking up the CPU.

The X bit maskable interrupt request can wake up the MCU from stop or wait mode at anytime, even if the
X bitin CCR is set.

If the X bit maskable interrupt request is used to wake-up the MCU with the X bit in the CCR set, the
associated ISR is not called. The CPU then resumes program execution with the instruction following the
WAI or STOP instruction. This features works following the same rules like any interrupt request, i.e. care
must be taken that the X interrupt request used for wake-up remains active at least until the system begins
execution of the instruction following the WAI or STOP instruction; otherwise, wake-up may not occur.
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Chapter 8
256 KByte Flash Module (S12XFTM256K2XFV1)

Table 8-1. Revision History

Revision Revision Sections Descriotion of Chanaes
Number Date Affected P 9
V01.00 12 Dec 2007 - Initial version

V01.01 19 Dec 2007 8.4.2/8-257 - Removed Load Data Field command 0x05
8.4.2/8-257 |- Updated Command Error Handling tables based on parent-child relationship
with FTM512K3
8.4.2/8-257 - Corrected Error Handling table for Full Partition D-Flash, Partition D-Flash,
and EEPROM Emulation Query commands
8.4.2/8-257 - Corrected maximum allowed ERPART for Full Partition D-Flash and Partition
D-Flash commands

8.3.1/8-226 - Corrected P-Flash IFR Accessibility table

8.1.3/8-224 |- Corrected Tag RAM size in Block Diagram
8.1.2.4/8-224 |- Corrected Buffer RAM size in Feature List

8.3.1/8-226 - Added EEE Resource Field table and Memory Map

V01.02 25 Sep 2009 8.1/8-221 - Clarify single bit fault correction for P-Flash phrase
8.3.2.1/8-233 |- Expand FDIV vs OSCCLK Frequency table
8.4.2.4/8-260 |- Add statement concerning code runaway when executing Read Once
command from Flash block containing associated fields
8.4.2.6/8-261 |- Add statement concerning code runaway when executing Program Once
command from Flash block containing associated fields
8.4.2.11/8-265 |- Add statement concerning code runaway when executing Verify Backdoor
Access Key command from Flash block containing associated fields
8.4.2.11/8-265 |- Relate Key 0 to associated Backdoor Comparison Key address
8.4.2.11/8-265 |- Change “power down reset” to “reset”
8.4.2.19/8-274 |- Add ACCERR condition for Disable EEPROM Emulation command
The following changes were made to clarify module behavior related to Flash
register access during reset sequence and while Flash commands are active:

8.3.2/8-231 |- Add caution concerning register writes while command is active
8.3.2.1/8-233 |- Writes to FCLKDIV are allowed during reset sequence while CCIF is clear
8.4.1.2/8-252 |- Add caution concerning register writes while command is active

8.6/8-280 - Writes to FCCOBIX, FCCOBHI, FCCOBLO registers are ignored during

reset sequence

8.1 Introduction

The FTM256K2XF module implements the following:

¥ 256 Kbytes of P-Flash (Program Flash) memory, consisting of 2 physical Flash blocks, intended
primarily for nonvolatile code storage
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¥ 32 Kbytes of D-Flash (Data Flash) memory, consisting of 1 physical Flash block, that can be used
as nonvolatile storage to support the built-in hardware scheme for emulated EEPROM, as basic
Flash memory primarily intended for nonvolatile data storage, or as a combination of both

¥ 2 Kbytes of buffer RAM, consisting of 1 physical RAM block, that can be used as emulated
EEPROM using a built-in hardware scheme, as basic RAM, or as a combination of both

The Flash memory is ideal for single-supply applications allowing for beld reprogramming without
requiring external high voltage sources for program or erase operations. The Flash module includes a
memory controller that executes commands to modify Flash memory contents or conbgure module
resources for emulated EEPROM operation. The user interface to the memory controller consists of the
indexed Flash Common Command Object (FCCOB) register which is written to with the command, global
address, data, and any required command parameters. The memory controller must complete the execution
of a command before the FCCOB register can be written to with a new command.

CAUTION

A Flash word or phrase must be in the erased state before being
programmed. Cumulative programming of bits within a Flash word or
phrase is not allowed.

The RAM and Flash memory may be read as bytes, aligned words, or misaligned words. Read access time
is one bus cycle for bytes and aligned words, and two bus cycles for misaligned words. For Flash memory,
an erased bit reads 1 and a programmed bit reads 0.

It is not possible to read from a Flash block while any command is executing on that specibc Flash block.
It is possible to read from a Flash block while a command is executing on a different Flash block.

Both P-Flash and D-Flash memories are implemented with Error Correction Codes (ECC) that can resolve
single bit faults and detect double bit faults. For P-Flash memory, the ECC implementation requires that
programming be done on an aligned 8 byte basis (a Flash phrase). Since P-Flash memory is always read
by phrase, only one single bit fault in the phrase containing the byte or word accessed will be corrected.

8.1.1 Glossary

Buffer RAM N The buffer RAM constitutes the volatile memory store required for EEE. Memory space
in the buffer RAM not required for EEE can be partitioned to provide volatile memory space for
applications.

Command Write SequenceN An MCU instruction sequence to execute built-in algorithms (including
program and erase) on the Flash memory.

D-Flash Memory N The D-Flash memory constitutes the nonvolatile memory store required for EEE.
Memory space in the D-Flash memory not required for EEE can be partitioned to provide nonvolatile
memory space for applications.
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D-Flash SectorN The D-Flash sector is the smallest portion of the D-Flash memory that can be erased.
The D-Flash sector consists of four 64 byte rows for a total of 256 bytes.

EEE (Emulated EEPROM) N A method to emulate the small sector size features and endurance
characteristics associated with an EEPROM.

EEE IFR N Nonvolatile information register located in the D-Flash block that contains data required to
partition the D-Flash memory and buffer RAM for EEE. The EEE IFR is visible in the global memory map
by setting the EEEIFRON bit in the MMCCTL1 register.

NVM Command Mode N An NVM mode using the CPU to setup the FCCOB register to pass parameters
required for Flash command execution.

PhraseN An aligned group of four 16-bit words within the P-Flash memory. Each phrase includes eight
ECC bits for single bit fault correction and double bit fault detection within the phrase.

P-Flash MemoryN The P-Flash memory constitutes the main nonvolatile memory store for applications.

P-Flash SectofN The P-Flash sector is the smallest portion of the P-Flash memory that can be erased.
Each P-Flash sector contains 1024 bytes.

Program IFR N Nonvolatile information register located in the P-Flash block that contains the Device
ID, Version ID, and the Program Once beld. The Program IFR is visible in the global memory map by
setting the PGMIFRON bit in the MMCCTL1 register.

8.1.2 Features

8.1.2.1 P-Flash Features
¥ 256 Kbytes of P-Flash memory composed of two 128 Kbyte Flash blocks. The 128 Kbyte Flash
blocks are each divided into 128 sectors of 1024 bytes.

¥ Single bit fault correction and double bit fault detection within a 64-bit phrase during read
operations

Automated program and erase algorithm with verify and generation of ECC parity bits
Fast sector erase and phrase program operation
¥ Flexible protection scheme to prevent accidental program or erase of P-Flash memory

K K

8.1.2.2 D-Flash Features

Up to 32 Kbytes of D-Flash memory with 256 byte sectors for user access

Dedicated commands to control access to the D-Flash memory over EEE operation

Single bit fault correction and double bit fault detection within a word during read operations
Automated program and erase algorithm with verify and generation of ECC parity bits

Fast sector erase and word program operation

Ability to program up to four words in a burst sequence

K K K K K K
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8.1.2.3 Emulated EEPROM Features

Up to 2Kbytes of emulated EEPROM (EEE) accessible as 2 Kbytes of RAM
Flexible protection scheme to prevent accidental program or erase of data
Automatic EEE ble handling using an internal Memory Controller

Automatic transfer of valid EEE data from D-Flash memory to buffer RAM on reset

Ability to monitor the number of outstanding EEE related buffer RAM words left to be
programmed into D-Flash memory

Ability to disable EEE operation and allow priority access to the D-Flash memory
Ability to cancel all pending EEE operations and allow priority access to the D-Flash memory

KK K K K

K K

8.1.24 User Buffer RAM Features
¥ Up to 2 Kbytes of RAM for user access

8.1.2.5 Other Flash Module Features

¥ No external high-voltage power supply required for Flash memory program and erase operations
¥ Interrupt generation on Flash command completion and Flash error detection
¥  Security mechanism to prevent unauthorized access to the Flash memory

8.1.3 Block Diagram
The block diagram of the Flash module is showRigure 8-1
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Flash
Interface
Command Registers 16Dit P-Flash
getzerl:gg% internal Block 0
- bus 16Kx72
Error <P sector 0
Protection sector 1
Interrupt
Request ;
< :
sector 127
Security
P-Flash
Oscillator Block 1
Clock (XTAL) > Clock 16Kx72
Divider [FCLK [ sector 0
)S;ATE sector 1
> :
Memory sector 127
Controller
CPU
<>
> D-Flash
Scratch RAM 10K X2z
cralc
- sector 0
512x16 sector 1
Buffer RAM sect(I)r 127
T 1Kx16
Tag RAM
™ 64x16

Figure 8-1. FTM256K2 Block Diagram

8.2  External Signal Description

The Flash module contains no signals that connect off-chip.
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8.3 Memory Map and Registers

This section describes the memory map and registers for the Flash module. Read data from unimplemented
memory space in the Flash module is undebned. Write access to unimplemented or reserved memory space
in the Flash module will be ignored by the Flash module.

8.3.1 Module Memory Map

The S12X architecture places the P-Flash memory between global addresses 0x78_0000 and Ox7F_FFFF
as shown imrable 8-2 The P-Flash memory map is showrrigure 8-2

Table 8-2. P-Flash Memory Addressing

Size _
Global Address (Bytes) Description

P-Flash Block 0
0x7E_0000 — Ox7F_FFFF 128 K Contains Flash Configuration Field
(see Table 8-3)

0x7A_0000 — Ox7D_FFFF 256 K No P-Flash Memory
0x78_0000 — 0x79_FFFF 128 K P-Flash Block 1

The FPROT register, described$®ction 8.3.2.9can be set to protect regions in the Flash memory from
accidental program or erase. Three separate memory regions, one growing upward from global address
0x7F_8000 in the Flash memory (called the lower region), one growing downward from global address
0x7F_FFFF in the Flash memory (called the higher region), and the remaining addresses in the Flash
memory, can be activated for protection. The Flash memory addresses covered by these protectable regions
are shown in the P-Flash memory map. The higher address region is mainly targeted to hold the boot loader
code since it covers the vector space. Default protection settings as well as security information that allows
the MCU to restrict access to the Flash module are stored in the Flash conbguration beld as described in
Table 8-3

Table 8-3. Flash Configuration Field®

Size _
Global Address (Bytes) Description
Backdoor Comparison Key
0x7F_FF00 — Ox7F_FF07 8 Refer to Section 8.4.2.11, “Verify Backdoor Access Key Command,” and
Section 8.5.1, “Unsecuring the MCU using Backdoor Key Access”
0x7F_FF08 — 4 Reserved
0x7F_FFoB®
2 P-Flash Protection byte.
Ox7F_FFOC ! Refer to Section 8.3.2.9, “P-Flash Protection Register (FPROT)”
2 EEE Protection byte
Ox7F_FFOD L Refer to Section 8.3.2.10, “EEE Protection Register (EPROT)”
2 Flash Nonvolatile byte
Ox7F_FFOE L Refer to Section 8.3.2.14, “Flash Option Register (FOPT)”
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Table 8-3. Flash Configuration Field®

Global Address

Size
(Bytes)

Description

Ox7F_FFOF?

1

Flash Security byte
Refer to Section 8.3.2.2, “Flash Security Register (FSEC)”

1. Older versions may have swapped protection byte addresses

2. OX7FF08 - 0x7F_FFOF form a Flash phrase and must be programmed in a single command write sequence. Each byte in
the Ox7F_FF08 - Ox7F_FFOB reserved field should be programmed to OxFF.
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P-Flash START = 0x78_000¢ 3\
0x79_FFFF
> Flash Protected/Unprotected Region
224 Kbytes
0x7E_0000
0x7F_8000 Z
0x7F_8400
0x7F_8800
Flash Protected/Unprotected Lower Region
0x7F_9000 1,2, 4, 8Kbytes
0x7F_A000 <
L Flash Protected/Unprotected Region
8 Kbytes (up to 29 Kbytes)
0x7F_C000 -
Flash Protected/Unprotected Higher Region
0x7F_E000 " 2.4 8, 16 Kbytes
0x7F_F000
0x7F_F800
_ Flash Conbguration Field
P-Flash END = 0x7F_FFFf ) < 16 bytes (0x7F_FF00 - Ox7F_FFOF)

Figure 8-2. P-Flash Memory Map
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Table 8-4. Program IFR Fields

Global Address Size Field Description
(PGMIFRON) (Bytes) P
0x40_0000 — 0x40_0007 8 Device ID

0x40_0008 — 0x40_00E7

224 Reserved

0x40_00E8 — 0x40_00E9

2 Version ID

0x40_00EA — 0x40_00FF

22 Reserved

0x40_0100 — 0x40_013F

Program Once Field

64 Refer to Section 8.4.2.6, “Program Once Command”

0x40_0140 — 0x40_O1FF

192 Reserved

Table 8-5. P-Flash IFR Accessibility

Global Address Size Accessed From
(PGMIFRON) (Bytes)
0x40_0000 — 0x40_O01FF 512 XBUSO (PBLKO)®)
0x40_0200 — 0x40_03FF 512 Unimplemented
0x40_0400 — 0x40_05FF 512 Unimplemented
0x40_0600 — 0x40_07FF 512 XBUSL1 (PBLK1)

1. Refer to Table 8-4 for more details.

Table 8-6. EEE Resource Fields

Global Address

Size

(Bytes) Description

0x10_0000 — 0x10_7FFF

32,768 | D-Flash Memory (User and EEE)

0x10_8000 — 0x11_FFFF

98,304 | Reserved

0x12_0000 — 0x12_007F

128 EEE Nonvolatile Information Register (EEEIFRON(l) =1)

0x12_0080 — 0x12_OFFF

3,968 Reserved

0x12_1000 — 0x12_1F7F

3,968 Reserved

0x12_1F80 — 0x12_1FFF

128 | EEE Tag RAM (TMGRAMON! = 1)

0x12_2000 — 0x12_3BFF

7,168 Reserved

0x12_3CO00 — 0x12_3FFF

1,024 Memory Controller Scratch RAM (TMGRAMON1 =1)

0x12_4000 — 0x12_DFFF

40,960 |Reserved

0x12_EO00 — 0x12_FFFF

8,192 Reserved

0x13_0000 — 0x13_F7FF

63,488 |Reserved

0x13_F800 — 0x13_FFFF

2,048 Buffer RAM (User and EEE)

1. MMCCTLT register bit
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D-Flash START = 0x10_0006
D-Flash User Partition
D-Flash Memory
32 Kbytes
D-Flash EEE Partition

D-Flash END = 0x10_7FF

0x12_000a . . .
- S~ EEE Nonvolatile Information Register (EEEIFRON)
0x12_1000 128 bytes
EEE Tag RAM (TMGRAMON
0x12_200( 128 bytes ( )
.&—Memory Controller Scratch RAM (TMGRAMON)
0x12_400d 1024 bytes
0x12_E00
0x12_FFFH
Buffer RAM START = 0x13_F80f T3
- | Buffer RAM User Partition
0x13_FEOQd S > Buffer RAM
0x13_FE4(Q 2 Kbyte
0x13_FE8( - | Buffer RAM EEE Partition
0x13_FECG
L Protectable Region (EEE only)
0x13_FFO( 64, 128, 192, 256, 320, 384, 448, 512 bytes
0x13_FF4d
0x13_FF8d
0x13_FFC(
Buffer RAM END = 0x13_FFFF - 2 J

Figure 8-3. EEE Resource Memory Map
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The Full Partition D-Flash command (seection 8.4.2.1is used to program the EEE nonvolatile
information register pelds where address 0x12_0000 debnes the D-Flash partition for user access and
address 0x12_0004 debnes the buffer RAM partition for EEE operations.

Table 8-7. EEE Nonvolatile Information Register Fields

Global Address Size Descrintion
(EEEIFRON) (Bytes) P
D-Flash User Partition (DFPART)
0x12_0000 - 0x12_0001 2 Refer to Section 8.4.2.14, “Full Partition D-Flash Command”
0x12_0002 — 0x12_0003 2 D-Flash User Partition (duplicate®)
Buffer RAM EEE Partition (ERPART)
Ox12_0004 - 0x12_0005 2 Refer to Section 8.4.2.14, “Full Partition D-Flash Command”
0x12_0006 — 0x12_0007 2 Buffer RAM EEE Partition (duplicate?)
0x12_0008 — 0x12_007F 120 Reserved

1. Duplicate value used If primary value generates a double bit fault when read during the reset sequence.

8.3.2

The Flash module contains a set of 20 control and status registers located between Flash module base +
0x0000 and 0x0013. A summary of the Flash module registers is gi¥eyuire 8-4with detailed
descriptions in the following subsections.

Register Descriptions

CAUTION

Writes to any Flash register must be avoided while a Flash command is
active (CCIF=0) to prevent corruption of Flash register contents and
Memory Controller behavior.

Address

& Name 7 6 5 4 3 2 1 0
R| FDIVLD

0x0000 FDIV6 FDIV5 FDIV4 FDIV3 FDIV2 FDIV1 FDIVO

FCLKDIV

OX0001 R| KEYEN1 | KEYENO RNV5 RNV4 RNV3 RNV2 SEC1 SECO

FSEC W

0x0002 R 0 0 0 0 0

FCCOBIX CCOBIX2 | CCOBIX1 | CCOBIX0

0x0003 R 0 0 0 0 0

FECCRIX  \y ECCRIX2 | ECCRIX1 | ECCRIX0

0x0004 0 0 0 0

FCNFG CCIE IGNSF FDFD FSFD

Figure 8-4. FTM256K2XF Register Summary
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Address
& Name

0x0013
FRSV2

8.3.2.1

Chapter 8 256 KByte Flash Module (S12XFTM256K2XFV1)

= Unimplemented or Reserved

Figure 8-4. FTM256K2XF Register Summary (continued)

Flash Clock Divider Register (FCLKDIV)

The FCLKDIV register is used to control timed events in program and erase algorithms.

Offset Module Base + 0x0000

7 6 5 4 3 2 1 0
R| FDIVLD
FDIV[6:0]
W
Reset 0 0 0 0 0 0 0 0

I:I = Unimplemented or Reserved

Figure 8-5. Flash Clock Divider Register (FCLKDIV)

All bits in the FCLKDIV register are readable, bits 6D0 are write once and bit 7 is not writable.

Table 8-8. FCLKDIV Field Descriptions

Field Description
7 Clock Divider Loaded
FDIVLD |0 FCLKDIV register has not been written
1 FCLKDIV register has been written since the last reset
6-0 Clock Divider Bits — FDIV[6:0] must be set to effectively divide OSCCLK down to generate an internal Flash
FDIV[6:0] |clock, FCLK, with a target frequency of 1 MHz for use by the Flash module to control timed events during program

and erase algorithms. Table 8-9 shows recommended values for FDIV[6:0] based on OSCCLK frequency.
Please refer to Section 8.4.1, “Flash Command Operations,” for more information.

CAUTION

The FCLKDIV register should never be written while a Flash command is
executing (CCIF=0). The FCLKDIV register is writable during the Flash
reset sequence even though CCIF is clear.
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Table 8-9. FDIV vs OSCCLK Frequency

OSCCLK Frequency OSCCLK Frequency OSCCLK Frequency
(MHz) FDIV[6:0] (MHz) FDIV[6:0] (MHz) FDIV[6:0]

MIN®D MAX®) MIN? MAX2 MIN? MAX2
33.60 34.65 0x20 67.20 68.25 0x40
1.60 2.10 0x01 34.65 35.70 ox21 68.25 69.30 ox41
2.40 3.15 0x02 35.70 36.75 0x22 69.30 70.35 0x42
3.20 4.20 0x03 36.75 37.80 0x23 70.35 71.40 0x43
4.20 5.25 0x04 37.80 38.85 0x24 71.40 72.45 Ox44
5.25 6.30 0x05 38.85 39.90 0x25 72.45 73.50 0x45
6.30 7.35 0x06 39.90 40.95 0x26 73.50 74.55 0x46
7.35 8.40 0x07 40.95 42.00 ox27 74.55 75.60 ox47
8.40 9.45 0x08 42.00 43.05 0x28 75.60 76.65 0x48
9.45 10.50 0x09 43.05 44.10 0x29 76.65 77.70 0x49
10.50 11.55 Ox0A 44.10 45.15 Ox2A 77.70 78.75 Ox4A
11.55 12.60 0x0B 45.15 46.20 0x2B 78.75 79.80 0x4B
12.60 13.65 0x0C 46.20 47.25 0x2C 79.80 80.85 0x4C
13.65 14.70 0x0D 47.25 48.30 0x2D 80.85 81.90 0x4D
14.70 15.75 OXOE 48.30 49.35 Ox2E 81.90 82.95 OX4E
15.75 16.80 OXOF 49.35 50.40 Ox2F 82.95 84.00 Ox4F
16.80 17.85 0x10 50.40 51.45 0x30 84.00 85.05 0x50
17.85 18.90 ox11 51.45 52.50 0x31 85.05 86.10 0x51
18.90 19.95 0x12 52.50 53.55 0x32 86.10 87.15 0X52
19.95 21.00 0x13 53.55 54.60 0x33 87.15 88.20 0x53
21.00 22.05 0x14 54.60 55.65 0x34 88.20 89.25 0x54
22.05 23.10 0x15 55.65 56.70 0x35 89.25 90.30 0x55
23.10 24.15 0x16 56.70 57.75 0x36 90.30 91.35 0x56
24.15 25.20 0x17 57.75 58.80 0x37 91.35 92.40 0X57
25.20 26.25 0x18 58.80 59.85 0x38 92.40 93.45 0x58
26.25 27.30 0x19 59.85 60.90 0x39 93.45 94.50 0x59
27.30 28.35 Ox1A 60.90 61.95 0x3A 94.50 95.55 OX5A
28.35 29.40 0x1B 61.95 63.00 0x3B 95.55 96.60 0x5B
29.40 30.45 0x1C 63.00 64.05 0x3C 96.60 97.65 0x5C
30.45 31.50 0x1D 64.05 65.10 0x3D 97.65 98.70 0X5D
31.50 32.55 OX1E 65.10 66.15 OX3E 98.70 99.75 OX5E
32.55 33.60 Ox1F 66.15 67.20 OxX3F 99.75 100.80 OX5F

1. FDIV shown generates an FCLK trquency of >0.8 MHz
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2. FDIV shown generates an FCLK frequency of 1.05 MHz

8.3.2.2 Flash Security Register (FSEC)
The FSEC register holds all bits associated with the security of the MCU and Flash module.

Offset Module Base + 0x0001

7 6 5 4 3 2 1 0
R KEYEN(1:0] RNV[5:2] SEC[1:0]
W | | |
Reset F F F F F F F F

I:Iz Unimplemented or Reserved

Figure 8-6. Flash Security Register (FSEC)
All bits in the FSEC register are readable but not writable.

During the reset sequence, the FSEC register is loaded with the contents of the Flash security byte in the
Flash configuration field at global address Ox7F_FFOF located in P-Flash memorylige8-3 as

indicated by reset condition F knigure 8-6 If a double bit fault is detected while reading the P-Flash

phrase containing the Flash security byte during the reset sequence, all bits in the FSEC register will be
set to leave the Flash module in a secured state with backdoor key access disabled.

Table 8-10. FSEC Field Descriptions

Field Description
7-6 Backdoor Key Security Enable Bits — The KEYEN[1:0] bits define the enabling of backdoor key access to the
KEYEN[1:0] | Flash module as shown in Table 8-11.
5-2 Reserved Nonvolatile Bits — The RNV bits should remain in the erased state for future enhancements.
RNVI[5:2}
1-0 Flash Security Bits — The SEC[1:0] bits define the security state of the MCU as shown in Table 8-12. If the

SEC[1:0] |Flash module is unsecured using backdoor key access, the SEC bits are forced to 10.

Table 8-11. Flash KEYEN States

KEYEN[1:0] Status of Backdoor Key Access
00 DISABLED
01 DISABLED®)
10 ENABLED
11 DISABLED

1. Preferred KEYEN state 1o disable backdoor key access.

MC9S12XF - Family Reference Manual, Rev.1.20 |

Freescale Semiconductor 235



Chapter 8 256 KByte Flash Module (S12XFTM256K2XFV1)

Table 8-12. Flash Security States

SEC[1:0] Status of Security
00 SECURED
01 SECURED®Y
10 UNSECURED
11 SECURED

1. Preferred SEC state to set MCU to secured siate.

The security function in the Flash module is describegkiction 8.5

8.3.2.3 Flash CCOB Index Register (FCCOBIX)
The FCCOBIX register is used to index the FCCOB register for Flash memory operations.

Offset Module Base + 0x0002

2 1 0
R 0 0 0 0 0
CCOBIX[2:0]
W
Reset 0 0 0 0 0 0 0 0

I:I = Unimplemented or Reserved

Figure 8-7. FCCOB Index Register (FCCOBIX)

CCOBIX bits are readable and writable while remaining bits read 0 and are not writable.
Table 8-13. FCCOBIX Field Descriptions

Field Description

2-0 Common Command Register Index— The CCOBIX bits are used to select which word of the FCCOB register
CCOBIX[1:0] |array is being read or written to. See Section 8.3.2.11, “Flash Common Command Object Register (FCCOB),”
for more details.

8.3.24 Flash ECCR Index Register (FECCRIX)
The FECCRIX register is used to index the FECCR register for ECC fault reporting.

Offset Module Base + 0x0003

2 1 0
R 0 0 0 0 0
ECCRIX[2:0]
w
Reset 0 0 0 0 0 0 0 0

I:I = Unimplemented or Reserved

Figure 8-8. FECCR Index Register (FECCRIX)

ECCRIX bits are readable and writable while remaining bits read 0 and are not writable.
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Table 8-14. FECCRIX Field Descriptions

Field Description

2-0 ECC Error Register Index— The ECCRIX bits are used to select which word of the FECCR register array is
ECCRIX[2:0] | being read. See Section 8.3.2.13, “Flash ECC Error Results Register (FECCR),” for more details.
8.3.2.5 Flash Configuration Register (FCNFG)

The FCNFG register enables the Flash command complete interrupt and forces ECC faults on Flash array

read access from the CPU or XGATE.

Offset Module Base + 0x0004

7 6 5 4 3 2 1 0
R 0 0 0 0
CCIE IGNSF FDFD FSFD
w
Reset 0 0 0 0 0 0 0 0

I:Iz Unimplemented or Reserved

CCIE, IGNSF, FDFD, and FSFD bits are readable and writable while remaining bits read 0 and are not

Figure 8-9. Flash Configuration Register (FCNFG)

writable.
Table 8-15. FCNFG Field Descriptions
Field Description
7 Command Complete Interrupt Enable — The CCIE bit controls interrupt generation when a Flash command
CCIE has completed.
0 Command complete interrupt disabled
1 An interrupt will be requested whenever the CCIF flag in the FSTAT register is set (see Section 8.3.2.7)
4 Ignore Single Bit Fault — The IGNSF controls single bit fault reporting in the FERSTAT register (see
IGNSF Section 8.3.2.8).
0 All single bit faults detected during array reads are reported
1 Single bit faults detected during array reads are not reported and the single bit fault interrupt will not be
generated
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Table 8-15. FCNFG Field Descriptions (continued)

Field

Description

FDFD

Force Double Bit Fault Detect — The FDFD bit allows the user to simulate a double bit fault during Flash array
read operations and check the associated interrupt routine. The FDFD bit is cleared by writing a 0 to FDFD. The
FECCR registers will not be updated during the Flash array read operation with FDFD set unless an actual
double bit fault is detected.
0 Flash array read operations will set the DFDIF flag in the FERSTAT register only if a double bit fault is detected
1 Any Flash array read operation will force the DFDIF flag in the FERSTAT register to be set (see
Section 8.3.2.7) and an interrupt will be generated as long as the DFDIE interrupt enable in the FERCNFG
register is set (see Section 8.3.2.6)

FSFD

Force Single Bit Fault Detect — The FSFD bit allows the user to simulate a single bit fault during Flash array

read operations and check the associated interrupt routine. The FSFD bit is cleared by writing a 0 to FSFD. The

FECCR registers will not be updated during the Flash array read operation with FSFD set unless an actual single

bit fault is detected.

0 Flash array read operations will set the SFDIF flag in the FERSTAT register only if a single bit fault is detected

1 Flash array read operation will force the SFDIF flag in the FERSTAT register to be set (see Section 8.3.2.7)
and an interrupt will be generated as long as the SFDIE interrupt enable in the FERCNFG register is set (see
Section 8.3.2.6)

8.3.2.6

Flash Error Configuration Register (FERCNFG)

The FERCNFG register enables the Flash error interrupts for the FERSTAT flags.

Offset Module Base + 0x0005
7 6 4 3 2 1 0
0
ERSERIE PGMERIE EPVIOLIE ERSVIE1 ERSVIEO DFDIE SFDIE
w
Reset 0 0 0 0 0 0 0 0

I:I = Unimplemented or Reserved

Figure 8-10. Flash Error Configuration Register (FERCNFG)

All assigned bits in the FERCNFG register are readable and writable.

Table 8-16. FERCNFG Field Descriptions

Field Description
7 EEE Erase Error Interrupt Enable — The ERSERIE bit controls interrupt generation when a failure is detected
ERSERIE |during an EEE erase operation.
0 ERSERIF interrupt disabled
1 Aninterrupt will be requested whenever the ERSERIF flag is set (see Section 8.3.2.8)
6 EEE Program Error Interrupt Enable — The PGMERIE bit controls interrupt generation when a failure is
PGMERIE | detected during an EEE program operation.
0 PGMERIF interrupt disabled
1 An interrupt will be requested whenever the PGMERIF flag is set (see Section 8.3.2.8)
4 EEE Protection Violation Interrupt Enable — The EPVIOLIE bit controls interrupt generation when a
EPVIOLIE | protection violation is detected during a write to the buffer RAM EEE partition.

0 EPVIOLIF interrupt disabled
1 An interrupt will be requested whenever the EPVIOLIF flag is set (see Section 8.3.2.8)
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Table 8-16. FERCNFG Field Descriptions (continued)

Field Description
3 EEE Error Type 1 Interrupt Enable — The ERSVIEL bit controls interrupt generation when a change state error
ERSVIE1 |is detected during an EEE operation.
0 ERSVIF1 interrupt disabled
1 An interrupt will be requested whenever the ERSVIF1 flag is set (see Section 8.3.2.8)
2 EEE Error Type O Interrupt Enable — The ERSVIEO bit controls interrupt generation when a sector format error
ERSVIEO |[is detected during an EEE operation.
0 ERSVIFO interrupt disabled
1 Aninterrupt will be requested whenever the ERSVIFO flag is set (see Section 8.3.2.8)
1 Double Bit Fault Detect Interrupt Enable — The DFDIE bit controls interrupt generation when a double bit fault
DFDIE is detected during a Flash block read operation.
0 DFDIF interrupt disabled
1 Aninterrupt will be requested whenever the DFDIF flag is set (see Section 8.3.2.8)
0 Single Bit Fault Detect Interrupt Enable — The SFDIE bit controls interrupt generation when a single bit fault
SFDIE is detected during a Flash block read operation.
0 SFDIF interrupt disabled whenever the SFDIF flag is set (see Section 8.3.2.8)
1 An interrupt will be requested whenever the SFDIF flag is set (see Section 8.3.2.8)
8.3.2.7 Flash Status Register (FSTAT)

The FSTAT register reports the operational status of the Flash module.

Offset Module Base + 0x0006

7 6 5 4 3 2 1 0
R 0 MGBUSY RSVD MGSTAT[1:0]
CCIF ACCERR FPVIOL
W
Reset 1 0 0 0 0 0 o® ol

I:I = Unimplemented or Reserved

Figure 8-11. Flash Status Register (FSTAT)

1. Reset value can deviate from the value shown if a double bit fault is detected during the reset sequence (see Section 8.6).

CCIF, ACCERR, and FPVIOL bits are readable and writable, MGBUSY and MGSTAT bits are readable

but not writable, while remaining bits read 0 and are not writable.
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Table 8-17. FSTAT Field Descriptions

Field Description
7 Command Complete Interrupt Flag — The CCIF flag indicates that a Flash command has completed. The
CCIF CCIF flag is cleared by writing a 1 to CCIF to launch a command and CCIF will stay low until command

completion or command violation.
0 Flash command in progress
1 Flash command has completed

5 Flash Access Error Flag — The ACCERR bit indicates an illegal access has occurred to the Flash memory
ACCERR caused by either a violation of the command write sequence (see Section 8.4.1.2) or issuing an illegal Flash
command or when errors are encountered while initializing the EEE buffer ram during the reset sequence.
While ACCERR is set, the CCIF flag cannot be cleared to launch a command. The ACCERR bit is cleared by
writing a 1 to ACCERR. Writing a 0 to the ACCERR bit has no effect on ACCERR.

0 No access error detected
1 Access error detected

4 Flash Protection Violation Flag —The FPVIOL bit indicates an attempt was made to program or erase an
FPVIOL address in a protected area of P-Flash memory during a command write sequence. The FPVIOL bit is cleared
by writing a 1 to FPVIOL. Writing a 0 to the FPVIOL bit has no effect on FPVIOL. While FPVIOL is set, it is not
possible to launch a command or start a command write sequence.

0 No protection violation detected
1 Protection violation detected

3 Memory Controller Busy Flag — The MGBUSY flag reflects the active state of the Memory Controller.
MGBUSY [0 Memory Controller is idle
1 Memory Controller is busy executing a Flash command (CCIF = 0) or is handling internal EEE operations
2 Reserved Bit — This bit is reserved and always reads 0.
RSVD
1-0 Memory Controller Command Completion Status Flag — One or more MGSTAT flag bits are set if an error

MGSTAT[1:0] |is detected during execution of a Flash command or during the Flash reset sequence. See Section 8.4.2,
“Flash Command Description,” and Section 8.6, “Initialization” for details.

8.3.2.8 Flash Error Status Register (FERSTAT)

The FERSTAT register rel3ects the error status of internal Flash operations.

Offset Module Base + 0x0007

7 6 4 3 2 1 0
0
ERSERIF PGMERIF EPVIOLIF ERSVIF1 ERSVIFO DFDIF SFDIF
W
Reset 0 0 0 0 0 0 0 0

:: Unimplemented or Reserved

Figure 8-12. Flash Error Status Register (FERSTAT)

All Bags in the FERSTAT register are readable and only writable to clear the 3ag.
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Table 8-18. FERSTAT Field Descriptions

Field Description

7 EEE Erase Error Interrupt Flag — The setting of the ERSERIF flag occurs due to an error in a Flash erase
ERSERIF |command that resulted in the erase operation not being successful during EEE operations. The ERSERIF flag
is cleared by writing a 1 to ERSERIF. Writing a 0 to the ERSERIF flag has no effect on ERSERIF. While
ERSERIF is set, it is possible to write to the buffer RAM EEE partition but the data written will not be transferred
to the D-Flash EEE partition.

0 Erase command successfully completed on the D-Flash EEE partition
1 Erase command failed on the D-Flash EEE partition

6 EEE Program Error Interrupt Flag — The setting of the PGMERIF flag occurs due to an error in a Flash
PGMERIF | program command that resulted in the program operation not being successful during EEE operations. The
PGMERIF flag is cleared by writing a 1 to PGMERIF. Writing a 0 to the PGMERIF flag has no effect on
PGMERIF. While PGMERIF is set, it is possible to write to the buffer RAM EEE partition but the data written will
not be transferred to the D-Flash EEE partition.

0 Program command successfully completed on the D-Flash EEE partition
1 Program command failed on the D-Flash EEE partition

4 EEE Protection Violation Interrupt Flag —The setting of the EPVIOLIF flag indicates an attempt was made to
EPVIOLIF |write to a protected area of the buffer RAM EEE partition. The EPVIOLIF flag is cleared by writing a 1 to
EPVIOLIF. Writing a 0 to the EPVIOLIF flag has no effect on EPVIOLIF. While EPVIOLIF is set, it is possible to
write to the buffer RAM EEE partition as long as the address written to is not in a protected area.

0 No EEE protection violation
1 EEE protection violation detected

3 EEE Error Interrupt 1 Flag —The setting of the ERSVIFL1 flag indicates that the memory controller was unable
ERSVIF1 |to change the state of a D-Flash EEE sector. The ERSVIF1 flag is cleared by writing a 1 to ERSVIF1. Writing a
0 to the ERSVIF1 flag has no effect on ERSVIF1. While ERSVIF1 is set, it is possible to write to the buffer RAM
EEE partition but the data written will not be transferred to the D-Flash EEE partition.

0 No EEE sector state change error detected
1 EEE sector state change error detected

2 EEE Error Interrupt 0 Flag —The setting of the ERSVIFO flag indicates that the memory controller was unable
ERSVIFO |to format a D-Flash EEE sector for EEE use. The ERSVIFO flag is cleared by writing a 1 to ERSVIFO. Writing a
0 to the ERSVIFO flag has no effect on ERSVIFO. While ERSVIFO is set, it is possible to write to the buffer RAM
EEE partition but the data written will not be transferred to the D-Flash EEE partition.

0 No EEE sector format error detected
1 EEE sector format error detected

1 Double Bit Fault Detect Interrupt Flag — The setting of the DFDIF flag indicates that a double bit fault was
DFDIF detected in the stored parity and data bits during a Flash array read operation or that a Flash array read operation
was attempted on a Flash block that was under a Flash command operation. The DFDIF flag is cleared by writing
a 1 to DFDIF. Writing a 0 to DFDIF has no effect on DFDIF.

0 No double bit fault detected
1 Double bit fault detected or an invalid Flash array read operation attempted

0 Single Bit Fault Detect Interrupt Flag — With the IGNSF bit in the FCNFG register clear, the SFDIF flag
SFDIF indicates that a single bit fault was detected in the stored parity and data bits during a Flash array read operation
or that a Flash array read operation was attempted on a Flash block that was under a Flash command operation.
The SFDIF flag is cleared by writing a 1 to SFDIF. Writing a 0 to SFDIF has no effect on SFDIF.

0 No single bit fault detected
1 Single bit fault detected and corrected or an invalid Flash array read operation attempted

8.3.2.9 P-Flash Protection Register (FPROT)

The FPROT register defines which P-Flash sectors are protected against program and erase operations.
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Offset Module Base + 0x0008

7 6 5 4 3 2 1 0
R RNV6
FPOPEN FPHDIS FPHS[1:0] FPLDIS FPLS[1:0]
W
Reset F F F F F F F F

:z Unimplemented or Reserved

Figure 8-13. Flash Protection Register (FPROT)

The (unreserved) bits of the FPROT register are writable with the restriction that the size of the protected
region can only be increased (s&ection 8.3.2.9.1, OP-Flash Protection Restrigtibasd Table 8-33

During the reset sequence, the FPROT register is loaded with the contents of the P-Flash protection byte
in the Flash configuration field at global address Ox7F_FFOC located in P-Flash memona(se&-3J

as indicated by reset condition OF@gnre 8-13 To change the P-Flash protection that will be loaded

during the reset sequence, the upper sector of the P-Flash memory must be unprotected, then the P-Flash
protection byte must be reprogrammed. If a double bit fault is detected while reading the P-Flash phrase
containing the P-Flash protection byte during the reset sequence, the FPOPEN bit will be cleared and
remaining bits in the FPROT register will be set to leave the P-Flash memory fully protected.

Trying to alter data in any protected area in the P-Flash memory will result in a protection violation error
and the FPVIOL bit will be set in the FSTAT register. The block erase of a P-Flash block is not possible
if any of the P-Flash sectors contained in the same P-Flash block are protected.

Table 8-19. FPROT Field Descriptions

Field Description

7 Flash Protection Operation Enable — The FPOPEN bit determines the protection function for program or
FPOPEN | erase operations as shown in Table 8-20 for the P-Flash block.
0 When FPOPEN is clear, the FPHDIS and FPLDIS bits define unprotected address ranges as specified by the
corresponding FPHS and FPLS bits
1 When FPOPEN is set, the FPHDIS and FPLDIS bits enable protection for the address range specified by the
corresponding FPHS and FPLS bits

6 Reserved Nonvolatile Bit — The RNV bit should remain in the erased state for future enhancements.
RNV[6]
5 Flash Protection Higher Address Range Disable — The FPHDIS bit determines whether there is a

FPHDIS | protected/unprotected area in a specific region of the P-Flash memory ending with global address 0x7F_FFFF.
0 Protection/Unprotection enabled
1 Protection/Unprotection disabled

4-3 Flash Protection Higher Address Size — The FPHS bits determine the size of the protected/unprotected area
FPHS[1:0] |in P-Flash memory as shown inTable 8-21. The FPHS bits can only be written to while the FPHDIS bit is set.
2 Flash Protection Lower Address Range Disable — The FPLDIS bit determines whether there is a
FPLDIS protected/unprotected area in a specific region of the P-Flash memory beginning with global address
0x7F_8000.

0 Protection/Unprotection enabled
1 Protection/Unprotection disabled

1-0 Flash Protection Lower Address Size — The FPLS bits determine the size of the protected/unprotected area
FPLS[1:0] [i