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Edge Computing Is On Premises or in the Network

Gateway/Nexus | MEC

Premises Telco Network

MEC = multi-access (mobile) edge computing
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Management and Security Challenges

2001 — @

TRADITIONAL PC, MOBILE DEVICES
» Multiple authentication mechanisms
» Cloud-based security and application management

EDGE COMPUTING DEVICES

» Traditionally embedded devices

» Not physically accessible, or lack display
« Can be many (10s, 100s, 1000s) per user

SOLUTION: CLOUD-BASED

MANAGEMENT AND SECURITY
FOR EDGE

« Manage devices, apps remotely
« Secure provisioning, upgrades
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NXP Provides [ Open-Source ] Embedded Apps Cloud Apps
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EdgeScale Device Management

Common Portal

Remotely Manage Edge
Compute nodes deployed
anywhere in the world

EdgeScale
Device Management

E EDGEscate HEE ® b11892

Secure Enrollment, Firmware updates,
Container Deployment, Device Monitoring & More

EdgeScale - Making Edge Compute Secure and Manageable

EdgeScale is a scalable and powerful platform which helps you to easily connect lot things, manage
devices and deploy your applications. This page provides you a typical workflow of how to register device
and deploy applications.

©

‘

Device Model Devices Applications Application Deployment Tasks
create and register device create and enroll devices enroll and upload container create task and deploy apps check task status
models based applications to devices

m m check task

® 1
)

Solutions Solution Deployment
enroll and upload create task and deploy
firmware/solution images solution/firmware to devices

[ o
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Edge Computing Frameworks

IBM Cloud AliYun Google Cloud = Microsoft Azure Private Cloud Amazon AWS

Greengrass
Docker Docker Docker Docker Docker Docker

-
Docker Engine Protocol Adaptor Data processing Data filter }
-
P
an?;u‘;’ce File-System Network Stack Eglrerrl(e):t, Trust Common
A p yp Kernel | = Zone Platform
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Security Requirements for the Edge

CHAIN OF TRUST

Security starts with hardware
root of trust

Secure
Application

cFoTTTTET ST g Deployment

[ Q4 Secure : _‘4-___8_)1____
: Container
|
|

. 05

End-to-end security is a chain of

: ) Deployment
inter-locked security elements PIoYy
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Secure\
. N
Device

Monitoring 1
|
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SECURE DEVICE MANAGEMENT

Secure manufacturing

Secure enrollment

‘ . Secure device monitoring and
Secure FT--- - —-= firmware management

Manufacturing Secure container deployment

72 Credentials may be installed
_______ 4~ in on-chip Layerscape fused

memory or via external
Secure Element

Secure app management and
deployment
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Chain of Trust

NXP OEM

Managed Managed
Credentials Credentials

Secure Secure
(« Unique ID N ( Enroliment 4 N ( Containers 4 N

* Public/Private Key . Device Certificate * Signed Firmware « AWS/Azure » Secure Payment

« Signed . . updates = « Signed Applications
Provisioning Image Signed Firmware certificate

Image « Signed Containers

\ Secure \ y \ Secure Device \ \ Secure
Manufacturing Monitoring Applications

Cloud/Application
Managed
Credentials

Hardware forms the Root of trust.

Multiple layers of tamper-detection - each level validates the next.

Multiple levels of secrets — can revoke at any layer.

Mutual authentication between device and cloud using Asymmetric cryptography.
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How NXP makes AWS Security Simpler

Today - Manual Greengrass Deployment

—/ \\— G-tnlrah key pair at cloud
' \

—==

LT
| WEAE amazon
Getk I d —=—
Em@/h ' webservices"

Copy key pair to device

Copy greengrass lo devi

NEP devices

EdgeScale automates Greengrass key

distribution and software deployment

EdgeScale solution:

+ Automates AWS loT and Greengrass
software and key distribution.

» Deploys Greengrass core as signed
Docker image.

* Provides on-device trust computing and
secure storage for GG Apps.

Request AWS

AWS
lambda

keyicert

Provide signed

Container binary tai
container

Provision
certificate Validate & launch
Container binary

=

A 4

EdgeScale Agent

Secure Firmware
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EdgeScale Benefits

£ Let NXP manage
credentials for you.

» Secure programming of
credentials in factory.

* Chain of trust from HW
to OS to application.

N

f Unique NXP and OEM D
ID per-device

- Unique keys per-device

- Secure credential
programming

. _ )
- Firmware Encryption

support
- Unique keys per-device.
- Chain of trust from HW
to OS to application.

- )
* Prevent device from

N

running older firmware.
* Run-time Tamper
Detection
* Ensure firmware
integrity from cloud.

La,

- ™ - ™ - - ™
» Secure enrollment from * Remotely manage » Securely deploy new « ‘Skinned’ Ul for remote
cloud. device activity. applications from cloud. management.
» Track deployment in * Provision new devices * Leverage/deploy AWS, * Integrate into own
real-time. « Retire old devices Azure, Google, Ali on framework.
« On-the-fly firmware « Monitor health and the fly. * Run on any
selection. proactively replace. private/public cloud.
~RapIC ASSE 210 0 20
Deplc s L) onitoring pgraade
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Edge Compute use-cases

o = FIETTNY.
Fleet Management 1iidd MM& ((‘ ":“}@

Tracking, location, temperature, road —
conditions, optimized routing ot T |
Security, Building automation
Face-recognition, object recognition, pattern

detection, temperature, lighting controls ~ Industrial Analytics
Real-time data acquisition, analytics, inventory
control, Real-time object recognition, asset tracking.

Cloud-based
Deployment &
Management

o

Retail (Inventory Management)
Analytics, monitoring, inventory tracking,
warehouse management.

Healthcare
Tracking, analysis, privacy-filtering,
emergency response.

Retail (Consumer personalization)
Face recognition, pattern identification,

personalized shopping, targeted ad insertion, \ {
product recommendations. COMPANY PUBLIC | 11 4



Smart Building Automation

Edge Gateway Platform

p
mummn IR aooe
v I!III.H fithe T P
/ - [ L

Cloud Edge Suite

B R TRMACINT
W |

(BACnet, LON, RS485, 3G/4G)

Layerscape

2.4G WI-FI 5GHz WI-FI
- J

Intelligent Surveillance
Start/stop HVAC when employee arrives/leaves
Number plate recognition / facial recognition
Building Access Control

Weather Forecast
Plan Vs react

Sensors / Alarms
Warn if unusual electric load, Items piled up near
boilers etc.
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Demo — Tiered Al/ML Solution with Cloud Training and Edge Inferencing

loT Endpoints, Edge Gateways Running Cloud Infrastructure
Cameras Local Inferencing

Edgescale

Face training Camera

once

Locate key facial landmarks Translate collected information
and evaluate skin texture and image into coded data

App
Deployment

AI/ML Solution [

Continuous training workload
running in the cloud

Trained model is updated and
propagated to all edge devices
automatically

APP App —_—

Recognized
everywhere

Vector Program

LTS Lirux Kernel

= AlibabaCloud

23 aliyun.com

o

G Edge Platform
ML Infere nce Engine PUbIIC CIOUd
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A Broad and Scalable Edge Computing Portfolio arm
 All LS-series processors have rich set of 10 — USB, PCIE,
SATA, GPIO, 12C, SPI, UART

: : » Cortex-A72 » Cortex-A72
All support Trust Architecture for platform security Large-scale videofimage . 4.8 cores . 816 cores
* Support both embedded and PC Linux distros processing, data « 2.0GHz « 2.2GHz
« Support industrial temperature ranges aggregation, backhaul « 8 x 10GE » 10/25/40/100 GE
» Support long lifecycles * 20-35W * 31W

LS1028A LS1043A LS1046A LS1088A

» Cortex-A72 » Cortex-A53 » Cortex-A72 » Cortex-A53 Videolimage
* 1.6GHz * 1.6GHz * 1.8GHz * 1.6GHz analytics, TSN Ethernet,
« 4-9W » 1/10G Ethernet, * 1/10 G Ethernet, * 1/10 G Ethernet, Gateway applications
. |ntegrated TSN USB, PCI USB, PCI USB, PCI
switch, GPU * 5-10W « 10-12W * 8-16W
LS1012A LS1021A

» Cortex-A53 » Cortex-A7

* 1 core « 2 cores Data acquisition,

e 1GHz e 1GHz analytics, monitoring,

. 1-2W . 2W remote control

* Ethernet, USB, PCI * Ethernet, USB, PCI
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NXP Partner Edge-Box solutions

- Scalus

Scalys LS1012
Grapeboard

LQ DELTA NETWORKS, INC.
NI

O

Enterprise Whitebox

- e
—
—
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Senao LS1043
Edge Whitebox

Powered By
EdgeScale

Nexcom LS104x
Edge Gateway

Imago LS2088

V_8|$¢

l.

)
30

Vision-Box

Accton

Making Partnership Work

Accton LS1043
loT Gateway
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More information ...
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nlemet of Things v Edge Computing ~

LUIECIEY 11INyYs
Cold Storage Monitoring
Fleet Management
Large Area Surveillance System

Small Area Surveillance System

Edge computing stands to transform the Internet of things (1oT) much the same way that cloud
computing is transforming enterprise IT. By creating secure, highly programmable and flexible
@ computing systems that enhance both artiticial intelligence (Al) and machine learning (ML), we help

usher in the era of local Al, where edge nodes are not only siart, but are trained to be aware of their
environment and situation, making them capable of operating offline or with limited cloud

Sp

connectivity.
@ NXP platforms offer secure edge computing at the hardware and software level, providing the
essential technologles that enable low-power, low-latency, high-throughput solutions to dellver
greater efficlencies, convenlence, privacy and security.

Outpacing the demands of today’s networks.

Today, with Increasing network convergence, practically everything is connected, and everyone Is consuming data almost everywhere,

MVD halars marciare davalanace and moamnilsctorars ctau shasd Al ithaca demaande il andimlsad intaaeai ad caliiinne that raronnin tha
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Summary

Edge Computing offers real-time, privacy and cost-reduction.
- NXP Layerscape family provides a scalable portfolio for Edge Computing

Edge Compute nodes need to be securely managed from the cloud.

- EdgeScale provides a solution for securely managing Edge Compute nodes.

- EdgeScale enables support for multiple Edge compute frameworks and Private clouds.
- EdgeScale provides support to manage multiple platforms with a common cloud service.

Security is a key component for Edge Computing
- EdgeScale provides an End-End architecture for security.
- NXP Trust Architecture provides underlying Hardware root of trust.

For more Information on EdgeScale and Edge Computing
- WWW.NXP.Com
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