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Chapter 49
Enhanced Serial Communication Interface (eSCI)

49.1 Chip-specific eSCI information
�7�K�L�V���F�K�L�S���K�D�V���V�L�[���L�Q�V�W�D�Q�F�H�V���R�I���W�K�H���H�6�&�,���P�R�G�X�O�H�����6�R�P�H���I�H�D�W�X�U�H���G�H�W�D�L�O�V���Y�D�U�\���E�H�W�Z�H�H�Q���W�K�H
�L�Q�V�W�D�Q�F�H�V��

�7�K�H���I�R�O�O�R�Z�L�Q�J���W�D�E�O�H���V�X�P�P�D�U�L�]�H�V���W�K�H���I�H�D�W�X�U�H���G�L�I�I�H�U�H�Q�F�H�V�����7�K�H���W�D�E�O�H���G�R�H�V���Q�R�W���O�L�V�W���I�H�D�W�X�U�H
�G�H�W�D�L�O�V���W�K�D�W���W�K�H���L�Q�V�W�D�Q�F�H�V���V�K�D�U�H��

Table 49-1. eSCI instance feature differences

Instance DMA support

eSCI_A and eSCI_B Yes

eSCI_C, eSCI_D, eSCI_E, and eSCI_F No: descriptions of eSCI DMA functionality do not apply to
these instances

NOTE
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49.2 Introduction
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Sample Reference Manual

EXAMPLE
Chip-specific information 
that should be read first

Beginning of general 
module information
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Chapter 9
System Integration Unit Lite2 (SIUL2)

9.1 Chip-specific SIUL2 information

9.1.1 Feature configurations
In this device, the SIUL2_0 module instance does not support the following features described in the generic description:

€ Interrupts

€ DMA channels

9.1.2 Notes for IMCR
Out of reset, PA_00, PA_04, and PA_05 pads have JTAG input functionality selected by default. It should be disabled in the
corresponding IMCR registers (IMCR61, IMCR60, and IMCR50 respectively) in order to use other functionality such as GPIO.

9.2 Introduction

9.2.1 Overview
The System Integration Unit Lite2 provides control over all the electrical pin controls and ports with 16 bits of bidirectional, general-
purpose input and output signals. One of the most important functions of the SIUL2 is to enable the user to select the functions
and electrical characteristics that appear on external device pins. It also controls the multiplexing of internal signals from one
module to another and controls chip I/O. It supports as many as 32 external interrupts with trigger event configuration. The following
figure is the block diagram of SIUL2 and its interfaces to other system components.
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Figure 23. System Integration Unit Lite2 block diagram

This module provides dedicated pad control to general-purpose pads that can be configured as either inputs or outputs. The
SIUL2 module provides registers that enable user software to read values from GPIO pads configured as inputs, and write values
to GPIO pads configured as outputs:

€ When configured as output, you can write to an internal register to control the state driven on the associated output pad.

€ When configured as input, you can detect the state of the associated pad by reading the value from an internal register.

€ When configured as input and output, the pad value can be read back, which can be used as a method of checking if the
written value appeared on the pad.

To assist software development, GPIO data registers can be accessed using various mechanisms. These differing mechanisms
allow support for port access or for bit manipulation without the need to use read-modify-write operations:

€ Access to two 16-bit ports in one access

€ Read/write access to a single bit

€ A 16-bit port write with a bit mask, using single 32-bit access.
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Chapter 10
Crossbar Integrity Checker (XBIC)

10.1 Chip-specific XBIC information
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10.1.1 XBIC controller and target assignments
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10.1.2 Unimplemented MCR and ESR fields

10.2 Overview
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Chapter 9
Crossbar Switch (XBAR)

9.1 Chip-specific XBAR information
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9.1.1 XBAR controller and target assignments
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Table 9-1.XBAR controller ports and logical controller IDs
Module Physical controller port Logical controller ID Comment

Core0 instruction 0 0

Core0 data 1 0

Nexus_3_0 8 Nexus_3_0 arbitrates with Core0 data for XBAR port 1

Core1 instruction 2 1

Core1 data 3 1

Nexus_3_1 9 Nexus_3_1 arbitrates with Core1 data for XBAR port 3

Table continues on the next page...
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�W�K�H���G�R�Z�Q�V�W�U�H�D�P���F�K�H�F�N�V��
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���������� �,�Q�W�H�U�U�X�S�W���S�U�L�R�U�L�W�\���O�H�Y�H�O�V
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�1�;�3���6�H�P�L�F�R�Q�G�X�F�W�R�U�V

�0�&�;���$�����������D�Q�G���$���������6�H�F�X�U�L�W�\���5�H�I�H�U�H�Q�F�H���0�D�Q�X�D�O�����5�H�Y������������������������������
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���������� �1�R�Q���0�D�V�N�D�E�O�H���,�Q�W�H�U�U�X�S�W�����1�0�,�����F�R�Q�I�L�J�X�U�D�W�L�R�Q

�7�K�H���1�R�Q���0�D�V�N�D�E�O�H���,�Q�W�H�U�U�X�S�W�����1�0�,�����H�Q�D�E�O�H���E�L�W���D�Q�G���V�R�X�U�F�H���V�H�O�H�F�W�L�R�Q���E�L�W�V���D�U�H���L�P�S�O�H�P�H�Q�W�H�G���I�R�U���H�D�F�K���F�R�U�H���L�Q���6�<�6�&�2�1���U�H�J�L�V�W�H�U��

���������� �,�Q�W�H�U�U�X�S�W���F�K�D�Q�Q�H�O���D�V�V�L�J�Q�P�H�Q�W�V

�7�K�H���L�Q�W�H�U�U�X�S�W���V�R�X�U�F�H���D�V�V�L�J�Q�P�H�Q�W�V���D�U�H���G�H�I�L�Q�H�G���L�Q���W�K�H���I�R�O�O�R�Z�L�Q�J���W�D�E�O�H��

�µ �9�H�F�W�R�U���Q�X�P�E�H�U���§���W�K�H���Y�D�O�X�H���V�W�R�U�H�G���R�Q���W�K�H���V�W�D�F�N���Z�K�H�Q���D�Q���L�Q�W�H�U�U�X�S�W���L�V���V�H�U�Y�L�F�H�G��

�µ �,�5�4���Q�X�P�E�H�U���§���Q�R�Q���F�R�U�H���L�Q�W�H�U�U�X�S�W���V�R�X�U�F�H���F�R�X�Q�W�����Z�K�L�F�K���L�V���W�K�H���Y�H�F�W�R�U���Q�X�P�E�H�U���P�L�Q�X�V��������

�7�K�H���,�5�4���Q�X�P�E�H�U���L�V���X�V�H�G���Z�L�W�K�L�Q���$�U�P�
�V���1�9�,�&���G�R�F�X�P�H�Q�W�D�W�L�R�Q��

�6�H�H���W�K�H���D�W�W�D�F�K�H�G���1�9�,�&�B�&�R�Q�I�L�J�X�U�D�W�L�R�Q���V�S�U�H�D�G�V�K�H�H�W���I�R�U���W�K�H���1�9�,�&���L�Q�W�H�U�U�X�S�W���D�V�V�L�J�Q�P�H�Q�W�V��

������ �6�\�V�W�H�P���P�H�P�R�U�\���P�D�S
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�S�H�U�L�S�K�H�U�D�O���K�D�V���D���E�D�V�H���D�G�G�U�H�V�V���Z�K�H�U�H���W�K�H���S�U�R�F�H�V�V�R�U���H�O�H�P�H�Q�W�V���F�D�Q���D�F�F�H�V�V���W�K�H�P��

���������� �3�H�U�L�S�K�H�U�D�O���%�U�L�G�J�H�����3�%�5�,�'�*�(�����������P�H�P�R�U�\���P�D�S�V
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�S�H�U�L�S�K�H�U�D�O���P�H�P�R�U�\���P�D�S�S�L�Q�J���R�Q���W�K�L�V���G�H�Y�L�F�H��

�1�;�3���6�H�P�L�F�R�Q�G�X�F�W�R�U�V

�&�R�U�H���2�Y�H�U�Y�L�H�Z

�0�&�;���$�����������D�Q�G���$���������6�H�F�X�U�L�W�\���5�H�I�H�U�H�Q�F�H���0�D�Q�X�D�O�����5�H�Y������������������������������
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�$�V���V�\�V�W�H�P���V�H�F�X�U�L�W�\���U�H�T�X�L�U�H�P�H�Q�W�V���D�Q�G���W�K�H���D�W�W�D�F�N���V�X�U�I�D�F�H���H�Y�R�O�Y�H�V�����L�W���L�V���L�P�S�R�U�W�D�Q�W���I�R�U���F�X�V�W�R�P�H�U�V���W�R���X�Q�G�H�U�V�W�D�Q�G���W�K�H���W�\�S�H�V���R�I���D�W�W�D�F�N�V��
���H�V�S�H�F�L�D�O�O�\���D�G�Y�D�Q�F�H�G���S�K�\�V�L�F�D�O���D�W�W�D�F�N�V�����Z�K�L�F�K���1�;�3���G�R�H�V���Q�R�W���F�O�D�L�P���W�R���S�U�R�W�H�F�W���D�J�D�L�Q�V�W�����R�U���V�W�U�R�Q�J�O�\���P�L�W�L�J�D�W�H�����V�R���W�K�D�W���D�S�S�U�R�S�U�L�D�W�H��
�P�L�W�L�J�D�W�L�R�Q���F�D�Q���E�H���W�D�N�H�Q���E�\���W�K�H���F�X�V�W�R�P�H�U���D�W���W�K�H���V�\�V�W�H�P���O�H�Y�H�O���L�I���Q�H�F�H�V�V�D�U�\��

�µ �7�K�L�V���6�R�&���K�D�V���E�X�L�O�W���L�Q���V�H�F�X�U�L�W�\���H�Y�H�Q�W���G�H�W�H�F�W�L�R�Q���I�H�D�W�X�U�H�V�����+�R�Z�H�Y�H�U�����1�;�3���G�R�H�V���Q�R�W���J�X�D�U�D�Q�W�H�H���D�J�D�L�Q�V�W���D�G�Y�D�Q�F�H�G���W�D�P�S�H�U��
�D�W�W�H�P�S�W�V�����L�Q�F�O�X�G�L�Q�J���R�S�H�U�D�W�L�R�Q���R�I���W�K�H���G�H�Y�L�F�H���E�H�\�R�Q�G���W�K�H���G�H�I�L�Q�H�G���V�S�H�F�L�I�L�F�D�W�L�R�Q���O�L�P�L�W�V�����7�K�H���V�H�F�X�U�L�W�\���H�Y�H�Q�W���G�H�W�H�F�W�L�R�Q���I�H�D�W�X�U�H�V��
�D�U�H���R�Q�O�\���H�I�I�H�F�W�L�Y�H���L�I���W�K�H���D�Q�D�O�R�J���J�O�L�W�F�K���G�H�W�H�F�W�R�U���L�V���H�Q�D�E�O�H�G���L�Q���W�K�H���G�H�Y�L�F�H���F�R�Q�I�L�J�X�U�D�W�L�R�Q�����1�;�3���G�R�H�V���Q�R�W���J�X�D�U�D�Q�W�H�H���W�K�H��
�S�U�R�W�H�F�W�L�R�Q���D�J�D�L�Q�V�W���V�H�P�L���L�Q�Y�D�V�L�Y�H���D�Q�G���L�Q�Y�D�V�L�Y�H���D�W�W�D�F�N�V��

�µ �7�K�L�V���6�R�&���K�D�V���D���E�X�L�O�W���L�Q���I�H�D�W�X�U�H���D�G�G�U�H�V�V�L�Q�J���V�L�G�H���F�K�D�Q�Q�H�O���D�W�W�D�F�N�V�����+�R�Z�H�Y�H�U�����W�K�H�U�H���L�V���Q�R���F�O�D�L�P���W�R���E�H���F�R�P�S�O�H�W�H�O�\���U�H�V�L�V�W�D�Q�W����
�7�K�H���H�I�I�H�F�W�L�Y�H�Q�H�V�V���R�I���W�K�H�V�H���I�H�D�W�X�U�H�V���K�D�V���Q�R�W���E�H�H�Q���L�Q�G�H�S�H�Q�G�H�Q�W�O�\���H�Y�D�O�X�D�W�H�G�����7�K�H�U�H�I�R�U�H���1�;�3���G�R�H�V���Q�R�W���J�X�D�U�D�Q�W�H�H���W�K�D�W���W�K�H��
�U�H�V�X�O�W���Z�L�O�O���P�H�H�W���V�S�H�F�L�I�L�F���F�X�V�W�R�P�H�U���U�H�T�X�L�U�H�P�H�Q�W�V��

�µ �6�H�Y�H�U�D�O���D�V�S�H�F�W�V���R�I���W�K�L�V���6�R�&�
�V���V�H�F�X�U�L�W�\���W�U�X�V�W���D�U�F�K�L�W�H�F�W�X�U�H���U�H�O�\���R�Q���W�K�H���V�W�U�H�Q�J�W�K���R�I���F�U�\�S�W�R�J�U�D�S�K�L�F���D�O�J�R�U�L�W�K�P�V���D�Q�G���G�L�J�L�W�D�O��
�V�L�J�Q�D�W�X�U�H�V�����,�I���W�K�H�V�H���D�U�H���V�X�E�V�H�T�X�H�Q�W�O�\���G�H�W�H�U�P�L�Q�H�G���W�R���K�D�Y�H���L�Q�K�H�U�H�Q�W���I�O�D�Z�V�����W�K�H�Q���W�K�H���L�P�S�D�F�W���I�R�U���H�D�F�K���I�O�D�Z���P�X�V�W���E�H���H�Y�D�O�X�D�W�H�G��
�D�Q�G�����L�Q���W�K�L�V���F�D�V�H�����1�;�3���G�R�H�V���Q�R�W���J�X�D�U�D�Q�W�H�H���W�K�H���X�Q�G�H�U�O�\�L�Q�J���W�U�X�V�W���D�U�F�K�L�W�H�F�W�X�U�H���F�O�D�L�P�V��

�1�;�3���U�H�F�R�P�P�H�Q�G�V���F�X�V�W�R�P�H�U�V���W�R���L�P�S�O�H�P�H�Q�W���D�S�S�U�R�S�U�L�D�W�H���G�H�V�L�J�Q���D�Q�G���R�S�H�U�D�W�L�Q�J���V�D�I�H�J�X�D�U�G�V���E�D�V�H�G���R�Q���G�H�I�L�Q�H�G���W�K�U�H�D�W���P�R�G�H�O�V�����W�R��
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//! @brief Root of the bootloader API tree.
//!
//! An instance of this struct resides in read-only memory in the bootloader. It provides a user 
application access to APIs exported by the bootloader.
//! @note The order of existing fields must not be changed.
//! 
//! @ingroup context
typedef struct BootloaderTree
{
    void (*runBootloader)(void *arg)                //!< Function to start the bootloader executing.
    const flash_driver_interface_t *flashDriver;    //!< Internal Flash driver API.
    void (*jump)(uint32_t imageBase);
} bootloader_tree_t;
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#define BOOTLOADER_TREE_LOCATION (0x03005fe0)
#define g_bootloaderTree ((bootloader_tree_t *)BOOTLOADER_TREE_LOCATION)
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//! @brief Interface for the flash driver.
typedef struct FlashDriverInterface
{
    // Flash driver
    status_t (*flash_init)(flash_config_t *config);
    status_t (*flash_erase_sector)(flash_config_t *config, uint_32_t start, uint32_t lengthInBytes, 
uint32_t key);
    status_t (*flash_program_phrase)(flash_config_t *config, uint32_t start, uint8_t *src, 
uint32_t lengthInBytes);
    status_t (*flash_program_page)(flash_config_t *config, uint32_t start, uint_t *src, 
uint_t lengthInBytes);
    status_t (*flash_verify_program)(flash_config_t *config,
                                     uint32_t start,
                                     uint32_t lengthInBytes,
                                     const uint8_t *expectedAddress,
                                     uint32_t *failedAddress,
                                     uint32_t *failedData);
    status_t (*flash_verify_erase_phrase)(flash_config_t *config, uint32_t start, 
uint32_t lengthInBytes);
    status_t (*flash_verify_erase_page)(flash_config_t *config, uint32_t start, 
uint32_t lengthInBytes);
    status_t (*flash_verify_erase_sector)(flash_config_t *config, uint32_t start, 
uint32_t lengthInBytes);
    status_t (*flash_get_property)(flash_config_t *config, flash_property_tag_t whichProperty, 
uint32_t *value);
    status_t (*flash_read)(flash_config_t *config, uint32_t start, uint8_t *dest, 
uint32_t lengthInBytes);
    // version
    standard_version_t version; //!< flash driver API version number.
} flash_driver_interface_t;
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typedef struct
{
    uint32_t PFlashBlockBase;        /*!< A base address of the first PFlash block */
    uint32_t PFlashTotalSize;        /*!< The size of the combined PFlash block. */
    uint32_t PFlashBlockCount;       /*!< A number of the PFlash blocks. */
    uint32_t PFlashPageSize;         /*!< The size in bytes of a page of PFlash. */
    uint32_t PFlashSectorSize;       /*!< The size in bytes of a sector of PFlash. */
    flash_ffr_config_t ffrConfig;    
} flash_config_t;
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Ping Packet:
5a a6

Host Target

Target executes UART autobaud detection if necessary

PingResponse Packet:
5a a7 00 02 01 50 00 00 aa ea
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#define FLASH_SIZE_32KB 0x8000U
#define FLASH_SIZE_8KB 0x2000U
uint32_t cmpa_address = SYSCON->FLASHSIZECFG * FLASH_SIZE_32KB - FLASH_SIZE_8KB;
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struct dm_request {
        uint16_t commandID;
        uint16_t dataWordCount;
        uint32_t data[ ];
        };
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struct dm_response {
        uint16_t commandStatus;
        uint16_t dataWordCount;
        uint32_t data[];
        };

�������������������� �5�H�V�S�R�Q�V�H���S�D�F�N�H�W

�<�R�X���F�D�Q���U�H�D�G���W�K�H���F�R�P�P�D�Q�G���U�H�V�S�R�Q�V�H���������E�L�W�V���D�W���D���W�L�P�H���W�K�U�R�X�J�K���5�H�W�X�U�Q���9�D�O�X�H�����5�(�7�8�5�1�������7�K�H���L�Q�L�W�L�D�O���������E�L�W�V���F�R�Q�W�D�L�Q���W�K�H���U�H�V�S�R�Q�V�H��
�K�H�D�G�H�U�����D�V���V�K�R�Z�Q���L�Q���W�K�H���W�D�E�O�H���E�H�O�R�Z�����:�K�H�Q���U�H�D�G�L�Q�J���D���U�H�V�S�R�Q�V�H���J�U�H�D�W�H�U���W�K�D�Q���������E�L�W�V�����W�K�H���G�H�E�X�J�J�H�U���Z�U�L�W�H�V���W�K�H���$�&�.�B�7�2�.�(�1���W�R��
�5�H�T�X�H�V�W���9�D�O�X�H�����5�(�4�8�(�6�7�����D�I�W�H�U���H�Y�H�U�\���U�H�D�G���R�I���5�(�7�8�5�1���X�Q�W�L�O���W�K�H���I�X�O�O���U�H�V�S�R�Q�V�H���S�D�F�N�H�W���L�V���U�H�F�H�L�Y�H�G��

�1�;�3���6�H�P�L�F�R�Q�G�X�F�W�R�U�V

�'�H�E�X�J���0�D�L�O�E�R�[�����'�%�*�0�%��

�0�&�;���$�����������D�Q�G���$���������6�H�F�X�U�L�W�\���5�H�I�H�U�H�Q�F�H���0�D�Q�X�D�O�����5�H�Y������������������������������
�5�H�I�H�U�H�Q�F�H���0�D�Q�X�D�O ������������������



�7�D�E�O�H���������5�H�V�S�R�Q�V�H���3�D�F�N�H�W

�%�L�W�V �)�L�H�O�G �'�H�V�F�U�L�S�W�L�R�Q

���� �/�2�1�*�B�5�(�6�3 �/�R�Q�J���U�H�V�S�R�Q�V�H���S�D�F�N�H�W���L�Q�G�L�F�D�W�R�U�����D�O�V�R���F�D�O�O�H�G���W�K�H���Q�H�Z���S�U�R�W�R�F�R�O���L�Q�G�L�F�D�W�R�U

�>�����������@ �5�(�0�$�,�1�B�7�5�$�1�6 �1�X�P�E�H�U���R�I���W�L�P�H�V���W�K�H���G�H�E�X�J�J�H�U���P�X�V�W���U�H�D�G���5�(�7�8�5�1���W�R���U�H�F�H�L�Y�H���U�H�P�D�L�Q�L�Q�J��
�U�H�V�S�R�Q�V�H���G�D�W�D�����7�K�H���G�H�E�X�J�J�H�U���Z�U�L�W�H�V���$�&�.�B�7�2�.�(�1���W�R���5�(�4�8�(�6�7���D�I�W�H�U���H�Y�H�U�\��
�U�H�D�G���R�I���5�(�7�8�5�1���X�Q�W�L�O���W�K�H���I�X�O�O���U�H�V�S�R�Q�V�H���S�D�F�N�H�W���L�V���U�H�F�H�L�Y�H�G��

��

�5�(�0�$�,�1�B�7�5�$�1�6���L�V���Y�D�O�L�G���R�Q�O�\���Z�K�H�Q���(�5�5�2�5�B�6�5�(�6�3���L�V������

�D�Q�G���/�2�1�*�B�5�(�6�3���L�V������

�����1�2�7�(����

�>���������@ �(�5�5�2�5�B�6�5�(�6�3 �6�K�R�U�W���U�H�V�S�R�Q�V�H���G�D�W�D���R�U���H�U�U�R�U���F�R�G�H

�,�I���E�L�W�B�������L�V���Q�R�W���������W�K�L�V���I�L�H�O�G���L�V���L�Q�W�H�U�S�U�H�W�H�G���D�V���V�K�R�U�W���U�H�V�S�R�Q�V�H���G�D�W�D�����)�R�U���H�[�D�P�S�O�H����
�W�K�L�V���I�L�H�O�G���U�H�W�X�U�Q�V���W�K�H���&�5�3���O�H�Y�H�O���I�R�U���D���*�(�7�B�&�5�3�B�/�(�9�(�/���F�R�P�P�D�Q�G��

�(�U�U�R�U���F�R�G�H�V

�µ ���������K�����&�R�P�P�D�Q�G���V�X�F�F�H�H�G�H�G��

�µ ���������K�����'�H�E�X�J���P�R�G�H���Q�R�W���H�Q�W�H�U�H�G�����7�K�L�V���Y�D�O�X�H���L�V���U�H�W�X�U�Q�H�G���Z�K�H�Q���R�W�K�H�U��
�F�R�P�P�D�Q�G�V���D�U�H���V�H�Q�W���S�U�L�R�U���W�R���W�K�H���(�Q�W�H�U���'�0���$�3���F�R�P�P�D�Q�G��

�µ ���������K�����&�R�P�P�D�Q�G���L�V���Q�R�W���V�X�S�S�R�U�W�H�G��

�µ ���������K�����&�R�P�P�X�Q�L�F�D�W�L�R�Q���I�D�L�O�X�U�H�����$�&�.�B�7�2�.�(�1���L�V���P�L�V�V�L�Q�J���G�X�U�L�Q�J���G�D�W�D��
�W�U�D�Q�V�D�F�W�L�R�Q�V��

���������������� �$�&�.�B�7�2�.�(�1

�7�K�H���$�&�.�B�7�2�.�(�1���S�U�R�Y�L�G�H�V���D�Q���D�F�N�Q�R�Z�O�H�G�J�P�H�Q�W���W�R���W�K�H���V�H�Q�G�H�U���G�X�U�L�Q�J���G�H�E�X�J���P�D�L�O�E�R�[���G�D�W�D���W�U�D�Q�V�D�F�W�L�R�Q�V�����'�%�*�0�%���X�V�H�V���W�K�H��
�D�F�N�Q�R�Z�O�H�G�J�P�H�Q�W���L�Q���W�K�H���I�R�O�O�R�Z�L�Q�J���Z�D�\�V��

�µ �:�K�H�Q���W�K�H���G�H�E�X�J�J�H�U���L�V�V�X�H�V���D���F�R�P�P�D�Q�G���Z�L�W�K���S�D�U�D�P�H�W�H�U���G�D�W�D�����L�W���Z�D�L�W�V���I�R�U���W�K�H���$�&�.�B�7�2�.�(�1�����U�H�D�G���W�K�U�R�X�J�K���5�H�W�X�U�Q���9�D�O�X�H��
���5�(�7�8�5�1�������E�H�I�R�U�H���Z�U�L�W�L�Q�J���W�K�H���Q�H�[�W���������E�L�W���Y�D�O�X�H���W�R���5�H�T�X�H�V�W���9�D�O�X�H�����5�(�4�8�(�6�7����

�µ �:�K�H�Q���W�K�H���G�H�E�X�J�J�H�U���U�H�F�H�L�Y�H�V���D���O�R�Q�J���U�H�V�S�R�Q�V�H���S�D�F�N�H�W�����L�W���Z�U�L�W�H�V���W�K�H���$�&�.�B�7�2�.�(�1���W�R���5�(�4�8�(�6�7���E�H�I�R�U�H���U�H�D�G�L�Q�J���W�K�H���Q�H�[�W��
�������E�L�W���Y�D�O�X�H���5�(�7�8�5�1��

�7�D�E�O�H���������$�&�.�B�7�2�.�(�1

�%�L�W�V �)�L�H�O�G �'�H�V�F�U�L�S�W�L�R�Q

�>�����������@ �5�(�0�$�,�1�B�7�5�$�1�6 �1�X�P�E�H�U���R�I���U�H�P�D�L�Q�L�Q�J���G�D�W�D���W�U�D�Q�V�D�F�W�L�R�Q�V

�>���������@ �$�&�.�B�0�$�5�.�(�5 �$�F�N�Q�R�Z�O�H�G�J�P�H�Q�W���P�D�U�N�H�U�����P�X�V�W���D�O�Z�D�\�V���E�H���$���$���K

�7�K�H���&���V�W�U�X�F�W�X�U�H���G�H�I�L�Q�L�W�L�R�Q���I�R�U���W�K�H���$�&�.�B�7�2�.�(�1���L�V��
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�������� �)�X�Q�F�W�L�R�Q�D�O���G�H�V�F�U�L�S�W�L�R�Q
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������������ �&�R�G�H���I�O�R�Z���F�K�H�F�N�L�Q�J

�&�'�2�*���S�U�R�Y�L�G�H�V���W�Z�R���S�U�L�P�D�U�\���P�H�F�K�D�Q�L�V�P�V���I�R�U���G�H�W�H�F�W�L�Q�J���O�R�Z���F�R�V�W���I�D�X�O�W���D�W�W�D�F�N�V���D�Q�G���W�K�H���H�[�H�F�X�W�L�R�Q���R�I���X�Q�H�[�S�H�F�W�H�G��
�L�Q�V�W�U�X�F�W�L�R�Q���V�H�T�X�H�Q�F�H�V��

�µ �6�H�F�X�U�H���&�R�X�Q�W�H�U

�µ �,�Q�V�W�U�X�F�W�L�R�Q���7�L�P�H�U�����,�1�6�7�5�8�&�7�,�2�1�B�7�,�0�(�5��

���������������� �6�H�F�X�U�H���F�R�X�Q�W�H�U
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�&�R�G�H���:�D�W�F�K�G�R�J���7�L�P�H�U�����&�'�2�*��
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�H�[�H�F�X�W�L�Q�J��
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������������ �0�R�G�H�V���R�I���R�S�H�U�D�W�L�R�Q�����6�7�$�7�(��

�7�K�H���&�'�2�*���K�D�V���W�Z�R���O�H�J�D�O���V�W�D�W�H�V�����,�'�/�(���D�Q�G���$�&�7�,�9�(��

IDLE ACTIVE

Any RESET

Correctly formulated STOP command

Correct sequence of writes to Control registers,
followed by write to START register

�)�L�J�X�U�H���������&�'�2�*���V�W�D�W�H���G�L�D�J�U�D�P

�µ �7�K�H���W�Z�R���V�W�D�W�H�V���D�U�H���H�Q�F�R�G�H�G���L�Q���W�K�H���U�H�D�G���R�Q�O�\���6�7�$�7�8�6�>�&�8�5�6�7�@���I�L�H�O�G��

�µ �$�I�W�H�U���D�Q�\���U�H�V�H�W�����L�Q�F�O�X�G�L�Q�J���D���U�H�V�H�W���J�H�Q�H�U�D�W�H�G���E�\���W�K�H���&�'�2�*���L�W�V�H�O�I�������W�K�H���P�R�G�X�O�H���Z�L�O�O���E�H���L�Q���,�'�/�(���V�W�D�W�H��

�µ �7�R���F�K�D�Q�J�H���W�K�H���P�R�G�X�O�H���V�W�D�W�H���W�R���$�&�7�,�9�(�����V�R�I�W�Z�D�U�H���P�X�V�W���H�[�H�F�X�W�H���D���F�R�U�U�H�F�W���V�H�T�X�H�Q�F�H���R�I���Z�U�L�W�H�V���W�R���W�K�H���&�2�1�7�5�2�/���J�U�R�X�S�����I�R�O�O�R�Z�H�G��
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������������ �)�D�X�O�W�V�����I�O�D�J�V�����D�Q�G���F�R�X�Q�W�H�U�V

���������������� �)�D�X�O�W���W�\�S�H�V
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�7�D�E�O�H���������)�D�X�O�W���W�\�S�H�V

�7�K�L�V���I�D�X�O�W������ �2�F�F�X�U�V���Z�K�H�Q������

�7�,�0�(�2�8�7 �7�K�H���,�Q�V�W�U�X�F�W�L�R�Q���7�L�P�H�U���U�H�D�F�K�H�V���
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��
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�1�;�3���6�H�P�L�F�R�Q�G�X�F�W�R�U�V
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�5�H�I�H�U�H�Q�F�H���0�D�Q�X�D�O ������������������



�7�D�E�O�H���������)�D�X�O�W���W�\�S�H�V�����F�R�Q�W�L�Q�X�H�G��

�7�K�L�V���I�D�X�O�W������ �2�F�F�X�U�V���Z�K�H�Q������

��

�$�G�G�U�H�V�V�����[�&���L�V���U�H�V�H�U�Y�H�G�����E�X�W���Q�R���$�'�'�5�(�6�6���I�D�X�O�W���Z�L�O�O���E�H���J�H�Q�H�U�D�W�H�G��

�Z�K�H�Q�����[�&���L�V���D�F�F�H�V�V�H�G��

�����1�2�7�(����
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CONTROL Group Registers

 

COMMAND Group Registers

START

STOP

RESTART

ADD1

ADD16

ADD256

ADD

SUB

SUB1

SUB256

SUB16

ASSERT16

Writes to Command registers

update the running module

at specific points during 
 the execution flow
 of the application.

Timely and accurate updates

prevent fault generation.

Writes to Control Registers 
configure the module.

 

 
 

 

 
 

 

Periodic reads of the Instruction Timer 
 and module status monitor 
 application instruction flow.

 

CDOG registers

CONTROL

RELOAD

STATUS

STATUS2

FLAGS

  
 

INSTRUCTION
TIMER

0h

4h

8h

Ch

10h

14h

18h

20h

28h

2Ch

30h

34h

38h

3Ch

40h

44h

48h

4Ch

24h
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      If (tamper_pin != expected)
        {
          If (counter == { filter_width, 1€b1 } ) 
          {
          Filtered_tamper = tamper_pin;
          Counter = 0;
          } else {
          Counter++;
          }
        }
      Else if (counter > 0)
      {
      Counter --;                            
      } 
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�Y�D�O�X�H���W�R���E�H���L�Q�F�U�H�P�H�Q�W�H�G�����7�K�H���L�Q�F�U�H�P�H�Q�W���R�S�H�U�D�W�L�R�Q���F�D�Q���E�H���X�V�H�G���W�R���V�X�S�S�R�U�W���W�K�H���&�7�5���F�K�D�L�Q�L�Q�J���P�R�G�H���D�Q�G���$�(�6���*�&�0��

�7�K�H���L�Q�F�U�H�P�H�Q�W���R�S�H�U�D�W�L�R�Q���L�Q�F�U�H�P�H�Q�W�V���E�\�������P�R�G�����A���������$�Q�\���R�I���W�K�H���������E�L�W�V���Z�R�U�G�V���F�D�Q���E�H���L�Q�F�U�H�P�H�Q�W�H�G�����,�Q���D�G�G�L�W�L�R�Q�����W�K�H���F�D�U�U�\�����L�Q�G�L�F�D�W�H�G��
�Y�L�D���6�*�,�B�6�7�$�7�8�6�>�2�)�/�2�:�@�����I�U�R�P���W�K�H���S�U�H�Y�L�R�X�V���L�Q�F�U�H�P�H�Q�W���F�D�Q���E�H���X�V�H�G���D�V���W�K�H���F�D�U�U�\���L�Q�S�X�W���I�R�U���W�K�H���F�X�U�U�H�Q�W���L�Q�F�U�H�P�H�Q�W���R�S�H�U�D�W�L�R�Q��

�7�K�H���L�Q�F�U�H�P�H�Q�W���R�S�H�U�D�W�L�R�Q���L�V���W�U�L�J�J�H�U�H�G���E�\���Z�U�L�W�L�Q�J���D�Q�\���Y�D�O�X�H���W�R���W�K�H���W�D�U�J�H�W���'�$�7�,�1���Z�R�U�G���Z�K�L�O�H���6�*�,�B�&�7�5�/���>�,�1�&�5�@���L�V���V�H�W�����7�K�H���6�)�5���Z�U�L�W�H��
�G�R�H�V���Q�R�W���Q�H�H�G���W�R���Z�U�L�W�H���W�K�H���I�X�O�O���������E�L�W�V���R�I���W�K�H���Z�R�U�G���W�R���W�U�L�J�J�H�U���W�K�H���������E�L�W���L�Q�F�U�H�P�H�Q�W�����H�Y�H�Q���D���E�\�W�H���Z�U�L�W�H�����L���H�����E�\���D�V�V�H�U�W�L�Q�J���R�Q�O�\���D���V�L�Q�J�O�H��
�Z�U�L�W�H���V�W�U�R�E�H���E�L�W��

i_wr_byte_* = 16•h000F  -> Full 32-bit WORD write
i_wr_byte_* = 16•h000C  -> Only 16-bit write(upper 2 bytes)
i_wr_byte_* = 16•h0003  -> Only 16-bit write(lower 2 bytes)
i_wr_byte_* = 16•h0001  -> Only  8-bit write(lowest byte)

�$�V���G�H�V�F�U�L�E�H�G���L�Q���'�$�7�,�1���U�H�J�L�V�W�H�U���E�D�Q�N�����Z�D�L�W���V�W�D�W�H�V���Z�L�O�O���E�H���L�Q�V�H�U�W�H�G�����E�\���D�V�V�H�U�W�L�Q�J���R�B�Z�D�L�W�����L�Q���W�K�H���F�D�V�H���D���X�V�H�G���'�$�7�,�1���U�H�J�L�V�W�H�U���L�V��
�L�Q�F�U�H�P�H�Q�W�H�G���L�P�P�H�G�L�D�W�H�O�\���D�I�W�H�U���V�W�D�U�W�L�Q�J���D���F�U�\�S�W�R���R�S�H�U�D�W�L�R�Q�����L���H�����Z�K�L�O�H���W�K�H���F�R�Q�W�H�Q�W�V���R�I���W�K�H���X�V�H�G���'�$�7�,�1���D�U�H���E�H�L�Q�J���W�U�D�Q�V�I�H�U�U�H�G���W�R���W�K�H��
�N�H�U�Q�H�O�����$�W���D�O�O���R�W�K�H�U���W�L�P�H�V���W�K�H���,�1�&�5���Z�L�O�O���Q�R�W���L�Q�F�X�U���D�Q�\���Z�D�L�W���V�W�D�W�H�V��

�,�Q���W�K�H���F�D�V�H���Z�K�H�U�H���D�Q���R�Y�H�U�I�O�R�Z���R�F�F�X�U�V�����W�K�H���6�*�,�B�6�7�$�7�8�6�>�2�)�/�2�:�@���V�L�J�Q�D�O���Z�L�O�O���E�H���D�V�V�H�U�W�H�G�����7�K�L�V���V�L�J�Q�D�O���L�V���U�H�J�L�V�W�H�U�H�G���Z�L�W�K�L�Q���W�K�H��
�6�*�,�����,�W���L�V���X�S�G�D�W�H�G���D�W���W�K�H���H�Q�G���R�I���W�K�H���Z�U�L�W�H���W�R���'�$�7�,�1�����Z�K�H�Q���,�1�&�5���L�V���H�Q�D�E�O�H�G�����W�D�N�L�Q�J���L�Q�W�R���D�F�F�R�X�Q�W���W�K�H���S�U�L�R�U�L�W�\���G�H�V�F�U�L�E�H�G���L�Q���6�S�H�F�L�D�O��
�Z�U�L�W�H���S�U�L�R�U�L�W�\��

1) Increment word w0
No Overflow(o_overflow=0):
             <------UB-------> <-------LB------>         <------UB-------> <-------LB------>
             b7b6b5b4 b3b2b1b0 b7b6b5b4 b3b2b1b0         b7b6b5b4 b3b2b1b0 b7b6b5b4 b3b2b1b0

�1�;�3���6�H�P�L�F�R�Q�G�X�F�W�R�U�V

�6�H�F�X�U�H���*�H�Q�H�U�L�F���,�Q�W�H�U�I�D�F�H�����6�*�,��

�0�&�;���$�����������D�Q�G���$���������6�H�F�X�U�L�W�\���5�H�I�H�U�H�Q�F�H���0�D�Q�X�D�O�����5�H�Y������������������������������
�5�H�I�H�U�H�Q�F�H���0�D�Q�X�D�O ������������������



DATIN = 128•h00000000_00000000_00000000_12345678 -> 128•h00000000_00000000_00000000_12345679
                                               -                                           -
With Overflow(o_overflow=1):                                         
             <------UB-------> <-------LB------>         <------UB-------> <-------LB------>
             b7b6b5b4 b3b2b1b0 b7b6b5b4 b3b2b1b0         b7b6b5b4 b3b2b1b0 b7b6b5b4 b3b2b1b0 
DATIN = 128•h00000000_00000000_00000000_FFFFFFFF -> 128•h00000000_00000000_00000000_00000000
                                        --------                                    --------

1) Increment word w0
No Overflow(o_overflow=0):
             <------UB-------> <-------LB------>         <------UB-------> <-------LB------>
             b7b6b5b4 b3b2b1b0 b7b6b5b4 b3b2b1b0         b7b6b5b4 b3b2b1b0 b7b6b5b4 b3b2b1b0
DATIN = 128•h00000000_00000000_12345678_00000000 -> 128•h00000000_00000000_12345679_00000000

�7�K�H���R�Y�H�U�I�O�R�Z���I�O�D�J���L�V���F�O�H�D�U�H�G�����V�H�W���W�R���������R�Q���W�K�H���I�R�O�O�R�Z�L�Q�J���F�R�Q�G�L�W�L�R�Q�V��

�µ �,�3���U�H�V�H�W�����W�K�D�W���L�V�����D�V�V�H�U�W�L�R�Q���R�I���L�B�U�V�W��

�µ �2�Q���D���L�Q�F�U�H�P�H�Q�W���R�S�H�U�D�W�L�R�Q���Z�K�L�F�K���G�R�H�V���Q�R�W���R�Y�H�U�I�O�R�Z

�µ �2�Q���D���I�X�O�O���I�O�X�V�K�����6�*�,�B�&�7�5�/���>�)�/�8�6�+�@��

�µ �2�Q���D���'�$�7�,�1���I�O�X�V�K�����6�*�,�B�&�7�5�/���>�'�$�7�,�1�B�)�/�8�6�+�@��

�µ �2�Q���D���6�*�,�B�&�7�5�/���>�)�/�8�6�+�:�5�@���W�R���'�$�7�,�1

�7�K�H���6�*�,���,�1�&�5���I�X�Q�F�W�L�R�Q���V�X�S�S�R�U�W�V���R�S�W�L�R�Q�D�O�O�\���X�V�L�Q�J���W�K�H���F�D�U�U�\���R�X�W�����W�K�D�W���L�V�����6�*�,�B�6�7�$�7�8�6�>�2�)�/�2�:�@�����I�U�R�P���W�K�H���S�U�H�Y�L�R�X�V���L�Q�F�U�H�P�H�Q�W���D�V��
�W�K�H���F�D�U�U�\���L�Q�S�X�W���I�R�U���W�K�H���F�X�U�U�H�Q�W���L�Q�F�U�H�P�H�Q�W���R�S�H�U�D�W�L�R�Q�����7�K�L�V���L�V���V�H�O�H�F�W�H�G���Y�L�D���W�K�H���6�*�,�B�&�7�5�/���>�,�1�&�5�B�&�,�1�@���L�Q�S�X�W�����:�K�H�Q���W�K�L�V���L�Q�S�X�W���L�I���������W�K�H��
�,�1�&�5���I�X�Q�F�W�L�R�Q���D�O�Z�D�\�V���S�H�U�I�R�U�P�V���D���V�W�D�Q�G�D�U�G���L�Q�F�U�H�P�H�Q�W���E�\���������:�K�H�Q���W�K�L�V���L�Q�S�X�W���L�V���������W�K�H���,�1�&�5���I�X�Q�F�W�L�R�Q���F�K�H�F�N�V���W�K�H���R�Y�H�U�I�O�R�Z���I�U�R�P���W�K�H��
�S�U�H�Y�L�R�X�V���L�Q�F�U�H�P�H�Q�W���R�S�H�U�D�W�L�R�Q�����,�I���W�K�H�U�H���Z�D�V���Q�R���R�Y�H�U�I�O�R�Z�����W�K�H���,�1�&�5���R�S�H�U�D�W�L�R�Q���E�D�V�L�F�D�O�O�\���K�D�V���Q�R���H�I�I�H�F�W���R�Q���W�K�H���R�X�W�S�X�W���G�D�W�D�����K�R�Z�H�Y�H�U��
�L�I���W�K�H���S�U�H�Y�L�R�X�V���R�Y�H�U�I�O�R�Z���Z�D�V�������W�K�H���,�1�&�5���Z�L�O�O���Z�R�U�N���D�V���Q�R�U�P�D�O���D�Q�G���L�Q�F�U�H�P�H�Q�W���W�K�H���'�$�7�,�1���Z�R�U�G���E�\������

�7�K�H���W�D�E�O�H���E�H�O�R�Z���V�X�P�P�D�U�L�V�H�V���Z�K�D�W���Z�D�V���G�H�V�F�U�L�E�H�G���D�E�R�Y�H��

�7�D�E�O�H���������6�*�,���L�Q�F�U�H�P�H�Q�W���E�D�K�D�Y�L�R�X�U

�6�*�,�B�&�7�5�/���>�,�1�&�5�B�&�,�1�@ �6�*�,�B�6�7�$�7�8�6�>�2�)�/�2�:�@ �'�$�7�,�1

�� �� ����

�� �� ����

�� �� �1�2���&�+�$�1�*�(

�� �� ����

���������������� �*�)���0�X�O�W�L�S�O�L�H�U���*�)�0�8�/��

�7�K�H���*�)�0�8�/���F�R�S�U�R�F�H�V�V�R�U���V�X�S�S�R�U�W�V���*�)�������A�����������P�X�O�W�L�S�O�L�F�D�W�L�R�Q���R�I���W�Z�R�����������E�L�W���Q�X�P�E�H�U�V���D�V���V�S�H�F�L�I�L�H�G���L�Q���W�K�H���1�,�6�7���6�3���������������'��
�V�W�D�Q�G�D�U�G�����7�K�H���*�)�0�8�/���F�R�S�U�R�F�H�V�V�R�U�����W�R�J�H�W�K�H�U���Z�L�W�K���W�K�H���$�(�6���R�U���'�(�6���F�R�S�U�R�F�H�V�V�R�U�V���D�Q�G���W�K�H���6�*�,�
�V���,�1�&�5���R�S�H�U�D�W�L�R�Q���F�D�Q���E�H���X�V�H�G��
�W�R���L�P�S�O�H�P�H�Q�W���W�K�H���*�D�O�R�L�V���&�R�X�Q�W�H�U���0�R�G�H�����*�&�0�����R�I���R�S�H�U�D�W�L�R�Q���D�Q�G���W�R���J�H�Q�H�U�D�W�H���0�H�V�V�D�J�H���$�X�W�K�H�Q�W�L�F�D�W�L�R�Q���F�R�G�H�V�����0�$�&�����W�R���V�X�S�S�R�U�W��
�D�X�W�K�H�Q�W�L�F�D�W�H�G���H�Q�F�U�\�S�W�L�R�Q��

�7�K�H���*�)�0�8�/���R�S�H�U�D�W�L�R�Q���L�V���V�H�O�H�F�W�H�G���E�\���V�H�W�W�L�Q�J���L�B�F�U�\�S�W�R�B�R�S���W�R�����
�E��������

�7�K�H���I�L�U�V�W���G�D�W�D���L�Q�S�X�W�����L���H�����R�S�H�U�D�Q�G���������X�V�H�G���I�R�U���W�K�H���*�)�0�8�/���R�S�H�U�D�W�L�R�Q���L�V���V�H�O�H�F�W�H�G���E�D�V�H�G���R�Q���W�K�H���F�R�Q�I�L�J�X�U�D�W�L�R�Q���R�I���6�*�,�B�&�7�5�/�>�,�1�6�(�/�@����
�V�H�H���,�1�6�(�/���������N�H�U�Q�H�O���L�Q�S�X�W���F�R�Q�I�L�J�X�U�D�W�L�R�Q����

�7�K�H���V�H�F�R�Q�G���G�D�W�D���L�Q�S�X�W�����L���H�����R�S�H�U�D�Q�G���������X�V�H�G���I�R�U���W�K�H���*�)�0�8�/���R�S�H�U�D�W�L�R�Q���L�V���D�O�Z�D�\�V���W�D�N�H�Q���I�U�R�P���N�H�\���U�H�J�L�V�W�H�U���E�D�V�H�G���R�Q���W�K�H���F�R�Q�I�L�J�X�U�D�W�L�R�Q��
�R�I���W�K�H���6�*�,�B�&�7�5�/�>�,�1�.�(�<�6�(�/�@�����V�H�H���.�(�<���U�H�J�L�V�W�H�U���E�D�Q�N��

�7�K�H���U�H�V�X�O�W���R�I���W�K�H���*�)�0�8�/���R�S�H�U�D�W�L�R�Q���L�V���V�W�R�U�H�G���L�Q���W�K�H���'�$�7�2�8�7���R�U���.�(�<���U�H�J�L�V�W�H�U���E�D�Q�N�����V�H�H���'�$�7�2�8�7���U�H�J�L�V�W�H�U���E�D�Q�N���D�Q�G���5�H�V�X�O�W���W�R���.�H�\��

�7�K�H���*�)�0�8�/���,�1�;�2�5���P�R�G�H���D�O�O�R�Z�V���W�K�H���X�V�H�U���W�R���[�R�U���W�K�H���G�D�W�D���L�Q�S�X�W���R�I���W�K�H���*�)���P�X�O�W�L�S�O�L�H�U���Z�L�W�K���W�K�H���F�X�U�U�H�Q�W���F�R�Q�W�H�Q�W�V���R�I���W�K�H���F�R�S�U�R�F�H�V�V�R�U�V��
�Z�R�U�N�L�Q�J���U�H�J�L�V�W�H�U�����L���H�����S�U�H�Y�L�R�X�V���*�)�0�8�/���U�H�V�X�O�W�������7�K�L�V���P�R�G�H���D�O�O�R�Z�V���W�K�H���*�+�$�6�+���U�H�V�X�O�W���W�R���U�H�P�D�L�Q���L�Q���W�K�H���F�R�S�U�R�F�H�V�V�R�U�����R�Q�O�\���K�D�Y�L�Q�J���W�R��

�1�;�3���6�H�P�L�F�R�Q�G�X�F�W�R�U�V

�6�H�F�X�U�H���*�H�Q�H�U�L�F���,�Q�W�H�U�I�D�F�H�����6�*�,��

�0�&�;���$�����������D�Q�G���$���������6�H�F�X�U�L�W�\���5�H�I�H�U�H�Q�F�H���0�D�Q�X�D�O�����5�H�Y������������������������������
�5�H�I�H�U�H�Q�F�H���0�D�Q�X�D�O ������������������



�E�H���Z�U�L�W�W�H�Q���W�R���W�K�H���6�*�,���'�$�7�2�8�7���U�H�J�L�V�W�H�U���E�D�Q�N���D�W���W�K�H���Y�H�U�\���H�Q�G���R�I���D���$�(�6���*�&�0���R�S�H�U�D�W�L�R�Q�����7�K�L�V���P�R�G�H���F�D�Q���E�H���H�Q�D�E�O�H�G���E�\���V�H�W�W�L�Q�J���W�K�H��
�6�*�,�B�&�7�5�/���>�*�&�0�B�,�1�;�2�5�@���L�Q�S�X�W���W�R������

�7�K�H���I�R�O�O�R�Z�L�Q�J���W�D�E�O�H���V�K�R�Z�V���W�K�H���Q�X�P�E�H�U���R�I���V�J�L�B�F�O�N���F�\�F�O�H�V���Q�H�H�G�H�G���W�R���S�H�U�I�R�U�P���D�Q���*�)�0�8�/���R�S�H�U�D�W�L�R�Q�����7�K�H���Q�X�P�E�H�U�V���L�Q�G�L�F�D�W�H���W�K�H���Q�X�P�E�H�U��
�R�I���F�\�F�O�H�V���6�*�,�B�6�7�$�7�8�6�>�%�8�6�<�@���Z�L�O�O���E�H���D�V�V�H�U�W�H�G��

�7�D�E�O�H���������*�&�0���&�R�P�S�X�W�D�W�L�R�Q���7�L�P�H
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<----------128-bits----------->
+-----------------------------+
+           KEY[N]            +
+-----------------------------+
+              .              +
+-----------------------------+
+              .              +
+-----------------------------+
+              .              +
+-----------------------------+
+           KEY[0]            +  -- HIGH_LIMIT --
+-----------------------------+                  |
+          DATIN[N]           +                  |
+-----------------------------+                  |
+              .              +                  |
+-----------------------------+                  |
+              .              +                  |
+-----------------------------+                  |
+          DATIN[0]           +  -- LOW_LIMIT ----- Limits are inclusive, so in this example
+-----------------------------+                     all of DATIN register bank plus KEY[0] 
+   W3   +  W2  +  W1  +  W0  +                     make up the SHA FIFO
+-----------------------------+

•MAX FIFO SIZE€       = SGI_NUM_KEY + SGI_NUM_DATIN
•ACTUAL FIFO SIZE•    = HIGH_LIMIT ‚ LOW_LIMIT + 1 

The LOW_LIMIT and HIGH_LIMIT control fields allow the user to restrict the available DATIN and KEY 
register banks for SHA FIFO use.

Note 1: The •LOW_LIMIT• and •HIGH_LIMIT• can be set to the same value indicating that the SHA FIFO 
consists of a single 128-bit bank

Note 2: When setting the •LOW_LIMIT• to be greater than the •HIGH_LIMIT• (LOW_LIMIT>HIGH_LIMIT), the 
SGI will internally force the LOW_LIMIT to be the same as the HIGH_LIMIT effectively configuring the 
SHA FIFO for a single 128-bit bank. 

Note 3: If the HIGH/LOW limits exceed the maximum configured FIFO size, then internally force 
HIGH/LOW limit to ƒMAX_FIFO_SIZE€
        Example: SGI_NUM_KEY=4, SGI_NUM_DATIN=3 -> MAX_FIFO_SIZE=7, so if HIGH_LIMIT is 10, force it 
to 6(since limit numbering starts at 0)
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input [SGI_BUS_WIDTH:0] i_wr_data                       - 16/32-bit write-data
input [            1:0] i_addr_<regbankName>            - Selects one of the •N• •banks• for write
input [           15:0] i_wr_byte_<regbankName>         - Selects any number of 16 •bytes• in a 
•bank• for write

for example: 
input [ 1:0] i_addr_datin
input [15:0] i_wr_byte_datin

When SGI_BUS_WIDTH=16, the 16-bit •i_wr_data• input bus is duplicated to make a single 32-bit 
internal bus:
  -> internal_bus = {i_wr_data[15:0], i_wr_data[15:0]}
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When SGI_BUS_WIDTH=32, the 32-bit •i_wr_data• input bus directly drives the 32-bit internal bus.
  -> internal_bus = {i_wr_data[31:0]}

The 32-bit internal bus maps to the bytes of the register bank(see Figure titled •Generic Register 
Bank• above) as detailed below:
Bytes b4/b0 will map to •internal_bus[ 7: 0]•.  
Bytes b5/b1          to •internal_bus[15: 8]•.  
Bytes b6/b2          to •internal_bus[23:16]•.  
Bytes b7/b3          to •internal_bus[31:23]•.

Example:
So setting:
    i_wr_byte_datin=16•h0FF0, and
    i_addr_datin   =1
will set DATIN[1].UB[b3:b0] and DATIN[1].LB[b7:b4] to the value of •internal_bus[31:0]•.  
In other words 8 bytes in total will be written in parallel.  Note that this example 
is just to illustrate the interface between the wrapper and the SGI, it is unlikely that 
the wrapper will perform such a write.

Note: The above reflects the behaviour when i_bytes_order=0.  When i_bytes_order=1 the byte order is 
swapped, see further details in the sections below.
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input        i_rd_sel_<regbankName>
input [ 1:0] i_addr_<regbankName>
input [ 1:0] i_rd_word_<regbankName>
output[31:0] o_rd_data_<regbankName>

for example:
input         i_rd_sel_datin
input [1:0]   i_addr_datin
input [1:0]   i_rd_word_datin
input [31:0]  o_rd_data_datin

The •i_addr_<regbankName>• input selects on of the •N• •banks• for read.
The •i_rd_word_<regbankName>• input selects one of the four 32-bit words within a •bank• as follows:
The read address map as follows:

i_rd_word_<regbankName>        |           Sub-block
------------------------------------------------------------------
2•b00                          |   <regbankName>[N].LB[b3:b0]
2•b01                          |   <regbankName>[N].LB[b7:b4]
2•b10                          |   <regbankName>[N].UB[b3:b0]
2•b11                          |   <regbankName>[N].UB[b7:b4]

Example:
So setting •i_addr_datain=1• and•i_rd_word_datin=2• will present the 32-bits of DATIN[1].UB[b3:b0]
on •o_rd_data_datin[31:0]> for example.
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Byte b0/b4 will map to •o_rd_data_<regbank_name>[ 7: 0]• and
     b3/b7          to •o_rd_data_<regbank_name>[31:24]• 
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if (i_xorwr==0)
  register = write_value
else
  regsiter = write_value ^ register

^ - Xor operator
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if (SGI_BUS_WIDTH=16)
  rd_data = rd_regbank ^ {2 {sfrmask[7:0], sfrmask[15:8]} }; 
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�E��

�H�U�U�R�U�����V�R�X�U�F�H���I�R�U���6�*�,�B�6�7�$�7�8�6�>�(�5�5�2�5�@�� ���
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�������� �$�S�S�O�L�F�D�W�L�R�Q���L�Q�I�R�U�P�D�W�L�R�Q

������������ �&�%�&���P�R�G�H

�&�%�&���F�K�D�L�Q�L�Q�J���P�R�G�H���L�V���G�H�V�F�U�L�E�H�G���L�Q�����1�,�6�7���6�S�H�F�L�D�O���3�X�E�O�L�F�D�W�L�R�Q���������������$����

�&�%�&���H�Q�F�U�\�S�W�L�R�Q

- N="NUMBER OF CBC SUB OPS"
- OUTSEL=0x0
- load(KEY  , key        )
- load(DATIN, iv      , 0)
- load(DATIN, plain(1), 1)                         // use xorwr
- fori(1,N+1)
  - (i=1)   ? UP=NO_UP : START_UP
  - (i<N+1) ? strt(ENC, UP, (i==1) ? 0x0 : 0x1)  // insel=0x0 for first iteration
  - (i<N)   ? load(DATIN[0], plain(i+1), 0)        // for all but last operation 
  - (i>1)   ? read(DATOUT)                         // from second operation onwards
  - (i<N+1) ? wait()
- getd(TRIGGER_UP)                                           //Triggers the loading of DATOUT with 
kernel result
- read(DATOUT)                                     //read final data
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�6�W�D�U�W�L�Q�J���Z�L�W�K���V�H�F�R�Q�G���L�W�H�U�D�W�L�R�Q���W�K�H���'�$�7�,�1���[�R�U���'�$�7�2�8�7�����&�L�S�K�H�U�W�H�[�W�����[�R�U���3�O�D�L�Q�W�H�[�W�������L�V���X�V�H�G���E�\���V�H�W�W�L�Q�J���,�1�6�(�/� ���[����
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�L�W�H�U�D�W�L�R�Q���L�� �� �� ��

�&�%�&���G�H�F�U�\�S�W�L�R�Q�����E�D�V�H�G���R�Q���D���6�*�,�B�1�8�0�B�'�$�7�,�1� �����F�R�Q�I�L�J�X�U�D�W�L�R�Q��

- N="NUMBER OF CBC SUB OPS"
- OUTSEL=0x1
- load(KEY  , key
- load(DATIN, cipher(1), 0)
- fori(1,N+1)
  - (i=1)   ? UP=NO_UP : START_UP
  - (i<N+1) ? strt(DEC, UP, 0)
  - (i<N)   ? load(DATIN[0], cipher(i+1), 0)               //For all but last operation and trigger 

�1�;�3���6�H�P�L�F�R�Q�G�X�F�W�R�U�V

�6�H�F�X�U�H���*�H�Q�H�U�L�F���,�Q�W�H�U�I�D�F�H�����6�*�,��

�0�&�;���$�����������D�Q�G���$���������6�H�F�X�U�L�W�\���5�H�I�H�U�H�Q�F�H���0�D�Q�X�D�O�����5�H�Y������������������������������
�5�H�I�H�U�H�Q�F�H���0�D�Q�X�D�O ������������������



DATOUT 
  - (i>1)   ? read(DATOUT)                                 //from second operation onwards
  -           load(DATIN[1] , (i==1) ? iv : cipher(i-1) ,  0)       
  - (i<N+1) ? wait())
- getd()                                                //Triggers the loading of DATOUT with kernel 
result
- read(DATOUT)                                          //read DATOUT
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�&�)�%���F�K�D�L�Q�L�Q�J���P�R�G�H���L�V���G�H�V�F�U�L�E�H�G���L�Q�����1�,�6�7���6�S�H�F�L�D�O���3�X�E�O�L�F�D�W�L�R�Q���������������$����

�&�)�%���H�Q�F�U�\�S�W�L�R�Q

�7�K�H���&�)�%���H�Q�F�U�\�S�W�L�R�Q���P�R�G�H���X�V�H�V���W�K�H���2�8�7�6�(�/���I�X�Q�F�W�L�R�Q���V�H�O�H�F�W�H�G���W�R���.�H�U�Q�H�O���5�H�V���A���'�$�7�,�1�>���@�����W�K�L�V���U�H�V�X�O�W�V���L�Q���D���[�R�U���E�H�W�Z�H�H�Q��
�3�/�$�,�1�7�(�;�7���L�����D�Q�G���2�8�7�3�8�7���%�/�2�&�.���L����

�6�W�D�U�W�L�Q�J���Z�L�W�K���V�H�F�R�Q�G���L�W�H�U�D�W�L�R�Q���W�K�H���L�Q�S�X�W���W�R���W�K�H���N�H�U�Q�H�O�V���L�V���V�H�O�H�F�W�H�G���W�R���'�$�7�2�8�7�����U�H�V�X�O�W���R�I���S�U�H�Y�L�R�X�V���L�W�H�U�D�W�L�R�Q�������,�1�6�(�/� ���[����

�7�K�H���O�R�D�G���R�I���W�K�H���3�O�D�L�Q�W�H�[�W���F�D�Q���E�H���G�R�Q�H���F�R�Q�F�X�U�U�H�Q�W���W�R���D���U�X�Q�Q�L�Q�J���F�U�\�S�W�R���R�S�H�U�D�W�L�R�Q��
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�&�)�%���G�H�F�U�\�S�W�L�R�Q

�7�K�H���&�)�%���G�H�F�U�\�S�W�L�R�Q���P�R�G�H���X�V�H�V���W�K�H���2�8�7�6�(�/���I�X�Q�F�W�L�R�Q���V�H�O�H�F�W�H�G���W�R���.�H�U�Q�H�O���5�H�V���A���'�$�7�,�1�>���@�����W�K�L�V���U�H�V�X�O�W�V���L�Q���D���[�R�U���E�H�W�Z�H�H�Q��
�3�/�$�,�1�7�(�;�7���L�����D�Q�G���2�8�7�3�8�7���%�/�2�&�.���L����

�7�K�H���O�R�D�G���R�I���W�K�H���&�L�S�K�H�U�W�H�[�W���F�D�Q���E�H���G�R�Q�H���F�R�Q�F�X�U�U�H�Q�W���W�R���D���U�X�Q�Q�L�Q�J���F�U�\�S�W�R���R�S�H�U�D�W�L�R�Q��

�7�D�E�O�H�����������&�)�%���G�H�F�U�\�S�W�L�R�Q�������6�*�,���[�R�U���X�V�H
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������������ �2�)�%���P�R�G�H

�2�)�%���F�K�D�L�Q�L�Q�J���P�R�G�H���L�V���G�H�V�F�U�L�E�H�G���L�Q�����1�,�6�7���6�S�H�F�L�D�O���3�X�E�O�L�F�D�W�L�R�Q���������������$����

�2�)�%���H�Q�F�U�\�S�W�L�R�Q

�7�K�H���2�)�%���H�Q�F�U�\�S�W�L�R�Q���P�R�G�H���X�V�H�V���W�K�H���2�8�7�6�(�/���I�X�Q�F�W�L�R�Q���V�H�O�H�F�W�H�G���W�R���.�H�U�Q�H�O���5�H�V���A���'�$�7�,�1�>���@�����W�K�L�V���U�H�V�X�O�W�V���L�Q���D���[�R�U���E�H�W�Z�H�H�Q��
�3�/�$�,�1�7�(�;�7���L�����D�Q�G���2�8�7�3�8�7���%�/�2�&�.���L��

�6�W�D�U�W�L�Q�J���Z�L�W�K���V�H�F�R�Q�G���L�W�H�U�D�W�L�R�Q���W�K�H���L�Q�S�X�W���W�R���W�K�H���N�H�U�Q�H�O�V���L�V���V�H�O�H�F�W�H�G���W�R���'�$�7�2�8�7�����U�H�V�X�O�W���R�I���S�U�H�Y�L�R�X�V���L�W�H�U�D�W�L�R�Q�������,�1�6�(�/� ���[����

�1�;�3���6�H�P�L�F�R�Q�G�X�F�W�R�U�V

�6�H�F�X�U�H���*�H�Q�H�U�L�F���,�Q�W�H�U�I�D�F�H�����6�*�,��

�0�&�;���$�����������D�Q�G���$���������6�H�F�X�U�L�W�\���5�H�I�H�U�H�Q�F�H���0�D�Q�X�D�O�����5�H�Y������������������������������
�5�H�I�H�U�H�Q�F�H���0�D�Q�X�D�O ������������������
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�2�)�%���G�H�F�U�\�S�W�L�R�Q

�7�K�H���2�)�%���G�H�F�U�\�S�W�L�R�Q���P�R�G�H���X�V�H�V���W�K�H���2�8�7�6�(�/���I�X�Q�F�W�L�R�Q���V�H�O�H�F�W�H�G���W�R���.�H�U�Q�H�O���5�H�V���A���'�$�7�,�1�>���@�����W�K�L�V���U�H�V�X�O�W�V���L�Q���D���[�R�U���E�H�W�Z�H�H�Q��
�3�/�$�,�1�7�(�;�7���L�����D�Q�G���2�8�7�3�8�7���%�/�2�&�.���L����
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�&�7�5���H�Q�F�U�\�S�W�L�R�Q
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�W�K�H���6�)�5�V���D�Q�G���L�P�S�O�H�P�H�Q�W�V���W�K�H���K�D�U�G�Z�D�U�H���I�R�U���W�K�H���X�Q�L�Y�H�U�V�D�O���S�R�L�Q�W�H�U���I�H�W�F�K��

�7�K�H���3�.�&���L�V���L�Q�W�H�U�I�D�F�H�G���Y�L�D���L�W�V���D�G�Y�D�Q�F�H�G���S�H�U�L�S�K�H�U�D�O���E�X�V�����$�3�%�����X�V�L�Q�J���V�S�H�F�L�D�O���I�X�Q�F�W�L�R�Q���U�H�J�L�V�W�H�U�V�����6�)�5�V����

�7�K�H���3�.�&���L�P�S�O�H�P�H�Q�W�V���D�Q���$�+�%���P�D�V�W�H�U���W�R���S�U�R�Y�L�G�H���'�0�$���D�F�F�H�V�V���I�R�U���W�K�H���X�Q�L�Y�H�U�V�D�O���S�R�L�Q�W�H�U���X�Q�L�W���L�Q���O�D�\�H�U���������/���������7�K�L�V���$�+�%���L�Q�W�H�U�I�D�F�H��
�U�H�T�X�L�U�H�V���R�Q�O�\���U�H�D�G���D�F�F�H�V�V�H�V�����$���V�H�F�R�Q�G���U�H�D�G���Z�U�L�W�H���'�0�$���W�R���W�K�H���3�.�&���D�F�F�H�V�V�L�E�O�H���5�$�0�����3�.�&���5�$�0�����L�V���U�H�T�X�L�U�H�G���I�R�U���D�U�L�W�K�P�H�W�L�F��
�F�D�O�F�X�O�D�W�L�R�Q���R�I���W�K�H���3�.�&���N�H�U�Q�H�O���L�W�V�H�O�I���L�Q���O�D�\�H�U���������/������

�7�K�H���3�.�&���S�U�R�Y�L�G�H�V���I�X�U�W�K�H�U���H�U�U�R�U���D�Q�G���L�Q�W�H�U�U�X�S�W���V�L�J�Q�D�O�V���W�K�D�W���Q�H�H�G���W�R���E�H���F�R�Q�Q�H�F�W�H�G���W�R���W�K�H���U�H�O�H�Y�D�Q�W���V�\�V�W�H�P���F�R�Q�W�U�R�O�O�H�U�����$���E�D�V�L�F���R�Y�H�U�Y�L�H�Z��
�R�I���W�K�H���3�.�&���L�Q�W�H�U�I�D�F�H�V���D�Q�G���L�W�V���W�\�S�L�F�D�O���L�Q�W�H�J�U�D�W�L�R�Q���L�Q�W�R���W�K�H���V�\�V�W�H�P���L�V���V�K�R�Z�Q���L�Q���)�L�J�X�U�H��������

�7�K�H���3�.�&���N�H�U�Q�H�O���F�R�Q�V�L�V�W�V���R�I���W�K�H���D�U�L�W�K�P�H�W�L�F���X�Q�L�W���L�Q���/�����D�Q�G���D���P�L�F�U�R���F�R�G�L�Q�J���V�W�D�W�H���P�D�F�K�L�Q�H���L�Q���O�D�\�H�U���������/���������7�K�H���D�U�L�W�K�P�H�W�L�F���X�Q�L�W��
�V�X�S�S�R�U�W�V���W�K�H���P�X�O�W�L�S�O�L�F�D�W�L�R�Q���R�I���D������ ���E�L�W���3�.�&���Z�R�U�G���Z�L�W�K���D���P�X�O�W�L���S�U�H�F�L�V�L�R�Q���L�Q�W�H�J�H�U�����0�3�,�����D�Q�G���D�G�G�L�W�L�R�Q�����V�X�E�W�U�D�F�W�L�R�Q�����V�K�L�I�W���U�R�W�D�W�H���R�S�H�U�D�W�L�R�Q��
�D�Q�G���O�R�J�L�F�D�O���I�X�Q�F�W�L�R�Q�V�����$�1�'�����2�5�����;�2�5���R�Q�O�\�����R�I���W�Z�R���P�X�O�W�L���S�U�H�F�L�V�L�R�Q���L�Q�W�H�J�H�U�V�����7�K�H���P�L�F�U�R���F�R�G�L�Q�J���V�W�D�W�H���P�D�F�K�L�Q�H���L�V���X�V�H�G���W�R���G�H�I�L�Q�H��
�P�R�U�H���F�R�P�S�O�H�[���F�D�O�F�X�O�D�W�L�R�Q���I�X�Q�F�W�L�R�Q�V�����O�L�N�H���I�X�O�O���V�L�]�H���P�X�O�W�L�S�O�L�F�D�W�L�R�Q���R�U���P�R�G�X�O�D�U���P�X�O�W�L�S�O�L�F�D�W�L�R�Q�����9�L�D���W�K�H���X�Q�L�Y�H�U�V�D�O���S�R�L�Q�W�H�U���I�H�W�F�K���F�R�P�S�O�H�W�H��
�V�H�T�X�H�Q�F�H�V���R�I���/�����D�Q�G���/�����R�S�H�U�D�W�L�R�Q�V���F�D�Q���E�H���H�[�H�F�X�W�H�G��

�7�K�H���I�R�O�O�R�Z�L�Q�J���L�V���W�K�H���3�.�&���E�O�R�F�N���G�L�D�J�U�D�P��

�)�L�J�X�U�H���������2�Y�H�U�Y�L�H�Z���R�I���W�K�H���3�.�&���L�Q�W�H�U�I�D�F�H�V���D�Q�G���L�W�V���W�\�S�L�F�D�O���L�Q�W�H�J�U�D�W�L�R�Q���L�Q�W�R���W�K�H���V�\�V�W�H�P��

�������� �)�X�Q�F�W�L�R�Q�D�O���G�H�V�F�U�L�S�W�L�R�Q

�$���3�.�&���F�D�O�F�X�O�D�W�L�R�Q���L�V���H�[�H�F�X�W�H�G���X�V�L�Q�J���W�K�H���I�R�O�O�R�Z�L�Q�J���V�W�H�S�V�����H���J�������I�R�U���D���V�L�Q�J�O�H���D�G�G�L�W�L�R�Q���5� �<���=���X�V�L�Q�J���W�K�H���G�L�U�H�F�W���S�U�R�J�U�D�P�P�L�Q�J���P�R�G�H�����/������

�1�;�3���6�H�P�L�F�R�Q�G�X�F�W�R�U�V

�3�X�E�O�L�F���.�H�\���&�U�\�S�W�R���&�R�S�U�R�F�H�V�V�R�U�����3�.�&��

�0�&�;���$�����������D�Q�G���$���������6�H�F�X�U�L�W�\���5�H�I�H�U�H�Q�F�H���0�D�Q�X�D�O�����5�H�Y������������������������������
�5�H�I�H�U�H�Q�F�H���0�D�Q�X�D�O ������������������



���� �5�H�O�H�D�V�H���3�.�&���F�R�S�U�R�F�H�V�V�R�U���I�U�R�P���U�H�V�H�W�����F�R�X�O�G���D�O�V�R���E�H���G�R�Q�H���O�D�W�H�U���E�X�W���L�Q�F�U�H�D�V�H�V���W�K�H���Q�R�L�V�H���V�R�X�U�F�H���G�X�U�L�Q�J���S�D�U�D�P�H�W�H�U���D�Q�G��
�R�S�H�U�D�Q�G���O�R�D�G�L�Q�J��

���� �/�R�D�G���D�G�G�L�W�L�R�Q���R�S�H�U�D�Q�G�V���W�R���3�.�&���D�F�F�H�V�V�L�E�O�H���5�$�0

���� �3�U�H�S�D�U�H���S�D�U�D�P�H�W�H�U���V�H�W���I�R�U���3�.�&���D�G�G�L�W�L�R�Q�����H���J�����X�V�L�Q�J���S�D�U�D�P�H�W�H�U���V�H�W����

�D���&�D�O�F�X�O�D�W�L�R�Q���P�R�G�H�����D�G�G�L�W�L�R�Q�����3�.�&�B�0�2�'�(����

�E���6�W�D�U�W���D�G�G�U�H�V�V���R�I���<���R�S�H�U�D�Q�G�����3�.�&�B�;�<�3�7�5���>�<�3�7�5�@

�F�� �6�W�D�U�W���D�G�G�U�H�V�V���R�I���=���R�S�H�U�D�Q�G�����3�.�&�B�=�5�3�7�5���>�=�3�7�5�@��

�G���6�W�D�U�W���D�G�G�U�H�V�V���R�I���U�H�V�X�O�W���D�U�H�D�����3�.�&�B�=�5�3�7�5���>�5�3�7�5�@��

�H���/�H�Q�J�W�K���R�I���R�S�H�U�D�Q�G�V�����3�.�&�B�/�(�1���>�/�(�1�@��

�I�� �6�W�D�U�W���F�D�O�F�X�O�D�W�L�R�Q���E�\���V�H�W�W�L�Q�J���W�K�H���
�J�R�
���E�L�W���I�R�U���W�K�H���F�K�R�V�H�Q���S�D�U�D�P�H�W�H�U���V�H�W�����3�.�&�B�&�7�5�/�>�*�2�'���@� ��

���� �/�R�D�G���D�G�G�L�W�L�R�Q���R�S�H�U�D�Q�G�V���W�R���3�.�&���D�F�F�H�V�V�L�E�O�H���5�$�0

���� �3�R�O�O���I�R�U���H�Q�G���R�I���3�.�&���F�D�O�F�X�O�D�W�L�R�Q���X�V�L�Q�J���W�K�H���F�R�P�E�L�Q�H�G���
�E�X�V�\�
���I�O�D�J�����3�.�&�B�6�7�$�7�8�6�>�$�&�7�,�9�@

���� �5�H�D�G���U�H�V�X�O�W���R�I���D�G�G�L�W�L�R�Q���I�U�R�P���5�$�0���D�W���D�G�G�U�H�V�V���3�.�&�B�=�5�3�7�5�>�5�3�7�5�@

���� �&�K�H�F�N���3�.�&���V�W�D�W�X�V���U�H�J�L�V�W�H�U���I�R�U���F�D�U�U�\�����3�.�&�B�6�7�$�7�8�6�>�&�$�5�5�<�@�������D�Q�G���]�H�U�R�����3�.�&�B�6�7�$�7�8�6�>�=�(�5�2�@��

������������ �3�.�&���F�R�Q�W�U�R�O���S�D�U�D�P�H�W�H�U���V�H�W�V

�7�K�H���3�.�&���&�R�Q�W�U�R�O���L�P�S�O�H�P�H�Q�W�V���W�Z�R���S�D�U�D�P�H�W�H�U���V�H�W�V���W�R���G�H�I�L�Q�H���W�K�H���3�.�&���F�D�O�F�X�O�D�W�L�R�Q�����7�K�H���S�D�U�D�P�H�W�H�U���V�H�W���F�R�Q�W�D�L�Q�V���D�O�O���U�H�T�X�L�U�H�G��
�L�Q�I�R�U�P�D�W�L�R�Q���W�R���G�H�I�L�Q�H���D���V�L�Q�J�O�H���F�D�O�F�X�O�D�W�L�R�Q�����F�D�O�F�X�O�D�W�L�R�Q���P�R�G�H�����O�R�F�D�W�L�R�Q���R�I���D�O�O���L�Q�S�X�W�V�����O�H�Q�J�W�K���R�I���L�Q�S�X�W�V�����7�Z�R���F�D�O�F�X�O�D�W�L�R�Q�V���F�D�Q���E�H���G�H�I�L�Q�H�G��
�X�V�L�Q�J���W�K�H���W�Z�R���G�H�G�L�F�D�W�H�G���S�D�U�D�P�H�W�H�U���V�H�W�V���W�R���V�X�S�S�R�U�W���I�D�V�W���V�Z�L�W�F�K�L�Q�J���E�H�W�Z�H�H�Q���W�Z�R���F�D�O�F�X�O�D�W�L�R�Q�V��

�$���S�D�U�D�P�H�W�H�U���V�H�W���F�R�Q�W�D�L�Q�V���W�K�H���I�R�O�O�R�Z�L�Q�J���I�L�H�O�G�V��

�µ �3�.�&�B�0�2�'�(�L�>�0�2�'�(�@���������E�L�W�V���������F�D�O�F�X�O�D�W�L�R�Q���P�R�G�H���R�U���V�W�D�U�W���D�G�G�U�H�V�V���I�R�U���P�L�F�U�R���F�R�G�H�����0�&��

�µ �3�.�&�B�;�<�3�7�5�L�>�;�3�7�5�@�����������E�L�W�V���������V�W�D�U�W���D�G�G�U�H�V�V���I�R�U���;���R�S�H�U�D�Q�G

�µ �3�.�&�B�;�<�3�7�5�L�>�<�3�7�5�@�����������E�L�W�V���������V�W�D�U�W���D�G�G�U�H�V�V���I�R�U���<���R�S�H�U�D�Q�G

�µ �3�.�&�B�=�5�3�7�5�L�>�=�3�7�5�@�����������E�L�W�V���������V�W�D�U�W���D�G�G�U�H�V�V���I�R�U���=���R�S�H�U�D�Q�G���R�U���F�R�Q�V�W�D�Q�W���R�S�H�U�D�Q�G���I�R�U���&�2�1�6�7���R�U���V�K�L�I�W���D�Q�G���U�R�W�D�W�H���F�D�O�F�X�O�D�W�L�R�Q�V��
���O�R�Z�H�U�������E�L�W�V���R�Q�O�\��

�µ �3�.�&�B�=�5�3�7�5�L�>�5�3�7�5�@�����������E�L�W�V���������V�W�D�U�W���D�G�G�U�H�V�V���I�R�U���F�D�O�F�X�O�D�W�L�R�Q���U�H�V�X�O�W���5

�µ �3�.�&�B�/�(�1�L�>�/�(�1�@�����������E�L�W�V���������O�H�Q�J�W�K���R�I���<���R�S�H�U�D�Q�G�����G�H�I�L�Q�H�V���D�O�V�R���O�H�Q�J�W�K���R�I���=���D�Q�G���5�����P�D�\���G�L�I�I�H�U���I�U�R�P���O�H�Q�J�W�K���G�H�I�L�Q�H�G���L�Q���6�)�5���E�X�W��
�G�H�S�H�Q�G�V���R�Q���W�K�H���F�K�R�V�H�Q���F�D�O�F�X�O�D�W�L�R�Q���P�R�G�H�����H���J�����I�R�U���R�S���F�R�G�H�����[���������P�X�O�W�L�S�O�\���D�F�F�X�P�X�O�D�W�H�����=���L�V���R�Q�H���3�.�&���Z�R�U�G���E�L�J�J�H�U���D�Q�G���5���L�V���W�Z�R��
�3�.�&���Z�R�U�G�V���E�L�J�J�H�U���W�K�D�Q���<��

�µ �3�.�&�B�/�(�1�L�>�0�&�/�(�1�@�����������E�L�W�V���������O�R�R�S���F�R�X�Q�W�H�U���I�R�U���0�&���H�[�H�F�X�W�L�R�Q�����H���J�����I�R�U���0�&���S�D�W�W�H�U�Q�����0�&���V�H�T�X�H�Q�F�H�����I�R�U���S�O�D�L�Q���P�X�O�W�L�S�O�L�F�D�W�L�R�Q

�7�K�H���I�R�O�O�R�Z�L�Q�J���L�V���D�Q���H�[�D�P�S�O�H���R�I���S�O�D�L�Q���P�X�O�W�L�S�O�L�F�D�W�L�R�Q�����I�L�[�H�G���0�&���S�D�W�W�H�U�Q�����[���������S�D�U�D�P�H�W�H�U���V�H�W��������

@ RAM address 0x2004_0000

X: 0xE9794B15AAF151CF991D686D31D95C20263E5D725DE2CB9B9C51AEFBC167E8C2

@ RAM address 0x2004_0200

Y: 0x5A4D00195A39B947F732CB60CE97B0CA83D54C982ED5EC06ADB0785842550D31

@ address 0x2004_0400

R: 0x525ADDF852BEDFD7E81B1E7BCAF241DBC9582598B710677515542B839D462C87_

     531FC208AF12E6D76066B522F209506E228A834A83067B6F632C3B34981F6722

PKC_MODE1.MODE = 0x013 --> start address of Plain multiplication

PKC_XYPTR1.XPTR = 0x0000 --> start address of X operand in RAM

PKC_XYPTR1.YPTR = 0x0200 --> start address of Y operand in RAM

PKC_ZRPTR1.ZPTR --> not used/required

PKC_ZRPTR1.RPTR = 0x0400 --> start address of result R in RAM

PKC_LEN1.LEN = 0x0020 --> length of Y operand (32 bytes = 4 PKC-words of 64  bits)

�1�;�3���6�H�P�L�F�R�Q�G�X�F�W�R�U�V

�3�X�E�O�L�F���.�H�\���&�U�\�S�W�R���&�R�S�U�R�F�H�V�V�R�U�����3�.�&��

�0�&�;���$�����������D�Q�G���$���������6�H�F�X�U�L�W�\���5�H�I�H�U�H�Q�F�H���0�D�Q�X�D�O�����5�H�Y������������������������������
�5�H�I�H�U�H�Q�F�H���0�D�Q�X�D�O ������������������



PKC_LEN1.MCLEN = 0x0020 --> length of X operand (32 bytes = 4 PKC-words of 64  bits)

PKC_CTRL.GF2CONV = 0 --> execute in non-GF(2)

Calculation is started with PKC_CTRL.GOM1 --> MC pattern calculation with parameter set 1

�7�K�H���J�U�D�Q�X�O�D�U�L�W�\���R�I���W�K�H���S�R�L�Q�W�H�U�V���L�V���R�Q�H���E�\�W�H�����7�K�H���L�P�S�O�H�P�H�Q�W�D�W�L�R�Q���L�V���V�X�F�K���W�K�D�W���W�K�H���S�R�L�Q�W�H�U�V���X�V�H�G���E�\���W�K�H���&�3�8���F�D�Q���E�H���U�H�X�V�H�G��

�(�[�D�P�S�O�H��
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�5�H�V�X�O�W���L�Q���S�O�D�F�H�2�Q�O�\���S�R�V�V�L�E�O�H���L�I���0�&�/�(�1��� � �������3�.�&���Z�R�U�G���I�R�U���5�3�7�5��� � ���;�3�7�5���D�Q�G���5�3�7�5��� � ���<�3�7�5��
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�*�)�����F�R�Q�Y�H�U�V�L�R�Q�3�O�D�L�Q���0�X�O�W�L�S�O�L�F�D�W�L�R�Q���L�Q���*�)�������������3�0�B�*�)��

�(�[�H�F�X�W�L�R�Q���W�L�P�H���y�;�/�(�1�y���<�/�(�1���������3�.�&���F�O�R�F�N���F�\�F�O�H��

�0�&���F�R�G�H PlainMul :        ConfLoad (0,XYZR)
                  Execute(0x00)
PlainMul_Loop :   DecrTBNZ(PlainMul_Cont )
PlainMul_Exit :   Exit()
PlainMul_Cont :   InDecPtr(1,X)
                  InDecPtr (1,R)
                  ConfLoad (0,XYRR)
PlainMac_Entry :  Execute(0x22 )
                  Jump()
                  (PlainMul_Loop)
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�0�&���F�R�G�H PlainMac :        ConfLoad(0,XYZR)
                  Execute(0x2D) // to clear carry bit
                  Jump()
                  (PlainMac_Entry)
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�*�)�����F�R�Q�Y�H�U�V�L�R�Q�Q�R�W���V�X�S�S�R�U�W�H�G�������!���E�H�K�D�Y�H�V���O�L�N�H���/�����F�D�O�F�X�O�D�W�L�R�Q���Z�L�W�K���R�S���F�R�G�H�����[���I�������O�R�J�L�F�D�O���[�R�U�������;�2�5

�(�[�H�F�X�W�L�R�Q���W�L�P�H���y���<�/�(�1�����������Q�y���<�/�(�1�����������3�.�&���F�O�R�F�N���F�\�F�O�H�����Z�L�W�K���Q���H�T�X�D�O�V���D�P�R�X�Q�W���R�I���U�H�G�X�F�W�L�R�Q���O�R�R�S�V�����Q� �����L�Q���F�D�V�H���<���=��
�������<�/�(�1�y�Z�R�U�G�V�L�]�H��

�0�&���F�R�G�H ModAdd :          ConfLoad(0,XYZR)
                  Execute(0x0A)
                  ConfLoad(0,XRXR)
                  CondJump(C=0)
                  (ModAdd_Exit)
ModAdd_Sub :      Execute(0x2B)
                  CondJump(C=1)
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                  (ModAdd_Sub)
ModAdd_Exit :     Exit()
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�W���F�D�U�H
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�=��� ���=�=�/�(�1�������y���E�=�/�(�1�����������=�=�/�(�1�������y���E�=�/�(�1�����������������������=�����y���E�������=��

�5�H�V�X�O�W�� �5�/�(�1��� ���;�/�(�1

�5��� ���5�5�/�(�1�������y���E�5�/�(�1�����������5�5�/�(�1�������y���E�5�/�(�1�����������������������5�����y���E�������5��

�5�H�V�X�O�W���V�S�D�F�H�5�/�(�1

�5�H�V�X�O�W���L�Q���S�O�D�F�H�$�O�Z�D�\�V���S�R�V�V�L�E�O�H���I�R�U���5�3�7�5��� � ���<�3�7�5���D�Q�G���5�3�7�5��� � ���=�3�7�5��

�1�R�W���S�R�V�V�L�E�O�H���I�R�U���5�3�7�5��� � ���;�3�7�5��

�8�S�G�D�W�H�G���V�W�D�W�X�V��
�I�O�D�J�V

�&�$�5�5�<� �������=�(�5�2

�7�D�E�O�H���F�R�Q�W�L�Q�X�H�V���R�Q���W�K�H���Q�H�[�W���S�D�J�H������

�1�;�3���6�H�P�L�F�R�Q�G�X�F�W�R�U�V

�3�X�E�O�L�F���.�H�\���&�U�\�S�W�R���&�R�S�U�R�F�H�V�V�R�U�����3�.�&��

�0�&�;���$�����������D�Q�G���$���������6�H�F�X�U�L�W�\���5�H�I�H�U�H�Q�F�H���0�D�Q�X�D�O�����5�H�Y������������������������������
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�7�D�E�O�H�����������0�R�G�X�O�D�U���6�X�E�W�U�D�F�W�L�R�Q�����F�R�Q�W�L�Q�X�H�G��
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�5��� ���<�������=���P�R�G���;�6�W�D�U�W���$�G�G�U��� �����[���$�6�\�P�E�R�O�����0�6

�*�)�����F�R�Q�Y�H�U�V�L�R�Q�Q�R�W���V�X�S�S�R�U�W�H�G�������!���E�H�K�D�Y�H�V���O�L�N�H���/�����F�D�O�F�X�O�D�W�L�R�Q���Z�L�W�K���R�S���F�R�G�H�����[���I�������O�R�J�L�F�D�O���[�R�U�������;�2�5
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�0�&���&�R�G�H ModSub :          ConfLoad(0,XYZR)
                  Execute(0x0B)
                  ConfLoad(0,XRXR)
                  CondJump(C=0)
                  (ModSub_Exit)
ModSub_Add :      Execute(0x2A)
                  CondJump(C=1)
                  (ModSub_Add)
ModSub_Exit :     Exit()
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�5�H�V�X�O�W���L�Q���S�O�D�F�H�1�R�W���S�R�V�V�L�E�O�H���I�R�U���5�3�7�5��� � ���;�3�7�5���D�Q�G���5�7�3�5��� � ���=�3�7�5��

�8�S�G�D�W�H�G���V�W�D�W�X�V��
�I�O�D�J�V

�&�$�5�5�<� �������=�(�5�2
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�0�&���&�R�G�H ModRed :          ConfLoad(1,XYZR)
                  Execute(0x3E)
                  PreLoadT(0)
                  (T = R)
                  PreLoadT(0)
                  (T = T + LEN)
                  PreLoadT(0)
                  (Y = T)
                  PreLoadT(1)
                  (T = 1)
ModRed_Loop :     PreLoadT(0)
                  (T = T + LEN; LEN = T)
                  PreLoadT(0)
                  (T <--> S)
                  ConfLoad(1,XYXY)
                  Execute(0x3E)
                  PreLoadT(0)
                  (T <--> S)
                  PreLoadT(0)
                  (T <--> LEN)
                  ConfLoad(0,XRXR)
                  Execute(0x6A)
                  InDecPtr(0,LEN)
                  InDecPtr(0,Z)
                  ConfLoad(0,ZRZR)
                  Execute(0x20)
                  InDecPtr(1,Z)
                  ConfLoad(0,XZRR)
                  Execute(0x62)
                  InDecPtr(1,X)
                  DecrTBNZ(ModRed_Loop)
                  Exit()
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PlainMulPatch_Loop :   DecrTBNZ(PlainMulPatch_Cont)
PlainMulPatch_Exit :   Exit()
PlainMulPatch_Cont :   InDecPtr(1,X)
                       InDecPtr (1,R)
                       ConfLoad (0,XYRR)
PlainMacPatch :        Execute(0x20)
                       Execute(0x22)
                       Jump()
                       (PlainMulPatch_Loop)
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// example Seed Control Register (SDCTL) parameters
samp_size    = 128;  // decimal

// target rejection ratio = 1.00E-06

if ( samp_size == 128 ) {
    reg32_write( TRNG_SCMISC, 0x0001001D ); // retry once, long run max 29

                                            // min range max
    reg32_write( TRNG_SCML,   0x003D005E ); //  33    61  94        monobit limit]
    reg32_write( TRNG_SCR1L,  0x00270027 ); //   0    39  39 [run length 1  limit] 
    reg32_write( TRNG_SCR2L,  0x00190018 ); //  -1    25  24 [run length 2  limit] 
    reg32_write( TRNG_SCR3L,  0x00120011 ); //  -1    18  17 [run length 3  limit] 
    
} else if ( samp_size == 256 ) {
    reg32_write( TRNG_SCMISC, 0x0001001F ); // retry once, long run max 31

                                            // min range max
    reg32_write( TRNG_SCML,   0x005600AB ); //  85    86 171 [     monobit  limit]
    reg32_write( TRNG_SCR1L,  0x0038003f ); //   7    56  63 [run length 1  limit]
    reg32_write( TRNG_SCR2L,  0x00260026 ); //   0    38  38 [run length 2  limit]
    reg32_write( TRNG_SCR3L,  0x001A0019 ); //  -1    26  25 [run length 3  limit]
    

} else if ( samp_size == 512 ) {
    reg32_write( TRNG_SCMISC, 0x00010020 ); // retry once, long run max 32

                                            //  min range  max
    reg32_write( TRNG_SCML,   0x007A013D ); //  195   122  317 [     monobit  limit]
    reg32_write( TRNG_SCR1L,  0x0050006B ); //   27    80  107 [run length 1  limit]
    reg32_write( TRNG_SCR2L,  0x0037003E ); //    7    55   62 [run length 2  limit]
    reg32_write( TRNG_SCR3L,  0x00270027 ); //    0    39   39 [run length 3  limit]
    
} 

// adjust delay
reg32_write( TRNG_SDCTL, ( (reg32_read( TRNG_SDCTL ) & 0xFFFF0000) | (uint32_t)samp_size ));
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