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• Automotive Functional Safety Requirements

− System level v sub component level (SEooC)

• Safety concepts of Freescale‘s Auto MCUs

• Safety Support

− FMEDA

• Summary
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• Summary



• Functional safety is the absence of • Failures are main impairment to safety:
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• Functional safety is the absence of 
unreasonable risk due to hazards   
caused by malfunctioning behavior of 
electrical/electronic systems

− Hazards: potential source of harm

− Harm: physical injury or damage to the
health of people

• Failures are main impairment to safety:

− Systematic: failures, related in a deterministic 
way to a certain cause, that can only be 
eliminated by a change of the design or 
manufacturing process, operational procedures, 
documentation or other relevant factors

− Random: failures that can occur unpredictably 
during the lifetime of a hardware element and 
that follow a probability distribution



Instrument 
Cluster

Speedometer not 

available
ASIL B

Airbag System
Inadvertent 

Deployment77GHz

Smart Rear View 
Camera System
No valid video 
sensor data
ASIL B

Front View 
Camera System
No  valid video 

sensor data
ASIL B

Rear Lights

Failure on both 
sides
ASIL A

Brake Lights
Loss of Brake 
Lights

ASIL B

Active
Suspension
Suspension 

oscillates
ASIL B to C
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Source: Freescale: Expectations based on global customer feedback

Braking and 
Stability Systems
Unintended full 
power brake
ASIL D

Deployment
ASIL D

77GHz
RADAR  ACC

Inadvertent 
Braking

ASIL C

Engine Management
Unwanted vehicle 

acceleration
ASIL C to D

Driving Lights
Failure 

on both sides

ASIL B

Electric Power 
Steering

Self-steering
ASIL D

PowertrainSafety & Chassis Body DIS



Every embedded application has its very specifics!

Microcontroller are successful due to the general purpose nature 

(can be adapted to the specifics of an application)

Therefore Freescale provides products with 

different Multi-Core safety architectures:
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different Multi-Core safety architectures:

Monolithic integration (safety system on chip)

Multiple device system level integration (multiple chip ECU)

Distributed system integration (multiple ECU system)

…

Customer may select their most suitable architecture!



• ISO 26262 safety lifecycle defined as top down approach

− Next level requirements result from previous level

− In practice also “push-back” due to availability of products with desired 

functionality and safety measures

• Safety architecture needs to be defined such that it is safe and can be 
realized in an efficient way

Commission custom ASICs with application specific safety measures
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− Commission custom ASICs with application specific safety measures

− Use off-the shelf components with an integrated safety architecture

� Many new components emerging in light of ISO 26262 adoption

− Define major elements of safety architecture at system level 

� Use “standard” off-the shelf components � discrete (component) safety 

architecture

� Traditional  way of designing a functional safety system



OEM

• Safety Architecture

• Safety Concept

Tier 1

• Item definition

• Hazard and risk identification

• ASIL Classification of Hazards
ISO26262

DIA (for 

custom design)

Relevant 

scope of 

ISO26262

high

Relevant 

scope of 

ISO26262

medium to low

Safety Manual

Functional Safety is about 

the System Solution

TM

Freescale, the Freescale logo, AltiVec, C-5, CodeTEST, CodeWarrior, ColdFire, C-Ware, the Energy Efficient Solutions logo, mobileGT, PowerQUICC, QorIQ, StarCore 

and Symphony are trademarks of Freescale Semiconductor, Inc., Reg. U.S. Pat. & Tm. Off. BeeKit, BeeStack, ColdFire+, CoreNet, Flexis, Kinetis, MXC, Platform in a 

Package, Processor Expert, QorIQ Qonverge, Qorivva, QUICC Engine, SMARTMOS, TurboLink, VortiQa and Xtrinsic are trademarks of Freescale Semiconductor, Inc. 

All other product or service names are the property of their respective owners. © 2011 Freescale Semiconductor, Inc.

7

• Safety Concept

• ASIL Classification of Functions

• HW / SW offering

Tier 2 Supplier x

• HW / SW offering

Tier 2 Supplier y

DIA (for

custom design)Safety Manual

F
o

u
n

d
a
ti
o

n Product Safety Measures (implemented in 

offering, described in Safety Manual)

Development Process & Methods

Quality & Quality Data

medium to low

Safety Manual

DIA (for

custom design)



Integrated Safety Architecture Discrete Safety Architecture

At system level and at component

level

Safety 

Architecture

Resolved at system level

One or more devices contain 

dedicated safety measures based 

on an underlying safety concept

Device Level 

Safety 

Measures

No underlying safety concept at 

device level, typically, however, 

measures exploitable as safety

measures available
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measures available

Available for integrated safety 

measures

Device Level 

Safety Manual

None

FMEDA, DFA for dedicated safety

measures

Device Level 

Safety 

Analysis

None, typically general supporting 

information sufficient

Safety case, with complete device 

level argument for ISO 26262 

compliance at device level

Device Level

Safety 

Argument

Qualification + optional evaluation 

of measures in development 

process against systematic faults



ASIL DASIL A ASIL B ASIL C

Discrete

Safety

Architecture
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Integrated

Safety

Architecture



• Gen 1 Safety More than 10 years experience of safety development in the area of 

MCU & SBC

• Gen 2 Safety First general market MCU, MPC5643L ⇒ Certified ISO 26262!

• Gen 3 Safety From 2012, multiple MCUs in Body, Chassis and Powertrain are being 

designed and developed according to ISO 26262

G
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n
 3

 S
a

fe
ty MPC5744P/MPC5777K/etc 55nm PowerSBC Gen 2

F
u

n
c
ti
o

n
a
l S

a
fe

ty
 S

o
lu

ti
o

n
s 2012

• Voltage Supervision

• Fail-Safe State Machine

• Fail-Safe IO

• 32-bit Dual/Quad-Core MCU

• Developed according to ISO 26262

• Target Applications  Chassis & P/T for – ASILD
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MPC5643L – 90nm

Custom Safety Platform for Braking
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PowerSBC
• Voltage Supervision

• Fail-Safe State Machine

• Fail-Safe IO

• Advanced Watchdog

• Fail-Safe IO

• Advanced Watchdog

• 32-bit Dual-Core MCU

• Developed according to ISO 26262

• Target Applications for Chassis – ASILD

• Target Applications  Chassis & P/T for – ASILD

•Safe methodology, Architecture, SW and tools

• Started to ship in 2000 first safe MCU for braking applications

• IEC 61508 / ISO 26262 compliance achieved at system level 

(top down approach)

• MCU features are a key enabler for SIL3 / ASILD

Custom IC



Ideal partitioning between HW and SW measures dependant on ASIL 
target and complexity of safety function

simple Safety 

Function

complex Safety 

Function

Redundancy of application data

ASIL D

Example Safety Applications …

High Redundancy
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SW
HW

Functional 

Safety 

Effort

Airbag, …Airbag, …

EPS, ESP, …EPS, ESP, …

Decomposition to reduce 

complexity of single instances

Example: 

ASIL D = ASIL A + ASIL C

ASIL D

target

ASIL A

target

ASIL B 

target

ASIL C

target RADAR and 

Vision based 

ADAS, …

RADAR and 

Vision based 

ADAS, …



SW
HW

Offering products that scale to application specific safety requirements

ASIL D

target

simple Safety 

Function

complex Safety 

Function

RADAR and 

Vision based 

ADAS, …

RADAR and 

Vision based 

ADAS, …

EPS, ESP, …EPS, ESP, …

Safe Assure 

Lockstep 

SoCs

Airbag, …Airbag, …
Safe Assure Single 

core SoC

Safe Assure Multicore systems
ASIL B 

target

ASIL C

target
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Spanning the whole range efficiently …

Functional 

Safety 

Effort

ASIL A

target

Airbag, …Airbag, …
core SoC
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• To view the latest SafeAssure product table visit www.freescale.com/SafeAssure



• Standard 
performance

• Less 
complex 
function / 
application

Dual Core 

LS

• Complex function 
/ application

• Increased performance at low power (auto code)

• Multiple applications merged into one SoC

(Hypervisor/Virtualization) (third party code, OEM 

and tier1 code separated, “rented cores”)

• Increased availability

• Hybrid, Electrification, High end braking

Quad Core LS

Multi Core + LS

• Increased performance at low power 

(auto code)

• Multiple applications merged into one 

SoC (Hypervisor/Virtualization)

• Increased availability

• Application specific safety

• Combustion engine, Sensor Fusion
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Single Core

Dual Core 

DP

• Increased 
performance

• Less complex 
function / 
application

Multi Core + LS + Accel.

• Dedicated Hardware accelerators

• Application specific safety

• ADAS (Vision, RADAR)

Multi Core + Accel.

• Optional Dedicated Hardware 
accelerators 

• Less complex function / application
• Application specific safety
• ADAS (Vision, RADAR)
• High End Body
• Sensor Fusion

* A complex function (application) 

here refers to the combination of a 
high computational demand for the 
application combined with a short 
control cycle. 

optional
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• Single Point Failure (SPF)

− Immediate potential to cause a hazard

− Quick detection or mitigation

• Latent Failure (LF)

− Can become dangerous in conjunction with a second 

fault
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fault

− Can aggregate

− Periodic detection

• Common Cause Failure (CCF)

− Causes several components to fail

− Can possibly annul redundancy-based measures

− Mitigation or quick detection

1616
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• Single Point Failure (SPF)

− Structural redundancy

� Core, DMA

− Information redundancy

� E2E ECC, EDC on Cache

• Latent Failure (LF)

− HW-Self test

in
p

u
t

w
ro

n
g

o
u

tp
u

t

Component

in
p

u
t

c
o

rre
c
t

o
u

tp
u

t

LF

TM

Freescale, the Freescale logo, AltiVec, C-5, CodeTEST, CodeWarrior, ColdFire, C-Ware, the Energy Efficient Solutions logo, mobileGT, PowerQUICC, QorIQ, StarCore 

and Symphony are trademarks of Freescale Semiconductor, Inc., Reg. U.S. Pat. & Tm. Off. BeeKit, BeeStack, ColdFire+, CoreNet, Flexis, Kinetis, MXC, Platform in a 

Package, Processor Expert, QorIQ Qonverge, Qorivva, QUICC Engine, SMARTMOS, TurboLink, VortiQa and Xtrinsic are trademarks of Freescale Semiconductor, Inc. 

All other product or service names are the property of their respective owners. © 2011 Freescale Semiconductor, Inc.

17

− HW-Self test

� Memory, logic

� 90% stuck-at

• Common Cause Failure (CCF)

− Delayed Checker Core

− Supervision of clock, power and temperature

− Independent safety clock

− Independent failure signaling

1717
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• Target applications

− Safety applications that require a 
high safety integrity level, such 
as:

� Electric power steering

� Electronic stability control

• Item must be in safe state for 
modes of (non)operation:
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modes of (non)operation:

− Completely unpowered

− Reset

− Operating correctly

− Indicating an internal error

• Safety mechanism: technical 
solution to detect faults or 
control failures in order to 
achieve a safe state



• Safety mechanisms:

− Built-in self tests (memory, 
logic, ADC)

− Duplicate computational 
elements in lock-step

− ECC for FLASH/SRAM 

− Temperature, clock and 
voltage monitors
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voltage monitors

− Fault Collection and Control 
Unit (FCCU) with redundant 
fault notification path

− Independent safety clock

− eDMA and CRC

− Access protection (MPU, 
register) ….



• Elements having low
application dependency

− Safety architecture may not 
interfere with application

− Hardware driven

Computational Shell

System Safety mechanisms
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• Elements having high
application dependency

− Functional safety of the 
periphery is ensured by 
system-level measures

− Flexible usage within 
application software

I/O & Communication Peripherals



orivva MPC5643Lorivva MPC5643L

• Certified by exida – an 
independent accredited assessor

• Certificate issued based on a 
successful assessment of the 
product design and applied 
development and production 
processes against all 
requirements and work product 
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requirements and work product 
definitions of ISO 26262 identified 
as applicable to an MCU part

• MPC5643L MCU certified for 
use for all Automotive Safety 
Integrity Levels (ASIL), up to 
and including the most 
stringent level, ASIL D

Released on 6th September, 2012



• Assessment of the MPC5643L Safety Case

• Assessment and audit of Freescale’s

development processes used for the 

MPC5643L

• Assessment of the FMEDA (Failure Modes 

Effects and Diagnostic Analysis) of the 

MPC5643L to confirm it satisfies the SPFM, 
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MPC5643L to confirm it satisfies the SPFM, 

LFM and PMHF metrics required for ASIL D

• Assessment of the MPC5643L hardware 

design, implementation and verification 

activities

• Over 50 work products were provided to 

exida during the assessment and on-site 

audits

MPC5643L MCU 



MPC5643L MPC5744P

ISO 26262, ASILD Targeted Targeted

Lock Step 
(DMA and RCCU)

Core and DMA using RCCUs for 
output signal comparison

A delayed lockstep (2 system clock 
cycles delay)

Lock Step 
(XBAR, SRAM and Flash)

XBAR, SRAM controller, flash 
controller are operating in lock step 

E2E ECC is used instead to ensure 
correct bus transactions

Lock Step 
(PBRIDGE)

PBRIDGE was in lock step two separated PBRIDGE blocks 
with a separate set of peripherals for 
redundant usage
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redundant usage

ECC protection N/A extended for more memories 
(Flexray, FlexCAN and DMA)

Extended memory protection N/A Extended memory protection 
mechanisms (Core-MPU )

Logic BIST and memory 
BIST

to detect latent faults during start-up to detect latent faults during start-up

ADC and PMU self-test Available Available

Temperature sensor, 
power and clock monitoring

Available Available

Safety Application Guide Available New Safety Manual



ISO 26262 ASIL D
• Safety assessment of MCU architecture and 

development process (ISO 26262)

• helps to reduce effort and time on ECU 
functional safety assessment

Integrated Safety Architecture (ISA)
• Saves development effort and time as no 

complex diagnostic SW required

• CPU processing power available for running 
applications

• High diagnostic coverage in HW to detect 
random faults
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random faults

SW deliverables provided by Freescale and 
partners
• Enable support for ASIL D applications with 

minimized performance degradation

• sMCAL & sOS, Selftests, SW Safety Manual

Safety enablement provided by Freescale
• Safety Manual

• FMEDA

• System Level Appication Note
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• target values can be assigned to MCU

• FMEDA for MCU => for system-level FMEDA
Typical results for 

MCU with integr. 

safety architecture 

Element 

gate count / size

Raw failure 

rates

ASIL D targets 

for whole item

• Failure Mode, Effect and Diagnostic Analysis

• A systematic way to identify and evaluate failure modes, effects and diagnostic techniques, and to 
document the system.
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<< 10-8 h-1

>> 99%

>> 90%

gate count / size

Failure Mode / 

Distribution

Technology 

dependent

failure rate

Safety Mechanism

SPFM

PMHF

LFM

MCU

FMEDA

< 10-8 h-1

≥ 99%

≥ 90%



• FMEDA for MPC5643L

− Processing units (core, etc.)

− Power supply

− Clock 

− Non-volatile memory (FLASH)

− Volatile memory (SRAM)

• Safety concept on system level 
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• Safety concept on system level 
not known 
=> Raw failure rates for 

− Digital I/O 

− Analogue I/O 

− External communication



Old SEooC assumption forces system 
vendors to implement unnecessary 
safety measures!

� Example: First generation safety application guide for  
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� Example: First generation safety application guide for  

had 68 mandatory requirements



A new approach shall complement the 
safety measures of a context, not 
duplicate what the context already 
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duplicate what the context already 
provides!



Freescale introduces dynamic FMEDA approach:

Customer communicates implemented safety measures and 
Freescale delivers respective tailored FMEDA (within e.g. 1 hour)

E.g. MPC5675K has more than >1 million different FMEDAs in data 
base – so truly back to the world of general purpose!

No longer applications have to fulfill FMEDA assumption 
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No longer applications have to fulfill FMEDA assumption 
but FMEDA tailors to application



…
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…



FSL QM Products - Typical Deliverables

• Safety Analysis of Architecture: Safety FMEA or 
FTA

• User Guide: Safety Application Note

• Development Process evidence: PPAP, Quality 
Plan (Mapping to ISO 26262 / IEC 61508 
checklists) 

ISO 26262 or IEC 61508 Products – Typical 

Deliverables
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Deliverables

• Safety Analysis of Architecture: FMEDA, CCA or 
FTA

• User Guide: Safety Manual

• Development Process evidence: PPAP, Safety 
Plan, Certificates

Local Support

• Functional Safety Field Experts

Learning

• Field Training / workshops – delivered by Local 

Functional Safety FAE Experts



Objective

• Tailor FMEDA to match application configuration 

• Enables customers, by supporting their system level 

architectural choices

Content

• FMEDA methods aligned with functional safety 

standards

− SPFM & LFM, PMFH  – ISO 26262

− SFF & PFH- IEC 61508 ed-2.0 
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SFF & PFH- IEC 61508 ed-2.0 

− βic – IEC 61508 ed-2.0 part 2, Annex E

• Dynamic FMEDA covers elements with low application 

dependency: Clock, Power Supply, Flash, STM, 

SRAM, Processing Unit…

Work flow and result

• Customer specifies the Safety Integrity Level required 

by their application, and then confirms the Safety 

Measures that will be used

• A tailored FMEDA is then supplied to customer’s for 

their specific application



Objective

• Enables customers to extract the full value of 

Freescale’s functional safety offering

• Simplify integration of Freescale’s safety products

into applications

• A comprehensible description of all information

relating to FS in a single entity to ensure integrity of 

information and links with datasheet

Content

Safety Manual for MCU Solution

Safety Manual for MPC574xP
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Content

• SoC Safety Concept description

• System level assumptions of use (Safety specific

usage considerations)

• Pseudo-code or C-Code to simplify adoption of safety 

application requirements

• FMEDA results

− Latent Fault Matrix (LFM)

− Single Point Fault Matrix (SPFM)

− Probabilistic Metric for random Hardware Failures (PMHF)

• Provisions against Dependent Failures

Safety Manual for Analog Solution



Design Guidelines for

• Integration of Microcontroller and Analog & 

Power Management device

• Explains main individual product Safety 

features

• Uses a typical Electrical Power steering 

application to explain product alignment

• Covers the ASIL D safety requirements that 
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• Covers the ASIL D safety requirements that 

are satisfied by using both products:

− MPC5643L requires external measures to 
support a system level ASIL D safety level

− MC33907/08 provides those external measures:

� External power supply and monitor

� External watchdog timer

� Error output monitor



• ISO 26262 has been widely adopted for Automotive functional safety

• Systems with safety goals according to ISO 26262 are no longer an 

exception

• Freescale support OEMs and Tier1s to achieve their ISO 26262 safety 

goals

Freescale, the Freescale logo, AltiVec, C-5, CodeTEST, CodeWarrior, ColdFire, C-Ware, the Energy Efficient Solutions logo, mobileGT, PowerQUICC, QorIQ, StarCore 

and Symphony are trademarks of Freescale Semiconductor, Inc., Reg. U.S. Pat. & Tm. Off. BeeKit, BeeStack, ColdFire+, CoreNet, Flexis, Kinetis, MXC, Platform in a 

Package, Processor Expert, QorIQ Qonverge, Qorivva, QUICC Engine, SMARTMOS, TurboLink, VortiQa and Xtrinsic are trademarks of Freescale Semiconductor, Inc. 

All other product or service names are the property of their respective owners. © 2011 Freescale Semiconductor, Inc.

36TM

goals

• Discrete and integrated safety architectures

• Combined with a range of Safety HW products, Freescale supports 

customers by providing A set of differentiating collateral that enable our 

customers and can significantly reduce their development time

• Dynamic FMEDA, Safety Manual, System Level Application Notes



TM


