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UEF FIRMWARE
OVERVIEW




What is UEFI?

- UEFI Is a community effort by many

companies in the personal-computer
Industry to modernize the booting process.

- UEFI stands for Unified Extensible

Firmware Interface

- UEFI specification defines a new model for

3

the interface between operating systems
and platform firmware.
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UEFI Specifications — A Community Effort

Who creates and manages the UEFI
Specifications?
- UEFI Specification Working Group (USWG)

= Creates the UEFI specification, describing a
firmware-to-OS interface analogous to BIOS
software interrupts and the BIOS data area (BDA).

- Platform Initialization Working Group (PIWG)

= Creates the PI specifications, intended to promote
Interoperability between firmware components
provided by different silicon and firmware vendors.
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UEFI Source Code — A Community Effort

Tianocore is a feature-
rich, cross-platform firmware
development environment for
the UEFI and PI specifications

2016 Roadmap Update

tianocore .

Our Mission Our Vision

Improve community contribution, raise the quality We will work on our goals through active

G ove r n u n ce bar, & deliver on schedule. engagement with the community, listening to their

feedback, acting on the feedback, and being
We will demonstrate positive ROI for our transparent in our decision making process.
customers who invest into Tianocore.
Tianocore governance updated

New stewards announced for Tianocore

. Andrew Fish — Apple Goals Get Involved
. Migrate to GitHub [complete; Q1] Contribute feedback to Tianocore
* Leif Lindholm - Linaro . Deploy Bugzilla [in progress; Q1 — early Q2] Utilize common packages from Tianocore

. Improve Code Management [in progress; Q2] Participate in the discussion
. Improve Documentation [in progress; Q2] Promote OSS

. Establish regular release cadence [Q2] - - :
. Improve Code Design [Q3] Questions? tony.mangefeste[at]intel[dotjcom

« Michael Kinney - Intel

Community Manager
Copyright © 2016 Intel Corporation. All Rights Reserved - Intel Public Information — Part of Tianocore

« Tony Mangefeste
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http://www.tianocore.org/edk2/

UEFI Overview — FAQs

- How do UEFI specifications differ from BIOS?

- BIOS is typically used to refer to an Intel® Architecture firmware
Implementation rooted in the IBM PC design.

- UEFI is processor architecture-agnostic, supporting x86, x64, ARM and
Itanium.

- Do UEFI specifications completely replace the BIOS?

- UEFI specifications define an interface between firmware that initializes the
platform and the OS.

- BIOS refers to a specific implementation of such a firmware.

- UEFI specifications define an interface in which the implementation of UEFI
performs the equivalent of the BIOS.

- What is the relationship between EFl and UEFI?

6

- UEFI specification is based on the EFI 1.10 specification published by
Intel®, with corrections and changes managed by the UEFI Forum.
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UEFI BOOT
PROCESS ON
ARM- BASED SOCs




UEFI Boot Process — A Top-level View

. UEFI power-on flow B UEFL
- Follows traditional UEFI o
Cold Trusted - . 0S oS
gOEO(E, ?I’?[%ltegrl]’]cgéhsrough Boot World T,Jvf:ﬁ’d Drivers Loacler eg. Linux
= Further details in slides to SEC PE| DXE BDS
follow - tme >
- Not all UEFI phases are _
. SEC  |SECure Code wip
essential PEI  |Pre-EFI Initialisation [ap —> relocated
. . DXE Driver eXecution Env. felocated
-SEC phase can be Sklpped If / BDS |Boot Device Selection |elocated

a BootROM or Security
Firmware is used before UEFI
starts.

h o
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UEFI Boot Process — Detailed View

UEFI boot process on ARM SoCs remp Uer
involves 6 prominent stages sarup (LY Interaces
- SEC phase: for P AUTH
- 15t PI| phase run after POR. <J @)
- Platform and Processor architecture 0)
dependent phase.
- Creates a temporary memory store. = ()
. |~
- Serves as the root of trust in the system. L)
1\ ()
Architectural >
- PEI Phase: Protgcolll;a
- 2"d P| phase.
o ] . re- Driver Boot ransien
- Does CPU and board initialization/platform Securty | nfizaion | creoion | Devce | o omicas |  RUTIE
configuration. - (DXE) (BDS) L
- |nitia|izing permanent memory — DDR. Power On —3  [._Platform Initialization.] ——— [.......OS Boot...] ———3 Shutdown
- Discover and launch DXE core and convey ”

platform information to it.

- It start in XIP and later relocated to system
memory.
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UEFI Boot Process — Detalled View

UEFI boot process on ARM SoCs
Involves 6 prominent stages

- DXE Phase:
- Bulk of booting occurs in this phase

- DXE phase code, is loaded and executed from
system memory

- Discovers and executes DXE drivers in the
correct order.

- Provides software abstractions for system
services, console devices, and boot devices

- BDS Phase:
- How and from where you want to boot OS
= |nitializing console devices
= Loading device drivers

= Attempting to load and execute boot
selections.

7”7
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Temp UEFI
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% &
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Board |
it [ (
| T~
Boot
Manager ) \ ( )
Architectural »>
Protocols
Driver Boot )
. Pre-EFI - i Transient
Security S Execution Device Run Time
(sec) | Immalization | enyironment Selection | System Load (RT)
(PEI) (DXE) (BDS) (TSL)
Power On — [ Platform Initialization.] ——»[..... OS5 Boot._.. ] ———» Shutdown
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UEFI Boot Process — Detailed View

UEFI boot process on ARM .
. . emp UEFI
SoCs involves 6 prominent Ram Interfaces
Stag es Boundary
for PM_AUTH
OS Phase:
- TSL Phase
- TSL is the 1st stage of the Boot Loager
boot process where the OS
loader is an EFI application. EFI Driver " Boot
Dispatcher Manager ()
- RT Phase (afterlife) Architectural -
. : Protocol
- Outside the booting phase (0SS
= Run Time Services are — —
available even after the | Pre-EF| 14 = Transient
Operating System boots and TGeCy | ntalzaton | enuronment | selecton | Sysiemload | RERTME
takes over the system. P = —— (BDS) e
Power On —» [..Platform Initialization.] ——» [........ OS5 Boot........ ] ———— > Shutdown

= E.g. Real Time Clock service.

\r
4\
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UEFI & OTHER
BOOTLOADERS




UEFI is Not a Bootloader

- UEFI is essentially a firmware

- It can chainload various bootloaders (for e.g. GRUB2
or LILO) to boot OS variants.

- Comparison with u-boot bootloader UEFI
firmware
Boot-time v' UEFI is usually faster than u-boot.
v' Employs delayed slave probing to achieve faster boot-
time.
Footprint v' UEFI is compressed and hence smaller.
OS which it can v UEFI is essentially agnostic to the OS it loads.
boot v' UEFI can support Linux, Windows, Mac and Android ”
Specifications UEFI provides a forum-controlled specification
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WHY UEFI?




ARM/Linaro Roadmap

- ARM/Linaro plan to support
UEFI as the default boot
firmware on ARM-based
SoCs.

- Juno (ARMvS8 based platform
from ARM) already uses the
UEFI ecosystem.
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Firmware:

UEFI Roadmap

UEFI Services

Platforms

Community

\ 0 at Linaro

i Released
ODevelopment

aPIanning

,Concept

i Network boot

- CARD-636 Future items |
= UEFI support for LLVM
3 Direct load of Linux - Additional FVP

- CARD-T04 peripherals
i Runtime Services
- CARD-703 |

B sMBI10S/dmidecode

- GARD-T05

L' UEFI Secure Boot

- CARD-938

0 ‘Fastboot’ support

L' ACPI boot of Base FVP

- CARD-742

@FVP block /VM boot via UEFI
device
) GICv3
- support for GICv3-only systems
Upstream Upstream — 15t Stable
iARMV? i AArch64 @ Branch  Tracking UEFI specification
and upstream activity
2013 2014 Future

J The Architecture for the Digital World® ARM,
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UEFI — Differentiating Features

Firmware Update

- Secure Run-time variable services.

- UEFI specifications defines Firmware
Management protocol which offers
Interfaces to:

= validate, read and write firmware.

L o e

- UEFI supports Windows Firmware Update Package
-verifying the firmware binary integrity.
- updating the firmware.
- verifying update is successful.

- In case of a failure a rollback can be
performed.

Capsule

Updated Updated

Catalog

System
file

INF file

Capsule

Device

Firmware Firmware

Color marking:
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- Microsoft-signed . OEM-signed or IHV-signed (device firmware)
- OEM-signed - Signed with key in UEFI “db” (not applicable to ARM)
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UEFI — Differentiating Features

Bare Metal Provisioning

- Needs a no-touch, automated installation
medium

- Repurpose / Configure / Recover.

- UEFI supports

-reading an OS image from the network and writing
to the local system board storage.

- usages of the Human Interface Infrastructure (HlIl),
which is a forms-based mechanism for
configuration.

- mandatory persistent storage in the platform by
way of the UEFI Variable interface.

7”7
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script...

i

Automation

* Pre-Boot Networking
* IPv4,I1Pv6 TCP/UDP
+ PXE, iSCSI,HTTP, FTP

*» Boot Device Selection
*» Boot Order control
* OSinstall & recovery

» UEFI Shell
» Scripting language
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UEFI — Differentiating Features

UEFI — Secure Boot

Secure and Measured Boot
UEFI authenticates OS loader Check signature of

. Secure Boot - UEFI (pub key and pollcy) before Ioadlng
- Defined a policy for Image loading

- Cryptographically signed

l I UEFI
Loader NS
- Private key at signing server S

- Public key in platform Record in Platform Conflguratlon
Register

- Measured Boot -Trusted Computing N
Group (TCG)

- Trusted Platform Module (TPM)

- Isolated storage and execution for
Logging changes, attestation o

UEFI PI will measure OS loader & UEFI drivers into
TPM PCR

TCG — Measured Boot

y
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UEFI — Differentiating Features

Secure Boot

PK Platform Key — Root key

KEK Key Exchange Key - List of Cert. Owners with db, Ll
dbx, dbt and dbr update privilege

db If signed by key in db, driver/loader can Run

dbx If signed by key in dbx, driver/loader forbidden

dbt If signed by key in dbt, Check cert’s timestamp

dbr If signed by key in dbr, loader can Run for recovery

S0:\> grubaa64.efiOpen '.' Success

FSOpen: Open '\grubaa64.efi' Success

S0:\> IOpen '\grubaaé4.efi' Success

FSOpen: Open '\grubaa64.efi' Success

FSOpen: Open '\grubaa64.efi' Success

he image doesn't pass verification: VenHw(837DCA9E-E874-4D82-B29A-23FEOE23D1E2,003E000A00000000) /HD(1,MBR,0Xx00000000,0x3F ,0x21FC0)/
rubaa64.efi

InstallProtocolInterface: 5B1B31A1-9562-11D2-8E3F-00A0C969723B 795E6C0O0

Loading driver at 0x000781A3000 EntryPoint=0x000781A3400

Loading driver at 0x000781A3000 EntryPoint=0x000781A3400
InstallProtocolInterface: BC62157E-3E33-4FEC-9920-2D3B36D750DF 795E0D18
nloading driver at 0x000781A3000

ommand Error Status: Security Violation

h o
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UEFI ON QORIQ LS
SERIES SOCs




QorlQ LS Series Processors Based on ARM Technology

I QorlQ LS2085A Processor Block Diagram

QorlQ Processing Platforms: 64-bit Multicore SoC

~Fe =
=

I Networking Elements
[[] Basic Peripherals and Interconnect
Core Complex (CPU, L2 and Frontside CoreNet Platform Cache)

ARM-based SoCs [T Accelerators and Memory Control

ARM-based SoCs

= Multicore ARM Cortex- | QorlQ LS1043A Processor Block Diagram

ATIAS/ASIIASTIATZ
cores

= Optimized for enterprise,
industrial, service
provider and cloud
markets

Core Complex  [[] Basic and = and Memory Control  [I] Networking Elements
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UEFI — Bootflow on a QorlQ LS Series SoCs

22

- Execution begins in the PBI State

Machine.

- After PBI, execution starts with bootcore

In GPP bootrom

- Bootcore branches to 1st stage

bootloader running in EL3

Bootcore in 1st stage bootloader
branches to EL3 init code in PPA

- When bootcore completes EL3 init, it

branches to 2nd stage bootloader in
EL2

- Bootcore in 2nd stage bootloader

branches to Linux kernel in EL2

- Kernel calls PSCI (cpu_on) to release

secondary cores
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Secure World-

1% Stage

EL3 boot component
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ELZ/EL1 runtime
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UEFI — Bootflow on a QorlQ LS Series SoCs

Secondary core Execution Path

1. Execution starts in the GPP bootrom
when secondary core released from
reset.

2. If core is marked to be disabled, core
enters power-down seguence in

Secure World Nown-Secure World

bootrom.

3. Cores not disabled branch to EL3 init EL3 oot compenen
COde |n PPA EL2/EL1 bc-otcorr_]punent

4. Upon completion of EL3 init, cores T ”
branch to start address at EL2 in kernel Legend.
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UEFI — Support available for LS1043A & LS2085A RDB Boards

QorlQ LS1043A RDB Block Diagram I QorlQ LS2085A RDB Block Diagram
xnus — B2 ey ounnr bR X225 568 00R |
T1/E1 QE ==
e L [ermotrm s+
For PMC plug-in card LS1043A I o -
Lane SDHe. Q—P_ USB 3.0
USB 3.0
2x USB 3.0 QorlQ
DPAA Ethomet «—» [N —{a g LS2085A
oran e« B — e
‘Pt «—»[SPiFRa60E] w0
B
[B] Board Components [ | Expansion Modules [] Connectors /

y
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UEFI + GRUB2 +
CENTOS DISTRO
ON QORIQ LS SOCs




PXE Boot

Preboot eXecution

Environment (PXE) \
. Specification, which describes: e = B
- client-server environment that boots a PXEBooting > T
software assembly, retrieved from a ( )—
network, on PXE-enabled clients. \ :
- SRR - : yam—v DHCP/TFTP
- On the client side it requires only: —_— OXE Server
« PXE-capable NIC, and PXC Jooing
= Network protocols such
as DHCP and TFTP -
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PXE Boot — DHCP Messages

27
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Step 2
Step 3 B

Step 4
Step & I

Step 6

DHCP Discover to Port 67

— PXE

Step 7

Swo |

Contains "PXEClient” extension 1ags

Extended DHCP Offer to port 68 contains:
PXE server extension tags +
) [Other DHCP option tags] +
T Client IP addr

| DHCP Request to Installation Server port 67
Contains "PXECKent” extension rags

+ [Other DHCP option tags] 1

DHCP Ack reply to Port 68

Boot Service Discover to port 67 or 4011
Contains: “PXEClient” extension tags
+ [Other DHCP option tags]

g
.

""-a..__\_\_\_\_\_-

Boot Service Ack reply to client source port

Execute
Downloaded

Boot Image

PXE
Client

PXE Client

DHCP / Proxy
DHCP Server

Contains: [ PXE Server extension rags]
(contains Network Bootstrap Program file name)

R

Network Bootstrap Program download

(from Boot Service Ack)

""-..\_\_\_\_\_\_\_

“Network Bootstrap Program Download to
Client's port

request to TFTP port 69 or MTFTP port [——]

ﬁm\
\
MI‘[I—‘R
Servi-?

Boot Server
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UEFI PXE Boot & GRUB2

- GRUB2

- GRUB 2 is the default boot loader and
manager for various OS’s.

- Allows Dual-boot (Windows + Linux) on a 64-
bit UEFI based client.

- PXE + GRUB2
-When combined with PXE boot feature In

UEFI, GRUB2 bhootloader can be used to boot:;

= various OS (Windows, Linux, MAC, Android), and

= distributions (CentOS, Ubuntu, Fedora,
OpenSuse)

on a client.
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DHCP
Server

Request for grub2

{

Request for grub2.cfg

-

Deliver grub.cfg file ’
S EEEE———_ === .S

Deliver grub2 binary

Y

TFTP
Server

Request kernellinitrd

‘ I

Deliver kernellinitrd
Request and deliver installer content




UEFI + GRUB2 + CentOS 7 on QorlQ LS Series SoCs

- CentOS 7 AARCH®64 Distribution
- CentOS is rated amongst the top 10 distributions
- Ranked as the Best Server OS along with Debian

. UEFI + GRUB2 + CentOS 7 on QorlQ LS

- UEFI PXE boot can be used to chainload GRUB2 and

CentOS 7 on QorlQ LS SoCs.

PEI Phase
Executes

\ 4

Power On
or Reset
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DXE Phase

Executes

N4

Executes

<

A

g ™
BDS Phase

S

> >
-

Linux Share Distributions

@ Ubuntu 50.35%
Fedora 5.76%

@® Debian 2.24%

@® Cent0OS 1.24%
Mandriva 0.37%

@ Unknown (combination) 34.83%
@® SUSE 3.43%

@® Red Hat 1.16%

@ Mandrake 0.61%

7”7
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UEFI + GRUB2 + CentOS 7 on QorlQ LS Series SoCs

- Setting up DHCP server for PXE boot

Host Server: Ubuntu/Debian Linux host Tayerscape {
DHCP Server hardware ethernet x:x:xX:x:x:x; # MAC address®

fixed-address x.x.x.x.; # IP address to be assigned

option host-name "layerscape";

-Open /etc/dhcp/dhcpd.conf with write
permISSIOnS on the server machlne next-server x.x.x.x; # IP address of the TFTP server

- Add a configuration block in the file, for e Dl
PXE boot ‘ :

_ P|ace the grUbZ.eﬁ flle in the tftp server *Use the MAC address for which PXE boot entrv was created.
root directory
‘ % sudo service isc-dhcp-server restart
- Restart the DHCP server
”
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https://wiki.debian.org/DHCP_Server

UEFI + GRUB2 + CentOS 7 on QorlQ LS Series SoCs

- Installing and Booting CentOS 7 on a LS2085A-RDB board

. \\\‘
- Lets see a video. Y 4
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DEMO VIDEO
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