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Public-key operations are used in a wide range of networking protocols to provide authentication, non-repudiation,
and private-key exchange. All Freescale’s security co-processors, and several PowerQUICC™ communications
processors with integrated security engines (SEC) offer public-key acceleration via a public-key execution unit
(PKEU). The purpose of this white paper is to assist the user in understanding the performance they are likely to
achieve when off-loading public-key operations to the PKEU.
While ‘connections per second’ seems like a straightforward metric, a connections-per-second benchmark for SSL,
IKE, or other public key based secure session establishment protocols introduces protocol and network overhead
which is often neglected by security vendors. Aside from these protocol overheads, public-key performance is also
dependent on the size of the operands. In client/server applications, the private key (modulus) is often large, and the
public key (exponent) is small. In peer-to-peer session establishment, the public and private keys are typically the
same size. Unless a vendor explains how they account for protocol overheads and operand size differences, a
connections-per-second comparison is meaningless.
Freescale products are used in a wide range of applications, and this white paper is offered to provide users with
public-key performance metrics applicable to the full range of Freescale products with public-key acceleration. The
assumptions used in generating the performance figures in Table 1 are listed below.
•

•

•

A full IKE exchange, SSL handshake, or X.509 certificate verification introduces protocol overhead that is
outside of the control of the PKEU. Consequently, Freescale quotes execution time for only the most
common underlying function, RSA sign/verify.
There is no set size for an RSA modulus or exponent, but some sizes and benchmarks are more common.
Table 1 shows the modulus = exponent benchmark, and the large private-key (modulus), small public-key
(exponent) benchmark.
Modulus and exponent size are generally independent of the number of users, and are dictated by the
application and security policy of an organization. 1024 bit keys are a common default.
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Conclusion

•

RSA sign/verify time is measured from the time the PKEU has loaded its operands to the time it signals
DONE. CPU overhead and movement of the operands into the PKEU are not considered, however these
overheads are negligible for public-key operations, as compared to private-key encryption/decryption.

Table 1 shows the performance of the public-key execution unit at various frequencies.
.

Table 1. RSA Performance [milliseconds]
Measurement
Point

33 MHz

50 MHz

66 MHz

83 MHz

100 MHz

133 MHz

166 MHz

333 MHz

512 bit modulus
512 bit exponent

8.09 [ms]

5.34 [ms]

4.05 [ms]

3.22 [ms]

2.67 [ms]

2.01 [ms]

1.61 [ms]

0.80 [ms]

512 bit modulus
3 bit exponent

0.43 [ms]

0.29 [ms]

0.22 [ms]

0.17 [ms]

0.14 [ms]

0.11 [ms]

0.09 [ms]

0.04 [ms]

1024 bit modulus
1024 bit exponent

54.71 [ms]

36.11 [ms]

27.35 [ms]

21.75 [ms]

18.05 [ms]

13.57 [ms]

10.88 [ms]

5.42 [ms]

1024 bit modulus
3 bit exponent

1.48 [ms]

0.97 [ms]

0.74 [ms]

0.59 [ms]

0.49 [ms]

0.37 [ms]

0.29 [ms]

0.15 [ms]

2048 bit modulus
2048 bit exponent
2048 bit modulus
3 bit exponent

406.50 [ms] 268.29 [ms] 203.25 [ms] 161.62 [ms] 134.14 [ms] 100.86 [ms] 80.81 [ms] 40.28 [ms]
5.40 [ms]

3.56 [ms]

2.70 [ms]

2.15 [ms]

1.78 [ms]

1.34 [ms]

1.07 [ms]

0.53 [ms]

These execution times can easily be converted into 'number of connections per second', (1/execution time = ops/sec),
with the understanding that generation of protocol messages, transmission of messages, and receipt of responses are
not included. The deterministic portion of connection set-up is the RSA sign/verify execution time (in milliseconds),
which is provided.

Conclusion
Public-key operations are some of the most computationally intensive functions occurring in networks today. By
off-loading these functions to a dedicated public-key accelerator, Freescale security solutions complete RSA
sign/verification of protocol messages 500–1000x faster than the same function in software, and significantly reduce
CPU use during secure session establishment.
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