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3 TEINEE
NTAG 5&FIBH (2) MLeh=xR:
1. BASERRIEEL ( 5ICODE SLIX21E(L )
2. AESEpINIFET , fFSISO/IEC 29167-10fE , ERINEEMHFAES-128%£IRF LI
ZX[i@(5 ( 5ICODE DNAFE(EL )
2. NTAG SR EIZ L %8
NTAG 58 28N E 5.7
NTAG 5 switch =1 NTP5210
NTAG 5 link =g NTP5312
NTAG 5 link EIOEAESINEE M NTP5332
NTAG 5 boost EIEAESINEE M NTA5332
3.1 BHPISIE
3.1.1 EEBISIIE
WRIBFEN ( RFEHI2C ) INTAG 512 (PWD ) |, MBTLASSRERSIGUE ( 32/
BAIERET ) ; HNEREFFBIERE , NTAG 5LAPACK ( ZRBHEIA , BIECE ) SRIARL,
3.1.2 AES-128I8iiF
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4 NFC (RF) FEIZ:

4.1

4.2

4.2.1

4211

DA T
SAWIERBN SO SRR M. SHWERMIE | EFHEMAAEUR,
FTSERIARIS 2D K SR TB K,

AESIEs{

EE2RIEISO/IEC15693-3 Amendment 4F1ISO/IEC29167-10 [EFFFRAEIE XIS IEIE
&z, [FHACBCIEXAIAES- 1281 EL. STIFAAEEHRITR (2 ) NEHEIEHER :

o FREIHIE (TAM)

o WELGIE ( MAM )

HBENTAG 5 link ( NTP5332 ) FINTAG 5 boost ( NTA5332 ) SziMPWDIETLLIHAZIAES
1B, fEiEE3Fh ( RF ) 8103Fh ( 12C ) HIZEDEV_SEC_CONFIGETSLIL,
ESMHEIEdiES |, BHENBATNE/EE , NMESO RS,

BXEETA , BERIMAEC.

tREEISIE

B INEISIEERFTARRINTAG 5 (&imNA. MmF ) RENFRE. SIS |
VCD (ifia)8s ) BIBEUERAXIMATVICC ( NTAG 5) 2R , AIHAERAIER.

AR R BE—NTAG 5iRE
#HETHIESRINAZEIC].

Reader/Interrogator
Tag
Authenticate(lchallenge) |
DEC(ENC(Ichallenge) ==
Ichallenge? ENC{Ichallenge)
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green line = NTAG 5 is Authentic
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4.21.2 BIEAFRTESINTAG 5IFE

VCD (18888 ) M—"NTAG 58ZI"NTAG 5%ki%XIChallengedn<>. WEIBHH
CHALLENGE#:</5 , NTAG SFHAHITINEITE | FASEREMEIEE X, HE5 |
NTAG 51N BEXHIREADBUFFERAS |, FHEMINZITERIER.

ESEBUSENTAG 594 mX ( READBUFFER ) ZAi, VCD (18028 ) EESr
( INVENTORY ) BF/’NTAG 5,

ReaderfInterrogator
TagO, Tagt, ...

Challenge(lchallenge) (Broadcast) ENC(Ichallenge)—s
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uID
ReadBuffer(Addressed)
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6 ERROEERTAYERK

NTAG 53232, 64 ZZTEF1128(IAESTRA, XIRHM T SENZ 2K,
AR R BRI TTA

1. BP4R—ERTFEIENTAG SHIZR3/2248 (HlunHtE )

2. BFABNTAG sAERAENZERS/ZH | FEEEMEEEIRES.

3. ZEFEAICHUIDIIZEE X ( TBEHIER ) itEEICHRRZEE/ZHE.
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7 =B BERRREEHRP

£ FEARAIG , RFRIELRS AN NERR.
« UID : E00401581A003F00
« NDEF — URKER :

&R [hex] F10 Fm1 FP2 F13 Xt

0000 E1 10 80 00 AREA 0_L
0001 03 13 D1 01

0002 OF 55 04 6E

0003 74 61 67 35

0004 2E 6E 78 70

0005 2E 63 6F 6D

0006 2F FE 00 00

0007 00 00 00 00 AREA 0_H
0008 11 22 33 44

0009 55 66 77 88

005F 99 AA BB cc

0060 00 00 00 00 AREA_1
0061 55 55 55 55

0062 44 44 44 44

01FE 33 33 33 33

01FF v

7.1 BN/FiE (IRE ) Z68

o FIWRITE PWD ( EAEHS ) {E : "11223344h"
« WRITE PASSWORD ( ZiB#RR#02h ) apSR18 : B4h (iE : thalEIZFERWRITE

CONFIGEAPWD/H )
* ENTAGETSELECTEDIRZSa,EFAddressed ( Fiik ) &3 ( pSBETPIRMHAIVID )
BELR .

1. SRENBEHER
VCD — VICC: 12 B2 04 (1B B9)
VICC - VCD: C273+CRC
2. VCDitEXOR_Password[31:0] = Z#3[31:0] XOR
{Random_Number[15:0], Random_Number[15:0]}, ;¥ : E&IAPWD>500000000h,
C273C273
3. REE (ERBAPWDIGIE )
VCD — VICC: 12B3 04 02 C2 73 C2 73 (6C F8)
VICC — VCD: 00

AN12366 AR (R RS2 AR R IEIAR, © NXP B.V. 2020. fRiETAE.
R %51.0lF — 2020£E189H
GV 4L 530510 15/23



EEBRES

AN12366

7.2

7.3
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4. ENEHB (BEANHFHPWD)
VCD — VICC: 12 B4 04 02 11 22 33 44 (12 1B)
VICC — VCD: 00

IREFRPIEETFIEH R

BENRPEETECE -
« NFC_PP_AREA 0-HZ (07h) {&
« AREA 0 LA :
- ZEIEFRP
- ZBERP
« AREA 0_H¥ :
- ZEIEFRP
- BEFRP
VCD — VICC: 02C1045807200000 (RF-PP, RF-PPC)

ohRE2EE

ZLRFTLUBIT S FLLEE ( DEV_SEC_CONFIG ) KigE , HiBmImMEOB A,
MBS FLEEERHME  WAEEBHITEANEHTERN. FREESHNTAG 53§5F
TERIIC RFL24EM , NTAG 5 boost (NTA5332)FINTAG 5 link (NTP5332)EJ LAIGHRAES
FRES /AR AEER BB ZRRL |, TINTAG 5 switch (NTP5210)FINTAG 5 link (NTP5312) 23745
e ER

MNIBTRBEE  B=MHZE2R5

* 32{\BAN RS

* B4{URAS RS

« AES : FIEETFNTAG 5 boost(NTA5332)FINTAG 5 link (NTP5332)
Z&EAEDEV_SEC_CONFIG (3Fh)$EE,

MIPCHIBEE | RCI T BSCE BRI,

SIRXiNEE

SZIRXIE(RIFIEET (PP_AREA_1) i8E560h, SRXIFEESAFMEOFER, XA
XigeTH16AtitENY. ATFHZRXIGEGRSMLHK , BSEHMALR (AREA_0-L) 8
HIT (AREA 0-H) XIFBEESE , XA XIFHNZIRXE,

VCD — VICC: 02C1043FA5006000

TSR | ZRXIGSBmIZEINFC_PWD5 ( AREA_1EZRS ) FINFC_PWD6
( AREA_1 5215 ) HNESIRIP,

IR FRAESTEAER , XNMZIRXIERIZHRERAINFC KeyPrevilegies (NFC_KPx)
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7.5 PEFRE (RiEKE)
FENDEF X1 ( 0000h - 0006h#&EHR ) IRBARIE , XBAILABIE LA TRERA S
* LOCK BLOCK#r<> ( tEEHANFCIBIREN )
« EiE5 A\Configuration ( B2E ) =15 ( EIRE )

FIEEIGFENFC_LOCK_BLOMIRI7{L,

5. B
{327 {316 {315 {314 {3 {32 {31 {320 [hex]HAY
FPE
NFC_ 0 1 1 1 1 1 1 1 7F
LOCK_
BLO
BB

1. ENCONFIGT<

VCD — VICC: 12 C1 04 6A 7F 00 00 00 (A1 18)
VICC — VCD: 00 + CRC
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(1]

(2]
3]

[4]
[5]
[6]
[7]
(8]

NTP5210 - NTAG 5 switch, NFC Forum-compliant PWM and GPIO bridge, doc.no.
5477xx

https://www.nxp.com/docs/en/data-sheet/NTP5210.pdf

NTP53x2 - NTAG 5 link, NFC Forum-compliant I12C bridge, doc.no. 5476xx
https://www.nxp.com/docs/en/data-sheet/NTP53x2.pdf

NTA5332 - NTAG 5 boost, NFC Forum-compliant I2C bridge for tiny devices,
doc.no. 5475xx

https://www.nxp.com/docs/en/data-sheet/NTA5332.pdf

AN11859 - MIFARE Ultralight and NTAG Generating Originality Signature_
https://www.docstore.nxp.com/products

AN11350 - NTAG Originality Signature Validation_
https://www.nxp.com/confidential/ AN11350

AN11808 - ICODE DNA Key initialization, tag/mutual authentication_
https://www.docstore.nxp.com/products

AN11807 - ICODE DNA Key diversification, doc.no. 3680xx_
https://www.docstore.nxp.com/products

ISO/IEC 29167-10, Information technology — Automatic identification and data
capture techniques, Part 10: Crypto suite AES-128 security services for air interface
communications, ISO/IEC 29167-10:2015(E)
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9 Legal information

WMEEENTAG SHREFEHT BE2H

9.1 Definitions

Draft — The document is a draft version only. The content is still under
internal review and subject to formal approval, which may result in
modifications or additions. NXP Semiconductors does not give any
representations or warranties as to the accuracy or completeness of
information included herein and shall have no liability for the consequences
of use of such information.

9.2 Disclaimers

Limited warranty and liability — Information in this document is believed
to be accurate and reliable. However, NXP Semiconductors does not

give any representations or warranties, expressed or implied, as to the
accuracy or completeness of such information and shall have no liability
for the consequences of use of such information. NXP Semiconductors
takes no responsibility for the content in this document if provided by an
information source outside of NXP Semiconductors. In no event shall NXP
Semiconductors be liable for any indirect, incidental, punitive, special or
consequential damages (including - without limitation - lost profits, lost
savings, business interruption, costs related to the removal or replacement
of any products or rework charges) whether or not such damages are based
on tort (including negligence), warranty, breach of contract or any other
legal theory. Notwithstanding any damages that customer might incur for
any reason whatsoever, NXP Semiconductors’ aggregate and cumulative
liability towards customer for the products described herein shall be limited
in accordance with the Terms and conditions of commercial sale of NXP
Semiconductors.

Right to make changes — NXP Semiconductors reserves the right to

make changes to information published in this document, including without
limitation specifications and product descriptions, at any time and without
notice. This document supersedes and replaces all information supplied prior
to the publication hereof.

Suitability for use — NXP Semiconductors products are not designed,
authorized or warranted to be suitable for use in life support, life-critical or
safety-critical systems or equipment, nor in applications where failure or
malfunction of an NXP Semiconductors product can reasonably be expected
to result in personal injury, death or severe property or environmental
damage. NXP Semiconductors and its suppliers accept no liability for
inclusion and/or use of NXP Semiconductors products in such equipment or
applications and therefore such inclusion and/or use is at the customer’s own
risk.

Applications — Applications that are described herein for any of these
products are for illustrative purposes only. NXP Semiconductors makes
no representation or warranty that such applications will be suitable

for the specified use without further testing or modification. Customers
are responsible for the design and operation of their applications and
products using NXP Semiconductors products, and NXP Semiconductors
accepts no liability for any assistance with applications or customer product
design. It is customer’s sole responsibility to determine whether the NXP
Semiconductors product is suitable and fit for the customer’s applications
and products planned, as well as for the planned application and use of
customer’s third party customer(s). Customers should provide appropriate
design and operating safeguards to minimize the risks associated with
their applications and products. NXP Semiconductors does not accept any
liability related to any default, damage, costs or problem which is based
on any weakness or default in the customer’s applications or products, or
the application or use by customer’s third party customer(s). Customer is
responsible for doing all necessary testing for the customer’s applications
and products using NXP Semiconductors products in order to avoid a
default of the applications and the products or of the application or use by
customer’s third party customer(s). NXP does not accept any liability in this
respect.

Export control — This document as well as the item(s) described herein
may be subject to export control regulations. Export might require a prior
authorization from competent authorities.

Non-automotive qualified products — Unless this data sheet expressly
states that this specific NXP Semiconductors product is automotive qualified,
the product is not suitable for automotive use. It is neither qualified nor
tested in accordance with automotive testing or application requirements.
NXP Semiconductors accepts no liability for inclusion and/or use of non-
automotive qualified products in automotive equipment or applications. In
the event that customer uses the product for design-in and use in automotive
applications to automotive specifications and standards, customer (a) shall
use the product without NXP Semiconductors’ warranty of the product for
such automotive applications, use and specifications, and (b) whenever
customer uses the product for automotive applications beyond NXP
Semiconductors’ specifications such use shall be solely at customer’s own
risk, and (c) customer fully indemnifies NXP Semiconductors for any liability,
damages or failed product claims resulting from customer design and use

of the product for automotive applications beyond NXP Semiconductors’
standard warranty and NXP Semiconductors’ product specifications.

Evaluation products — This product is provided on an “as is” and “with all
faults” basis for evaluation purposes only. NXP Semiconductors, its affiliates
and their suppliers expressly disclaim all warranties, whether express,
implied or statutory, including but not limited to the implied warranties of
non-infringement, merchantability and fitness for a particular purpose. The
entire risk as to the quality, or arising out of the use or performance, of this
product remains with customer. In no event shall NXP Semiconductors, its
affiliates or their suppliers be liable to customer for any special, indirect,
consequential, punitive or incidental damages (including without limitation
damages for loss of business, business interruption, loss of use, loss of
data or information, and the like) arising out the use of or inability to use
the product, whether or not based on tort (including negligence), strict
liability, breach of contract, breach of warranty or any other theory, even if
advised of the possibility of such damages. Notwithstanding any damages
that customer might incur for any reason whatsoever (including without
limitation, all damages referenced above and all direct or general damages),
the entire liability of NXP Semiconductors, its affiliates and their suppliers
and customer’s exclusive remedy for all of the foregoing shall be limited to
actual damages incurred by customer based on reasonable reliance up to
the greater of the amount actually paid by customer for the product or five
dollars (US$5.00). The foregoing limitations, exclusions and disclaimers
shall apply to the maximum extent permitted by applicable law, even if any
remedy fails of its essential purpose.

Translations — A non-English (translated) version of a document is for
reference only. The English version shall prevail in case of any discrepancy
between the translated and English versions.

Security — While NXP Semiconductors has implemented advanced
security features, all products may be subject to unidentified vulnerabilities.
Customers are responsible for the design and operation of their applications
and products to reduce the effect of these vulnerabilities on customer’s
applications and products, and NXP Semiconductors accepts no liability for
any vulnerability that is discovered. Customers should implement appropriate
design and operating safeguards to minimize the risks associated with their
applications and products.

9.3 Licenses

Purchase of NXP ICs with NFC technology

Purchase of an NXP Semiconductors IC that complies with one of the
Near Field Communication (NFC) standards ISO/IEC 18092 and ISO/
IEC 21481 does not convey an implied license under any patent right
infringed by implementation of any of those standards. Purchase of NXP
Semiconductors IC does not include a license to any NXP patent (or other
IP right) covering combinations of those products with other products,
whether hardware or software.
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9.4 Trademarks

Notice: All referenced brands, product names, service names and

trademarks are the property of their respective owners.

WIESENTAG SHIRTFEIH RES

I12C-bus — logo is a trademark of NXP B.V.
ICODE and I-CODE — are trademarks of NXP B.V.
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Please be aware that important notices concerning this document and the product(s)
described herein, have been included in section 'Legal information'.
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