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A Powerful Mix of Security, Privacy & Trust for NFC in today’s loT
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In 2021, 1B+ additional

consumers online

y, --"! // ”|{:
In 2021, 3.3T Gbyte of IP traffic
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In 2021, 40B+ intelligent
products & devices
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CC file (32
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5 AES keys
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Secure data
file
(128 bytes)

NDEF file
(256 bytes)

416 bytes memory

NFC-NDEF file
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Name Title

Difficult to probe,
and detect if there is probe

T.Leak-Inherent Inherent Information Leakage

T.Phys-Probing Physical Probing

T.Malfunction Malfunction due to Environmental Stress
. . , : : Good random numbers

T.Phys-Manipulation Physical Manipulation

T.Leak-Forced Forced Information Leakage

T.Abuse-Func Abuse of Functionality Always work as intended

T.RND Deficiency of Random Numbers

T.Masquerade TOE Masquerade the TOE

Tab. 3.1: Threats defined in the Protection Profile

Name Title
T.Data-Modification Unauthorised Data Modification No data modification
T.Impersonate Impersonating authorised users during authentication

T.Cloning Cloning No cloning

. 3.2: Additional Threats defined in this Security Target




O MNrZEZ= tWEZERII0TEH)

. FERFIIOTE AL IR, ThLEHIRSH SRR

* (LFEHIRREIRIFRES] JITPER IR B 17

* ZEHIFISEUE, REEER S, BSLEE— AERTT

0 SECURE ELEMENT
in an NFC TAG
" N




O SUN itE— Xt 20—

« SUN AEX—EEEELH

17002, BRI LA At
) NFCIRALIAIA]
—
e - MzmikSendt T2 2/

ERIAUEEEIR

UID + Content
encryption

I |
SUN

https://www.brand.com/.../ CMAC code

UID /Tap counter / URI + cryptogram
Tamper status
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Hardware Security Module
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£ ~ Social platforms

Product ID management, :
Real-time data management, i- ﬂ . Consumer
| Analytics 1 &business mobile apps

© | BI&CMS systems

NFC [9) -
@ NFC -
Product with NFC chip (ID) NFC phone I

| ZL‘="" , Enterprise
“ to connect to cloud " &Supply chain systems
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Data Analysis

Supply Chain
’

- Probing the data integrity

- New registration |
. - Fertility/Mortality Rate

- Vaccination : .
- Feedings - Check abusing antibiotics

- Feeding

- Collateral

Matching

the tag & packages (UID+c)

Hash N
(UID+a)
-:-’ UID Verification Np

. (Auth. Server)
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User Interaction Data Management Data Analysis

Supply Chain
Registration & Breeding

. , - Probing the data integrity
- New registration

- Vaccination
- Feedings - Check abusing antibiotics

SUN (Secure Unique NFC) message:
\ UID + Ctr + Object Serial + CMAC
m + Additional Information

ex) https://ntag.nxp.com/424? &x=024EDA259A12DFDF49C5A9EC78D3C1D0O&c=89EFD8444B6E8989
Tampered = No, Animal ID= 0x0102030405, & (VAL 1< right

- Fertility/Mortality Rate

- Feeding

- Collateral

Tap the tag, after then put more information into the server. Data Analysis engine will check the validation.

And Proprietary file is for the offline verification.

UID Verification
19 COMPANY INTERNAL AND PROPRIETARY . (Auth. Server)




O Overview of available NXP services offering

Entry level ICs Advanced ICs

NTAG NTAG NTAG NTAG UCODE
: UCODE 8
210 micro 213 213 Tag Tamper 4xx DNA DNA
Encoding I
Trust Provisioning
Validation & Redirection I X
Authentication & Redirection ) ¢
Standalone Authentication X I
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