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溯源管理在IOT新商业模式中的重要性>

溯源管理实现的必要条件>

NXP DNA标签特性助力溯源管理实现>

NXP NFC标签产品在溯源管理中的应用>

技术支持资源和FAQ>
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连接
In 2021, 1B+ additional 

consumers online

智能

In 2021, 40B+ intelligent 

products & devices

In 2021, 3.3T Gbyte of IP traffic
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溯源实现物联网模式的数
据信任体系的建立

溯源是数据产生,收集,交
易,流转的的重要平台

溯源实现数据形成智慧大脑, 

实现智能服务

溯源贯穿产品生产,物流,消费,

使用,处理,  让连接无处不在

溯源是实现数字化的
最佳诱因



4

4



55



6

Standard

AES-128 

3-pass Mutual 

authentication

ECC Originality 

signature

SUN message

&

Random ID                                  

Encrypted UID 

and content

Secure data 

storage with

access rights 

Comms

protection

on air interface
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Once-opened 

& current

status detection

NFC Forum Type 4 Tag,

ISO14443-A compliant

CC EAL 4 targeted for 

Hardware and Software

Comms speed up to 848 

kbit/s

Benchmark performance

COMMON CRITERIA 

CERTIFICATION 

TARGETED

LRP wrapper

around  AES for  

attack resistance
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➢ 416 bytes 存储空间, 3 个标准数据文
件

• ISO-IEC 7816-4 文件系统
• CC file, NDEF file, secure data file

➢ 5 个可配置AES密钥, 用于满足个性
化访问安全的需求

• SUN NDEF 信息加解密
• 用于安全访问的相互认证
• 加密通讯,可满足隐秘访问
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➢ 软硬件通过CC EAL 4+ 安全等级认证,提供EAL5+ 金融级密钥和数据注入服务

Difficult to probe, 

and detect if there is probe

Good random numbers

Always work as intended

No cloning

No data modification



9

• 产品和IOT平台安全连接, 防止数据复制,篡改和破坏

• 优秀的品牌保护能力,对抗伪造和灰色市场

• 安全的动态数据, 保证数据安全,真实且唯一,不惧公开
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• SUN 为每次一数据读取进
行加密, 且可以被任何标准
NFC手机访问

• 和云端服务器进行安全的
直接认证和数据交换

URI + cryptogramUID /Tap counter /
Tamper status
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• SUN 数据通过透明模式传递,支持标准NFC

手机读取, 无须特殊APP支持

• 特殊用户可经过加密交互认证访问隐私数据
区, 数据传输全程保持加密,可防止边际侦测
破解
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04

全程留痕

05

集体维护

01

不可伪造

02

公开透明

03

可以追溯



p r i v a c y

H i g h  S p e e d

世界领先的UHF 无线性能

L o n g  R a n g e

世界领先的标签级安全认证算法实现

S e c u r i t y
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➢NXP Trust Provisioning

• 提供晶圆级AES密钥生成和分散服务,提供金
融认证的EAL5+密钥管理环境

• 在NXP EAL5+安全工厂进行密钥分散,并将
密钥数据注入每一个晶圆

➢ NXP Encoding 
• 根据客户提供的特殊数据规范,进行超高速的

IC 数据编程和烧入
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Supply Chain

Butchery & Packaging

Registration & Breeding

Sales

Data Management Data AnalysisUser Interaction

Add information Hash 

(UID+α) • Probing the data integrity

• Fertility/Mortality Rate

• Check abusing antibiotics 

• Feeding

• Collateral

Matching 

the tag & packages 

Hash 

(UID+α)

UID Verification

(Auth. Server)

Verification

• New registration

• Vaccination 

• Feedings

Hash 

(UID+α)
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Supply Chain

Registration & Breeding

Data Management Data AnalysisUser Interaction

• Probing the data integrity

• Fertility/Mortality Rate

• Check abusing antibiotics 

• Feeding

• Collateral

UID Verification

(Auth. Server)

ex) https://ntag.nxp.com/424?e=DFF5FC0EAE68D599BF418A9564BF28CF&x=024EDA259A12DFDF49C5A9EC78D3C1D0&c=89EFD8444B6E8989

UID = 0x04C767F2066180, Counter = 2, Tampered = No, Animal ID= 0x0102030405, & CMAC is right

Tap the tag, after then put more information into the server. Data Analysis engine will check the validation.

And Proprietary file is for the offline verification.

CC

NDEF

(256B)

Prop.

(128B)

SUN (Secure Unique NFC) message:

UID + Ctr + Object Serial + CMAC

+ Additional Information

Add information Hash 

(UID+α)
• New registration

• Vaccination 

• Feedings
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 Overview of available NXP services offering

NTAG 

213 Tag Tamper

NTAG 

210 micro

NTAG 

213
NTAG 

4xx DNA
UCODE 8

UCODE

DNA

Encoding

Validation & Redirection

Standalone Authentication

Authentication & Redirection

Trust Provisioning

Entry level ICs Advanced ICs
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Q&A
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Thank You


