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1 Introduction

A BAM Secure Provisioning Tool home page T % PDF ¥ X iR A FIE®.

MCUXpresso Secure Provisioning Tool (SEC) R —REFHRME (GU) T &, EEM{LNXP MCU AIEzhiA1T
XHWEREHRERE. ZTEETREHRARARENRZEFERIEENE, H7x 5 FIABootROMIZAH ZH1L
wiEEO,

NFFHAF, SEC R TEMNRELKR, IEETHESR (image) WAER, KXEZ2EE ; MY TERA
P, TERFERE FTEAIWEIE (0 sdphost, blhost, nxpimage &) , HEIERTEERPBA, REE
HZ2BRERRE, BREXFEER.

NTFERAG, SECEBETRBHAZFAENL, EFLRFENASEDEFRERBURZHEN TSN
FEXR,

NXO

MCUXpresso
SEC

Al rights reserved © 20192025 NXP. B\,

Figure 1. MCUXpresso Z£EET &

2 Features

MCUXpresso 24 fiE T 2 BLATIhAEE:

2.1 Security Enablement

s BRZIENNE: IRFEATFRUNZANERERSENNZER,

s Z2BHEE: BIERZLBL (HIW HAB. TrustZone-M. BEE) .

s MPAEE: £/ NXP WEHAEREB IR, B SRK. DEK fl OTP Z4iHE.
c AIELERMERF: ATBEENER HSM EREKZEHE &K,

s SEEE: &% HSM F EdgelLock 2GO

2.2 Device communication and flashing

* BootROM # O %#%: & UART. USB. SPI & I12C 5 BootROM &EfE.
* WEHRE: X/HBEANBRFMAIZ#EE (HI20 QSPI. FlexSPI NOR/NAND, eMMC) .
* RERNAEREEE. BIRNEENREHEEER.
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2.3 User experience

c BIEXITERE: TEAMENEEXHNIEXODS, TRMEIEHEE.,
s WIMLRIR: ERPRAEH, AEMNERIRE.
s BR AL EATWindows. LinuxFmaciEERS,

2.4 Useful extensions

o IR IAEX

* SB 4riEER, ATFRIBZRE ZHHIXH

*EHIE, AFFENEGREH I

* MCUboot £% 88, AET MCUboot E=FTELHZEAENNARER
* HETEAT FAB 81, ATFHITEEZMRE

s ATERZEHITREAXRENM MG SITSAER

2.5 Device and platform support

* JTZEMCU RIIEXR: RAESM NXP MCU (/201 iMX RT, LPC. MCX) .
© XFRIMOES IR ERERUZ RN RS DREME SR,

3 Terms and definitions

RFME XL

R E X

AAD HEDIAERSE ; BESAES-GCM—EER

AES Advanced Encryption Standard - ¥r#EX #r N2 & 3%

AES-128 Rijndael cipher (128-bit block/key)

AHAB Advanced High Assurance Boot - & A5 B 31X

ATF ARM Trusted Firmware

BCA Bootloader Configuration Area

BEE Bus Encryption Engine - 5 £ B4 n% 5| %

Block cipher Block cipher: N={64,128,.. ¥ 7 A iR & 3%

CA Certificate Authority

CAAM Cryptographic Acceleration and Assurance Module - Z1EB&
SRR SRR

CBC Cipher Block Chaining

CBC MAC CBC-MAC: 7 4A %1558 B IAUERS

CFPA Customer In-field Programmable Area

Cipher block Cipher block: S H B &/ MNRER T

Ciphertext Ciphertext: N

CMAC E T XHEBIAILERG

CMPA Customer Manufacturing/Factory Programmable Area
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Rig E M

CMS Cryptographic Message Syntax - BRAMBHEERX (ZEHK
FXE/MEEE) HAB ¥ CMS EREE PKCSH1 EEMNE
870

CSEc & ARS 512 /EdgeLock RS, BEEMME, BEMNSH
WIFEEMIhRESR, SEHRESHENE,

CSF Command Sequence File - Z##14&# (HHABRITE %
iERE

DA Debug Authentication - 8% TAIE

DAP Debug Authentication Protocol - iz IAIE L

DCD Device Configuration Data - —# #l& (ROM{HE RS E
BE)

DCP Data Co-Processor - AES/SHAINEES

DEK Data Encryption Key - — XX EHHA (MEEXES| S
%

DUK Device Unique Key - IR Z M — %4 (B/MEZFRENMEZ
D)

DUKB Device Unique Key Certificate Block - T fi# 1% % M — B4 E
BB AE R

ECB Electronic Code Book - BB FHBA (KRR MEZEET)

EKIB Encrypted Key Information Block - i1Z 24315 B3R

ECU BFiREE T

ELE Edgelock Secure Area - EdgeLock® £ [X 13

EPRDB Encrypted Protection Region Descriptor Block - i1 Z &3 X
IR RFIR

FAC Flash Access Control - Flashij &) 4% i

FCB Flash Configuration Block - FlashBEt &R (A Ti&ZZ3HE
B

FCF Flash Configuration Field - Flashiii & = E%

GCM MERATHBER ; INBAZEREENRERS, &F
5AES—i2fEA

GUI ErERAFRE

HAB High Assurance Boot - BRIEE3), ERFE CEFRL
BENIBROMAMITHERME, REMINEEN, BERE
CSFRIEHFEERINENEBEMBPHORMY. A%
PR Fi={THABVAR AL TE 85

Hash Hash - EEEE X

HSM Hardware Security Module - B Z £ &R

IEE Inline Encryption Engine - #E4k i1 %3 5| %

IFR Information Flash Region - {§ B Flash[X1g;

IMG Image Signing Key - B&&E £ %4 (FISKATE#R)
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RiF E X

ISK Image Signing Key - B&Z £ %4 (5EIMGAER)

ISP In-system Programming - REELERE (BEEEEBEATR
RBHED

VT Image Vector Table - Image@ &%

KEK Key Encryption Key - Z4AINZZ4 (ATNEXEEHAD
DEK)

KeyBlob KeyBlob - Z4ABIELE# (EAAESCTREZBEZMAMITE
D)

KIB Key Information Block - Z4A{E 53R (E LAES128-CBCHY
imaged £ B @ Z4A)

MAC Message Authentication Code - JE 2 IFR (FRATEEMER
EHRIERE)

Message digest Message digest - SHEWE (FABFELTENE—E, X
EHTEERSE)

NBU EHBET

NDA Non-disclosure Agreement - SE2AFF HE

OEI Optional Executable Image - A& AT {Timage

OEM Original Equipment Manufacturer - [R181% & $1&

0s Operating System - #{ER %

OTFAD On-The-Fly AES Decryption - SRBYAES %%

OTP One-Time Programmable - — XA HE (2 EHEEROMA
eFuses)

OTPMK One-Time Programmable Master Key - — XM Al w2 £ %4

PFR Protected Flash Region - 2R ##IFlash[X i

PKCS#1 Public Key Cryptography Standards #1 - RSAE R HEE %
#1515 I PKCS#1 Wikipedia article #1 RSA PKCS#1 &%
1244 Security archive.

PKI Public Key Infrastructure - NMAEMIEHE GEBZEREH)

Plaintext Plaintext - BAX XA CRINERH TR

PRDB Protection Region Descriptor Block - fR# XIigiFiRRFR (£
FAES-CTRE R A IT#=R)

PRINCE NEEEEHRIMRITHBEERRED, HIAIEATFHRAR
REMYERM IR ZERE

PUC PRSI

PUF Physical Unclonable Function - ¥1E R ] 52 Ih &g

pyOCD ET Python WITEM API, AT, KEMER Arm
Cortex 832 #185% ; Hxi¥1E, ¥S 1 pyOCD official website

Rijndael ZEBFIEZHE DES WAEBE, rain-dahl

ROMCFG ROM Boot Configuration - ROM/S zh 2 FEL &
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RiF EX

RoT Root of Trust - F1ER

RSA RSA Algorithm - NMAZBE X (SR F MRS

RSA-PSS RSA Probabilistic Signature Scheme - RSABIERZEZ 7R

SDP Serial Download Protocol - 81T FE& MY (B UART/USB
TEAB) IT AFEEFMF XM BRBEY UART 5 USB 12
AR,

SEC Tool Secure Provisioning Tool - Z£flE T &

Session key MEZEFHAREMBNERN, (—XENBEZFH

SHA-1 Secure Hash Algorithm 1 - £ 1600 E E W EN B HE %

SHE Secure Hardware Extension - Z& B H#T &

sl Secure installer - &£ RERF

SNVS Secure Non-Volatile Storage - 2% 3E5 k1%

SPL Secondary Program Loader - ¥ Bii2 7 hn#k 88

SPSDK Secure Provisioning SDK - Z£HE&SDK (FFIRITE)

SRK Super Root Key - BRBZH (FIWIFHRLRS, BALE

EROTPHEMF) SRK NMAMMEHMAEMEM OTP EHHIALE
#2H. SRK #AHAH CA 58, BRIEBAWE, AXHFH

SRK 4.

TEE Trusted Execution Environment - A[{§H{THH3E

uiD Unique Identifier - # —FRRAF (HEDBHFTIS)

uuu Universal Update Utility - B E#HXAERF (AT THES
FMPUIRE)

Va2Xx V2X - ZEBXM (i.MX 9534 37 f0 &3 N ES)

WPC Totk 7T e Bk B2

XIP Execute-In-Place - Bt 1T (EEMNFZREFRETE
%

XMCD gé(;ejrnal Memory Configuration Data - S\ZB 7% 23 & i& $h 17

4 Installation

AENHAE Windows, Mac # Linux BERSE L L% SEC FTENERE. EXIENRERAIIR, BHSHR
Minimum system requirements.

4.1 Minimum system requirements

Z I B1E Microsoft(R) Windows(R), Ubuntu, 1 Mac BERE LE1T. BXEMANREER, HSHSecure
Provisioning Tool Release Notes, ZX SRR T M ZLZEBL R AIRHBHEF, LR EFTREETER
ISP #X T EAEBHITEE, HPHRNFRA USB F UART/SPI/I2C #ikes,
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4.2 Windows

£ SEC REMARFZEE Windows & L, BRITUTHR:

1. 5@ Secure Provisioning Tool home page F#i& A F Windows RER S SEC ZEERF.
2. i MCUXpresso Secure Provisioning <version>.exe REREFTHRRE,
3. £ wizard 95— £, =i Next.

@ MCUXpresso Secure Provisioning Tool Setup x

Welcome to the MCUXpresso
Secure Provisioning Tool
Setup Wizard

The Setup Wizard will install MCUXpresso Secure Provisioning
Tool on your computer. Clidk "™Mext” to continue or "Cancel™
to exit the Setup Wizard.

Figure 2. Z2BETERE
4. 7£ Wizard B9 End-User License Agreement T1E, %% | accept the terms of the License Agreement 3
Rii Next,

@ MCUXpresso Secure Provisioning Tool Setup x
. »”~
End-User License Agreement
Please read the following license agreement carefully ‘
«

LA OPT_NXP_Software_License v63 May 2025

I
IMPORTANT. Read the following NXP Software License Agreement
("Agreement") completely. By selecting the "I Accept” button at
the end of this page, or by downloading, installing, or using the
Licensed Software, you indicate that you accept the terms of the
Agreement, and you acknowledge that you have the authority, for
yourself or on behalf of your company, to bind your company to
these terms. You may then download or install the file. In the event

© 1 accept the terms in the License Agreement

()1 do not accept the terms in the License Agreement

< Back Cancel

Figure 3. EZHLRH P FAIHY
5. £ Wizard B9 Select Installation Folder 71T, i£#¥ Browse H#S§M | E %% SEC ¥ BHRX#HX, 2

Next.
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@ MCUXpresso Secure Provisioning Tool Setup = *

Select Installation Folder -

This is the folder where MCUXpresso Secure Provisioning Tool will be installed. ‘
-

To install in this folder, dick ™Mext™. To install to a different folder, enter it below ar dick
"Browse”,

Folder:
| C:\xp\SEC _Provi_25.09Y e Browse...

To prevent installation errors, do not use special characters such
as {!, @, #, &, & %, ~, and parenthesis () } in instalation path.

< Back Cancel
Figure 4. &R REXHR

6. 1 Wizard #9 Configure Shortcuts T1E, %FEH SEC SIEMNRES X, H AT Next.

@ MCUXpresso Secure Provisioning Tool Setup *
Configure Shortcuts %
Create application shortouts ‘
-«

Create shortcuts for MCUXpresso Secure Provisioning Tool in the following locations:

B Desktop

B start Menu Programs folder

< Back Cancel

Figure 5. BB HREA

7. L% MSH Ready to Install TUHE, £ Install,
REBFHREZR.
FE: NREEFIFENTARERE, R Back. Kifi Cancel iBH Wizard,
RETHE, ZREEFSGERT.
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@ MCUXpresso Secure Provisioning Tool Setup x
»
Ready to Install
The Setup Wizard is ready to begin the MCUXpresso Secure Provisioning Toal "
installation -

Clidk "Install”™ to begin the installation. If you want to review or change any of your
installation settings, dick "Back™. Click "Cancel” to exit the wizard.

< Back o Install Canicel

Figure 6. HEZ R

@ MCUXpresso Secure Provisioning Tool Setup x

Installing MCUXpresso Secure Provisioning Tool \'_

Please wait while the Setup Wizard installs MCUXpresso Secure Provisioning Tool.
This may take several minutes.

Status: Installing prerequisite software

< Back Mext =

Figure 7. 2% MCUXpresso Z2EETE

8. =i Finish XA HEHZEMS,
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@ MCUXpresso Secure Provisioning Tool Setup *

Completing the MCUXpresso
Secure Provisioning Tool
Setup Wizard

Clidk the "Finish™ button to exit the Setup Wizard.

B Launch MCU¥presso Secure Provisioning Tool

Figure 8. TR &%
9. EFARMEASEC, FNEEMNRESRXNBM Start ERZ1TZTE, BIETLUFME <product installation
folder>\bin\ X#3X, B3 securep.exe BB <product installation folder> REIIREF = .

4.2.1 Windows CLI

ALAEAGRITRESECTIE, EXMBERT, BEEATEUTSHM Run the installer: start /wait

MCUXpresso Secure Provisioning YY.MM.exe /exenoui /qgn

4.3 MacOS

EY SEC KHRMNARFREE Windows F& L, BHHRITUTHER:

1. #EiAE NXP ER THERT Mac BIERSKM SEC ZEREF. BIEBEMNITEN, EZREAT Intel X Apple
M BN RERERF.

2. M MCUXpresso Secure Provisioning YY.MM.pkg ¥ A Install MCUXpresso Secure
Provisioning Tool Z% 6%,

FE: HEBZEITIT Mac BERGRERFN, BAEENE error BHE. FBRXMIER, EE Security &
Privacy X% # F3i%£3% Mac App Store and identified developers £,

1. £ Introduction W, =i Continue,
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® Introduction

'« Install MCUXpresso Secure Provisioning

Welcome to the MCUXpresso Secure Provisioning Installer

MCUXpresso Secure Provisioning is a graphical user interface (GUI) tool
covering the secure boot

process, aimed primarily at microcontroller customers. It provides unified
GUI front-end over existing

command-line tools - FlashLoader, elftosb, blhost, MigTool2, cst.

To install MCUXpresso Secure Provisioning on your computer, click
Continue.

Figure 10. FHF AT

Continue
Figure 9. Introduction T1TH
2. 7£ Software License Agreement 1 H, &= ifi Continue,
[ ] & Install MCUXpresso Secure Provisioning
Software Licence Agreement
English
Introduction LEng E
# Licence LA_OFT_NXP_Software_License v13 June 2020
IMPORTANT. Read the NXP License Ag it
{"Ag t") By selecting the "l Accept” button at the end of

this page, or by downloading, installing, or using the Licensed Software,
you indicate that you accept the terms of the Agreement and you
acknowledge that you have the authority, for yourself or on behalf of your
company, to bind your company to these terms. You may then download
or install the file. In the event of a conflict between the terms of this
Agreement and any license terms and diti for NXP's p Y

bedded vh in the Li d file, the terms of
this Agreement shall control. If a separate license agreement for the
Licensed Software has been signed by you and NXP, then that agreement
shall govern your use of the Licensed Software and shall supersede this
Agreement.

NXP SOFTWARE LICENSE AGREEMENT
This is a legal agreement between your employer, of which you are an

authorized representative, or, if you have no employer, you as an individual
("you™ or "Licensee”), and NXP B.V. ("NXP"). It concerns your rights to use the

Print... Save... Go Back Continue

3. FHIANEEHRARBRAFTHIHRRK, H K& Agree.

MCUXSPTUG_25.09_ZH
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'« Install MCUXpresso Secure Provisioning [

To continue installing the software you must agree to the terms of the
software licence agreement.
Intl click Agree to continue or click Disagree to cancel the installation and quit
o Lic thelnstaller.

d of

Read Licence Disagree o

our
company, to bind your company to these terms. You may then download
or install the file. In the event of a conflict between the terms of this
Agreement and any license terms and conditions for NXP's proprietary

ibedded anywh in the Li d file, the terms of
this Agreement shall control. If a separate license agreement for the
Licensed Software has been signed by you and NXP, then that agreement
shall govern your use of the Licensed Software and shall supersede this
Agreement.

NXP SOFTWARE LICENSE AGREEMENT
This is a legal agreement between your employer, of which you are an

authorized representative, or, if you have no employer, you as an individual
("you" or "Licensee"), and NXP B.V. ("NXP"}. It concerns your rights o use the

Print... Save... Go Back Continue

Figure 11. #3541 AT Y
4. 7£ Destination Select TN H, RGE&GBEKERLZENMHR, THE ST Continue,

[ '« Install MCUXpresso Secure Provisioning a

Select a Destination

Introduction Select the disk where you want to install the MCUXpresso

Secure Provisioning software.
Licence

® Destination Select

n

]
-

Macintosh HD

755,97 GB available
1TE total

Installing this software requires 106,9 MB of space.

You have chosen to install this software on the disk
“Macintosh HD".

Go Back Continue
Figure 12. Destination Select J1H
5. f£ Installation Type 71, =i Install,
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Introduction
Licence
Destination Select

» Installation Type

'« Install MCUXpresso Secure Provisioning a

Standard Install on “Macintosh HD"

This will take 106,9 MB of space on your computer.

Click Install to perform a standard installation of this software
on the disk “Macintosh HD".

Change Install Location...

Go Back

Figure 13. Installation Type TTE

6. MALNEER AP MNEBLUKERLE, ARG AT Install Software,

a
Installing MCUXpresso Secure Provisioning
Introduction
Licence
Destination Select
Il W Preparing for installation...
» Installation
Installer is trying to install new software.
i I'é‘- Enter your password to allow this.
Username:  user
Password: || |
Cancel Install Software L
Figure 14. Installation T
7. Rifi Continue,
s N 5 _—
BRIEREEEIR, BN Summary THLBIAREE K IR
8. #£ Summary J1H, K Close.
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[ '« Install MCUXpresso Secure Provisioning a

The installation was completed successfully.

Introduction
Licence
Destination Select
Installation Type

Installation

The installation was successful.

The software was installed.

® Summary

Figure 15. Summary J1[H

4.3.1 Enabling USB connection on macOS

S — B USB E#EIBHREY, MacOS X Catalina f5RERZ £, PALEX USB HID REMTHIE, BRIUEF
KM HEI error. £ Mac BIERL 13 (Ventura) 7, BRENTIELSXEAMAE, FEFEFEEXLESR,
BHRATUATSRAB A USB iE#:

1. ERERZZLEIRESESD, %F Open System Preferences.

Keystroke Receiving

"MCUXpresso Secure Provisioning Tools v2"would
like to receive keystrokes from any application.

"_@ Grant access to this application in Security & Privacy
preferences, located in System Preferences.

Open System Preferences m
L3

Figure 16. T REmFIRE
2. f&%81 Privacy preferences /8 AE X,

3. #%£$ MCUXpresso Secure Provisioning Tool YY.MM, #i\, HEHMNAREF.
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"MCUXpresso Secure Provisioning v2" will
not be able to monitor input from your
keyboard until it is quit.

You can choose to quit "MCUXpresso Secure
Provisioning v2" now, or do it on your own later.

Figure 17. HIAE X

4. BiE Privacy fRIFi&E,

S. MRNARFARKXMA, BFHMHEXA,
6. BERARRHRERE.

4.4 Linux

1£ Ubuntu EYISECHI LRI AT A LR Ko
1. iFAE NXP B FT&EERAT Linux BERSR SEC ZERF.
2. fTARGHERTHLZERFNE R, FRERBFITHIT. BEMHEH sudo BTUTHS:

$ cd ~/Downloads
$ sudo dpkg -i mcuxpresso-secure-provisioning-<version>\ <architecture>\ <os-
version>.deb

MR sudo HATH TR, RERFINSECTRRRETRAXHX Jopt/nxp/H.
XE: SEC KB TAJURAI REMNEMEKRAE:

$ sudo apt install libhidapi-dev 1ibsdl2-2.0-0

4.5 Uninstalling

4.5.1 Windows

Secure Provisioning Tool A LUEE LA T 5 =X E &k
« {# 8 Settings|Apps & features

Apps > Installed apps

SEC

1 app found = Filter by:  All drives v M Sortby: Name(AtoZ) ~

MCUXpresso Secure Provisioning Tool
2509030 | NXP Semiconductars | 9/21/2025

476 MB

Related settings Uninstall

Figure 18. Settings T1H
* ¥ A $APPDATA%\NXP Semiconductors, $R/GFE Secure Provisioning Tool YY.MM\install\ X

HRAPREFELN MSI ZERF, HERRKMSFIEE Remove ET,
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8 MCUXpresso Secure Provisicning Tool Setup *

Modify, Repair or Remove installation

Select the operation you wish to perform. '
-

Modify
Allows users to change the way features are installed.

Repair

Repairs errors in the most recent installation state - fixes
missing or corrupt files, shortcuts and registry entries.

Remove

Remaoves MCUXpresso Secure Provisioning Tool from your
computer.

Advanced Installer

< Back MNext = Cancel

Figure 19. MCUXpresso Z2BETEFAES

4.5.2 MacOS
AILAEA Finder REER£BB TR, $MHEl Application, ¥ SEC Provi ##.## B3 El Trash.

4.5.3 Linux
A LAE A Debian 4 B EEBRIHELLHEEIEL,
FELius (Terminal) #, BAILUEREHESZEMN (package name) WRLHE T B k.

$ dpkg --list "\*-secure-provisioning\*"
Desired=Unknown/Install/Remove/Purge/Hold

| Status=Not/Inst/Conf-files/Unpacked/halF-conf/Half-inst/trig-aWait/Trig-pend
|/ Err?=(none) /Reinst-required (Status,Err: uppercase=bad)

| |/ Name Version Architecture
Description

+++— - - -

ii mcuxpresso-secure-provisioning-25.09 25.09 amd 64 MCUXpresso
Secure Provisioning Tool

ii mcuxpresso-secure-provisioning-v3.1 3.1 amdo64 MCUXpresso
Secure Provisioning

ii mcuxpresso-secure-provisioning-v4 4.0 amd64 MCUXpresso

Secure Provisioning

AR BEENRE:

$ sudo dpkg --remove mcuxpresso-secure-provisioning-25.09

MCUXSPTUG_25.09_ZH All information provided in this document is subject to legal disclaimers. © 2025 NXP B.V. All rights reserved.
User guide Rev. 18 — 10 October 2025 Document feedback
16 /165



https://www.nxp.com/pages/technical-documentation-feedback:WF-TECHNICAL-DOCUMENTATION-FEEDBACK?tid=pdfwf_MCUXSPTUG_25.09_ZH

NXP Semiconductors M C UXS PTU G_25 09_ZH

MCUXpresso Z£FlE TE A 1R v. 25.09

4.5.4 Remove configuration files

AP E&ED (user preferences) 7 <user home>\.nxp\secure provisioning <version>\ #1, i
HZ2BETER, ©TaEBk. NZREFEABRITUBIFIMBRKEN., EXAFEETNESH
™, BN EE,

4.5.5 Remove restricted data

ZRBIERET <user home>\.nxp\secure provisioning restricted data\ X#XRH, HELLE
BETER, ET2HBR. NZRBEHBBRLUES F oMK,

5 User interface

SEC Rt T —MERERFHAFAE, T Feet, TER, NABENREGENHERNEAN:

« Build image & %o

 Write image AP AIBHEGREALERHEREHRFE,
¢ PKI management A F R FHRIEFADEES A RUEER.
o REMNKIBH Log B O FRSITAT 5o

FREt ERAZFNMBEFT2ERELER, NRENH B WANELERZE, BELYNREPIEEL WX
TEREZEARS (k&) . AEESEEAEERENTEFULE (FiR) REC/REE (BE) RHETR., %
RBESETERRERHER, EREEERINESR,

nnnnn

Figure 20. SEC AF &M@

5.1 Menu and settings
AERUAEXZIENKEMRENFAFE.

5.1.1 Title of the Main Window

TEANKFESE:
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s B () RTEERREFIHE (EECHRAE)
s TENBH
» 438 workspace HIERE

5.1.2 Menu bar

o (EXR) I8N THXR, REHSHNARE, BEEN4HEXINEE.

File : —fi% Workspace FEL B <R 1E

* New Workspace ... : 8% workspace . RAFIRETEEECTHNEHNIFNLESDHTIERE, NRIEE
WLE B Z8E—Mworkspace, fFEIZEITHIX/ workspace MBI # workspace. HXEZi#1E, SR
Workspaces.,

* Import Manufacturing Package ... : SASEHEFMENFIBERIBENHIES (*.zip) HLIE“E5 workspace
" (BX#E workspace H1¥18, &S [@Workspaces) o

* Select Workspace ... : t1#: 2|5 —1 workspace., RRFRREENEITFW workspace, EZ¥1E, S
¥ Workspaces,

* Recent Workspaces : T R&IEFE AR workspace 5K, EZi¥1E, HS 1 Workspaces, ERH
workspace By ¥ 2 AT LAfE Preferences F BE W,

* Save Settings : &7 25l workspace HiRE.

* Export Workspace : fFZ#] workspace S HH A3 (*.zip), HAEFRTIEERAEMN X (04 BRI
) , BXEZHIE, HZSH Sharing and copying workspaces.

* Import Workspace : ¥ workspace & (*.zip) § A& E X #HK,

* Explore Workspace... : £ #] workspace FITHF XK EREEES,

* Open Terminal : f£/AJ7 SPSDK R T2+ Bl & H 38 B FT I 2 81 workspace B ZHHIL iR,

* Preferences : 7 Preferences X1 iE#E., EZ%¥1E, HS M Preferences.

* Exit: B SEC,

Target: WXBEEETTELPATANRE, EZ1F1E, BSMH Toolbar,

Tools : EZ T E%I%

* Manufacturing Tool : ] Manufacturing Tool, E%i*¥15, 2% Manufacturing Tool,

* Flash Programmer : 7T Flash EMmEILE, EZ¥E, 1§S M Flash Programmer,

* SBeditor: ATBIEATLZLEHNNBENZE - HFIXH. EZiF1E, ESH SB editor.

* Merge Tool : AIN&% 8 NRABGEH N —IN_HFIEEK, ELEL, HSH Merge Toolo

* MCUboot - Sign Image... : RiFfEH MCUboot #BI5| S MBBFHNEBHANNARRF BB #1T7EE.

* MCUboot - Export Key... : FEERAFH LA ST HHA MCUboot HBIEI S NEEFH C IR H.

Help : AF#EBANHM—KRES

ARSI S

* User Guide : $TFFAF#EM.

* Release Notes : #TFF &K 1Ti% 84 markdown 3,

* Quick Start Guide : T FFREA[TIER PDF,

HRAEL XN GS

* Online Documentation : TFF1E4%k SEC TEXH (RFEAER. AFRERMANKXTREA) .

* Community : IF—NEEEEHN NXP M, EBEEFLIKES SEC HXEIBRHITIL,

* SPSDK Online Documentation : £ /R—/N#H SPSDK 1T TEX MR,
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T2
* Check for Updates : R&EZTEREHE A AR,
* About : & TRYEFERAEE.,

5.1.3 Preferences

AP EREBF#E <user home>\.nxp\secure provisioning <version>\ X#XT, HHME
workspace FTHE, EEMEEEFRAM, Fla SEC v WERI S FEFE, AL SEC vo TJLAingkEH SEC
v8 EMEIET, MREZBEE®RMAIA, SEC FUBRIAMEFH.

AFERIEE&EFEHAN S workspace FE R, LARTE B ETRT EAE A o] fig B Y% 10 -

Timeout for communication re-established after reset(flashloader to be initialized) [sec] : FRRELERE
Ef5, ROM bootloader #2735k flashloader 2 F /R AT E BN ERE (LB HNEMN) . KFREATELZE
ETHEENFE, ERNETELEEERNE AR,

Maximal number of recent workspaces displayed in the File menu : EE X £ File > Recent Workspaces

& RAEIE workspace WRAE, ZIFTEE 1-25, BIAE: 9

Read current values after the OTP/PFR configuration is opened : #£3Z$TF OTP Configuration B2 EU4L B
FEMNH R,

BUTIED:

* Never : TE3EEE

o Ask : Fah#HIAREL

 Always : BahEREUERE

Preferred language for the tool : EFTEEE RNES . XFMESHEXMH I,
BUTEDL:

* Default: EEMERETRERGPERNES, NRRAESEXFNESTRE, MFERAK,
*EN: NIEBRBHREIE

e ZH: [T EREHNHPX

Save tool settings : 15 E M LI T ERERETHWE.

A DGR AR IR 2 — -

* Automatically : L AEIAE. MREFEE, RESHRTF.

» Onrequest only : TEBRAHRIZEBRFIRE

Sound on error during configuration : IR ERENFEFERTHHNEIR, ZIELAFEESEAAF,
FEESRBETRERSEN.

Password/key visibility at startup : 77 SEC TEBZNE RSB BREZBNZHAWNE, ERAFRES, 7
A LOEE RS, Rt EmE BB E.

Check for the new version of the tool : 157 T BB 318 EH A ] AN IRE,

TBGER U THTZ —

* Never: MTRE ; ZIhEEHWER

* Daily : BXRIIT—XRE

* Weekly : SBERIT—ARE

* Monthly : EARIT—RKRE
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Help NXP improve the tool by sending diagnostical data (%5 8) NXP & X A 2 MBSO T &) - MRE
A, WHEATFRESHBREAERXTIECABRNSGITIR, XA TRNEBDEA M EE R, W
REA, NF2WESERTAHE.

Statistical Data Collection Notice (4% it#(#E W 5@ )

: AT XFBRNBRENFERSE, RNBREDHERBEE, IE:

s TEMAF REIIREEAME
s BERZFMER CKE, WL
c BEEE
- BFRIRE. BRE, BEREEE, TrustZoneRA (BR/ZMRA) | EREEAE (USB. UARTE)
- EERESZE (§FFHSM, EL2GO) . WRINE (BR/ZER) . ERIEHE (BR/ER) . BidiRdERR

RELEFRIHTWENBIERE, BMNABBNATATT2BKE:

* NMABMEE (PID , MR, BFap4tutRBtRAN

* AFRFERNAR, 8FWE XY, RRBRFHEERFRE LNEAHE
s NBBERTHERTERTIENFERABEN,

s BRMABFE (W, B, MEZH. NHEFIXHR)

FIBRENBERRZEIAN, TEF=FHE, RATRERFERNESHETR.

Restricted data ... : ZERIHIFA LM Secure Provisioning Tool home page T &, B2, FKREULHHEZHHIREZ
& Non-Disclosure Agreement (NDA REHID . HA, BRI ESEEREER . ILEBERM Z2IP XHH R
M, SECEARIIMESBERESETNIERS, URERS, WHHEEHNIAFPEERHNFXH4RF, B
FraERBE, BEEFHZ3) SEC,

Use restricted data from directory : AFERHIREEAZREE. REENMELERRE T ZRHFNBIE
B, B ASI%EE.

5.1.4 Workspaces

SEC £ KK PTE X HEFME — 1B 7 workspace BN &E A X HREMH,

workspace B —MNRANEE, ATERECATRAZAELENZSMRF, RE, HATHRITXHH. BEURISNPT
B 82— workspace,

workspace B R NBFEMNRERE (LEERYD 62, —BAE, EREATBRETZRINRENEE.
B EE workspace:

o JF & workspace EEH T EREHRIFEM,
s HEIEZEESEIRRFER. EZ#E, 1§28 Manufacturing workflow,

E6l2—/ workspace, £ F#f: Bk File > New Workspace ..., File > Import Manufacturing Package
..., 3% File > Import Workspace .... E%1¥1&, 2  New workspace,
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MNew Workspace x
Workspace: | Cnxp\MCUX_Provi_v#\bin\data\targets\LPC55569000000000001000000000000000010 ~ | Browse...
Target processor Source executable image
Connection: |
~ Browse ...
MNone ~ Refresh
Filter processors by selected USB Profile
Search processor signed and encrypted image running on onchip flash ~
K32W1kx Detailed information
- KW45xx . . . -
1 LPC35%x0 Configuration details

[+ LPT353ux
MCS6FE1 T/ e
[ MC36F818xx

- In this profile, the following features are configured for you:
- Boot device: Onchip flash - internal flash
- Boot type: Encrypted (PRINCE/IPED] and signed

- MCX Aooxx - Encryption set for first region; encrypt whole image

B MCX Moo - Random CUST_MK_SK and 5B seed generated
MCXN235 - New keys generated: 4 ECC (Chain RoT + IMG) keys of length p256
MCXN236 - First IMG key is selected as image signing key
MCXN346 - Trust Zone is enabled but not configured; application is expected to configure it in runtime or use
MCXN547T TrustZone preset data
MCXNS46 - Device H5M trust provisioning enabled
MCKNIT

- MK WTTix

& MWCT2212 Supported features of MCXN947

- MWCT2xD2 - https://www.nxp.com/proe...ssing-unit: MCX-N34X-N54X

(- NH5525xx - Trust provisioning:

- RW6E1Tx - Edgelock 260

- 1.MX 93 - Device HSM

[l 1M RT10cx - TrustZone supported

[ iMX RT1

- Boot type options:
- LMK R

- Plain

- Plain with CRC

- Signed

- Encrypted (PRINCE/IPED) Plain

w

Create new workspace using: import manufacturing package

Create Cancel

Figure 21. ]2 — workspace

BB FRIMY workspace, FIBAM FE L FI%R File > Select Workspace ..., $A/5M Open Workspace
FIEEPIEERE, B—FITFIAE workspace A ERNENH R REEEPELHM settings.sptison
settings.sptjson . B FFEBLLE workspace T E,

REYRFFIEFEAM workspace, ATBAM 3z Fik$E File > Recent Workspaces, FMIRAP#HITIER,
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1| MCUXpresso Secure Provisioning Teol version 25.09 - Chnxp\SEC_Pr
File Target Tools Help

Mew Workspace ... Ctrl+N ~ from (

Import Manufacturing Package ... t

Select Workspace .. Ctrl+Q — —

Recent Workspaces > Chnxph\S

Save Settings Ctrl+5 Chrxephs

Export Workspace ... S

Impeort Workspace ... SR
ChUsers!

Explore Workspace ... F3 A\ Userst

Open Terminal

Preferences Ctrl+P o

Exit Alt+F4

Figure 22. & — N EIEE A workspace

FMIE2H workspace HEEZNTFXHR, HP—EERETEMRZEREN. X FTHH workspace, K%
FXHREBRZEN ; XHEHBFPBEERBRM,

e backups : ESARERFBHAEZ B IBRAAEH

* bootable images : FIEHEL bootable image (nxpimage #itl) . nopadding ZxIEM ML IVT FFi8, mE
MBEEEMNERZ BB U T ENFRERS.

* configs : ERMEENH, Hla0 OTFAD/IEE BEM# (YAML) . BEE AP BMABEXH (YAML) AR
RIFIERL, (BIN) 3X#,

e crts, keys:HERWIEPREXNAZH,

* dcd _files: build image AT EM DCD X #.

* debug auth: PEHBHZIEERMNSOHRIEXH. BTEREBHEEXH (YAML), WEBER (ZIP), i
$ (DCHZIP) LUK & HRRIEHIA,

* el2go: Edgelock 2GO S{FE & X #

* gen bee encrypt : 7E buildimage FEF A XIP MEBeHEEGIEMN BEE AR BHAXMH. ZEHRATE

E image XM LT BRHPEESW_GP2/GP4 fuses.

gen hab certs: MHBRBHANMEBRSEE (nxperypto Fil) » ZKRES bootable image X #—R&HRE

M. BHBERKETE Fuse FH,

* gen_hab encrypt : H nxpimage TE4£ KK DEK ZEAXH. £ E image X HiEIEH DEK B XA
Iz # HAB j5 3728 8 4 5 % 4R blob,

* gen scripts: ATIEREMNIGEEIZA,

* hooks : Hook HiZ<, AFBEENME., BA., RHEETE., THRR pre’fy hook FEMIAMITZ AT, A
P A context’® hook EE N EBET B HEMANIT LT, SITRTEHREIFETE, —i% hook X
HEMARITIRP2HMZREAH. EZM¥E, SR Build image, Write image, Manufacturing Tool.

* logs : BEXH ; log.ixt B8 HEMEHWAR/HELIBRZXHREBEXRE SPSDK 1T AREFFHE
HEMAE.

* root folder: BELUTAR:

- settings.sptisonX#HHZITEN E—REE,
- WENE AR,
- HENMEBA JSON X, SERATERMENEAMANES K.

* source_images: FEEFFMAFRENEEXFHXHER, IRFEREXFBAEHR, tATERR
& o
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* trust provisioning: BERENH (XNHLEBRXEEEMENT X
* trustzone files: elftosb # bootable image XHAERLE (nxpimage fiA) HFEAH TrustZone-M B
B (YAML, JSON = BIN)

5.1.4.1 New workspace creation

E )2 workspace, iE%#® File>New Workspace. AJLA7E New Workspace X5 4E 1% #3 LA T %10 -

* Workspace path : 1% workspace WX #X ; BEERAZNREFREENXHX,

* Connection : N7E#T workspace 1, ATSAERBENEE, WRREFREE, WoSERALESIRNER
NIE A — N ¥ workspace.

* Refresh : FEHKMBIMEREIIEK,

* Filter processors by selected USB : %A Hi£iR USB iE#E, ®ZHF#E USB VID/PID #riRHIEE R 5
BT %

 Search processor : NG IEEFH P IR IR, ATAEALERS. RIBERBHNFFRS,

. I;rocessor tree : ERFELRTEEFAEMLESR. LERZSROERRIINRI S LBEBEHREEXHX

* Source executable image : EERMANTRITRNABRFEGX 4. T A image BXWEZiFE, #HS
¥ Source image formats,

* MCUboot bootloader image : %% ABIMCUboot5| S IMBEFHEH. FEZXFMCUboottitlE, ESH
MCUboot workflow,

* Profile : fFR A T workspace WFIENIRE, BIUFEARINEEXHFRALAHARITIAEGREESER. X
FZ2BEXH, “REEEFNATERE, HERAERTF2EIEIR. TUNBEEENEREXH, ES
) B 2R & S

* Detailed information: BiEiF1EE REXBIFBE E XHERETRE workspace BB ES . “XIFHNT
BEEB o S T2 T E XIS BB ThRE,

5.1.4.2 Sharing and copying workspaces

BUCHFIE AKX FMTE workspace i, settings.sptjson XHEE T X F workspace 18 B ZHIFR
BRE, FIUNREES —AUTENLITHZRE, MATUERERFTEMA. workspace AIAR S —/NUlH
B —EB0. RXHRNEBFEMEAENER, BEMXHRWERZLENER, BIWUEH Export Workspace XY

TEHER H = workspace.

MENRES —BITEN LEERITHA, ToERRETERIEE SEC Z% B FH workspace, XLEIREZR
BUUEAEEE, MREEERE, NEABINE, workspace ZREFKNK, REEMZAE #I2) workspace
2O, BT ESF UTIEE,

A LAfE A Export Workspace X1 iE#EKS i workspace, M gz fhiLEL File > Export Workspace ..., %X}
HAE B R 281 workspace § A AIE AES MNZER ZIP X HFHIIET,
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Export Current Workspace *

Output:

ASEC_Provi_23.00.zip| e | Browse...

Password: ti}

[_] Copy external files to workspace
B Include log files
B Include generated scripts

[JInclude backup files

Seme included files contain absolute path (see tooltip). ®

0K Cancel

Figure 23. S —“ Workspace
Export Workspace X 1 4E 7 ¥F 1% LA T 1 10 :

* Output : ESIEMHE ZIP XHMWER. LWREFESZETANE XS

* Password : ZIP XHMENTERE, IAFMEMNEZE,

* Copy external files to workspace : WET AFAAEAIXH (1L TF workspace B FRZ AN XH) EHIEIS
Y workspace ., TERRFETRMEABXHNIIR. PIEXHERIRIFE source_images XX,
HEHREBFER, UBRIEXHEHEEBEE. Yilworkspace iR BT Z &M, ZIRENEME ZIP EHEX
. MEEEAXHEREFE, WZETFATH,

* Include log files : IIETA[4E S H Y workspace R BEFTE BHEX #-

* Include generated scripts : AT A BEFABEERNMA., HATE —NRETEXRIEE SEC ZRAFEMN
workspace, XZE—NEX R, TRENEEEHERHEIA,

* Include backup files : ‘ZIERB“EH"F R4,

HELENXHPRNE - L EEN, 2ETEEHEE. XEXHNIIRUTIERTIHVEXZ,

5.1.4.3 Import workspace from the ZIP

BESAGEE, EM a2 BikF File > Import Manufacturing Package .... 5 A workspace 784, M
B R hi%IZE File > Import Workspace ...

Import Workspace from ZIP Archive x

import 2P archive: | |  rows:..

Workspace: | Chnxph\SEC_Prowvi_25.090 v| Browse...

Archive password:

The ZIP path is not specified.

mport Cancel

Figure 24. § A #liE 35 workspace F 431 iE4E

* Import ZIP archive : ZIP workspace 4R KE,
* Workspace : B82S A workspace B3 #3%k ; B FERAZNRE R FENXHX,
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* Archive password : INZRHN ZIP 1B, XRLEKLNB MBS T B ALER,

ZXEEA M ZIP MEMNGHESZHSE A workspace, FEXFHMER T, workspace HLSAZIFHE R (H=EH
x) #, XF workspace FA, ZIEXHEMNBRAEASA, EXTHER, ZTEMFESTRASLTER, WR
ZIP XHEME, FHAEBNER, ESHEXFERENIEE, 1§56 Manufacturing operations,

5.1.4.4 Profile creation

A LA settings.sptjson. MFET workspace S EE X4, BlE 42 5E EX4HHEKXH workspace

RENFE., BMEXHHSHMERE <install folder>/bin/ internal/sample data/targets/

<processor name>/configuration profiles XX, LI{EFE New Workspace X ifEFEHNELE X

HiEEEmRM. ZORERNEENXH, BEFIHIEEULT JSON FE:

* is_profile : FRREIEXHFRENIRE, XICFHIRENR true,

* profile_name : EEMHHNEN  ZEMESREIERHBXTELERE—K

* profile_description_introduction : BRESHEENXM4HER, CERERNCNEENX4HERZH . %F
BRIk,

* profile_description : R 3SWMEXHEENER. VIFEHEEAERIIR.

BI B & XA+ B I BRAY 7 R -

 write_image_settings. keys_management_settings. #1 connection Xf T# workspace & BEME X,
* M build_image_settings 7, HIBRIEFND KWNBHFEFE (HI
in dek_key. keyblob_key_id_int, sbkek. sb_seed) 5T workspace

(source_image_path. dcd_path, ele_firmware_path, xmcd_path, tz_path. script_updated. updated) 7t
K FER

FIEFBRNERTUAE T EZE X2 A JSON 3 settings_schema_##_##.json F3F|,

5.1.5 Toolbar
BE TER, SUMREEZFEREE, HEMN®SEAE main menu > Target F3E],

LP(C55536 | via | USB | | Boot |Plain ~ | from | Onchip flash | | LC: | Develop | | TP: | No TrustProvi | | Dbg:| None ﬁ
Figure 25. TE#

* Processor : S RFANEMSELS, 2HRMAVRAER., SUUBRIYNTNEERDTNE —EERIINLE
8. ENTEMNRSIPERLGIESE, F6IE—Pworkspace,

* Connection (via) : %R EBIRAERE., ZRAZIBFUART, USB-HID, SPIF I2CiEE, 2 HiZRMBEE
BE¥AER. BXEZiFE, B2 K Connection,

* Boot mode : EFEEFHRE, ZIIRBURT HEIATIELLE BRI TIEE,

* Boot memory (from) : BHZRMAITFEHIHNFERE. EZ1¥E, ESH Boot memory configuration.

* Life cycle : AWERLERLEGAR, REREAMNSETLERNEGARPHTIER | EENEEERS
AMETRY IR 3R,

* Trust provisioning type : AWEREEHRERE, HEATCHTEETEERE. EZF#E, $5H Trust
provisioning.

* Debug probe : AVFEFEZEITTENNRRXRNZ[E ; EZH#HE, S H Debug Probe Selection dialog.

* Quick fix : RMENHLERNEE, HIIEPMERBE A UAER REEE RFERKRBR, RAHEMERE
BHEE—NAEMBRER, ERESHTIAERZH, RELXRTHAFRTFRE, REBEZHE,
%fxﬁﬁ?ﬂ%ﬁlﬂ%ﬂﬂ’ﬂﬁ?ﬁﬁﬂ%  XERESLEREAEF, BUFAFEMEER, UBRHERSEFEM
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5.1.6 Connection
Connection XiFE A FREFRSERABESRHITERANIRAE,
ZITEE AT M K ER FH Target > Connection 5 T &4 i,

Connection with Target Processor >
Configuration Connection status
®usB Feature Detected value
Vendor ID: | B1FC3 -] |Connection _ Faled
Specified USE HID device not found: OxTFC9,.0x0025.
Product ID: | 00025 v Check connection, power supply and reset to I5P mode.
Click Test connection below to detect additional connected processors,
() UART
) sPI
Auto
1000
CPOL CPHA
1 1
e
Auto
100
0x10 .
Test connection Result: I:I
Sample command: blhost -u 0 1FCS, 060025 -- get-property 1 > | 0K Cancel
Figure 26. Connection JiFEZSHIRMEBWNN T —%

TESUTER (MRALERFZRE

* USB: 157 USB iE#ZZIEEMNMRIREID/=mIDX .

* UART : BEEENKOMKERETE UART EE, LB ping i, SISNEEFSBIRMEEE, X
ERBEETERFVRBERESNERE B IRLESR,

* SPIN2C : TJLAMEAET LIBUSB #0OM SPI = 12C AR S4B ERiE#:
— MCU-Link Pro
— LPC-Link2 £ —% EVK R £ & LPC-link2, {EREET SPI E$E, SHFE AL ERLES,

ERYLZLeREIEZR, EXAENLEIENFRITE TEHRE USB BiEF. AIUERBUTEEZESH:

* SPI/I2C device : #&E T USB BRIEE. EEXNFEPNRIAMER B, XEKRBNRIAE—MERIERE
EItEN, ©EHEE%EERE, X T USB BEENMIFME S ATE SPSDK X H K E,

* Speed [kHz] : BER#HME (B kH2) o

* CPOL,CPHA : E5WRMMMN ; EZiF1E, ESHE SPI ME.

* Address : 12C &% #hiit,
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Crystal frequency [kHz] : A REFENFE, ATHRESLHERNEFEE, BRI XA T lpcprog.

5 Test Connection JWEERIFIZZ AL AL ENEERIEBIGE., 77 HRER Test Connection 5 Ihi M
REEE, BFREUATREA:

o IRFEEWES

« IR-FIEWEE RN ISP (In-System Programming) #& =,

o IRFEET USB OTG # O UART E#E

EENEFERNATSH:

* Connection : SPV/I2C E#EHBEIR%E (USB SETiwMO) = USB BERERRS

* Mode : Bootloader 2 %# flashloader B{SE .

* Processor : Matchil RiEZEM L322 S PTiELL B BEICEL N No match, &MINo match, Z SEC TEEHIRH
WBER, LEIhEERFAIEEIR, LINEEHIE 100% A5, ENEEEBHEERINEMNES.

* Life cycle : EEEMNLERHRNFIGNEGE,

* Silicon version : {XEEZEMAER N BRAR T SR, HRNE BRAR, EENRLERN KBRS, T
BRRPRET SRAMEXH A B & E,

TRES MU TEEE

* Not tested yet : i Test connection 4z T,

* OK: DRIhEIEE,

* FAILED : E#ENHAAN. EZHE, F5H EERs. BXAMENESZFE, AIUEARAERXN SEC
ERHEAEPER.

HE X EAE MY K 2B “Sample blhost/sdphost/Ipcprog/nxpuuu command”, R E R ESEZITHNA SPSDK
WEITIE, FRAE-NMRAGFESHNGSESNTHWERP. FAZE-MNRATUITF —NATRITRSH
KR,

5.1.7 Boot memory configuration

Boot Memory Configuration X iEE A FERNEES Fi8%E. RN EETSEUATRHES S :

* Boot memory type : XI5 AYFIERBHEMESRE, URTIEHNEH,

* Predefined template : Z#5 AT RFESH FRB[EEER. ZIIRBETENFHBR[AXE, HE2 NXP
TERLETANERESE. HABIANFRENEES, ZETNSS5HIRECRMNE (MEEREZ , =
i?ﬂ*?,nji?ﬁﬁiqﬂE’J%-Dﬁ%ﬁfmﬁtﬁﬁﬁﬁ’ﬂmﬁ (MREA . FIERERIENAFEERIREEEHL
#AT 7 M=,

* User configuration : 2 AFFEENESIRFIMEXS. ENTREEERTS M IESERSH
ERERREREM.

* Protected area : ZEBH AIFIEE SEC TEFSBEURNEMXE, MR ZIEZRBRISBEENFHEX
1w, WS RBIAXEE. ENTRFBHFHEPHEENBRETEREN. BETR/ER, RACEER
ABEIHEH—EBD

* Boot memory configuration parameters : AFHEE, XESBRETEHAERE,

* Comment : BIFHENER, SEHNATELERNER

* Test the configuration : IR TN XFMEZENLER/RNYITAFERE, ZNESERNTER: REM
B (REARERAR MsISmERFEME, ZNiHEEA blhost listmemory i S RIERFEE.

* Convert to Complete FCB : IETAGER T SPI NOR, ZiZ4 A UG ELA SPI NOR BB i h T &

M RFRHIR (BEZH#E, #3060 SPINOR) .
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5.1.7.1 SPINOR

FlexSPI NOR flash EF i & A = :

c BEEAETREMERIF/ROM WELEE (WA 32 LF)
* ERATENRFRER (FCBZHB], 512FT)

NFEENEE, AP TSR EEFRUNE, EMSEC TEEGEHSH FCB, LM — MERIEE,
£AA T AR Convert to complete FCB &4, %&{EF$TFF Convert To Complete FCB, R AIEREN
LHEERTRNENECEERR AN TERE., FLWREREHEA SPINOR AFEEHIER, FENARERAK
B, HRBIBTEN, TLEEEN FCB XHBKRETE B— .bin X,

Convert To Complete FCB X iFE1R 1 7 &4, AT HAI2H FCB —i# #I3X# A {E SPI NOR/user FCB
file, JNRKEH, MIRAEHK FCB ik,

| Convert To Complete FCB *

FCB file path | converted_fcb.bin w Browse...

During the conversion, FCB is created by ROM directly in flash and then read by the tool. Before
the operation, the area for FCB will be erased (Ox3000400 - 0x20005ff), but the real size of erased

memaory depends on the flash minirmal sector size, After the operation ends, the original content
of erased memory will be loaded back.

B Apply the converted FCB as the boot device configuration

Convert Cancel

Figure 27. Convert to Complete FCB X1i54E

1& ] LAFE MCUXpresso IDE 163 FCB, 152%™ FCB AMRmMBIARTENMRREFF, EHPATLUE
EREERE.

HHELISREFBETIEETEN FCB i, A/ ALIEERNEILE FCB X, BT FCB A TAEREZH
EEY flash BLE. FCB XAHHYEEE, ZMXHRAT flash BEUAN N ARFHRITHRE,

5.1.7.2 OnChip RAM

SEC TEAWRIEENE RAM H#ITH image, XAREXNCH (EF) BREEM. ¥TZEEFMHER BEA
HAFRARFEALESRATEEHE, IREAFZIRY, WBEY SB XHREHBHRARRF

EE: SB XHETATIRE flash,

5.1.7.3 Serial Downloader

BITRFRET —MREFRETHICH AMTERREEN S E, EXMEHEXT, EH PCARB AL H
ITTEEBRMPUE ROM 5| S MBEFBEE. SEC TEARFERIBHIE RAM FHITHEE. HZEABEFDXE
ZNFRE LATRRAM,

EAMNAEEAAEERTFELATURE RAM RSN ITRRARFAHS . £EFSES, NARFT2
WL o
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5.1.8 Trust provisioning

Trust Provisioning JiEE A FE RS E TAERNEERERE, INESANEERERE,
SEC TEXRFUTFEERERE.

* Device HSM — EAFRELERFHNBAME . W T EZRINAAELERBIMEEN,
» EdgeLock 2GO — H4A 1764 1E NXP =" Edgelock 2GO BR%88 L.

5.1.8.1 Device HSM provisioning

RE HSM BLEA PRI E.

* ROM B#X#Hi8% HSM, EXMERT, FEZIMIHNE 4.
* UTHBIEZIMINE4:
— i.MX RT5xx/6xx, HHiR&E HSM A&, BXUAEANFE, S5 Device HSM provisioning, Z[E
HLZRBIFEBESE A 2% (i ES A main menu > File > Preferences H1TZ %) .
- RV\éGﬁ‘I&xE&L;E%, Hpig® HSM N TRLEHXBERREHN, HHE ROM PEEHI? XF. ZEHIHE
I= o

ERIIEEFFAIEE HSM B image, #4FE Connection B EFEZEH LB IER, NUCLXEFEFERRE
HSM ¥/ image # HigBHER T TFEE,

5.1.8.2 EdgelLock 2GO trust provisioning
EdgelLock 2GO ¥ A FBELEX EdgelLock2GO RS 85 L&~ HAA,
EdgelLock 2GO LM fiiE:

* EdgeLock 2GO with device ID: £ REEETEF M EdgeLock 2GO RS |/ K
* EdgelLock 2GO per product type: ZENKMBFHFHERTEEFEPIRE, THREZI SRS R[ENAMITE
B (B%)

HpEE 2l

* APl key - AFHEEMNTA#HEIFH, BMFIINBRZB[HOHRINE, EZiF1E, iH5SH APl key to access
Edgelock 2GO server ,

* Device group ID- EdgeLock 2GO fE& e LB EFMERERFMIRZFHMIRRS, 1 EdgelLock 2GO fr& 25
E, TALAFE Devices > MCU & MPU T # %,

* 12NC- B#7= mME—+51R. £ Edgelock 2GO R L, AMEEXRZANEEFRIZER.

* Secure objects address- B & H[A 77 R £ X RV INF A 1k,

« Server URL- EdgelLock 2GO REST API iR$58389 URL, f Az =5 N A ERIAE.

o £/ Test 4 AT AR SRS 2R M0 E 1

* Product Batch Database H#R /0 1M EdgeLock 2GO FRESEBERM T HELZ LN REEE, HEHATEL
wrE RERE, E%1¥18, %25 Create a database containing security objects for each product type of
EdgelLock 2GO,
— #devices - #tIBHEFFETSNLERHE
— #batches - 4R HRBIEERE
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Trust Provisioning x

Select trust provisioning type
() Disabled () Device HSM

Select Edgelock 2G0 provisioning type

() Edgelock 2G0 with device ID O Edgelock 2G0 per product type
| Edgelock 2GQ parameters
: AP key: T T T T T T T T T Ty T T T T T T T T T T T T P T T T TP TY YT I )
i Device group |D: 240

T2MNC 999340000812

Secure objects address:  0xB00A000

| Server URL: https://api.edgelockZgo.com

)

| Product Batch Datatabase Test connection with the server
|

Fdevices: 10 Zbatches: 1 Test connection  Result: not tested yet

Start generation process

Progress

Estimated tirme left: 77 minutes

Download

I RW6B1x Edgelock 2G0O firmware does not work in ISP mode, see User Guide for details.

. W  OK Cancel
Figure 28. EdgeLock 2GO S1EEi &
5.1.9 Debug Probe Selection dialog
Select Debug Probe X
Probe:  PyOCD: Segger J-Link MCU-Link, 1060695552 v Refresh probes

DM-AP commands

Erase

@ Debug probe is ready for debugging

oK Cancel
Figure 29. BN 25 1E BT EHE
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T PR BRI B X TR AR SO i

. ﬁ#"ﬂ’%%ﬁaﬁaﬁﬂe,ﬁu%ﬁ (&;Eﬂﬁﬁ 3B RN BS B fuse S FEIFESMALIESD)
. ﬁﬁ%kﬁ%ﬁ flash (&u%kiﬂ%ﬁﬁ SR BN EF APl X35)

TFAMNEER, FRNEERFTEVMNERNZR. HETUER Refresh probes HBREM B RN 2R

EERRNERE, EEREFHEE workspace IREH, @?EEE#ID (FFS) . MREET FENR, FEME
B, BN EERE, WRREIFMERNR, ZTESBHEREH ID.

Test connection IFHIRMHEXEETURFIEFRFENRZZ N ARNER. TENLERRE
* ready to debug - TR F AN BF R4 25 2 HER FH TR,
* nodebug - IR BRI SFRIFNEEMERE, BELEFARLERS ; EXHBERLT, BHRBRSCERERZHT

BAEREFEET (FRISPER) .
* FAILED - M1 R 5B 5N 2309 E R W,

Erase ZH A FEERAED flash (MEEER) . EZiFE, BSRLERSZEFMH,

5.2 Build image
£ Build image LA H, EALUFRL image R XHHIR N EFTIE IR & RAW A B 31image 3K,

{8 “MCUXpresso Secure Provisioning Tool version 2509 - CArxp\SEC_Provi_25,09000

nnnnnnn

(((((

Figure 30. 4 FX image (LPC55Sxx)

5.2.1 Controls on the build image view:

Source executable image : EEBAAIMITXH. XTH A image HXWEZEHE, 1ES 6 Source image
formatsStart address : image FWEH, ©REEHmE —#Hl image. X F ELF M S-Record Ml HEX X#, ©£
Bz,

Application/Bootable image and XIP : 2 T X FFri&iR image WL TER
1. RNARFERABIH image.
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2. FriIEIR image 2E = XIP, A EMNEMEHEHZRRZHIIT. RTR, NSAREHRITZEF image EHIF)
RAM #, ZEEXKHE image Wiiatut, HSFMELERNNFu#HTIHR, Eit, MRFHE image 5
FriEabEEBS R ICHL, NMLERTBETRIER,

Additional images : ITFFHi A F/OEM image WE B*1iEH#E, 5ZS ¥ Additional images

Use custom output file path : RT3 image WEMRENE, MREEEE, TERERARTAE
image. X4V BEBETAERNEHEE, ERATAES image B BINRATZ 2 Z# FIRREMN SB,

Image version : T 5|5 image HiRA, CATFXNEFE. EEBIEREINER.

Dual image boot : ITHANEFEEFHBEEBE O, image AILLE A Flash f9EZ2[E (image0) F/=EMETZE
B (image1) , EMIEEHBEECSHIRAR. RE ROM FEARFHRAREREHFNEFRE. NRRFHNERF
Bk, NERBRFEHRS.

Firmware versions : T EHMRA (Z2£MEZE) PEENEFE. BHEREAATFRESERRF. EZiF

15, %2 Firmware versions.

XMCD : AFBRAABFHEHEREDRE. W TEEARE RAM PSSR EEFEENNAER, FE
XMCD (K E RAM EF#H) , ATLUEM YAML = BIN BLE X4, ta LAfE XMCD configuration dialog # /#
% XMCD f{LEE \ (BXiFAEE, HSM -xmed-cfg CLI SEHEIRD .

DCD (Binary) : &2t DCD HiER ZBEET/Z3) image F. REZHR image @& DCD &, FA[LAEA
I%£I From source image, DCDX%#@1% SDRAM EAM#HILEE ., MCUXpresso Bt & T E A UL FRAE
K DCD, MR BFRAEREFZHE DCD X, NERAEIRE, FEZ1#1E, ¥HS 5 Creating/Customizing DCD

fileso
TrustZone : RFHEE A TrustZone ThEE, TTLABHITU TR

* TrustZone disabled image — £ TrustZone, FLELIEBFMJAER S IET,

* TrustZone enabled image - £ A4S PR K ERIABE S A TrustZone,

* TrustZone enabled image with preset data — /5 AMIEEME NE B E X TrustZoneM EIEM TrustZone,
¥ JSON F1 BIN X#f. JSON BIEATAERETEMN TEE TERERMS H. BIN XH = A eltosb Z2F 6l
EW, EZi¥1E, B3 # TrustZone configuration file,

Authentication key : FREENZLXT image HITER, ZFHAXTUAT SB XHWFHRIUE, BLIEIX
ERATERIEMMEZENEHER, HiRHE PKI management ¥l 8 R 4E K FHERE

Key id : keyblob InZ 2 4A%RIN4E A F % (AHAB) BEh3EH

AHAB/HAB encryption algorithm : %2 101% (HAB) 1% (AHAB) B R A A AHAB/HAB tNHE
Eo

Key source : HNTEF image XAMNEHR.

Userkey : XT OTP AR, TEAATIRERME. T PUF KeyStore, AFZHATERERF
image. {REATEBZEANEIRE,

SBKEK, SB3KDK, or CUST_MK_SK : Z4{iAEBAMBEHARLE SB X4, NEATLZE2BEHERE, NF
RT5xx/6xx, XY Z4ARN KeyStore BFBEATE. X F LPC55Sxx 8%, ZAFEMELEREGARP MR

b=k, EZfE, SBKEK FHEMAE hEFS B SB MK I EBEH AN, ELEHE, HS5 PFR and

PUF KeyStore, OEM 3R Al FREALBIZSBXH4H + <3 HIZ4A \ (£ CUST_MK_SK Z4\) .

Configuration dialogs : RS GMUE LB U TEEXEE:

* XIP encryption (BEE user keys) 1T 7F XIP & A P B4AE EXEE. ETUNXS XIP #i#H (BEE #it#H) #HH
# F XIP #iHt## (BEE #H##) BIHERBEN.
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* XIP encryption (BEE OTPMK) : #F 48 OTP £Z4A# BEE BLEE O, ZETNX XIP X&M#E (BEE
OTPMK) MIEzh3EE FH.

* IEE encryption : 3T7F IEE NFHREXNEE, ZIETNX IEE MZEHXEEEA,

* OTFAD encryption : $TFF OTFAD MZEE B iEE. XX OTFAD MEESHEEFH. XF RT10xx &
B, RYABMA XIP N®E (OTFADAFZEH) .

* XIP encryption (OTFAD OTPMK) : $TH#H OTP =K OTFAD BLEHE O, ZEIXIY XIP N
% (OTFAD OTPMK) S RiFEs1EHEA,

* PRINCE/IPED regions : I iN## PRINCE XEEEE O, ZE O ATFEENMEN flash X1,
* OTP/PFRI/IFR/BCA/FCF configuration : 37 OTP/PFR/IFR/BCA/FCF configuration,

5.2.2 Generated files

%/ Build image

Generated files:

* build image win.ba
* cfpa.json

* cmpa.json

* mbi_config.yanil

* write parameters. s

Update files

Build script hooks:
re build win.bat

build win.bat
build context win.bat

Figure 31. Build image X

£ K EMRFPE— Build image &H, £RTEMNEGMIETERPXH. £H Buildimage ZHKREHFT
BXHHPATERMA, MRERMARERBARRIHNT, R LHRREER—NERdity flagWES
(*)o Build image %W EH t2 £ RAERAYIE R

RTERNXEFE RN R TAEE NREEHEXEXH, NEERNHRE, NREE EWXHKRE

., MXHBUES()FFL, XAERHTEEEXEN., RERATBE * LAEFAXENEFNFAR
=

EE: —HAXHHIBRAESIIXFER,

BESERAEN—ENEEREN, EUARFEE/LYHTRETERRS, EEXXHNEERENRZH, XHHE
WA ? (A5 ,

Update files &4 A F B AT E XA HATHIA
3t F EdgelLock 2GO EAEH|, EE L1£%F] EdgeLock 2GO FRE B[N EN B4 HE —NExR.

5.2.3 Build script hooks

Build script hooks & RE£KK X #H T HNHEEGKERT. Hook MIAEMEM AT 2 BT ITHRE KA
Ao RBIRERREZXMHE workspace FIE T, BH/E, FEATAHPNARCE - HITTHITE
Ko MRXHEFHE, MENESR, BHEFITTXMH. EZFE, S5 Script hooks.
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5.2.4 Source image formats

SEC XM T /L& HIR image FF#3N: ELF, HEX, BIN 5 SREC/S19 (S-record) . X%t image 25
BRABE—NHBEHAFFENER, XTHEEEHE SEC AHTRN (ZRNHEBMALWAR . BiUESR
RAZRACEALERENEN,

SEC T E#B2 4T image UMK READO K, BN image BN XIP HRIFBiritutt, FES19XHFERAF, AILE
RIHAOR, MY TFHMERX, A\ORKRENPHEERPREN (HLPETEERLATN TN ARRF image B
FL o

FFRHLLIEEE, MCUXpresso SDK RlEEEE FCB EEM A /E3) image. SEC TEX#ZFFAI5]S image
HwoNEANESD (FCB, DCD, XMCD #%) , HERAXERIRWEFHH T 5|S image. —EAJ/53) image
WikF, BITERESZ image, SEC RARMEABSEDHEIAXEE, MEBHIA, NWEHEE.

Configuration Helper X

It was detected bootable image and seme items can be reused from the image.
Select which of them to reuse and apply to your configuration:

Set start address to Ox&0002000
Reuse DCD: source_imageshevkbimxrt1030_iled_blinky_ext_flash_with_fcb_and_dcd.dcd_parsed.bin

Replace current boot device with FCB: source_images\evkbimxrt1050_iled_blinky_ext_flash_with_fcb_and_dcd.fcb_parsed.bin
Ensure FCB contains read, erase and program entries in the LUT

- Select All | | Deselect All oK Cancel

Figure 32. EiE8IF

5.2.5 Additional images

EREEAFAFEERS 8 MHF image, XY image ENARERF—REABSEFEHSE. T iMX x4t
BE, ZNEEATFIEERS 16 NAF image, AL ERIHFIENFHAREE, TEHEET () BURT
image %=X, ©13F AHAB image MEMAERZETEMN.

EEUREEAEIN, B—TRR—IHF image., JIRKREA image WA B EIIRE. B NhBEMERATUET
BRTPHT, BRiMXIx RIIZANMELERE N NAREF TIIT image RE 7T HRiE—1 image, 1% image
LABEHETEEDIEFH. BR5IS image 55, E{T image WIRFH A LB £ EAKNE L/E TFEFLER,
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Additional User/OEM/Data Images *

Enabled Image binary path Target address

P PO

Image 1 0x 00000000 i

Image 2
Image 3
Image 4
Image 5
Image 6
Image 7

Boot image 0 source_imagesh|pexpressa33s36_led_blinky_fast_int_flash.bin

DHDDDDDDH

Boot image 1 source_imagesilpcx presse33s36_led_blinky_fast_int_flash.bin

0K Cancel

Figure 33. Fis\iY /A F~/OEM image Bi&E
B hn image B9 B8 A 3% R4 -

o HEE =/ core %l image
 J# B bootloader ¥ N FAFE/F image
o MINER ST hn = 3 I B HE

5.2.6 Firmware versions

Firmware Versions X iZ4E 2 F LB FF ERRY . 1 Firmware Versions X iF1EH, 1§E image WL EMIER
2 EMHRAUR AT EIRRFH CFPA = fuse HI{E,

Firmware Versions (Anti rollback protection) X

Secure firmware version

Image firmware version 1

B 5et minimal firmware version 10

B Enable non-secure firmware version check
Mon-secure firmware version

Image firmware version 21

B Set minimal firmware version 2[:

Figure 34. E# AT iEE (LPC55S36)

BIER (R2EHFRANFELZEEMHRDS) ATHRENEHRA, £ SB X#= AHAB image EZHH, FR
#& CFPA B (EEMNMAMAETRAT CFPA HHVESME) LB fuse BEAERREXLERAK, T2
B iRAEEH ROM 5| S HBEKEN Z 2 image R4S,

EEFRR2EHRANERTEN, TUEAREM. FREEHRAERRN ZFIFEREE R ZEET
N

Image E#H R4, LRI EETZ 3 image PF/HE SB XHH AHAB image P ITRE, ZELAKRTH
ST RIEE MR,
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REREEFRA. EE CFPA & fuse FEENRIEEHRAUE A ERREYF . RELAKXTHETHIEKE
HhRA, MRKRIEEZE, "L OTP/PFR configuration XYiEERIEE, tBAIAEABRINE,

5.2.7 XMCD configuration dialog

REBIR AT NN XMCD BEXSH. XESHEETEEN XMCD AF#EO, ALRE:

« FF HyperRAM/APMemory B9 FlexSPI/XSPI # 0
» SDRAM BJ SEMC #0A

1% FlexSPI/XSPI RAM 5 SEMC SDRAM &, AIEUEN 3 image #lE LAY XMCD Edit #1517 XMCD
YmiE B AR

Import &4 M YAML 2 —# &3-S A {LEE. Reset to defaults = L FIREIZBINRE,

5.2.8 TrustZone configuration file

MCU # TrustZone RHEXIIEE AT UBR Bait M ARFLENKEH#THEEZ, MAR ENABRFRABERE
1788, MCUXpresso Config Tools 19 TEE (Trusted Execution Environment) TE A FESH TZ-M ik
UMM SEC A, RBUTTREINENRFINARER, SH TZ-M XHHFERINE N AREF image Fo

EHE, SHAMS A TrustZone X4, HEMITUATRE:

1. #TFF —4 SDK 6
a. 3XH MCUXpresso IDE:
i. #£ Quickstart E#R*F, i£# Import SDK example(s)...o
i. ERES AT,
iii. 7£ Project Explorer H, IS ANZEIREN L TXHEE,
b. kB MCUXpresso Bt T &.:

i. FEFFIART, 1£3F Create a new configuration and project based on an SDK example or hello
world project.

i. TE—NFHA TrustZone (££) WIH,
2. T TEE T &:
a. £ MCUXpresso IDE A:
i. £ a2 B, %IF MCUXpresso Config Tools > Open TEE,
b. #£ MCUXpresso Eti& T &
i. £ Config Tools Overview Hi%#% TEE T &,
3. #%$% Security Access Configuration> Miscellaneous , 7£Output type THHE 5K Hik#E ROM preset.
4. REEERENEXEBNZ XK (FEZ#18, 5% MCUXpresso BETERAFFM (f@E
W) document GSMCUXCTUG
5. £ &L b, &3F File > Export > TEE Tool > Export Source Files,
6. 7£ Export ¥§7& JSON X # T & X#4%, =i Finish,
7. M SysteminitHook(void) B ¥k il Bk BOARD_InitTrustZone(). RN T ENAREXH (f
#n, hello_world_s.c) HH tzm_config .h kXS EEH,

®E, TIEHE SEC MEAMEZR TZ-M-preset JSON ##E th o] LA 4E TrustZone FELE # —H S [E
o RBERFENERME sample datal\targets\<processor>\trust zone template.json

¥E: TrustZone BIREEFE EARMINTIRENFFRET . RNERF SAU M AHB B, FRAERE
EANFEREESRE.

T &5 JSON X#/5, AEME SEC RS AE:
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1. £ SEC #y sz #2 &, %4% File > Select Workspace ..., FHi%#F—/ workspace, =¥, BEIiL# File >
... BIE— Workspace,

2. 1£ Build image #1E ", ff Boot type 1t} Signeds, Unsigned with CRC,
3. f£/ TrustZone pre-configuration T#I%l % Fi%# Enabled (custom data),
4. Hi5 Browse SHAZ|F## JSON XHEFEME, %1% Open BL& A,

ALER YAML XA 2 JSON F TZ-M Fig#iES A SEC,

New Workspace

5.2.9 OTP/PFR/IFR/BCA/FCF configuration
BENERE R FEE:

o —RMTA4RIE Fuse
e PFR XiZHY CFPA #1 CMPA T1H,
* IFR XiZiy ROMCFG/IFR @

* Bootloader Configuration Area (BCA Bootloader Bt & X i3

* Flash Configuration Field (FCF Flash Bl & FE&)

£ B EX FHER:

« K& SEC EEBMNEE
o MEEMNAEREIMYAEE

- BENEE

* BIERE (WIHEEIUER T — £ fuse X))

# OTP (One Time Programmable) EEH, AJEEH# A fuse. £ PFR (Protected Flash Region) Et&
, AIEREBEMA field. XHEENANBEBURFAIERHLESR.

v

Tree controls
Y |Editable

~ CMPA o CFPA + OTP

Field name

= Configuration

SPI_CAN_CFG
USB_ID
BOOT TIMEOUT
DCFG_CC_SOCU_PIN
DCFG_CC_SOCU_DFLT
VENDOR_USAGE
SECURE_BOOT CFG
PRINCE_CONFIG
PRINCE_SR_0
PRINCE SR_1
PRINCE_SR_2
XTAL_32KHZ_CAPABANK_TR..
XTAL_16MHZ_CAPABANK_T...
FLASH_REMAP_SIZE
FLASH_REMAP_OFFSET
PRINCE_XOM_0
PRINCE_XOM_1
PRINCE_XOM_2
RoTK_USAGE

£ FLEXSPI_BOOT CFG
FLEXSP|_BOOT_CFGO
FLEXSP|_BOOT_CFG1

= IPED
IPEDO_START
IPEDO_END
IPED1_START

@ Stotus: No user requirements.

[] Advanced mode

Figure 35. OTP Bl &

« || Q Search

Offset

0x0004
0x0008
0x000C
0x0010
0x0014
0x0018
0x001C
0x0020
0x0024
0x0028
0x002C
0x0030
0x0034
0x0038
0x003C
0x0040
0x0044
0x0048
0x004C

0x0080
0x0084

0x0090
0x0094
0x0098

Write  Generate script

Current value

Unknewn
Unknown
Unknown
Unknewn
Unknown
Unknown
Unknown
Unknown
Unknown
Unknown
Unknown
Unknown
Unknown
Unknewn
Unknown
Unknown
Unknewn
Unknown
Unknown

Unknown
Unknown

Unknown

Unknown
Unknown

Clear CMPA

Required value  Default value

0
*0

0
*0

oo o oo o

0
*0
0
*0
0

0
*0

0
*0

coooocooooooo

0 0
*0 0

0 0
*0 0
0 0

Value of the selected field

BOOT_CFG
Current value
Required value

A Witeficld by

Bits.
Current value

Required value
Bit-fields in the selected field

Bit-field

DEFAULT_BOOT_SOURCE
Resened
DEFAULT_ISP_MODE
BOOT_SPEED

Resened

ITRC_ZEROIZE
ASRT_FATAL

ASRT_RBF

ASRT_ISPF
BOOT_FAILURE_PIN

Field description:
Boot Canfiguration

31(30|29|28|27(26|25(24(23|22(21/20|19|18|17|16|(15(14|13|12(11|10| 9 | & ( 7 (& | 5

2?2?2222 2 22222722771 27?732271227121177217?72
T T T o ow h o -
Bits Currentvalue Required value
02 7 *ISP_PIN/0b00D
3 ? *Reserved/0
46 ? *AUTO_ISP/0b000
78 B "5YS_SPD_CODE/0bOD
9:18 ? *Reserved/0x0
19:20 B *NO_ACTION/0bO0

21 7 0
2 B *0
23 ? *0
24:31 B *0x0
Read Actions for the active page oK Cancel

Actions for the field

Default | Current to required| | Fix

HEX

Unknown
g Locks

Lock after write

4132|111
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EEXMFEPHTEEREFIENBARALN —E82, Advanced mode BR%h,
RBEEOSES=/FEXIF:

o EMIFRA fuses/fields IR
o Pk fuseffield KFAEEEAMN
o RHEENEED

AN ER XA T E A AE R 2 B a1 TR E,

5.2.9.1 Table of all items

PFR B.EX##M/NUE: CFPA (Customer In-field Programmable Area) 1 CMPA (Customer Manufacturing/
Factory Programmable Area) . IFR ELE X #F# 3 ROMCFG (ROM Bootloader configurations) % IFR K&
W, BINNHBEETHCH — N FRIIK, IEFERIUNMHERNEAL., £ OTP BEH, FE fuse MERE
BARR, WP EREALKEEA, AMEUENKNAGIEATINRNERXER (NMRLERLECERZY
ge, M—3|7] ELEER) :

Name : ZWBEMARTRE. BEAHARTLTT, AMMENZRENBIFECRM. AXZRFABFENTD

, #28N Preferences.

Offset or shadow : FERitINREBERE FHFRUNFEEE

#:. TBERKEKS| (blhost I58) Fuse S0

RW/O : MALERK RN/ E/REVNRS. ELSHIE, ESH Locks,
Current value : M EBREVBIH HEIE (+RB#HD

Required value : SEC SiHFFIEMN T+ A# 4B, SEC RMWENE®RHE R, RAEHE Advanced mode T
B8,

Default value : IMBEMEIAE (+#4F) - EERFHE.

FE: EEEIEE (KW45xx Ml K32W1ixx) £, BREKXT 32 uH fuse, 4l 256 (v ZAF 512 ML ARASTTEK
B8, XK fuse EREXRTPH/LITLE, HEFAH#ERE| (fuseFB)) »

5.2.9.2 Tree-filtering toolbar

AIUMEE RERNPHTE., ETHIRPEMENNTIERXE, ETERRDEHE B, LA SUERXAKERE
RUENEF,

ITEEEREER M, TURFRITEBFREL.

5.2.9.3 Item editor

EXNEFENEN, FERFHETME MU THEAEE:

P A#HHBE RSN E BN RS

EESNH RS

e &R, FEA fuse LB (S Burn fuse/write field) o
DI E R Y MR B BN RE
DS E R E R MAED B BN RE ((XEHIE 29 8 uEeh
* AN REEIR (MBYH, fuse, field, bit-field)
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5.2.9.4 Buttons

T AT X AL B #4714

Lock after write checkbox : EAFHIEIME (152 Buttons).
Default : iR i%31 B #9 F 7 iR BEH B A BRIAE.

Current to required : EH Y TEENFIZEE.

Fix: BaEEETHRE, BUERRERBRAGERE - MORE, MRESNEWAAEEE, 238
MREHPZ—,

BHEPBUTRE:
Advanced mode : Z[7] Advanced mode,

Burn/Write : JFPIEREEE ANEEMNLATESS, R Advanced mode FTEA. x&: HiEEMFERA. EXESR
¥R,

Generate script : £KHARKEREE, ESEAFER, BRIAMBERT, MMENEBBEEAMABEA, RE
Advanced mode /8 M.

Read : MEZH BHRLERFENAMARNMERSNHGE, JUMNRGEERIELERZ PIRELBCA M
FCF HEM1{E.,

Actions for the active page : LR ETXX%E, HPIESFNAT L8 Es WENIRE.

OK : EFZERIHIREZE| Write image,

Cancel : XHAMEEMFEZER.

SERENRERRHELTIE:

All current to required : EH L NHMNATE L TEEATER, NALSESHNTER,
Defaultall : MIBRFIERF ERANAAEDE NAMRIAE.

Import ... : Ll JSON XH XS AUGSHNEE.

Export ... : FFHAEES KN JSON X,

5.2.9.5 Read from connected device

£33 OTP/PFR/IFR/BCA/FCF BLE TE 2 Hl, BIIE Connection WFEFTRER FREESENIERE, W
R BFRE FE flashloader (RT10xx, RT116x/7x. 1 RT118x) , ZiYTE Write image #1EF K7 Start
flashloader, TR AILLERZEINIBE,

BRETEHHE, ©LREHMNCEREME fuse B, XANIHEER LR, A IEEMHRER Read 5%
o Preferences 3 iFEBE —MNMETURE & ¥R IRBURHE,

FEERESEUATSE:

1. EEVBISR K HRLE fuse R ATEM

2. EEEHF fuse B

3. RMEANMEY (MEERTLAERE EFZiFE, S Locks)
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5.2.9.6 Required value

FitEEXMEANIE (flNaefitE SUEEREER, ERWIE, RIAMERAT, BELEEEMEE
BE-E7RF* (ES) ; WREBIAMEER, WERNR displayed as *<value> (for example *0), T LB I TR
EEXLT HWIREE:

o 32 32 U T ARHFIE

* BRI, K Bits table 5 Z{THERTIRG, NERFREBBMNZNLHBER,

* BENFR NYEFERESMLFR .
NFREME, EAMMNTASIRDERE BURREEN THBZHHAHS F ox 51K .

* NTHEBY 32 M5, EEREATARFZRENEREE, tARHZRERTIFTFS, ERF5E
NEAFHBFEIRF — 2.

5.2.9.7 Burn fuse/write field

£ OTP/IFR BLEH, AJLALERKEE Fuse REAFERHIR:

o« EARIA
« EAR AR image B9 SB X1
* BLE FW AT LAR R % HSM SB X =i ElEHi R F A B SB/BIN X4 (BURTAER o

AARMBRTEE, flM, WRERATHFHFER, WAERAEMEDR,

5.2.9.8 Locks

REE OTP BER X e ABIRMIE Fuse, BIfETE Fuse WiHFIRE - BEREHERS, BIMLMETT XA
ZREWEAN, ENERNEECEBREAZLEN R, ToWEHR HtATIFRROMCFGERE, ttit, BiER
EENROMCFGRNEALRIRSE, BABMEFTHRABREA—IR. B, ZHEAT IFREE. tba, 81
EETX IFR FRNEBHRRE, BAEN 4 ZHTZRAEEA -,

SEC XML 2 gy 81

Global : EEERMMRKELT, BEWN LOCK, ZEREMAT/LNEM Fuse Y FFFaR. B, BERRE
BIOEE, SMEBERH T Fuse WHNIFF,

Individual write locks : X TR LELIEES, TLUUARNEAN Fuse REES, MEB, HLY Fuse REEE— X B4R
EES, XM IheE#E S RN Lock after write £1%4E, WL THEHAEAR, Ik Lock after write EXXEHL A TIE R
B ANROMCFGTIHI B AR &,

IS IRASTEIRBUREHREERH .. RSETRE fuse R, BEM4KHE, EXLF|H.:
R: &R Fuse E8IMVIRFAS

W: & 7 Fuse BHIFRES (£2REHMMNENEHNAESRKD

O: &R Fuse BEHHRE

DT EHRRRBRRES:

BURTS

B 5 iR

FTEFR Fuse F X3 A 8L,

a BRE R
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E3p7N IR
0 Fuse &) &8
& Fuse 58] B 8

Lock after write checkbox S iEERIEFTIE fuse ZIA/B AREH,

o Pk fuse TXFEMNES - EEREHBZRAHBEEES

o fuse EE—RBEARYAPE --ERELEHH Hiks

« BAEHRT%N - EXRERSAN

NFEE NS RIMESN Fuse, M TERFSHE R Fuse RFH Required value 5l
By E 481

A 188
BB fuse 3T 2 MM BB

£ RT116x, RT117x, and RT118x &b X288 T340 M R lock after write JAZS, HEULENME fuse BESIE, thATEESR
TARPE,

B UE
£ Fuse WEBITH H H Fuse BEIRATELEENHERT, OTP EELRE—1NESE,

5.2.9.9 Calculated fields

BEFERINFENEBS S —MIFRIVEITESK. flum.

« —NIMERS - MINERVEREE
o —MUEEERME N EMAVIEN CRC B3

LI AR BH X HRIT, EFEETEERREEITERENFRENERL T2ERHER. AXBIENEZRER
FRNFAEE, FSATHNET,

5.2.9.10 Validation and problem resolution

BLBZHREMRIEATHRE, NESETE RS, FREWPNERUR (MREPZTE) FHES 0 PR
BRESRTHERRETR.

BITS friEdR+, REZMBAXMNUSLERAE, EAVEIREHWMUE (5l 0, REMENMLE XE
WMEE R,

FNFFREREE, YRESATLAEA Quick Fix 24, XMREEEFHETBE AMNFIERIE, WRTE quick fix FFfl
HEXR, UBERFIRENEFSENHE,

HAEREMW S RELTHE, REARQEREEEEUEAMAR,

FE: ATREBEHEAGAPTHDE, BRFRAIVUEHFRRZFFHEHERTRNEEN OTP/PFR F&—
B#mE. FHARESER, BU—BERLBHEHRRIE, AXNXEFEFERHTHRE. XEFRINWTEBERRE
SEFAREDEILERTRE. E—LFAL, XEFERTERHRNBFRCENL - flm, £ LPC55Sxx 4k
EEE, DCFG cc _socu PIN Ml DCFG CC socU NS BEFROSELARBRENFHERPIEHMF RV
RE, UEREBERENN. AELFFRTEIESEN, Fix Problems TEFABHMITHAR - bRER, F
FRNEXAFEEESLERNE,

MCUXSPTUG_25.09_ZH All information provided in this document is subject to legal disclaimers. © 2025 NXP B.V. All rights reserved.

User guide Rev. 18 — 10 October 2025 Document feedback
41 /165



https://www.nxp.com/pages/technical-documentation-feedback:WF-TECHNICAL-DOCUMENTATION-FEEDBACK?tid=pdfwf_MCUXSPTUG_25.09_ZH

NXP Semiconductors M C UXS PTU G_25 09_ZH

MCUXpresso Z£FlE TE A 1R v. 25.09

5.2.9.11 Advanced mode

RINBERT, BUHESUSHEE R A Z| workspace iR B X4 FEIAAF, HtEE5W/E3) image —&£KEE., R
M, BERAEREEL MR fuse B, EXHERTRIAUEATEER, SREXTRBEE T2 L0
A, e

s iR EEEEEANEENLERS (FEZitlE, B35 R Write/Burn)

s EREEREBNBIA,

* EUFIEMLENE, BEER SEC-PFR Bl EFRHE

* BB CMPA E ; FHERIAMER A TEA CMPA TEH

A, —ERBUMELEXMER FTAEZNLERS PR CXEETERN NXP ERA) .
SREETHENATHA, Hit OKZHARZERAN. WEER Export R T 62 M & & 176 BN X,

XE: SEC IAXKNERIFERTNZEESRER, ENATZIERTXENRABM,

5.2.9.12 Write/Burn

EANGRERERMEREAREIEENLESF, SEMEY. KRERERUTESRAK:
1. N IEESiSEER Y Hi{E

2. FEEWIEEZ

3. EREA
4. BATHZA

iBfE, RRBRERTTEN. B
s FAREMAWREENE

- FAREMBEWBENTE

s FARERERSHAAERE

c ERBEANREMAAREANR

KeERMAERMEIZA (Burn and Generate Script) 2HEX5HIH:

* RERERNEENLESRMILN. R Fuse EE D Fuse HBIE, Nl Fuse T2#HEE, X T CFPA
CMPA, ENTTERBEHEB AN,
BE, ERBARARERE HAER EER.

* BEBETHE Fuse WEBLE. WMRE(T Fuse BELWKEE, ©HRESKMK.

5.2.9.13 PFRI/IFR and OTP differences

OTP BLEH M B HFi A Fuse, METHE BB HF A Field,

OTP BLEH M Fuse BETUREN, FIARILUEERMREE, IFR ROMCFG BlEH M FEH 16 FTRE
A, HEAAIEEDTRAN 16 FHER, PFR EREHEANR @, FAIUANREEREE, FEARIAE.
3 Fuse IF8{F burn fuse by &I,

Fuses, IFR FE&# IFR ROMCFG # R X 81,

* CFPA, CMPA, BCA, M FCF MEAMZREA, 1 ROMCFG R IFR FEBRREEA—X,

5.3 Write image

£/ Write image LB image EAB R ZHEHEE Fuse KM Z2/F3). write image T E A E R L AT RE
—MNERE, XERES - LEMBBEEE L —REREPER.
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sssssssssss

\\\\\

aaaaaaaa

Figure 36. E A image (LPC55Sxx)

5.3.1 Controls on the write image view

Use builtimage : RE, FEE Build image AR 5 H 304,

Bootable image : EE A BRE&EN image iR, X4V BEBETAERNBHXE, cRRATIE
image B9 BIN A TR £ =H HIRXEM SB, =it #| image BAMETH# FCB 3K “nopadding’fZ=, B} FCB
REEL NS BRHIEAN,

Additional input files : &'~ Write image IREFN WA X Y. ABREURTAEEE. BIRBEMEMIRIED,
RIAMBER T, AAR Buildimage RENHH 4, ETLUER Import HAFFHF/HENNHFEBMRNEENX
#,

Start flashloader : R FERIEEZNAERR EBI{LFZ 3 flashloader. MEF B T RHFZEHEME, NE&BEH
BIIEX F flashloader, MREBMNHTITHEMA blhost, XFIEEER.

Test life cycle : ITH TR BN EREGAHRESHITEFE, IAFCEEENETAPRES TN HLEERT
B, MEEER fuses, SFUET Vi BFIR N 25 =7 KR,

Disable flash security : T —/"XEE, AP UUEEFEERNEAXREARNETFLZL. BINEHATUM

FCF ECE. AJ/23) image FIRE, WAILFIHRMA. FENAFEALENRE—F, TURITHEZRRKERE
MNRTF,

Write image panel : & OM AN, & Write image Hik, E+HEE Write image IZHME AB AR XHE.
Generated files : Generated files EI#RE B 5 Generated files. tH R #Y ThEE,

Write script hooks : Z2EE AR ITHIEEAM hook BIAMEMR. REIFRERRZIMHTE workspace i
T k. BHE, FEATRMITHNBTE-MNFIXGHTAHTER. URXHGEE, FEHER, 2EHEF
X, EZi*1E, EHZH Script hooks workflow,

K7 Write image #8281, BERERSEZHRENISPEN, MRBEAMART TEMATTERE, WaH
- NEEFAEENBUAXTEE,
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5.3.2 Manufacturing package

EF@R—INZIPXH, SEEAMANBEAREMBENMBEEMXY, SHIRITIHIXHERER I #1174

7=, Mi Write image 71 LAY 34l Create manufacturing package ... AT ABIZE>~ S, ZXFEESIET
ERB P IT T HIR,

A= H, TLAEHA main menu > File > Import Manufacturing Package.... § A Manufacturing package. &
%i#15, S Manufacturing operations,

5.4 PKI management

PKI management 1 B & RA TR image XMHEZMMNIEHIIR, ERNBATUESHUENEER. PKI
BB AVFEK:

» T image XFIAERY 22 4R

- ATEERENZEHA

* AT EREMRIE (Debug Authentication) BYZR4A%Y

*MCUXpresso Secure Provisioning Tool version 25.09 - C:\nxp\SEC_Provi_25.09000 - a x
File Target Tools Help
LPC55569 wia USB | Boot Plain unsigned ~ from Onchipflash | LC: Development = Dbg: None /’

Buildimage % Writeimage " PKI management

- [5 Authentication keys Image authentication

\..E9 Debug authentication keys

{_ B2 Debug authentication certificates Generate keys...  Add keys...

Re-generate certificate..
() Use sign. provider Configure...
Debug authentication

Generate debug key..

Create debug certificate request..
Generate debug certificate...
Open debug port...
Import/export

Import keys... | Export keys...

Log Clear Detach

Status of the operation: Success: Building image

Status of the last operation: Cancelled: Export the current workspace

Figure 37. PKI management T E(LPC55Sxx)

5.4.1 Generate keys

ER XM image XK T —4H Public Key Infrastructure (PKD) iE$, SEC TEBIRFEEEE T PKI 3
BEBHERTRE,
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Generate Keys >
{®) Create new CA (0) Use existing CA
Private key Browse...
Certificate Browse...
Key type |RSA ~ Key length 2048 -~
{:::}Advanced
Serial number 12345678 Password phrase | test
Duration [years] Mumber of keys 4 w~
Generate Cloze
Figure 38. 4 (%40 (RT1xxx)
Generate Keys *
Certificate chain | Chain RoT + IMG ~
Key type RSA >
Key length 2048 A
Preamble Revocation Mumber
3CC3 ~| | 0000 ~| | ABABABAB
Resulting serial number: JCCI0000ABABABAR
Mumber of ReT |4 w
" Generate Cloze

Figure 39. (£ X RSA %4
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Generate Keys X
Certificate chain Chain RoT + IMG o
Key type ECC &3
Key length p236 =

Certificate constraint | 0

Mumber of RoT 4 w

«" Generate Close

Figure 40. 45X ECC 4
Create new CA : fEALEIN4E R EFIUEPM AV (Certificate Authority) ZhEERIZE4A,
Use existing CA : 1ZET~ RIS AERAFIEEMNCA, Certificate fl Private Key %718 PEM &3,
Private Key : FAfASCHBE#R
Certificate : F 3 HFBEE
Key type : &FRERHNFHEE,
Key length : EFERNBEHRKE (B bit HEAD

Serial number : AT R4S E. LPC55Sxx Ml RT5xx/6xx L RSA R4AFFEH=ZHoHK: ISB.
BENES, B9 1ETE OTP/CFPA F RS F R 1T,

Password phrase : FREESHERF LR CA.

Duration [years] : REIEFHNERE (F£) . X TFXHFENLESE, SNATZEEEN, RIFENEEESP
TREE BRI,

Number of keys : IRBEELE KM RoT (SER) ZHENM . IRFNFEAZHABUREENERIAMERS.
Certificate chain : 48R E.,
Preamble : F%|SMHI%, AHIEEE

Revocation : F3SHHEIEF S, 16MHEHID — EREEZE L OTP/PFR (CFPA) Ay IMG_REVOKE FE
TE,

Number : FTFH—+riRIER/ZBHANFISFHHEER.

Certificate constraint : i T#(% image £& %40, BIE OTP/PFR MV FERHITRIE,
B> Password, Serial fl Duration T E ZFMER, HSH OpenSSL X,
EEMBZH/E, % Generate i, BHRERMANHEFE REHEEOP,
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Generating Keys (Chnxp\MCUX_Provi_v4\bin\data\targets\LP C535620000000000010000000000000000000\ gen_scripts\generate_keys_win.bat)

Generate key: ROT1_p25é ~

The key pair has been created:
Ci\nup\MCUX_Provi_v4\bin\data\targets\LPC555690000000000010000000000000000000%keys \ROTL_p25&.pub,
CiAnxp\MCUX_Provi_vd\bin\data\targets\LPC555690000000000010000000000000000000%keys \ROTL_p25&.pen

Generate key: IMGl_1 p256

The key pair has been created:
CiAnxp\MCUX_Frovi_v4'\bin\data\targets\LPC3535690000000000010000000000000000000%keys \IMGL_1_pa56.pub,
CANXp\MCUX_Frovi_v4\bin\data\targets\LPC5556390000000000010000000000000000000%keys \IMGL_1_p256.pem

Generate key: ROT2_p25é

The key pair has been created:
Ci\nup\MCUX_Provi_v4\bin\data\targets\LPC555690000000000010000000000000000000%keys \ROT2_p25&.pub,
Ci\nxp\MCUX_Provi_vd\bin\data\targets\LPC555690000000000010000000000000000000%keys \ROT2_p25&.pen

< >

Script running ... Stop

Figure 41. £ - HHE

5.4.2 Add keys

— B 7 Generate keys X FHERERKZR, ATLUA Add keys STEERMEA].

IMG key path : ZEAFRME IMG (ISK) Z4AH B

CSF key path : ZE4 MR INK CSF ZANEE.

Key : EARMNZHAEE.: BT image £EM Image , AT AIEZELAEED Intermediate
BXREMIEWNEA, HSH Generate keys,

EEEG®NGE, & OK WAMEH, AHFERE#HEEOT,

Adding IMG/INT Key (Chnxp\MCUX_Provi_v4\bin'datatargets\ LPC535690000000000010000000000000000000\ gen_scripts\add_keys_win.bat)

Generate new image key: IMGl 2

The key pair has been created:
Ci\nxp\MCUX_Provi_v4\bin\data\targets\LPC555630000000000010000000000000000000%keys\IMGL_2 p256.pub,
Ci\nup\MCUX_Provi_v4\bin\data\targets\LPC555690000000000010000000000000000000 keys\IMGL_2 p256.pem

n¥pimage cert-block eXport -c
"CoAnxp\MCUX_Provi_v4\bin\data‘\targets\LEC355620000000000010000000000000000000%keyshIMGl_2 cert_block.yaml™ -f
lpc35s36

BETH: al6a2lcbe70473340489724d953974d519456e3d44e473a45a9ffb1f8e3bIIL3

Success. (Certificate Block:
C:/nup/MCUX_Provi_vd/bin/data/targets/LPCS55€50000000000010000000000000000000/keys/IMEL_2 cert_block.bin created.)

nxpimage succesded

W
< >

Close

Figure 42. R 4AHE

5.4.3 Re-generate certificate

SEC TEAWEMEM ROTiEH, AFIERSRE (PUEAT RSAROTIEPR) , ERFIUEH H ¥ Re-generate

certificate... £, EXEESR, EFSH, EMFISHBAENER. AMEHHEOIZOXM4XP, K
REHE A,

BASHBELERSEHMER, FAUHA, FSRALE,
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5.4.4 Import/Export keys
BRI AEA Export ZIEES HAERMNZAUEUGEER. SHEADRK:

1. #£ PKI management &, %% Export keys.

2. EXIEES, EMEEESHZEMMNE, HikRF Select folder,

3¥%Z: Exportkeys hSHTHEZHEE, TENHEH, Hlm, AT LPC # SBKEK = RT10xx L ¥EE5#Y BEE
BAF®&4A,

B LAEE A Import THAENZHAS ARFHN THEZE H, ZIREE Y E Workspace F & 1724 5 Z4A F1%

B, NSANXHFPIIREFTFZLE, Fli LPC55Sxx/RT5xx/RT6xx ) SBKEK, RT10xx iy BEE F %

1. RT116x/RT117x/RT118x/RT5xx/RT6xx & % H) OTFAD Z4AEHE LA K RT116x/RT117x/RT118x HY IEE 4R
i,

SABHRSR:

1. #£ PKI management 1/, %% Import keys.

2. EXNFEES, FMETE keys MITEEF AW key EEH crts FHFHXHX, AFEEF Select folder,
ESAKRM SEC TESHHAIBEHHA:

1. ERFHELRAFFESHIF XGRS  BREANVBESES ANZAMETE,
2. ASANXHBZSHXARTNRS (ERESANER, £HES5 SEC TEREANDEIEMETE) .
3. \X#RFEAEH,

5.4.5 Debug authentication

REX# DA (Debug Authentication) Zhagky4b3E 8%, £ PKI management 3 2 E R DA %4, Generate
debug key #4152/, Create debug certificate request 1 Open debug port R 51 DA A EEN T B
Fl. Generate debug certificatet 25 & 3R iF % 4A# workspace /3 . Generate debug key 41 TH —
ANXEE, ATFRIZEBREHRIEZAX . Generate debug certificate request #BIEBIZ —MNER, ZEXR
& EE OEM, MATATBLAERKIAIRIER. Generate debug certificate IR E R —/ME+H, OEM EH ik
ZAHEENRFIERFEENNE. Open Debug Port X iEEEN A DAC E&EENIZZHTAR,

% EZi#1E, 15518 Debug authentication workflow,

5.4.6 Signature provider

ZERHBEFATEREENREBRFHITHORIE, MARFRELSBITENLHNRA, SERHEBFREER
BRI HTTP RS8R, AERRMKE HRIEAKE APl

— B % Use sign. provider £1%41E, FAILITHEENEE, BHARE, workspace FH Y BIZ AR B3
B XHR, HELERUEFRSSNAELHNRREHREMZLE, Signature Provider Configuration
WNiEEFRENEENERATHENBEEXHPMEA (cert_block, mbi config, sb config,

debug credentials config)e
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Signature Provider REST AP| Configuration X

URL parameters

Host: localhost|

Port: 2000
URL prefix:

Payload parameters

Key Value
key_type IMG/ROT
key_index 0-3
prehash disabled
Add parameter Remove parameter

Base URL: | http://localhost:8000/api |

Sample server implementations Test connection Rezult: not tested yet |

[]Skip image size calculation

Import public keys Cancel oK

Figure 43. SZARHEFEHE

5.4.6.1 URL parameters

BR%88 URL FFTEMS I

* Host fRFEB|MEN B IP sk, $EFZ RFC 3986 FIEENRT. BIWFEA localhost, BH HTTP BEAFL
2, NTFES—AITENNEE, BUSEIAREBERSES, BIZLEE (HTTPS) H#&XBEE.

* Port REWImOS, NER,

* URL prefix REST API 514, MEZBENFERAZFRE,

5.4.6.2 Payload parameters

HERSHIER JSON AHEENKEFRSBNER—EERE, SISBBHE —NRRAAESE NI E,

DTHBRNZIEREN:

* type - SPSDK A FiRGI&EZ R HRA,

« host, port, url_prefix- Fi T8 & RS EE#E,

o data - A{EBFERBEAZHNEZR,

* key_type - HH SEC TERARIEERBNMEM image R F4A ; THMENR IMG = ROT,

* key_index - B§ SEC TERARIRBINFERABNFAE, BER 0-3 BEANTHELK, BIMERETF ROT1 ->
0. ROT2->1, IMG1_1->0, IMG2_1 -> 1 AR ZARIREESE,
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* prehash - R RFERZETEHEHRTERERMEE hashe TUMTHIRERIEE hash % ; B, B
WEARIAE,

5.4.6.3 Buttons and Base URL

* Remove parameter A AN R FHIBR—1NSE, BIBREENSE. NMREFEESH, WHKRSE 1M,

« Add parameter AL EFTESH T AR KREREBERIN—DEIT,

* Base URL AL E RRIFEFIFESHEIEMN URL,

o Test connection ALK EZZ KEBERUNZRZEREBERHHIET,

* Import public keys ALUMREE RS ALH, BEREEZFIHK public_keys_certs’, FRFERMIRENE
signature\ provider\ key\ tree\ schema ##\ ##.json. i,

« Sample server implementations T B EX R RHEF RSB ROIH THK,

5.4.6.4 Signature provider server API

sign

sign LEBELAEBRERNLEE, ZIFRREZEFEATESHIEENAARTIENEHIE, %% ROT1 & ROT1-
IMG1_1 fEAZBEAK MCX947 LHZFERRHI: “http://localhost:8000/server/sign’json B R EK :

£/ ROT1 ZAXLFIEH:

{

"data”: "hex string of certificate block to be signed”,

"key type": "ROT"

"key index": 0

"prehashed”: "none if not prehashed, hash algorithm name if data is prehashed”

}

EA IMG1_1 Z4A 31T image LA

{

"data”: " hex string of image block to be signed”,

"key type": "IMG"

"key index": O

"prehashed”: "none if not prehashed, hash algorithm name if data is prehashed”

}

signature length
signature_length REIZXZKE (LFTREAMD) ,

verify public key

verify_public_key BiFFFEAMN LN AERS B[ LN ARAREBERERNZHRNT . L2AEABRBEERATE X
%, RSA Z4ALLNXP TR L%, ECC B4ALL DER B Kix, EMINN S R4ACERFALR, FEATIR
%}yo ﬂU%ﬁzEﬂﬂ, I)—]\uﬁ@“true"o

Z AP EERNBESHFEANBASEFHTIENZAREFERNE, N TAFELRKIUENIFE, KT ALLE
5 1R [E “true”

public keys certs

public_keys_certs 2 — M A[IEHIHR. MREE, EAFNLANEZREEFTEES A SEC TE, SEC
TEHEXRBZHRNERNESHRIEFFNH, ROTBHAMTIE, IMG ZHAENHF. MBMLEHM
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<install_folder>/bin/_internal/schema/signature_provider_key tree_schema_## ##.json Fiik, BE, AIAE
AT MNERZBR XN FEERNEAH, ERBHANR—NFEH. RCRARTFZESNFEHEFHRENEBAK
E.

5.4.6.5 Server examples

RS2 RHIZ SEC TES AN —E9 . BRSEFZIH Python BIARH], XLZEHIFE Signature provider
workflow 1T T #ik,

5.5 Manufacturing Tool

£/ Manufacturing Tool ] LA B ATEESI VN Z MR Z LB ERIR. Manufacturing Tool I BAM &%

1 HH Tools i E, ZEEEALUEN USB = UART = SPI 5 12C &2 4. AF REHXEXEHA

FX: Operation, Command, Connected Devices, Communication parameters fiz1, MBLAFEE X
EEEE, RMEtA Trust provisioning X1,

Manufacturing Tool, LPC55536, Plain Boot Type X

Operation Command Manufacturing script hooks:
(®) Write image Script write_image win.bat Browse...
() Apply 5B image

(O Run custom script

manufacturing win.bat

Arguments: blhost_connect {blhost_connection} manufacturing_task_no {task_no} £ Default

The following keywords in arguments will be replaced for each manufacturing task: {blhost_connection], {rom_cor
Trust provisicning {set_sdphost_baud_rate}, {task_no}, {audit_log_path}, {smart_card_reader}, {tp_firmware}, {phase}, {tphost_connecti

Smart cards Trust provisiening

Refresh Application firmware: | bootable_images\lpcxpresso55s36_led_blinky_fast_int_flash.bin |

Assets provisioning firmware: | |

Audit log file: | trust_provisieninghaudit_log_{}.db w Browse...
Export logs ..
Connected devices
Connection type: [ Do not use parallel operations

Communications parameters

Selection Connection Status Add
UART baud rate: -5?600 ~
1 I Remove
2 0000000000000 1000
3 ]
s I Buto et
1 0@1
Test connection
Result: Mot tested T
10
A There are errors. Move the mouse over the red control to see the problem description in the tooltip.
Start Successfully finished: 0 Reset Close

Figure 44. Ef-T 82

Operation : Operation Xifi @ &R KT EIRIENBEZ.

* Write image : #1175 Write image #HEM R, EFEAZF, 47 Build image ME 2 image, HH
Write image ¥ BT 8EE REfI4E IR

* Apply SB image : £/l SB (Secure Binary) X EFHILERMNIAE image. N T AZSHALESE, SB XH

EEWELZS image REHRICIELY, BIABER T T Workspace B9 bootable_images FX#*H, 3t F
RT10xx/RT116x/RT117x/RT118x L3285, HMF 6122 SB X#, EH SEC BRIFXEHE,
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* Run custom script: FABEMHAEE. REZMAEAR—NEIE NN SEC fiA&, #Z SEC S8 (57
BIEESH) . BHRES 0 M I,

Command : Operation KIFEFIEPHIRERSHE Command XIFER., REFTIERENTE, SBEEFF

&

* Script (Write image, Run custom script, Trust provisioning) : EA S B E LA KE, &£ A Browse
RHEEQ B E LA,

* SB file (Apply SB image) : SB M#HEE. EEA Browse HHMIEE X H.

* Arguments : REHEEANSHBENRER SR, €A Default IR AT UMEEMA EX, EE, SHHPRE
EREXRNAXEFIRINENIETESER, SUUEIERTIHRIEEHRNZTEXRTIIR,

Manufacturing script hooks : /& HlEM AT I 18 R 4 3R et A A AN E R, RERERTRIEZX

#1£ workspace FIEFFE, BiE, FEATROHTNARE - N XGHITHFHTESR. WREXHEE, 5

ENEE, BHEEFITFXMH. EZHIE, 1§36 Script hooks workflow,

Trust provisioning : EFIZERENEE.

* Application and Assets provisioning firmwares : FIHHIXEXHFBRENESE,

* EdgeLock 2GO APl key : AT i5iE EdgeLock 2GO REZ M FAEXBIEE, U ENETE
SEC_EL2GO API KEYo

* EdgelLock 2GO server: Test connection : 7 1FMlif% 5 EdgeLock 2GO IR 2SHIIEEE,
* EdgeLock 2GO product batch DB : AT&N™=m (%) MEM EdgeLock 2GO Z& M REIEFRKE

Connection type : ZZHATEFRSLERENBERFEO,

#phases : HXE—ZBRITZ IR, FBABEAMAN USB REFIRAIBEAEEERALETIL (BESH
USB path) . MIREAEGEIA X USB iE#E, NEAE S phases 1T, BIMMBRBEIEETHK, HEHR
TTF— M ZBIEH USB #riR. WSHAGFBEEERTHMERBEMNBEF BEYHE (BB ARAY F3h
B . B{EdisabledRRAFEAMEMN. BIVIEE default H, MRERE default B, MEAEITERRFE
TEHBIM R

Do not use parallel operations : EF It EEEATEAFIEIEFHNHTRE. WRRNBIHTHRELIVEM
B &, AIBAERALIhEE.

Connected devices : Connected Devices i@ & — N ERFTECEBLERNRERNR, ZTETURN
MmEFER USB EZENWLERS (REHLESER ISPER) o

5

* Selection : AFAFBRANRE ; 8MERBEREPEE. MRZLEREECHES, TRXEHRMFRF
ZA BB EBUHEF,

* Connection : ATAFPFHMAREBHRIER,

* Status : S REEFEZHRS. BERTERG, TUES T Status FIFHI K B RITFF BE

AT EEREEZENIRE:

* Selectall : ZZRHMATERBETRIAEREZ.

* Deselectall : ZIZRHAATEEERTRPAMEREZ,

* Autodetect : BZIRMEZIFIEEELBNENNERE. XREFMRZ. BX USB BRMNIFHE
g, &2 % USB path,

* Add : FEHRMEFMIZRE (ERERBM—NET)

* Remove : WIRHAATNREFBRIEENRE (BREENTT -
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* Test connection : AT (ping) PIEIRZEMIZRM. ZIFHEATEEXN UART, SPI M 12C&&EH, ARNE
XEgEh, RAUEBEFRE (COMEOD USB R HATFERBESAEREL 7TERE, Fitt, BWERR
PR AEZ BT NRE R,

* Export logs : AP #IEAES HAzipX . BRTSHMBEBEN, TS HSEBHN A,

Load KeyStore (Apply SB image for RT5xx/6xx) : £ Efk SB X # 28I M4 58 Flash fNEk KeyStoreo

Communication parameters : Si8ZFHEREEE. Baud rate M AN TR RPEER—NME, REFHE
E—ME. EZ#1E, 2 Connection,

Crystal freq. [kHz] : FA/EAESRB RN AT RENNER, XNXATF 1lpcprog TE,
Button bar : ZHESEIRERE, HERMEAESNEIR,

* Start : BIHFTEHBEENRE. SUAEMBHHERPARBENRE,

* Successfully finished : FERZL AR THNRERE. XMNRFLBFEE, HFMHEE Workspace H
MR E XX,

* Reset : ZEH AW EE Successfully finished it #&8,

* Close : ZIRHFZTRIFEEXAEFTIE,

5.5.1 USB path

EFfTESEMFEASEO, USB, SPIE I12C iEfE, BIRNEREINERUNATAZHIER. USB BBEATIR5
USB. SPI = I12C BE# USB &%, HELtTLAME—iRFIEE4RE USB VID+PID Hi&%E. ERBEERENTRE
MARE, USB RN AR A LAE SPSDK X4 #K Z,

BFTEXFEIUSBREESH, EEFREPRTRSREXTENR, REMOT:

1. EREERERSE L, BMIBEER, USBREHALHE,
2. ISP #=XTH RT10xx &:-¥22&% VID/PID #%& T flash loader M FAEF# VID/PID 2R,

EffE, BFITENBIRMTERAMERENMENSE =D,

S¥E: ISPEX THRT10xx1® % Sflash loaderR A2 FHIVIDFIPIDAELL, EBFRMVIDFPID, LEZIB#R
i, Xflash#1T4iE. £ ISP BXHPEBLAEEEN, BRNMNSERTH PID&VID iR %, R flashloader £
AhIBES FRBUER, NPFEZEERN ROM bootloader R, EFSERELRRE: ERNE—F, flashloader # L&
FAERFTEL, HREH USBRER, EX—$2FE, ITHEERHTHITN, EFTRE, &% flashloader
MARETFBCERES, FAIAEEMLERZH, REF2BRNE,

5.6 Flash Programmer

Flash {mf288 E EM HENEEMW flash IEVE A, H XA flash K&, TIERI flash, FEB NOR F NAND
flash, SDcard # eMMC. Flash 4ri28z ATAM S #2HHY Tools Hi5E], 4 IEERATLUEE USB, UART, SPI
= 12C EZFEN, HEXTLTF ISP ER (B TEAEBEMA blhost 3 Ipcprog ) o Flash RIZEF AT A

ARAEZBEARE LA RREENARE RIBRARENRIER, COTEREIEE, Ao+

HA ASCI XN ERNENERX, TEEFNNIIEE: ‘BB M BRI, EiEE—BRituSEERN
A&, B Address EFEERAMU, HE Size EPEERMEARN CAEFHEN) . i Read RN

MAEFEFIEREHETER, BEERETEELTA, NRBELAAKRLER, TENERBEINEIRNIFHEE

B, Flash REREONIREFLREE workspace 1, IIRTEXE, BIIFHER.
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Flash Programmer Tool: LPC33536 via USB, Onchip flash O x
Buffer Address 0 1 2 3 4 5 6 T 8 9 10 11 | 12|13 | 14 | 15 AsSCll ~
Address: 0x000D0000 0x00000000 | 32 52 76 7F EE 2D 71 RB 10 87 B7 53 07 BS TC 64 s2v27-g72275221d
Size: 01000 ~ 000000010 | ED BSE 33 40 73 30 S9E BF 38 C8 9C 08 De Fz2 25 22 273@3022872227%"

Fill ... 0x00000020 OE F% 28 42 5B 03 82 94 Be 25 87 42 CD C3 €0 FR 22 (B[?227%7B72° 2

Ox00000030 D3 34 50 C4 2F CB Cé LOE F3 E2Z 3D ES F7 EE ©4 357 PP/ PRRIRIERIIN

S 000000040 75 31 2D 238 €3 OF BB 96 71 1% 0OF 8D F2 9C 14 0D ul-2c?22g2227222

File on the disk 0x00000050 | 2E =86 F2 A3 E7 7D ER 3B 9% 01 4D CB 50 ES 2C &R 22222} 2;27M2P?, ]
Load.. S 0x00000060 0B 34 EB B4 LE 7 BB BF 3C 3E 1% 28 55 7B EC 2?2222 (U2
0x00000070 | 4E B& C9% OR 52 87 EF 1F &D 50 &8 0D 76 24 &7 36 N27?R??22mPh?vige

Target memory 0x00000080 | 57 20 B&é 16 EC 10 EF DE AC 5% 92 EB 00 CB 44 CB W ??227222¥2272D7
(@ Boot memory () Address space 000000090 | 90 &7 83 €1 O0E 0B B CF E8 57 €D 1§ &B CC FC O0Og 27282722 7HmAL? 27
0%00000000 - 0x0002DBFF 0x000000A0 | 05 F3 3R EC 9D 47 738 &F B7 1% CB 36 Bl 95 E5 &g 22:226x07226722E
0x000000B0 52 33 07 92 FB 58 F6é 92 Fg 27 CE DB 5% RZ 44 C3 ?37PRERRR 2T 2D

Configure external memary 0x000000C0 | 36 3F BE8 47 18 7B DS 2F D8 72 35 4D 96 F9 41 32 62262 {2/?r5M?202
Erasable block size: Dx200 | 0x000000D0 | 7F E9 C3 EC FE 2F Dl 47 FC 22 E7 36 63 B0 D§ FE 22222/262"26c222

Erased: 0x00000000 - 0x00000FFFE | OX000000EQ | F6 56 A3 S8 F3 78 17 DF €5 2D CB A3 48 Cé 65 CF 277[2x27R-77K7e7?
0x000000F0 | 3D 65 C% 29 87 E2 BC & F4 FB 4F 30 9% 67 00 E3 =222222£22002g272
e 0x00000100 | B6 78 8% RE 09 83 Feé 82 D4 FB 17 05 8B 70 1F 58 2{22222222222p2K
] Auto erase Write 0x00000110 | F7 67 B3 €A 30 28 DA R6é A2 A4 A3 ED TF AZ DI C8 29790 (2722222727
] Auto verify Verify 0x00000120 | 25 53 O0E CA 8B 53 Ef 2B CB CD BS OF 70 AE 24 A )52225242222p25Z
o 0x00000130 (C5 F5 05 D3 D7 S0 BB 20 24 6C B2 OB 38 77 A EF2 2222222 $1728wWz?
0xD0000140 | 55 9B 6% 7C CC 96 51 98 E4 6C 96 DO BF S5 SE 04 U2h| 22077122702
Baniehoc 0x00000150 | E3 99 32 DA 74 CF CS 27 20 7F 1C EF 36 93 99 B9 22:28221-2228222
Whole memory: Erase all 0x00000160 E6 &4 CB 1B Sh A3 BEé €3 4C 91 19 FF DF €3 FR El 2d?2222cL2722222
Search 0xD0000170 | 21 FB 53 E4 Bl S5E FB 5C §4 B3 BE ED O A2 35 LD 22522424d2222292
0x00000180 | 01 32 5D F2 13 SE 3D A3 56 &4 13 €3 2B 53 C7 4E 222222=2V2224X2H
‘ v 0x00000190 | E4 B9 55 50 21 AC 05 03 SD 52 5D 1E S6 4D €5 07 23UB! 227]R] ?VMe?
® HEX 0x000001A0 | 2E E5 ES E3 24 L2 4F C2 77 €E F3 24 C4 F% F1 -2224202wWn?§22272
Find Next 0x000001B0 | B2 BD CB 0OC 3% &0 87 CO SC 72 €E 5% F3 0% RR CC 227292222r0¥?22272
Uit 0xD00001CO | 98 60 12 08 6EA 62 83 66 CE FA C2 €4 2 €5 7D SD 27 22ib2£222d.2}]
CRC 0x000001D0 | FF 33 D1 2D A0 51 D4 ©4 1E 91 5D E2 1D 3E 4R 1€ 2322202222227>72
CRCE » 0x000001EQ | 25 AR ©CO DA 6F 42 €C 60 3R 80 SB 22 28 4C 4B 9B $2720B1":2[" [LK?
0x000001F0 | 37 D7 F4 26 AD 20 AD BS 5D BD Aé 4E 40 8% 95 DF 72787 227]27N0@222
l:l Caleulate 0x00000200 | DS 70 17 45 DB BS 79 8% C(E B7 FS CB 33 3C EB FB 2p?E22y?222223422

0x00000210 | 18 98 CE D7 BE 9% EE AF 54 10 01 EF €4 55 23 €l 22727222T272dV$a v

Close

Figure 45. Flash {Rf288 T2
Buffer : ZHPXRKKRNFN—FHD (BX , ZWONFHLEREAR KR, EFXHMBIE, KNFTRBE L.

* Address : EEZEFZERINERU, ZtUt FEETRE BIRNENFFRE &Rt

* Size: ZEHRXWANMEEMFZIVEAZDZFET, XHEK/NREIHR 16 MB,

*Fill...: TAAMMUANTE (F1, 2F, WNFEREV) EXIRXPITFE, EFFMNFAILARKiKHHD
o

* Clear buffer : BRI RIEH N size iRER 0,

File on the disk : X Hi& E 8§ SXH4# 1T INE /R FIRE,

* Load ... : FXHMEEIEAKX ; .srec M .hex XHHEHRN GEIAbIL) EL, HMSFERRBbUFESH
XS B R —# B3 AL, address RMZMNEH S RXPRFRtbE, size #§RBIZMEIER B —IB
AFEMEHR. MBENBESNENERX ETXXEH (Hlm, BHAXTUTE) , EENXEEHEES. MK
BEGIHIBHRIIE, AFBEZEXXHERMEINEFR,

* Save...: FERXFETRXH—BrREFINXMHF, ZEFEHXHFERLXR .srec, .hexHl .bin

Target memory : ZIREHX BN FRNEREAE, N +AHFEERMEAFNERFHBZEEE,

* Selection of the memory type : EFREEMNNMNF: Boot memory EETEERFERNNEHRBHNN
Fo Address spacelBCIEERMVEANbUEZEE, ATHUBEN THNZHAERENTEEHEE Boot memory, M
St Faddress space, ZIENBMENFELATM,

* Configure : ZREEBDEENTFHSE. ENTE BINFEE PHRENFHSERE, NRRHE FCBW7F
g, BABRENSRRE —SHZHIRME/DNATBRROK D, 25 RAZEENE Flash, FTXEFHWE Flash,
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* Erasable block size : EX&/NAIBHRK/DN, LETMFCBERE (MRAAH) , ENFTEHAFCBINAE
WEREEE PR, WRKRTETERRRAD, WEEITESEBRN KD,

* Erased : iZibubSsEFEN BRIREGIRER, utSSE APt A NEE, HESTEERILRX
Fo MREHFXKRESAEBRRAPXNTF, MEERES,

. ;ehadi:ﬂy}}\ﬁﬁ%‘%ﬁﬂﬁiﬂiéﬁiﬁlﬂE’\JZ’?&EJ«XLE?E%)EFIXO NFHHE ECC WIFMERRE, MRFMHI[HIEER, N
NEEIREL,

* Write : FNERXFAHWEBEAFMKEE, SHIEIM Auto erase M Auto verify,

. \ézeﬂrlgfé: REERXFHERESFEHSETHELE, TEENENALEERER, IERTEEREMHE

* Erase : EBBRTFMES, B 2EERE LXSFHRDATER KN,

* Blank check : REFMBREENZE, TXFMHNEB Flash,

* Erase all : BRI FMHER.

* Auto erase : BN, EERIETFEMEFERR,

* Auto verify : BER#EZHE, RIEIEFEXREEREA,

Search : EEFEXAFER—ME ; ZETWUTAFHFE CFF AA”, “12 A300”) = ASCIlI ("abc”, “hello

world”) MRS, REWEUERREER, FREUHERELLEA, CRC: TEEFEENFIEEEN

CRC,

5.7 SB editor

SBRESRIEERCEATEN NG, BEN/ILEREENBEN TS - HHIXH, SB HERTFEF SB 1%
: SB2.x., SB3.x., M SBx, HEZXZIFEM sB XHM device HSM SB X, AILAEH &S main menu
> Tools > SB Editor 537 SB 41825, HHFE—XITFF SB wESRN, HEIHEZRELEEHHE SBEEN
YAML X# (HEFERH) , SBRIERIERMS ASXHHIhEE,

SB X =2 fE A nxpimage = nxpdevhsm @ H{TEABFAERN, Hit SB mES[EREE YAML X #, ZXH4
AEXLETEMNH A, SBHRERE YAML BEXHME R GUI FHiEss. ERFAFRE (GUI) F, EXHFSYT
BE (SRELGTHNIEE) , XEFRBSWERNENMNE,

5.7.1 SB editor contains the following main Ul parts:

Top buttons bar : ZfEAFEE SB XHXE, §A, SHIERHFEE.
Properties : iZRE R FIEE SB XH4ERE M.
Commands : ZRAEAYIEE SB XHFRMITHHRF5.

Output : ZHEARATLIEEH H XM (BE YAML XH4FAERKE SB X#H) . View IZHE A TFEH YAML BLE X
HHEHNSPRERR DT, Generate IR A (BEFH) £RER SB 34,

Status and bottom buttons : AFSIEFIEIMBHETEMNZE, OK/Cancel RHE AT LILREAFEE

1R 1ZF) workspace # A LAx ] SB RS,

5.7.2 File type

SB 4B RR S IFOIE:

* regular SB file AR E L{EERN OEM BHHARY ;
« device-specific SB file i T i 2B ERARIFIVIZE HSM, B2l SB XHEE [ EERETTTE.,
B %i¥18, 12 Connection,

BHXARENBEUENSTTRTE, REIRXARBETELPMLIEE.,
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5.7.3 Properties view

Properties A A FREBEFEABEMNEESIR, WRAERITEEMIIREEEY, WAUEENEEE, A0
ETEMRESRR. IRAEFFIXIFIREYE, W GUIRETEERERR.

BHRERRTEUTI:

Group : RFMHZEBESE (XHESE) ,
Property : BHEH (Xfit5E)
Value : B, MEREEE, WFE—NEZFHHE, ZETURATERRE. B ; —STEET (T

R) , AFEEEERE (#rueltfalse) ;| XHBE
WRES ${variable} WENIEE, NI TEFXENE ; &N, eE5EHER.
BUHERNEREIERTH,

Resolved value :

5.7.4 Commands view

ZME A FEERFEE SB XHFH EXFTEBRLERFTHITHDTHNINF, ARHRENGS:. SRHT
MERDT. BRGHFHRBEE SB XMHHEANBERDTFI. XEBTREILT SB XHHENR, HFHHE
AREE YAML XHHRBERDSER. MESRSTHERNSTL. SRDTREEASH, FEAE
BEHNSHRTRESR. A, SRAMA-AHNENERASTERSAS S, REAENLEEHT. BRHTA
Mg M aanNELES T, RAEEEXLTEAGTHRELEN, ZHTF2FMHED YAML 1, MREFLRE
BRAURT REASS, NEALLET, EASRSTHIRERS S, BNSRSTRMEEEEN,

WENEZE U TER:

The command sequence : Z4{E SB XHHMHH IR, TAEREREER $ TEHIEFRE.

Buttons bar :

BZERATESUTEERHGSF:

®H i8R
= Add- FFPTiE s R I E H 5 F 5.
m Delete- M 2§ 81 51 B BRFTIE 8 5 o
+'s Move- 4 aIF5IH @ ERE T B AESR S,
X Expand- FER&GTF T BEERGTIIRF.

BERMETABGTHHI N BRDTFIMNERDT .

Variables : $ REXRTENBTSHRMEA. TUERZRRBESHELEIRETHTHNEE
NWEEFFTER) o

Selected command :

All available commands :
(BETEM

HHERE RATE S SRS,

Command parameters : FIAG TSR ALEGTTEHEDPNRFIEE. F-IRTHSERT, Hit
IRTWBHSH. NRSBELEN, WFEELSBEIR. SBENEREETAIERR, SHEFEA
${variable}, HRNXLETEH SEC TEREHTEH.

NFERHD, FEREERBATFRSH,
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5.7.5 $ Variables

NTAUNSBNHEREFHFEASECTERE, BHT s TE, XETENEHH s ZHEAK, BHAXES
FRK (FlE, s(fanily}) . TEATEUENGSSH. XTEMY, s TEBNSEBHENBIHHETE. FfE
FTENHRTUEEMNGSTELERE, ATLOTEETELRE ‘properties” WEERERAMETE, TEFRT
RE;ER, TUNBHRRESFBIBENRT,

5.7.6 Validation

FAIERABERESRIE, FAREHRLEREEAP, EEMK SB XHF2Hl, EA JSON BXKIE YAML X4,
WMREMBPIERY, WFEELERK SB X

BiUFEH SB X612 SEC T & workspace, HIEBES A SB RBSRHTREFT TEERE,

5.7.7 Creating a manufacturing package button

MRSBYXHNATE—AUEN (I ) , NARREEBESMEMEXHNEES, ZEFEAUERS—AIt
EH LS A, #2205 Manufacturing workflow,

5.7.8 To Manufacturing button
ZEREAAFITFHEE T B FOIEN SB XHHTHNATZMESR mMEFCEFES,

5.8 Merge Tool
EHIEARTAPRNESZ 8 KAFRHNEGEHK —K_ER G,
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Image binary path Target address Image size L
Image 1 source_images\evkmimxrt395_hello_world_s.519 Ox 02001000 0 3
Image 2 source_images\evkmimxrt395_hello_world_ns.s19 0x 08100000
Image 3 0x 00000000
Image 4 Ox 00000000
Image 5 0x 00000000
Image 6 Ox 00000000
Image 7 0x 00000000 il (
Image 8 Ox 00000000 | O 00000000
Unspecified blocks fill with:
(® Random values
O 0x00
() OxFF
Align total size: 1024 v
DSave as prebuild scnipt with name | pre_build_0
[ Apply the merged image as the Source executable image on Build image view
Output file path: | source_images\merged_image.bin v Browse...
OK Cancel
Figure 46. &3 image T&

ZEEATFRAFIEE:

Images : ATEEBNESHNEGHNERERN B irtt i RE

Fill pattern : ATEXRZEGZEZENER, HlIEYE. 0x00 = OxFF
Align total size : WFENESHEGRH RS

Pre-build script option : & T OK IZHANNITEHMA, BRSEEENAENTHENA, UEETHEM
R Z AT,

Apply the merged image as the source executable image : &HMAZTKE, AFFEHENERENRT
PATE B R A T Build image” M B,

Output file path : EHMN - HBIRGHFHERE LR

6 Processor specific workflows

AEFESTERIRELZLBILHRE, Hbh8#Ebootable image HIBIZE, MMEIER MCU, WMANRES|I S BHIEM
DR M image BEARENSIFEENLANBD. AEBLEREASE, AENARBE MCUKNAKR. RIZFT
& image WRZIEBE T NXP FF &R

AENET THIEEETHimage®tK:

* MCUXpresso IDE 11
 Keil Microcontroller Development Kit (MDK) 5 uVision
* |AR Embedded Workbench 8
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e CodeWarrior Development Studio
* MCUXpresso for Visual Studio Code (VS Code)

BETREFZEI 0T

e M\ MCUXpresso 3REU4FE T/ SDK fif2

s ERATIEHITHRIEDH B

- BE®EASECIE

s ABINEEGAR ENHEHH

o EAPTIET B4 4 X plain image

£ SEC T E4 X bootable image

o EEFF KR

* f¥bootable image BEALERH (WiE) RFLERHEREGE

6.1 Common steps
ATRBZIBNEADSR,

6.1.1 Downloading MCUXpresso SDK

MCUXpresso #tH SDK fIRSIEFRERHER. PEGEMSEHE, NAPTFAREERN, AHEan
FU T ZIP Bz CMSIS B H MCUXpresso SDK, RENMBUMM SDK ZIP BHITFHHIFE, EiIUM
iled_blinky 2 #h. ARNERHET —MEENKRELZE, TUBRANERNNARFREEEIE LED #§
TITEA 1 B BB RN,
« T&&EA T MCUXpresso IDE, VSCode 5 CodeWarrior Development Studio #J MCUXpresso SDK &

1. 118 MCUXpresso SDK Builder,

2. EEFF KR
3. APk TEEME SDK BH T8, s3=: EWEA MCUXpresso IDE v11.1.0, AIBAE#E TE M LA
SDK fil#a,

+ TEMCUXpresso CMSIS SDK #2232
R fEH T B 5% MDK pVision # IAR Embedded Workbench, BJLA T & FrikatE ST KA CMSIS SDK
B,
— Device Family Pack (DFP): NXP.{processor} DFP.#.#.#.pack
— Board Support Pack (BSP): NXP.EVK-{processor} BSP#.#.# pack

» 7 Keil MDK=ZIAR Embedded Workbench T# SDK #1232
X F M Keil MDK =% IAR Embedded Workbench ki, AIBAR FEEAMFIRE. &% MCUXpresso SDK
Builder 4 X SDK fIf2 €, ARE R THEEEH1£F Download Standalone Example Project, Zf#Ii2 25
FIERENRANIE X,

6.1.2 Opening example project

* MCUXpresso IDE
1. EABMRNEETHMN MCUXpresso SDK #lf2E## 2 Installed SDKs REH TR,
2. %% File > New > Import SDK examples....
3. EFRNEBNFRRES, AFIERF iled_blinky fiIFE,
* {8 Keil MDK 5 T F 572 &
1. #RIE SDK iz, REWNHEITIF boards\evkmimxrt10##\demo_apps\led_blinky\mdk\iled_blinky.uvmpw,
2. MBERATHT —NEMNHIE, BEETEMBESRIITI uvmpw 3XH#,
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3. # i Project > Options > Output, ZJi% Create HEX File,
* £/ Keil MDK 5 iTFF CMSIS #Ii23
1. 1%£3% Project > Manage > Pack Installer,
£ Devices 2, %% All Devices > NXP > MIMXRT10##.
£ Packs B, &% NXP::{processor}#t DFPH NXP::EVK-{processor} BSP ‘&,
%$EBSPE,
£ Examples 2, #01 iled_blinky HIf2 2% E B .
6. # i Project > Options > Output, 4% Create HEX File,
. {E}ﬂ IAR Embedded Workbench #J 7 MCUXpresso SDK #If2a
. fRIE SDK IR a, AREMEHFF boards\evkmimxrt10##\demo_apps\led_blinky\iar\iled_blinky.eww,
2. MRRTFHT —NEMHNHIRE, BEENEBERIITT eww X,
e CodeWarrior Development Studio
1. 4§ SDK @B EERIFTIES X H, H1E Commander B import project.
2. MRMFEH MCUXpresso Bt E T E AW B ER, HREE 1 SRS AL B #E1R,
* MCUXpresso for Visual Studio Code
1. f¥ SDK ‘SR EBIIEEH XK P,
2. fEA®T > MCUXpresso for VSCode: Import Local/Remote repository ; i%&# local, &
SDK X #k &,

3. FABS > MCUXpresso for VSCode: Import Example Application from Installed
Repository ; EEFAU H H} %1 Create HiA.

ok eDn

6.1.3 Building example project

BEXUEREMERNFERAEES, BZATERECHET. I TREIHE, TERAFRPREMYETHRE NXP

WEHR SDK REIMWTAHEN AR image. FHELR, BSE LK FXHX <SEC>sample_dataltargets/
{processor}/source_images.

6.1.4 Setting up Secure Provisioning Tool

1. Secure Provisioning Tool - Z£EET R
* Windows: REKRERERGREEFRREPRLEFTZIE,
* MacOS: ¥EHEEFETHNRERGIECRARIAITFZIE,
* Linux: BHREEFNERIEFAGRTEOTFZIL,
2. M FEE# Fi%R File > New Workspace ..., IEEBF TEXHEERE, REEZBIRLESRH 2T Create,
3. £/ USB., UART, SPI, = I12C E&ZEE%,
4. M gz FikR Target > Connection ..., AF# T Test RN X EERBEE. VERH#THE,

6.1.5 Preparing secure keys

AT EUBLIINERMNZER image FTENIENBRBANER. HBREIKIT X, ERHNZEHATHTARER
filo

1. # A PKI management 5 .

2. 1R workspace B 8% B 2T MF4.

3. B i Generate keys.

4. 7£ Generate keys W58 HHIEH, HIABIAEE H H & Generate,

SFE: ERNFPRNMT keys/ FXH4RAF, P (MRB) T crts/ FXHFXH, BiUEKREET fuses ZHIF
ERNFAB’ITED
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6.1.6 Build and write

WEMBATE3 image P RELER MR, FHETXHNEMERNETHIIH, FHTHERES, B
EAWERAZN image ; SEC TEHXFEANSHERL image, ERETVHEEEINNEENERENSZ
¥,

6.1.6.1 BCA and FCF pages

A& F5{E A T8 &Bootloader Configuration Area (BCA)#Flash Configuration Field (FCF)R EIRIALIEES, 140
MCXC %3l

BCA # FCF EiBR1EM1E flash F, HBERTAIF3) image B —&B%, ALAEI BCA # FCF TUmE, f#H BCA/
FCF B & X AR SRHl B IX LR,

BCA Ml FCF REF2REEI AR image ¥, HERBARRIEFE, RIAFNTEEEFMER, HRRE
THEMAER, WEABRANTH, REAFENFZEFRENRIAME. EXMERT, BHFR image HiREMNE
AEFTLEEEHARMAEES.

FE: HEWAPRENLZL flash RSN, BIEXERAFER, FCF t#£1REZ bootable image .,
#£ BCA/FCF BB FEES, HalFRETAMNFENRIRIZE:

1. RBEPTEZELEZRMW flash,
2. M Build T H L2 MR imageo

6.2 i.MX 9x device workflow

AT FHANE i.MX 95 F i.MX 95 & THEHE.

6.2.1 Preparing images for build for i.MX 9x devices

BT RP, DIUERNENIT image 1 B IiR177HEER,
i.MX 9x &% BB LT AT 1T image I #%:

* i.MX 93:
— Cortex-M33, BaIR#
— Cortex-A55, B3R
e i.MX 95;
— Cortex-M33, B3IR#
— Cortex-M7
— Cortex-A55

LT BRERSETAT .MX X ’RE:
* image IZ1T7£ RAM

Z image ATLAMX B | SD +/eMMC/FlexSPI 2 & 748 flash (FlexSPI NOR, FlexSPI NAND 1 SEMC
NAND) #, TR EEHE RAM B ST, XEFUT RAM KE.

* W& RAM

« SDRAM (DDR SDRAM)

F3iE 8 E AHAB A8 5% Mbootable image EEZ image:
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* i.MX 93 images:
- X image B8 &H image:
- ELE E#
— #74& U-Boot SPL #J LPDDR4 &4 344
— [®I#%] Cortex-M33 R A
- )X image A 285/ image:
— ARM AIfEE# (bI31 =3t )
— U-Boot
— [AI&] TEE =3t &l
* i.MX 95 images:
- ¥ image A8 &/ image:
ELE E#
#/& OEI DDR E# DDR (LPDDR4 = LPDDR5) E#3X#
CM33 OEI TCM
CM33 R EERR
U-Boot SPL
— [Wi%] Cortex-M7 5.
- R image B85 H image:
— ARM AIfEE#H (bI31 =3t
— U-Boot
- TEE =##l
*¥F Cortex-M7 # Cortex-M33 RI A2 FH image, &M MCUXpresso SDK Rfil. TEREHMIANEE. %
image 2N ERE RAM FRiz{TMHAZERN,

DDR E# X% ELE B AT BAM Yocto Project T#:

* ELE E#R4%I: ELE firmware
* DDR E# X4 fl: DDR firmware

BXRBRHEWNIFEMAES, BSH iMX Linux Release Notes (X#4RN00210) »
HR image RIRTFEBRABHEN. H6EA NXP i.MX main repository 1 #J L T~ 7 4& B :

* OEI DDR &, CM33 OEI TCM: OEI DDR firmware
* CM33 REEEES: CM33 system manager repository

* U-Boot SPL, U-Boot: U-Boot SPL, U-Boot repository, ¥ %i¥1g, &S ¥ Build U-Boot with AHAB secure
boot features,

* ARM AJ{E5E# (bl31 Z# &) : ARM trusted firmware
* TEE —# &I324: TEE Binary Repository

BREHAM Linux XITHR#E, %S5 Embedded Linux for i.MX Applications Processors
BXRHE1E, 25 main menu > Help > SPSDK Online Documentation,

» Rl - AHAB - # U-Boot B9 i.MX 95 AHAB
o 7RI - AHAB - i.MX 93 £ & H %K AHAB image

6.2.2 Connecting the board for i.MX 9x devices
AT EERXREE TR FEEES SEC TENEER.:
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* IMX95LPD5EVK-19 (IMX95LPD5BB-19 J&#Rk, # IMX95LP5CPU-19 CPU #R)
* MCIMX93-EVK (MCIMX93-BB JEE#R, # MCIMX93-SOM CPU %)
* MCIMX93-QSB

6.2.2.1 Table: Boot mode selection for board for i.MX 9x Cortex-M33 core

BHERARE ={7E|25E% (ISP & | eMMC SD £ FlexSPI NOR
W)
IMX95LPD5EVK-19  |SW7: 1001 SW7: 1010 SW7: 1101 SW7: 1100 (N/A)
MCIMX93-EVK SW1301: 1101 SW1301: 0001 SW1301: 0101 SW1301: 1011 (Fi&
A
MCIMX93-QSB SW601: 1001 SW601: 1010 SW601: 1011 SW601: 1100 (F3&
A

6.2.2.2 Table: Boot mode selection for board for i.MX 9x Cortex-M33 core

BHERRE 27| S52F (ISP & |eMMC S FlexSPI NOR
)
MCIMX93-EVK SW1301: 1100 SW1301: 0000 SW1301: 0100 SW1301: 1010 (&
A
MCIMX93-QSB SW601: 0001 SW601: 0010 SW601: 0011 SW601: 0100 (&
A

6.2.2.3 Step by step process

1. BXRWMAERA DIP FRRESHERXMEEA, ESH Connecting the board for i.MX 9x devices, ## DIP
FF%: Cortex-M33 Xizr#y B X i%#% = DIP JF5%: Cortex-A55 iRy BB RikiFo

5 USB H45F USB1/USB i MEEZIEM PC LUREL T 5852,

£ USB H454F DBG in OIEZEIERME PC LUREUEHI &% H,

I & ARERESIBEIR JACK/USB PD H T BIRF >,

I\ SEC TEEBHEANMEIRZR RN ITEXIZ1T. EZi¥1E, 1S Setting up Secure Provisioning
Tool,
6. FTFF Connection FTiE4E 7 Mk iE =,

M SD +HEF
M SD FHEHFEUATHITR:

1. 3 micro SDHC F#AFF KM+,
2. 7 Boot Memory Configuration $3%3% SD card, SDHC SD-card 64 GB,

M eMMC =z
EM eMMC B, BRITUTERE:

1. REZEENEREEREZTE eMMC 64 GB,
2. #%$% eMMC: 7£ Boot Memory Configuration Hi%#¥ SDHC eMMC 64 GB.,

ok wbd
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6.2.3 Booting images for i.MX 9x devices

AEHIR T bootable images WARFME AR,

6.2.3.1 i.MX 93 bootable image examples

* @& Cortex-M33 R ARRFNARSRE, TEBEATETH nxpuuu TEEA R L RAM, RENBEFH.

Additional User/OEM/Data Images X
Emhled‘ Type Image binary path ‘Imiyedﬂsel 'large(address| loadaddres‘ Entry poilll‘lmiyelype| Core ID ‘Em:rypled‘ Container set |
Image1 | @ | Generalimage source_images\rgpio_led_output_cm33.bin Automatic | Ox1FFEO000 | Ox1FFEOODO FEODD0 | executsble | comtecm33 | no | Primaryimage | |y
Image2 | [0 | Generalimage Automatic | 0x00000000 | 0x00000000 | 0x00000000 | data no | Primary image
Image3 | () | Generalimage Automatic | 0xDBO00000 data no | Primary image
Image 4 O | Generalimage Automatic | 0: data no Primary image
Image5 | [ | Generalimage Automatic | 0 data no Primary image
Image6 | [ | Generalimage Automatic | 0x00000000 | 0x00000000 | 0x00000000 |  data no | Primary image
Image7 | () | Generalimage Automatic | 0 00000000 | data no | Primary image
Image 8 O | Generalimage Automatic | 0: data no Primary image
Image9 | [ | Generalimage Automatic | 0 data no Primary image
Image 10| [ | Generalimage Automatic | 0x00000000 | 0x00000000 | 0x00000000 |  data no | Primary image
Image 11 (0 | Generalimage Automatic | O data no Primary image
Image12| [0 | Generalimage Automatic | 0: data no Primary image
Image 13| [ | Generalimage Automatic | 0 data no Primary image
Image 14| [ | Generalimage Automatic | 0x00000000 | 0x00000000 | 0x00000000 |  data no | Primary image
Image 15| [ | Generalimage Automatic | O data no Primary image
Image 16| [ | Generalimage Automatic | _0xD0000000 00000000 | data no | Primary image
oK Cancel
= o =
Figure 47. Cortex-M33 R A& SREH M image

* # A Cortex-A55 U-Boot (bootloader) HAEE. EAREE nxpuuu
#, % bootloader A F5|F Linux R M.

TEEA eMMC/SD ., #E5ISEE

itional Uses X

Embled‘ Type Image binary path ‘ image offset Izrgelildress‘[oxlxldress‘ Em.ypoim||mx,eqpe‘ Core ID ‘En(lypled| Container set
Image1 | @ SPLDDR | Ipddrd_imem_1d v202201.b.-boot-spl_mx93_11xiTbin | Automatic | Automatic | 0x2040A000 | 0x2049A000 | executzble | cortex-235 | no Primaryimage | g
Image2 | @ ATF source_images\bl31.bin Automatic | Automatic | Ox204E0000 | 0x204ED00D | executable | cortex-255 | no | Secondary image
Image3 @ Uboot source_images\u-boot_mx93_11x11.bin Automatic | Automatic | (x80200000 | 0x80200000 | executable | cortex-a55 | no | Secondary image
Imaged | [0 | Generalimage Automatic | Automatic | 0x00000000 data | cortex-a35 | no Primary image
Image5 | [0 | Generalimage Automatic | Automatic | 0x00000000 | 000000000 | datz | cortex-a35 | no Primary image
Image6 | [J | Generalimage Automatic | Automatic | Ox0DOOD000 | 0x000D0D0D |  dat= | cortex-a55 | no Primary image
Image 7 O | Generalimage Automatic | Automatic data cortex-a55 no Primary image
Image8 | [ | Generalimage Automatic | Automatic data cortex-as5 no Primary image
Image9 | [0 | Generalimage Automatic | Automatic | 0x00000000 | 000000000 | datz | cortex-a35 | no Primary image
Image 10| [ | Generalimage Automatic | Automatic | 0x00000000 | 000000000 | datz | cortex-a35 | no Primary image
Image 11 (0 | Generalimage Automatic Automatic data cortex-a55 no Primary image
Image12| [0 | Generalimage Automatic | Automatic data cortex-a55 no Primary image
Image 13| [ | Generalimage Automatic | Automatic | (x00000000 | 0x00000D0D data cortex-as5 no Primary image
Image 14| [ | Generalimage Automatic | Automatic | 0x00000000 | 000000000 | datz | cortex-a35 | no Primary image
Image 15| [ | Generalimage Automatic Automatic data cortex-a55 no Primary image
Image 16| [ | Generalimage Automatic | Automatic data cortex-a55 no Primary image

oK Cancel
- < -
Figure 48. #7#A Cortex-A55 U-Boot HI RS2 E£/I 0 image

6.2.3.2 i.MX 95 bootable image examples

* 8% Cortex-M7 NAERFHARRE, CEEATEFH

nxpuuu TEEA K £ RAM, REMNBEFH,

Additional User/OEM/Data Images X

Enabled Type Image binary path Image offset Target address| Load address Entry point | Imagetype  CoreID | Encrypted Containerset
Image1 @ OFI DDR Ipddr5_imem _v202311.bin,..311bin, oci-m33-ddrbin | Automatic | OxIFFC0000 | Ox1FFCO000 | Ox1FFCO00T oci comecm33 | no | Primaryimage | g
Image2 @ QEITCM images\oei-m33-tcm.bin Automatic | OxIFFC0000 | Ox1FFC0000 | Gx1FFCO00T oei cotecm33 | no | Primaryimage
Image3 @ | System manager ages\m33_image-mx35evk.bin Automatic | Ox1FFC0000 | 0x1FFCO000 | 0x1FFCO000 | executable | cortex-m33 | no | Primary image
Imaged | @ | Cortex M7 app source_images\hello_world_sm_cm7 bin Automatic 0x303C0000 executable | cotec-m? | no | Primary image
Images | @ V2X dummy Automatic 0x8B000000 vax dummy | cortex-m33  ne | Primaryimage
Image 6 [m] General image Automatic data cortex-m33 no Primary image
Image 7 o General image Automatic data cortex-m33 no Primary image
Image 8 [m] General image Automatic data cortex-m33 ne Primary image
Image9 | () | Generalimage Automatic 0x00000000 | data | cotex-m33| no | Primaryimage
Image 10 () | Generalimage Automatic data | cortex-m33 Primary image
Image 11 [ General image Automatic data cortex-m33 no Primary image
Image12 [ General image Automatic data cortex-m33 ne Primary image
Image 13 [ General image Automatic data cortex-m33 no Primary image
Image 14  [] General image Automatic data cortex-m33 no Primary image
Image1s [ General image Automatic data cortex-m33 ne Primary image
Image 16 [ General image tomatic 0x00000000 data cortex-m33 ne Primary image

oK Cancel
- o .
Figure 49. Cortex-M7 R T2 A2 EH AN image
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* #7A Cortex-A55 U-Boot (bootloader) WA EE., EAREBEY nxpuuu TEEA eMMC/SD +, E5|S3#E
#, iZ bootloader AT 5|5 Linux M#ZERE&,

Additional User/OEM/Data Images x

)
z

Type Image binary path Image offset Target address Load address | Entry point | Image type | CoreID | Encrypted | Container set
OEI DDR Ipddr5_imem _v2023' bin, oei-m33-ddr.bin Automatic Automatic Ox1FFCO000 | Ox1FFCO001
OFI TCM Automatic | OxIFFC0000 | 0x1FFC0001 i
Automatic Ox1FFC0000 | Ox1FFCO000 ecutal
Automatic | Automatic | (x303C0000
| Automatic | Automatic | 0x20430000
V2X dummy Automatic | Automatic | 0x28000000

ATE 5 bin-optee Automatic | Automatic | (x8A200000
Uboot atic 0x90200000

TEE 0x8C000000

Image 1
Image 2
Image 3
Image 4
Image 5
Image 6
Image 7
Image 8
Image 9
Image 10
Image 11
Image 12
| [image 13
Image 14
Image 15
| [image 16

e

Figure 50. #7& Cortex-A55 U-Boot §J & 255 M image

6.2.3.3 Booting/loading unsigned image

B, £ — bootable image:

EITERF, %FEUnsigned boot type,
ETE#F, %Fboot device,
$1#:Z] Build image #18.
& FHAdditional images izl LA T FF Additional User/OEM ImageXJ &4,
B image B85 M image, S i.MX 93 bootable image examples 5% i.MX 95 bootable image
examples. M Preparing images for build for i.MX 9x devices Hi%£$E B &K image.
» G FEnabled%I## image.
» A Typeit ¥ image % B
« %£$FImage binary path  #9 — 3 $ 3 #,
* % Container set, ENiZ=ZF image =B image.
s FIEEMSBUITIZ N FTE image MARENRIAE, XLESHATLUES,
6. B OK<FIXIE4E,
7. B Build imageiR i SL £ B — 1 bootable image, flash.bin..
bootable image £ I fE, T T®RE:
1. BWRZITRRA BTEISMEERF (ISP) EX,
2. Y12 E) Write image #1158,
3. #i Write image.
 nxpuuu T EHFfFbootable image MEE&%E,
4. MRBABRERITRI:
* 33F eMMC =% SD +, t1#FzER (HSH Connecting the board for i.MX 9x devicesH ) Cortex-

M33 T B X% 5 Cortex-A55 iR HER kR, RAEEEHR. NFAEF N Cortex-M7
Fhello worldH/= Cortex-A55 H# U-Boot Z1T,

* XFOnchip RAM, RARFE AT Cortex-M7/Cortex-M33 HIZ 1T,

o=

6.2.3.4 Booting signed image (bootloader for Cortex-A55) for i.MX 93

AEFHRTHLAEAM image WERMBEATTE, i.MX 93 B9 Cortex-A55 5| S EREF. HFBREEHE PKI
management L E#ITHAER. W TESXTHAERNES, S HGenerate keys.

B, #E—“/bootable image (Cortex-A55 H5| S MFLEF) -
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ETERH, i&EBoot typeiSigned.

ETERF, %EFEboot device,

1#2% Build image B,

$T7F Additional User/OEM Image X1 if4E H AL & 5| 5 MNE 2 FHY image. 7E i.MX 93 bootable image

examples F# Build U-Boot with AHAB secure boot features &[] Additional images for Container set

with Cortex-A55 U-Boot K RBIELE .

3 F Authentication key, EZREE®ZL, HlW SRK1,

6. [k HER7 OEM Openzf OEM Closed., X T f#N{AI7£ OEM Open £ AP RN AREF, BSH
Get ELE events with nxpele utility,

7. ¥ Build image,

8. B & bootable image B&E R IE K.

bootable image £ /E, BEHRITUTRE:

1. BRZITZRA RTEISMERRF (ISP) #EX,
2. ¥ 3| Write image 18,
3. #4{R Use build image E#i%F. XQFHENSISMEBRFEAEENSIFRE.
¥E: EBEAS —MERIFWbootable image, % — N5 S MBHEFHH A Linux AEZHITE image, EEX
SHIE P IR AR HIE R BN image. EEATEHRPAEAET Build image¥IEM 5| S MBEEFRKE A fuse
HEA nxpele TEEFHFEGAER,
4. B Write image.
* nxpuuu TE A FFH#HH U-Boot B 5| S MEFREF N E RAM,
e nxpeleLEATEA fuse MIEMEGEAH,
* nxpuuu TEAFFH5| S MERF/EHEZ Wbootable image MEHENZ R
S. ETHIHEER, WINEA fusesHEF £ EH:
e OK — HIAHRE image H fuses.
* Cancel — BUE%E image M fuses,

P bd==

o

| Irreversible operation: the following life-cycle state will be set: "OEM Closed'.
= AND

The following fuses will be burned as part of the operation:

- Super root key hash

Please confirm (OK = confirm, CAMNCEL = abort)

ok (caner ]

Figure 51. i.MX 93 L% E fuses

. MBEABRERD, MIREz#ERX (3 Connecting the board for i.MX 9x devicesH #Ji.MX 9x Cortex-
A55 iR B R ER) HEMNF KR, MARFRE Cortex-A55 FIZ1T U-Boot/#& & M bootable

image.

6.2.3.5 Write fuses and update life cycle with nxpele over U-Boot

nxpele LEATFEA fuse IEFHEMAEAR. ©E A TR fuses OTP Configuration Xfi&E4E. nxpele TEi&
& U-Boot & EdgeLock Enclave &1S, U-Boot %4Ji1E B #5 LIE1T,

EXLEER T, Additional User/OEM Image Xt i%4E B BRI bootable image fFF#E U-Boot HI 5| 5 tn&k 2

FFo U-Boot %ZAfEFA AHAB ZhEEtIEE, EZi¥1E, #S9 Build U-Boot with AHAB secure boot features, 7£18
#EEHE, 5|SMBERFEMBIBEIRHED,
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6.2.3.6 Build U-Boot with AHAB secure boot features

U-Boot/SPL https://github.com/nxp-imx/uboot-imx &% T AN L L B EE. XL INEERE nxpele TEREB S
EdgelLock Enclave B, BEEMEFIRE CONFIG AHAB BOOT=y XKJ3 A X#F,

R fE M fastboot LM nxpele TE, MAFUEILIRECONFIG CONSOLE MUX=y/8 F#2 & #i H 2 fastboot #Y
ZHEA,

6.2.3.7 Get ELE events with nxpele utility

nxpele get-event @5 AL 3K Edgelock Enclave R E#EMEH, nxpele TEET U-Boot 5 ELE &

f§, U-Boot 47 B ¥ LiE1T,

fign, EBHX—m, BATTLHEE OEM Open £ @ AP AR S HRIDRS:

1. #5215 Booting signed bootloader image from Cortex-A55 core on i.MX 93, fELIFEH, 4RI OEM Open
FRAESER, EOEM Openk ARG, AE4LRBZHE,

% DBG s A E#EF &M PC,

PR E ISP B HE VT KR,

K& U-Boot 12| & %l tHAYER 1T COM iw O 24T 4o

MRELFPITF T RITEELE, BXAE,

6. 1T nxpele get-events

AR 2 Rl

ok wbd

C:\nxp\SEC Provi 25.09\bin internall\tools\spsdk>nxpele -f mimx9352 -p COM21 get-
events

ELE get events ends successfully.

Event count: 0

TAIE R BRI

C:\nxp\SEC Provi 25.09\bin internall\tools\spsdk>nxpele -f mimx9352 -p COM21 get-
events
ELE get events ends successfully.

Event count: 2
Event[0]: 0x0287FAD6
IPC ID: Application Processor message unit
Command: OEM Container authenticate
Indication: The key hash verification does not match OTP
Status: The request was successful
Event|[1l]: 0x0287FAD6
IPC ID: Application Processor message unit
Command: OEM Container authenticate
Indication: The key hash verification does not match OTP
Status: The request was successful

6.3 KWA45xx/K32W1xx/MCXW71xx/KW47xx/IMCXW72xx device workflow
ZE A B KW4ASxx/K32W 1xx/MCXW71xx/KW4A7xx/MCXW72xx JbIBESH THEHR IR,

6.3.1 Preparing source image for KW45xx/K32W1xx/MCXW71xx/KW47xx/MCXW72xx devices

EWEEAR, HIERFERIT image B BIRFMHET. KW4A5xx/K32W1xx/MCXW71xx/KW4A7xx/MCXW72xx &
FRMLITED:
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* \IEB flash IZ1THY image (XIP image)
TEEREIAGE, TTURBEMEME MCUXpresso SDK Rl

6.3.2 Connecting the board for KW45xx/K32W1xx/MCXW71xx/KW47xx/MCXW72xx devices

AETISNMAEE T RSB FARE AR EEES SEC TENRA:

KW45B41Z-EVK
K32W148-EVK
MCXW?71-FRDM
* MCXW71-EVK

* KW47-EVK

Bi% SEC TEBZITFFiE1T, HE N KWASxx/K32WIxx/MCXW7 1xx/KW47xx/MCXW72xx i& &t 2
workspace, EZ 115, S H Setting up Secure Provisioning Tool,

3t F KW45B41Z-EVK Fl K32W148-EVK FF & #R:

1. {FRHUSBESSJI14i% OEETEHPC,

2. BBIP25HkLL LUE FASWAIR4

3. BESWARHHEE, UBHISPEIIER,

4. 7£ConnectionXiFHEH, Nk S4B EMIERE,
3t F MCXW71-FRDM FF X 4R :

1. £ USB B85 J10 & OEEIEHN PC,

2. BEASWIKREHER, UWBHISPEZIER,

3. fEConnectionXiFEF, Mk 5L-FEESHYIERE,
3 F MCXW71-EVK FF & #K:

1. {FRHUSBESSJI14i% OEETEHPC,

2. BESWARSIAEE, UBSHISPEHER,

3. fEConnectionXiFEF, Mk EL-EEFHIERE,
3t FKWAT-EVKFF KR :

1. {FRHUSBESTI14i% OEETEHPC,

2. RESWAKRHEHEE, UBHISPEZIER,

3. fEConnectionXiFES, N 54-EFHIERE,

6.3.3 Booting images for KW45xx/K32W1xx/MCXW71xx/KW47xx/MCXW72xx devices

AREHMIRT bootable images AR ME AR, X TKWA5xx/KI32W1xx/MCXW7 1xx/KW47xx/MC
XW72xx, SECT E{XX#XIP images.

6.3.3.1 Booting plain or CRC image

BAX (plain) image BEATH XK. BWEEAMZELRE image 2B FERALEIEE, LURIE executable
image RRIEE I, NEZ2BHERELIFEN image B3

B, £ — bootable image:

. BREEIERFEET Plain unsigned=Plain with CRC Fzh3 8,
2 1#2%| Build image M E.
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3. 1%&$F7E Building example project Y E K B AR image YER IR AT image.

4. MREFE— binary image, FERFEAMHUIZEE R 0x0,

5. ¥ i Build imageiZfl LA K — 1 bootable image. 4R 2 Z# & bootable image.
BRI bootable image J&, HHITUATRE:

1. BRLERRL TISPER.

2. t1#:Z] Write image #18,

3. & i Write image,

WREANBRERITRIY, FBEMTTER.

6.3.3.2 Booting signed image
AEFHIRT HERM image WERMBEALE,
4 R bootable image:

1. FT B2, % Plain signed Fah3EHE ,

2. #1#: %] Build image 1.

3. 1%&$F7E Building example project FHIE K B AR image fE7 IR A#1T image.

4. FHHREE PKI BEERNEFHAEE. KWA5B41Z-EVK, K32W148-EVK, MCXW?71-FRDM #1
KW47-EVK iF{E 4R A 4w 2R ROKTH 1 SB3KDK 7 CUST PROD OEMFW AUTH PUK
CUST_PROD_OEMFW_ENC_SK 47, XERMBHHHESECTEHR, AIBMMIENHKsample data
\targets\<processor>\board example keysHH A, EZH Import/Export keys, XLLZHRXAT
THEN, FERATEM.

¥ Authentication key, EFREEE4, fil0 ROT1: IMG1_1,

7 SB3KDKW#HBRAFASANERREACTH (FEH Eo

MRZEZE, #7FF Dual image boot H i TEE., image H4FEEZE Flash Logical Window,

4w A #{R$FH OEM Open,

# 7 Build image A4 X — " bootable image. &R 2SB3HE AL ETAEEEF,

R I#IZ bootable image 1 SB3 % /5, T L& TIAEES.

1. BWRAEIRLTFISPER,

2. t1#:Z] Write image #18,

3. £wAHREFHR OEM Open.

4. EHR otp_config.sb FEAM IFR FEREAELIF. FTE IFR FRIET — X EEE,

5. B Write image.

¥E: WMZRotp_config.sbAEAT IFR FE&, NToiEZ xR otp_config.sbe

© o N O

6.3.3.3 Booting PRINCE encrypted image

ZRHMNZENARESE image. & CRC K image. HEHEMW image. BIEIMNE imagef IEELT LR image. It
4\, BT LATE Build image B P EEMNEXH, {£/H PRINCE regions HZMEEMEXiH, £EaNE3, 7
image0iR & —MNXiH, FimageiRE—MNX1FH, XH imagel & EXFHF X image1 #H 1T,

¥ image B A BrfZfESR0T, $4T image IN%.

Xigfl & 22 EROMCFGREH.

¥%:. I OTP/IFR BB LA ZE ROMCFG 3Ry PRINCE iR &, RAZRM4ATLIEEHBREEA—R,
XAMRERT,
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6.3.3.4 Life cycle for KW45xx/K32W1xx/MCXW71xx/KW47xx/MCXW72xx devices

RIANWEREHRZATH K, ©=2 OEM Open, HERARFZHI, HIRE OEM Closed =X OEM Locked4
WA (EZEE, BSRERLESRAXR
5 £ETRAMNTCRTFITEN,

— B 432284 F OEM Closed 5 OEM Locked =X, Z T ERMF AT #H{L ROMCFG HE. {hA@EY SB X#
KREHNARERF.

KW45xx/K32W1xx/MCXW71xx/KW47xx/MCXW72xx B2 zh KB M4 iy F HA

OEM OPEN OEM CLOSED/LOCKED

X ARZHEEH CRC FahE A — (XA fuse W58 — %48 SB X | — £ /A fuse IR — %8 SB X
s e

AXEZEREHER — RKTH #1 SB3KDK &xXMIA — BEA | — RKTH #1 SB3KDK K&xZM4& — OTP
BB R P~ fuse OTP SBX#4— SB |SB X/ A~ fuse— SB X4 E A
XA E

ik =ha i) — RKTH #1 SB3KDK ke&HIA&R — tn# | — RKTH # SB3KDK XA — OTP
BEAMAS SB XHEFHAF fuse —  |SBIHEFRI A fuse # IFR f1E— SB
SB M4 ER X4 4 A

TRERTFRLEGEAMNEEIRERETRENLTEH™.

FRE®BEY, THRE
FEE

HNEDEAY, THEE
FEE

FHE®RER, Edge
Lock 2GO

HAE®EAR, Edge
Lock 2GO

SB3KDK BEARZAR E AR sb3kdk.asc sb3kdk.asc

RKTH fuses BEAHZA EAMK rkth.bin rkth.bin

HREH fuse M IFR |BEAMIZXHotp_config. |otp_config.sb otp_config.sb otp_config.sb
sb

6.3.3.5 EdgeLock 2GO

B xEdgelLock 2GO, iE&EMEdgelLock 2GO Trust Provisioning workflow, BAT 2 KW45xx/K32W1xx/
MCXW71xx/KW47xx/MCXW72xx &9 B 4352 :

s AMARRENRZENRAMRENER AR, RKTH f SB3KDK fuse B EH A E 2R, BIFEEFALED
At 2kt

* ZENKRO MU AT F AL flash F, BREEHALEBEARENRZTBRZXE,

* % F KW47 F1 MCXW72, 1 OEM_SEC_BOOT EN RZ 43 Ri&E H“OEM ¥ " ROEM S £ /T
B, NEEEH2EK fuse o

6.3.3.6 Update NBU firmware

WIEEMERA TH AT BERNAERR, NBU B 41 MCUxpresso SDK H LA SB3 X448k — 3t #3244 (*.xip)
WERXD K, NTFXHRK niddleware\wireless\ble controller\bin., HMAE X AILEH NBU &

o B, FERERFNTE NBU BHHH SB X, EAATEESE NXP Z4AK EVK fl FRDM 1R, % —%%
SERAER — M IE NBU B4#Y B E X SB X,

WHE NXP 248 SB X#
1. 7 KW45xx/K32W1xx/MCXW7 1xx/KW47xx/MCXW72xx B3 53T FF workspace.
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Exepe b, %#ETools > Manufacturing Tool,

%2 Apply SB file,

21t SB X,

& Auto detect AR M FE MR E

. B dEStartbA g SB X4

BENX SB X

1. FAREREENBENLEARN KWASXX/KI2W1IXxx/IMCXW7 1xx/KW47xx/MCXW72xx 3TF —4
workspace.

FINBUE 4 & #1F] workspace source images\nbu firmware.xip

Exgape b, %#FTools > SB Editor,

1EEProperties TN H M Build TWH L 8|28 SB XS AKE.

#1#:%] Commands T H-.

R SR®T update-nbu-firmware

¥ HiGenerate LR RAM SB X,

¥ & To Manufacturing tool A EIGIEE O, HAPEMEEEF Apply SB file IR2EMTLIEFEH SB X
#.

. B HAuto detect LU NIEIZEMIZE,

10. B EHFFHAINE SB X H.

o0k wN

© N> ok N

©

6.4 LPC55(S)0x/1x/2x/6x device workflow
J

AEANLE LPC55(S)0x/1x/2x/6x, NHS52S04, F MCXW236 43 88H TERE.

6.4.1 Preparing source image for LPC55(S)0x/1x/2x/6x devices

TS ERP, BIUERFENIT image B BIRfF#EER. U TETGER TLPC55SxxiR & :
* MER flash I24THY image (XIP image)

6.4.1.1 Image running from internal flash

* MCUXpresso IDE

. MEHEIR,

. ITFF debug XX,

. BERATHHE N <your.project>.axf I3 #,
. #%#% Binary Utilities > Create binary,

* IAR

A WDN -

1. $TFF Project > Options > Output Converter, i%&# Generate additional output }i%£1% Raw binary
output format.
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Options for node "led_blinky"

Cateqary:

General Options
Static Analysis
Runtime Checking
C/C++ Compiler Output
Assembler
Custom Build
Build Actions
Linker
Debugger
Simulator
CADI
CMSIS DAP
GOB Server
I4et
J-Link{1-Trace
TI Stellaris
Mu-Link
PE micro
ST-LIMNK
Third-Party Driver

Generate additional output

Output format:

Raw binany A
Output file
[] Ovenide defautt

led _blinky bin

Factomy Settings

TI MSP-FET
TIXDS

Figure 52. IAR &I

Carcel

1. WETIRE, Ml image BEN boards\\1pc55s\#\#\\demo\ apps\\led\ blinky\\iar\\led\

blinky\\led\ blinky.bine
* KeilMDK 5

1. $TFF Project > Options > User > After Build/Rebuild, " Run #1,

2. f£ User Command BBHFMATH®HS (EHH myprog RARITXHBET) -
\bin\fromelf.exe --bin --output=myprog.bin myprog.axf.

C:\Keil\ARM\ARMCC

3. & image X#. %l image ¥ boards\1pc55s\#\#\\demo\ apps\led\ blinky\mdk\led\

blinky\led\ blinky.bine

6.4.2 Connecting the board for LPC55(S)0x/1x/2x/6x devices

AN BWAE E LT LPC5Sxx ik H & FHiE#EZ] SEC:

* LPCexpresso55S69
e LPCexpresso55S66
* LPCexpresso55S28
* LPCexpresso55S26
* LPCexpresso55S16
e LPCexpresso55S14
* LPCexpresso55S06
* LPCexpresso55S04
* NHS52Sxx-EVK

* FRDM-MCXW236B

MCUXSPTUG_25.09_ZH

All information provided in this document is subject to legal disclaimers.

© 2025 NXP B.V. All rights reserved.

User guide Rev. 18 — 10 October 2025

Document feedback
72/165


https://www.nxp.com/pages/technical-documentation-feedback:WF-TECHNICAL-DOCUMENTATION-FEEDBACK?tid=pdfwf_MCUXSPTUG_25.09_ZH

NXP Semiconductors M C UXS PTU G_25 09_ZH

MCUXpresso Z£FlE TE A 1R v. 25.09

fRi& SEC TEEBLHFiE1T, H 2N LPC &R Z B2 workspace. EZ#1E, HZHSetting up Secure
Provisioning Tool,

1. MRERERROBE, BT USB &iEA P6 #0., MRIEFFEA USB BE, & USB &idA PO 0,
2. BT ISP REHEM, KA ISP EK,
3. BRETER ¥ boot EHE SR Unsigned,

4. 7 Connection X i#F1E, RF\RZFMBREF N, FHEBREN USB 5 UART, Hid TEMAERMNE
%,

6.4.3 Booting images for LPC55(S)0x/1x/2x/6x devices
AT HERT image BT 4E Ko

6.4.3.1 Security levels

SEC XEFUTRE2EL:

KEBNBEFEE . RANLERREETRETIAZSHE, BUNEZEEE XBFH, UBFRLERSTUE
B fTbootable image. TXERBHRBENXAFHFEIE.

ZERMENZZHEE — FFH . FEHBHRBREFRITAETFEANEER, UBREENEHFEE T
EE I, KeyStore, CFPA fl CMPA ##EASHH. CMPA JRFHHIE, ALK ERTRIEER.
EEFIMENEHERE — FH . BIUFEZRFHN CMPA TUH. £ Write image #1EHi%#® Deployment 4@
AEIXZH CMPA, —BEXH, ERTEEHE XHEBR.

6.4.3.2 Booting Plain/Plain with CRC image

AT FFEIREA X (plain) FM#FA CRC A image B R4 Ko

1. £#T B2 £, %E Boot Type A Plain unsigned = Plain with CRC,

{E/ Source executable image, f# Preparing source image for LPC55(S)0x/1x/2x/6x devicesH 4 B #Y
image ¥ Source executable image.

MRZZHE image, EFEEHIZEN 0x0,
MR FEE, 7T Dual image boot H#H TEE .,
% 7 Build image.

. ¥ bootable image & K I 4 Ko

I image f&, BITUTERE:

. BRFARREH A ISP ER,
2. & & Write image #18,
3. B Write image.

MRBARERATRI, BEEMTT RN

N

o0 s w

6.4.3.3 Booting plain signed or PRINCE encrypted image

AT FHERIAES PRINCE 1% image BWHEMER. FATREJZEUDSEREER PKI management P E#
THAER. WTESXRTERBAERNELR, HS@Generate keys.

SEE: XLERAHBE AT PRINCE encrypted with CRC B31K 8, ER#EMR SB @EE# bootable image
it, image XMBHEZE,
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1. ET B#, iRE boot type 7 Plain signed, Encrypted (PRINCE) unsigned, Encrypted (PRINCE)
with CRC, ZEncrypted (PRINCE) signed.

2. 7z Build image #1® £, £/ Preparing source image for LPC55(S)0x/1x/2x/6x devices® 4 B #Y image /£
A Source executable image.

3. XIF Authentication key, EREEZREE, Bl ROT1: IMG1_1,

4. ITFPRINCEEEH K EBE. RIE bootable image B K /MZE PRINCE Xigi#y K)

5. MIRFE, #T7F Dual image boot Hi#{TEE. X T PRINCE fI% image, 7 image0 i&&—MXiH, K
image1 & & — /X3, X7 image0 & EBXEHFT &3 image1 #H1TE,

6. % Build image.

7. & bootable image BEKIh4ERK.

TEMNMEEE image #1T 7 #MAHER:
1. 1%£$F Write image 18,
2. BERRFEEZAHA ISP EX (EZi#1E, 1S HConnecting the board for LPC55(S)0x/1x/2x/6x
devices) .
3. #.i5 Write image.
MREBEARERITHT, BEMLTF KR,
—H image AL RIS HNIT, %E$F Deployment 85 EHE, LUER CMPA #9 sha256 BE KA it %
HER, REXMETMRRIEPRES, WALEFEERLRE 4. 1% Deployment*: /AR, & Build
image#l @ #YBuild image. AEE X% &7 Write image H HIALL T H EAE:

Confirmation: IRREVERSIELE OPERATION - Life Cycle to be set: Deployment (CMPA sealed) x

Irreversible operation: the following life cycle state will be set: "Deployment (CMPA sealed).
Description: Processer in deployment state, CMPA page sealed.

Please confirm (OK = confirm, CAMNCEL = abort)

o | [Tl

Figure 53. BIAE A
MBREARERITRI, BEMF AR
¥%: M PRINCE iZIRE2IFEME image 28I, HAMKEBREANMLIELS,

6.4.3.4 PFR and PUF KeyStore

AFTRAEX PFR M PUF BHENE L.

PUF KeyStore initialization

SEC £ LPC55Sxx R &M EmmAMF, NHT—IK key store BI#I#A1L,

% Test X4, Connection X iEEFIREREZH key store enrollment R 75,

MCUXSPTUG_25.09_ZH All information provided in this document is subject to legal disclaimers. © 2025 NXP B.V. All rights reserved.

User guide Rev. 18 — 10 October 2025 Document feedback
741165



https://www.nxp.com/pages/technical-documentation-feedback:WF-TECHNICAL-DOCUMENTATION-FEEDBACK?tid=pdfwf_MCUXSPTUG_25.09_ZH

NXP Semiconductors M C UXS PTU G_25 09_ZH

MCUXpresso Z£FlE TE A 1R v. 25.09

Connection Status

Feature Detected value
Connection OK

Mode ROM BootLoader
Security PFR not sealed yet
Key-Store Enrclled
LPC55569 match

Figure 54. KeyStore i£$%

MREFEEEFH KeyStore, TEEEFH WAL KeyStore, MR EIM B/ R, TR EERKeyStore, BFE
WX, 1B R#EERN bR CFPA page, E77E CFPA H# PRINCE IV XiZith#k# T KeyStore, MRE
ft Cenroll) KeyStore ERZHAFEAZ BIH IV XiF, BHFFLE3,

tn{a# s KeyStore (1L LPC55S69 {5

bin/tools/blhost/win/blhost -u 0x1FC9,0x0021 -j -- set-property 29 1

bin/tools/blhost/win/blhost -u 0x1FC9,0x0021 -j -- write-memory O0x9E600
zero 1536.bin

zero_1536.bin 22— 1MNRNBLEH 0 X, HEXHHKRDR 3*512 FF (byte) »
tn{a &g CFPA (L LPC55S69 3 f5i)
1. cfpa.json FHEEMRAR: BN E—NEHRAFEDEI 0x10, EHFTE PRINCE IV EFMRAS

2,
2. FITTHGBSIE CFPA EFEIRH H:
bin/tools/spsdk/pfr generate -c cfpa.json -o cfpa.bin

bin/tools/spsdk/blhost -u 0x1FC9,0x0021 -j —-- write-memory 0x0009DEOQO
cfpa.bin

DCFG_CC_SOCU LPC55Sxx L 8

LPC55S0x/1x/2x/6x A 38§ R X 3 CFPA HELEM DCFG cCc socu FE, M CMPA H#) DCFG CC_SOCU F
BAT (MAREE , mREELRE, LEHRTRELEFLIHE (BB . BUARKLRE CMPA, REEKR
CFPA (+EB) , HHFEEE CMPA,

6.5 LPC55(S)3x device workflow

6.5.1 Preparing source image for LPC55(S)3x devices

BEWSTRP, HFUERFERIT image B BiRiFEEE. A TIEDAI AT LPC55(S)3x R #&:

* M\ EB flash 3= {7y image - XIP (eXecution In Place) image, XEMK&EiZ image EEMNEFIENRFEHH
7o
NFJLFrER SDK Rf6l, XRREIEI, THEBEIREERE, "IRFEEMETA,

* M4LEB flash 3= {7Hy image - XIP (eXecution In Place) image, XEMK&EiZ image EEMNEFIENRFEHH
7o
image &AM ibiE 0x8001000 Frih, BRIFAXFHMUE, TEBUBMINEE.,
T EFIINIE FLASH, A#E CMPA FREA T B33 FLASH B &,
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6.5.2 Connecting the board for LPC55(S)3x devices

AFE N B WAEE LPC55S36-EVK iE{E iR H G HiE#ZZ| SEC:

1. %2 ISP BN, ES 5 LPC55S36 EVK iy R s K iki%o

2. £ USB B4 J3 i OEEREM PC,

3. BRI SEC BIEMN TEXMWIFTR TEITIRE. EZ1¥1E, HSH Setting up Secure Provisioning Tool,
4

- BRIELPNE|FREES EVK ERLEFEHAK NOR FLASH (fltn, flex-spi-nor/ISxxxx) 2 AEE image T
[T

5. MFEEARN USB, RENHAREEEL,

6.5.2.1 Table: Boot mode selection for LPC55S36 EVK board

# ISP B EX MMEE FLASH 53) MIAEE FLASH 53)
LPC55S836-EVK J43: 1-2 7F 3-4 5% J43:1-2 % 3-4 % J43:1-2 %, 3-47F

6.5.3 Booting images for LPC55(S)3x devices

AEHEIR T bootable images WAERME AR, X F LPC55S3x, mREBBEF#nkE (SEC) TEXXEF XIP
image.

6.5.3.1 Booting plain unsigned or CRC image

BAX (plain) image BEATH K. BWESLAMZELRE image ZHIEFERALLBIEE, BURIE executable
image REERE I,

B, £ — bootable image:

1. BREAEIERFI%E T Plain unsigned= Plain with CRC B33 8,

2. §1#:% Build image #1A,

3. #%#RIE Preparing source image for LPC55(S)3x devices® K image ¥EJ3 Source executable image.

4. INRFEZHH image, FHFAEB flash 2B HUIZE S 0x0, FFHED flash BIE IR UL IZE R
0x8001000,

5. MREE, TH Dual image boot HHTH B,

6. ¥ Build imageiZ £l LA 4 K — bootable image. 4552 Z# %l bootable image.

BRI bootable image /&, HHITUTRE:

1. BRGEFLTISPER,
2. Y12 E) Write image #18,
3. #.i5 Write image.

MEEABRERT, NNREzNER (FS @ Connecting the board for LPC55(S)3x devices PRI LPC55S36
EVK iy BaieRtikin) HENTF LR,

6.5.3.2 Booting plain signed image
AEFNANAHENREAXEE BB,

4 X bootable image:

1. £ B, %32 Plain signed/ Sz ,
2. $1#: % Build image #1E,
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1R 7E Preparing source image for LPC55(S)3x devices® 4 B #Y image #E9 Source executable image.
1 F Authentication key, EFFEZF4, Hla ROT1: IMG1_1,
FFCUST_MK_SKHIOEM seed I #1 %348, £ EEHLE.
WMRZFEE, $TFF Dual image boot Hi#t {TH B,
FIFFPFREE, HECMPARHEREPEESECURE BOOT CFCFEFMUFE SEC BOOT EN ., HFIEE
FMEENimageR &,
8. Fgﬁi*&ai&?&ﬂ&hﬁ%ﬁ&hﬁc ISP #X, EHENEF, EZFMESBXHIARE cusT MK sk FIA S
¥E: SBMHWETRE, LAEBHFLEE,
9. RIFEMBHMNEVESN Develop
10. #15 Build imageiZ4 LA 4 X — bootable image., 48R4 K — =3t #lbootable image LA & B FiFiZimage
RERIIEBEHSBITE,
R Ih¥I% bootable image /&, TJLA L FL-EES:

1. BRGERLT ISP X,
2. t1#:Z] Write image #18,
3. B 5 Write image.

No g kMo

6.5.3.3 Booting encrypted image

X HHBECRCHZ R image B IIH image. BIEMZ image WEBE5Z R image FEfl, b5k, 7 Build image
WA EE R X -

« {# /8 PRINCE Regions &1 A EFFLASHE E i H X 15

« £/ IPED Regions &4 1 S\ SFFLASHEL & i 2 (X 13

XAMERT, ERNARFEE, BIANE image. BXEAME image METERE], 555 B R 2883,
ZEaMB3, NimageOiRE—MNXiH, HimageiRE—MXFH, X7 image0 REXFHFR LI imaget #1710
B,

¥ image I E A BIR17EERET, 31T image MN%., MEBXEHE SB XHHEE, #%XEHRECMPATIEFEE
#, HiEBARXEAN KN,

6.5.3.4 Test life cycle

BEESREGEAHPNRLERNTH, ATLUESN PMC->LIFECYCLESTATE B RFTEMRAI, G Edw
BAHERNEANESHRE, EERE4CH, WEGTAPRS—EER.

FRESRUT:

1. ##% image HFEKZEH.

£ SOCU HFFEEFRBIL RIS,

4 % image.

HITERE,

EITR A,

EEEE TN,

& Write 21+~ £, RiiTest life cycle, HEZRMITEREPREFAENEwWBHRS,
KR Apply S ERBERENEREAR, IE, TUNRLEEZNITA

© N Ok WN
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Lifecycle test X
The dialog allows to set selected life cycle state into PMC -=
LIFECYCLESTATE control register via selected debug probe. This can be
used to test life cycle behavior before the LC_STATE fuse is burnt.

To werk properly aplication must be running.

Probe: PyOCD NXP Semiconductors...  ~ Find probes

Lifecycle states | DEVELOP2/0x7 ~

o Detected #1 probes ®

Cancel Apply

Figure 55. 4 ap /B HiM s

6.5.3.5 Life cycle for LPC55(S)3x devices

ZRIAH development £ A2 Develop, EEBENAREF 28I, HIRE In Field’=“In Field Locked" 4 & &
B (ESREMRCIESRN LR BIEFEMEA .

FE: EREABNZLCRERTEN,

HEREWEABNA In Field Bf, CMPA Ml CFPA W& ¥7E dev_hsm provi.sb X#¥F . EHEXT, BE
XENEFEREIZLESRP, RREEAHE (MEEFTELAKR, REEFEERXT, XENEEE
AMIARESH, Hh#HEMERREES) . —BAERLT InField RRE, SEC TERAXBEHNARERF
image ; 7% # CMPA 1 CFPA HYE#,

6.6 LPC865 workflow
AT FEMNLE LPC865 & TIERIE,

6.6.1 Preparing images for build for LPC865
ZA BB N IFMAEZE flash (XIP) #HITH image. EABIAT B IRERMENARRF image.

6.6.2 Connecting the LPCXpresso860-MAX board for LPC865

A BEFXEE LPCXpresso860-MAX &R H IFHiEED| SEC WEA.:

1. ERHBREARME, BEH USB BYNF J4 USB ik OEED HFERSSR PC,

2. FF J2 HEHEESALMIBIMI 2 (RX) M4 (TX) HE#EF| UART #i#RE8 HiEEIIEHN PC,
3. EgarIEssie ISP #X, BHiRE ISP (SW1) M FH R T RESET (SW3)
4

. I\ SEC TEEHFRANFMERZEN ITEXIZT, EZi1F1E, ESSetting up Secure Provisioning
Toole

5. #T7F Connection XY EEH N X EEE, FIEE - RHTHFRRELS FERKANE,

6.6.3 Booting images for LPC865
AEHR T £ME A X bootable images HIE 2,
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6.6.3.1 Booting unsigned plain image
Plain unsigned 2 ZA BN —BSaER,
B %, £ — bootable image:

1. $1#:2] Build image &,
2. #%$R7E Preparing source image for MC56F818xx/7xx/6xx and MWCT2xD2/12 devicesH 4 XY image EJ
Source executable image.

3. MRFEE— binary image, ENEEMUIZEN 0x0o
4. B Build image A4 B — 1 bootable image. TELLIRIERAE, 9% image NAMNTER: £wmEAH (=K
BiEERY) F CRC,

RIN4ER bootable image J&, BT TRE:

1. BRLERRL TISPER.

2. t1#:Z] Write image #18,

3. i Write image.

4. MRBABRERTRY, BEVTFER. LAEBFE/LDHEED.

6.6.4 Life cycles
LHEBAIXBEENEGEY, RETUAREERBRRFMAREWEL.,

6.7 MC56F818xx/7xx/6xx and MWCT2xD2/12 devices workflow
ARE A B MC56F818xx/7xx/6xx F MWCT2xD2/12 &I 88HY T TR,

6.7.1 Preparing source image for MC56F818xx/7xx/6xx and MWCT2xD2/12 devices

FE LS RP, MBPUERFEINIT image K BIREMES. MC56F818xx/7xx/6xx Fl MWCT2xD2/12 & & R T

IR :

* A EB FLASHAH 1T image — XIP (eXecution In Place) image, iXZEWi&i% image EEMNEFTENRESH
7. TEBRBMIAEE, TIBEHEEE MCUXpresso SDK R4,

6.7.2 Connecting the board for MC56F818xx/7xx/6xx and MWCT2xD2/12 devices

AT EEEXREE T AR THIEET SEC HWEE:

» MC56F81868-EVK

« MC56F81000-EVK

« WCT-QI2

1. M USB_TYPE_C %0 (WCT-QI2) A FF &R,

2. X MCU-Link & J4 1-TX, 3-RX, 5-GND A (WCT-QI2) iE#ZEH PC,
3. fEConnectionXiFER, FEREIZREN UART,

4. BH A ISP BHER, BEHREIE 5 DR EALERE X blhost 54, 212 FConnection T iEHE S
K Test connection %48,

¥ YHBIHE S5 WRREXRE blhost HEt, LIEBPFMAER flash B3,
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6.7.3 Booting images for MC56F818xx/7xx/6xx and MWCT2xD2/12 devices
AEHRTBHAXFMZ B bootable images AR FE AR,

6.7.3.1 Booting plain unsigned or CRC image

BAX (plain) image BEATH XK. BWEEAMEELRE image ZHIXFERALEEE, LURIE executable
image R&EEE I,

B, £ — bootable image:

1. BREEIERF%ET Plain unsigned = Plain with CRC 531388,
2. ¥ 2| Build image #1E,

3. &R TE Preparing source image for MC56F818xx/7xx/6xx and MWCT2xD2/12 devicesH 4 B K image 1ER
Source executable image,

4. R — binary image, EFRBHUIIRE RN 0x0,
WMRFE, EFFF BCAIFCF Bt &,
6. # i Build image A4 5 — bootable image. 4R 2 —/N=##l bootable image, X FZEERE, EH

B IRE 5| SRk ZHHI X4 (BCA. FCF) %ﬂmﬁf‘ﬂﬁif’ﬂﬁ HHIXH. XZETAER flash 5 B9 A ) T 22
B, DUKB XEEEANEPHSAREFTE,

M IIAE K bootable image /&, EMITA T IRE:

. BRAESELTISPER,
2 ¥ 2| Write image L&,
3. B Write image.

4. MREARERITHY, BEMTER. LERFHE S VBB,

i

6.7.3.2 Booting plain signed image
AEFTNAUWAHENREANEEZE K,

4 B bootable image:

1. EFT B, %R Plain signed 331K # ,
1#:2| Build image &,

IR TE Preparing source image for MC56F818xx/7xx/6xx and MWCT2xD2/12 devicesH 4 B Y image 1R
Source executable image.

. Authentication key, #%#% ROT1,

. BRERCEZBLESL T ISP EX, EHEISER, 2EZ— SBx X, ZAEEHA/E HSM k4|2
&Ky SBx X4

6. £ AHRIEHN OEM Open, < TOEM Closed4£ar A #1E, iHZ FLife cycle and device HSM trust
provisioning for MC56F818xx/7xx/6xx and MWCT2xD2/12 devices,

7. i Build image A% 5 — bootable image. 4Rz — 1 =# #lbootable image, =i #3375
sk (BCA, FCF) , BUERATHZ image RE&EF|4EEFH SB3 &,

R Ih¥IE bootable image /&, AL L FIL-EES:

1. BRAEIRLT ISP X,

2. Y)# 2| Write image 18,

3. ¥ 5 Write image.

W N

(S0 N
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6.7.3.3 Life cycle and device HSM trust provisioning for MC56F818xx/7xx/6xx and
MWCT2xD2/12 devices

MAWERAPNZA TR, ©R OEM Open, FENMAREFZH, HIRE OEM Closed A& /FH (iFZH
B AR IR ER AV A ARG IE BB

HET EEFIRE OEM Closed £ A Device HSM 8%, M2 HH |2 EEEE SBx X#. IFR
ISK_CERT_HASH FEXH dev_hsm_provi.sbx X#EA IFR, RIRELERXT, IFR ZRELERHEAR
B,

BG:

e IFRZBHNEBEARTAEMN,
* WPCE B/ A EHBERAR TR, —BEEHFASRESEY, BEGTHRAITAT,
c MRFE, JLUFLEGABERERN OEM Open RS, BRI AAE:

- R & Plain signed/33KE, %E OEM Open £ /AH], BRGEEREHHTHENEA, X, NARRF
MEFTH, £HAPHMLIREN OEM Open, IFR I ZRRIFTRE,

— 1% EPlain unsigned/5 3138, OEM Open £ EH, ZAGEEREH#HTHENEA, N TELEE, 7
REBEHTEANREZHEZA flash €2 (LUZ A FlashEraseAllUnsecure a5%) o X8, B flash #&
WER, £HEAEFIRERN OEM Open, IFR R FZRRIZFTFE,

* blhost flash-erase-all X BREANNE, Xt MEGBAEIRS. flash-erase-all i PR EIBAFFIE

ZEBE, £0AHLTRARS,

SR EHMIRE HSM SRR E

ISK_CERT_HASH SBx X

OEM Open £ 4 EH, BXEWEE E2EFCBF SBx A FEAN/EFH AR image

7l

OEM Closed £ % FH, 2&xgwEy |THEMRBEAGERE SBx XHHH | SBx ATEA/E#HMNARF image

&3] IFR

6.7.4 EdgeLock 2GO WPC workflow

EdgeLock 2GO ¥ &Rt WPC Qi ANIEPTFHEH T4 BB R (WPC) IEP4EMEE, SEC TEX#F WPC &7
5, H NXP 8 WPC #Ii& CA lRFRMEE., W TFZIHRE, RIREA NXP ROITE, KR NXP HE
PASREUR Bl

6.7.4.1 EdgeLock 2GO WPC flow step by step

Ef & EdgelLock 2GO EE, BHMITUTSE:

1. TRARERHIEAHRIENARFEREEIE,

2. 7£ Edgelock 2GO server t, SI2 Qi ### CAs T #HHHHE

3. BIZE API B4, EZ¥1E, 1§28 APl key to access the EdgelLock 2GO server,

4. 7£ main menu > Target > Trust Provisioning Mode™, i%®enable WPCHiEEEdgelLock2GO &%k ; f#
A Qi ID £ Qi PUC 2.

5. fIARZEM ISK =B HI3# <workspace>/keys/ROT1 cert block wpc signing.bin E4%
#| EdgeLock 2GO server #1T7&E, £RE, THEZLBHRIFHREN <workspace>/keys/
isk nxp signed.bino.

6. 7£ write EUI+ £, % diExtract WPC certificate?Z 4l LUIRER C A XA HliE ™ CA iIEH <workspace>/
el2go/mfg ca cert array.c. MFMIMIE ISP EX FiEHE,
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7. ERABABHR systemAuthentication. cFHY WpcMfgCaCert[] ; MEP R EFE A F it 0x600-0x7FF,
TAEA N AR FTE b it OX5EQ0-Ox5FF @& WPC 1R CA IEB’R %,
8. £ Codewarrior PEFHWEIE,
9. FREHNEREMH, £ SEC TERFPRITHERIRE,
10. ¥ image BA B, ERBAREN—I2, HRFEE T WPC PU iEH,
6.8 MCX A1/A2/A3/L2 device workflow

REANE A13x/A14x/A15x/A16x/A17x/A25x/A26x/A35x/36x/L25x A SE ) THEFR T2,

6.8.1 Preparing source image for MCX A1/A2/A3/L2 devices

* MREB FLASH 5217 image JLFFH SDK RAEIMWIRRINET . TEMERXRERE, TREFHERG,
* MR RAM 1217 image ; SIZ2 L RPIET, ERNNAREFEES RAM,

6.8.2 Connecting the board
AT EEEXEETEMRFFHEES SEC TENEER.:

MCXA/MCXL iy Z a8 =

R ISP BEER MKE FLASH B3
FRDM-MCXA153 SW2/JP8 RINBERT
FRDM-MCXA156 SW3 RINBERT
FRDM-MCXA266 SW3 RINBERT
FRDM-MCXA346 SW3 RINBERT
FRDM-MCXA366 SW3 RINBERT
FRDM-MCXL255 SW3 RINBERT

BRBUT SRKEETT KR

1. %# ISP B R, HSHLx,

2. fEF USB H454F UART/USB i OEET &K PC,

3. BREN SEC IBM TEXMNER TETRE. EZi¥18, 1S H Setting up Secure Provisioning Tool.
4. 3 A main menu > Target > Connection, i%&# UART/USB F#llisi&E#,

6.8.3 Booting images MCX A1/A2/A3/L2 devices

KXTFWMAIBZEEX (plain) KFEH image M CRC B image WA %, 5 MCXN &&ZME. EZiF1E, 5
[EBooting plain or CRC image for MCX Nx4x/N23x deviceso

6.8.3.1 Setting CMPA flash access control

CMPA BLEZ¥EFRICH FLASH ACL # #. XEFRATIHRILATRKESR (MBC) BREF 7. CMPA FE
MHEER RN, WRREHME, WATAELGEHTER.

AERH NAFENZE, XEWRE CMPA (FFHIEREX) RHAKNLR. EXMRIVRET, NEEL2TH
Bl — R VFIRE, BAMKITERE.
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—BESHRLEERET CMPA, RBAFURETMENAGIBREE LHRNER, HRNXBRRETHAELSBNARF
EIRE.

RKIABER T, SEC TEFIHREMNPRIZEN “read + execute”, B2, EBENARF image if, SEC TEREF
HEINRE, R, EERAFABEHENR, UBREEREEN ZBELIRIIN,

FEXENR, BT ATRET R A AT HE M 7 XA A B B IE B 7 AR, BN A RS B EEMRIZT

B4R IR0
6.8.3.2 Provisioning with device HSM for MCXA25x/MCXA26x/MCXA36x

AFNEBUAHENEARIRE HSM sb XHRAAM A image M CRC KIAE A image.

4 F{bootable image:

ETIEEPERAMENENEE,

$1#:Z] Build image #18.

i%£$% image fEJV Source executable image.

“OEM seed” X # 2 4R £ BB E.

MERZFEE, $TFF Dual image boot Hi# {TH B,

ERARBEIRCH, FRABRRCERERE, HELESRLT ISP ER, BWELEYS, 2EZ—EE

SB3 X#., BEMNMH3TE CMPA, AI#H1T image MHEM image, MREEEZEFT KR, MNEEREE SB3
A B R R

7. ¥ i Build Image A% X — bootable image. LIRS BIE—/MERZ HSM SB3 k¥, AT image %
e,

FE: EEASHR ROPRET, CMPA BEENNBRZLZERERF (SI), ANGREFBABTXZE Sl
B IN4EB bootable image /&, EHRITUATRME:

1. BRGERLT ISP ER.
2. {12 E) Write image #18,
3. B 7 Write image.

o s WON -~

6.8.4 Life cycle for MCX A1/A2/A3/L2 devices

RINNWEG AN ZATH A, ©2 OEMOpen, EHENAREFZH, iHI®E In Field ROP 17, “In Field
ROP 2”, =“In Field ROP 3’4 &AM (FZi¥l5, HFSRBRLERNIE) . XTFRFNEFESE CMPA K
®E, JUBEIRTHERKRGSRRELEG AR,

EE: EHH ROP3H, £RFWILERE, ISP RSTATM,
6.8.4.1 Reverting life cycle

EMELGEAY, BRNTHERERSS.

HNFTFEREZRERF (SI) WiRE, LIEMBR SI B#, BUHERRHSTEK. XREANTE SINAEX
2 ERP, TEHRE, —B S| ##EER, H B CMPA #fy ERASE_TOKEN[X] ZFESR[HIRE, NEFERFHRAM
2H, 3% HEBRRRELLER CMPA SEHNEBRSESESS. B, ERTHERRZE, BREFR
BROMEE, MEZRLIREZE, NMEFHHER SI FAIENNEXE.

6.8.5 MCUboot for MCX A1/A2/A3/L2 devices

MCUboot £ MCUboot T#EREFERIR, U TR2HETTMCXHFiL:
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* £ CMPA 1, MCUboot BN ARRFAT, flash T3[R FHRIRELARENEA BN, HHREFHMN
|, EHN MCUboot 27 N AREFEH M EHXFEMANRENBEARN, HESITHARFITFRREN RN
TAM, Mg ek XM

6.9 MCX C041/C242/C444 device workflow
AEANE Cxdx R IEEIH TERE.

6.9.1 Preparing source image for MCX C041/C242/C444 devices

* MAEB FLASH 5217 image JLFFH SDK REIMWEAINET . TEBRREERE, TREFHETRG,
* Bl RHIES, image MIED RAM 1Z1T, EFE#ZNARERFE RAMo MCXC041 RE R XEFIZET .

6.9.2 Connecting the board for MCX C041/C242/C444 devices

AH A EHXEE FRDM-MCXC041, FRDM-MCXC242, #1 FRDM-MCXC444 HF S HE#Z] SEC BNEE.:
MCXC R B iER

X ISP BEHER MPAEB FLASH E3)
FRDM-MCXCO041 SW3 HIAMBERT
FRDM-MCXC242 SW3 HIMBERT
FRDM-MCXC444 SW3 HINBERT

1. %% ISP B BRXEZHE, B LK

2. £ USB B4 UART/USB i O£ &K PC,

3. BREN SEC IZMN TEXMIBER TETRE. EZ*15, HZSH Setting up Secure Provisioning Tool,
4. # A main menu > Target > Connection, i%£## UART }#lifi&E#,

6.9.3 Booting images for MCX C041/C242/C444 devices
REHIR T 2 bootable images HFHE ARE flash AR B3,

6.9.3.1 Booting plain unsigned image

B, £ — bootable image:

1. t0#:%| Build image f1E,

2. 1&$R1E Preparing source image for LPC55(S)0x/1x/2x/6x devicesH 4 X image #E8 Source executable
image,

3. MREFHE—/Zi#tE image, BRI UIFZE S 0x00000000,

4. MRFE, FITJT BCAIFCF BE.

5. ¥ i Build image A% K — bootable image. 4R 2 —1=# #l bootable image.

M IhAE K bootable image /&, BMITA TIRE:

1. BRALEIELT ISP X,

2. t1#:Z] Write image #18,

3. & i Write image,

4. MREBEARERY, EEBF KRB image,
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6.9.3.2 Life cycle for MCX C041/C242/C444 devices

ZRIAH development 4 EH 2 Flash unsecured. BN AEF 28], HIRE Flash secured £ EH (F
LiFE, ESRABRGESRNEX) . EURETARNMER, SEMERIRE BCA M FCF TH, MR
ISP A H FCF FRMEBERERA, NALBREAT flash 22N H,

6.9.3.3 Backdoor key

MRRETRMNBAHBEFCFHRERTRINEBHALER, NALENZASREGEAR, BIBARIERS, LB
BRHITHRBA T OEM Open £ FMF —#, ERITREE, MRRIFXK, WEE# -SRI, EZF flash
BB, JMUER'BARETF T EANFRE N EEEANEFRE,

6.10 MCX E24 device workflow
AEANE MCX E24 LB THERRE.

6.10.1 Preparing source image for MCX E24x devices

MAEB flash =T image RJLFFFE SDK REIMWERINET, TEERREERE, TREHGERG,
MCX E24x & &XEZEFAIE flash E R B FM#ES.

6.10.2 Connecting the board for MCX E24x devices
AT YEHEXEE FRDM-MCXE247 &R HF HiE#E| SEC WER:

6.10.2.1 Flashloader boot behavior on MCX E24x devices

MCX E24x R&TX# ISP BaiiERN. MR, BMELE NRMERE T —NMEEER S flash Y flashloader
image, HEA@=flashloader tN#EkFEFH flashloader E#-

RIAMBERT, XLEREMNAE flash B3, EREFHIEP, WYREN flashloader £ B MEE RAM H H MHE
W17, XEBSLEFELIMA ISP EXEVAEI flash HIZTHAE,

6.10.2.2 Flashloader initialization via debug probe

R flashloader RERE Liz1T, AILMERFRREFEMBF N RAM 4T, FRDM-MCXE247 L HIHREk
MCU-Link X# @R 28E, EMLATATUL B,

$¥#&: Flashloader A BU@id MCU-Link 5 J-Link iR #R4 #1581k,

s EREERREENRMY (LinkServersiJLink) 9 SEC TEMAERFNRHNLTEERIEE PATH IR

BEEF,

£ main menu > Target > Debug Probe =1£ Toolbar. DbgHi%#ZFid Rt

6.10.2.3 FRDM-MCXE247 UART pin connections

EEMRZENFMNESE (FALPUARTY) FIREMCU-Link (FFALPUART2) ZRIEINBEE, HEAMBHIBL
¥MikroBUS UARTE# ZIArduino UART, EEARIT:

* FArduino J1 - Pin 2 (PTD17/LPUART2_RX-Arduino_DO0)i%# Z|MikroBUS J5 - Pin 3 (PTC8/LPUART1_RX-
MIKROE)
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« $¥Arduino J1 - Pin 4 (PTD12/LPUART2_TX-Arduino_D1)i#FIMikroBUS J5 - Pin 4 (PTC9/LPUART1_TX-
MIKROE)

B bERE, ATEAREMCU-LinkH USB¥ UARTHF 2 Zh 827 = HLPCH (A 77 hn#L 27 2 B 8T UART 3t 17181

il
o

6.10.2.4 FRDM-MCXE247 connection via SPI

EAEMRENFINRFNINEPUSBESPIFHEER (HIZIMCU-Link Proii#Rét) ZRIEMSPIBIE, HRHESR
EEDERR, EESRXUOT:

» SPI MOSI#E$##Z|MicroBUS J6 - Pin 5 (PTB3/LPSPI0_SIN-MIKROE)

« SPI SCK #$#%| Arduino J3 - Pin 1 (PTB2/FTM1_QD_PHB-MC_ENC_B)
* SPI MISO ##%! 10 Expander J8 - Pin 12 (PTB1)

» SPI PCS0 i#3#%%| 10 Expander J8 - Pin 9 (PTBO0)

EE, AEBUSBESPIFTZES WA THEEYPCHAFINEES 2 BB SPI#THESE.

6.10.2.5 Connecting the board to host PC

1. EAUSBELIFI13 (MCU-Link USB)i D& EIRHPC,
2. BREN SEC RIEM THEXHWBER TIE1TIRE, EZHYE, ES 5 Setting up Secure Provisioning Tool,
3. 3t A main menu > Target > Connection, %% UART iR iE#E,

5§E,§ ¥I$$ Test Connection R4, WMRAFMEIFEAREZT, SHEIFRFRENBIL. EXTHER
T, SRR AR, B3 A Flashloader initialization via debug probe,

6.10.3 Booting images for MCX E24x devices

REHFIR T 2 bootable images HFHE ARE flash AR B3,
s¥%E: BBISECT E{XXEMCX E24xH# Unsigned B30,

6.10.3.1 Booting plain unsigned image - unsecure boot

EFNBLRLL B image HEFME A,

B, £ — bootable image:

BREEITEZ£FPIERUnsigned 53125 E,

$1#:Z] Build image #18.

%32 1E Preparing source image for MCX E24x devices F4E B Y image #E7 Source executable image.
MREFE N H image, FBFEHAHuUIZES 0x00000000,

MRFE, HHFT FCF RB.

MEBEFEE, BT SHE keys configuration HE &, SHSHE Z4AEE.

. #75 Build image A4 K — /" bootable image., &R 2 — =t #l bootable image.

R Ih4E X bootable image f&, BT TIRE:
1. BRAEREEE,

No o roobd =

2. ¥ 3| Write image 18,

3. i Write image,

4. MRBEANRERTN, BEEF RRUB 3 image.
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6.10.3.2 Booting plain signed image - secure boot

AFNBUNARENFERATRLBINAIEE image. ELXELBsHE, N AF3) image RiBER#H1THHK
iE, FNERN MAC BELXRIFRERESZREMPHEHRITHER (BOOT_MAC),
B, £ — bootable image:
1. FRAEIEEFEZFERIE (SHE) £17 5 ERIE (SHE) #1T = BRI (SHE) ™#Kt Ba1XH, X%
BHXRENELER, BEABHXRBEIERT,
1#2% Build image B,
1%3R1E Preparing source image for MCX E24x devices 4 B image #E8 Source executable image,
MRFE—NDZHE image, HFEHHHEIRE S 0x00000000.
MREE, F47 FCF B HEE.
$T7F SHE keys configuration }&l&, Z®SHE keys configuration,
» #W{RBOOT_MAC_KEYEBREBHNBALLRE.
* HXBOOT_MACHIi*#1E, &S EManual and automatic BOOT_MAC calculation,
7. i Build image A% X — bootable image.
o XFHER—N =t &l bootable image.
* WREA, W&it®E BOOT_MAC,
« FEERIET AT gk SHE Z4AR/Y =3t 634
M IhAE K bootable image J&, BMITA TIRE:
1. BRAERCERE,
2. t1#:Z] Write image #18,
3. & i Write image,
4. MEBEARERD, EEBF KRB image,

¥E: CBWIF (SHE) =& BaERX —BigBEI A KAME, TEER. i, BEXTAZEFEEHBOOT MACITH
B, TRELBIERN 28, BAEH#ITBOOT MACIHEHFM., BN, RFFREEBRS, TEBI,

oo kwN

6.10.3.3 SHE keys configuration
£ SHE Z4AmBX EES, BB R ERPFM KD RE BEL R U#HIT CSEC/SHE Z2#E. XRET
REND XA,

HEAHEBREN No setup 25 BT CSEC/SHE ZHFMIRE, AUFRSIITRED X, WETURHT Rz
Mo

RZAEE 20 MR, A= MEREFEBERE,

*« MASTER _ECU_KEY A T4 CSEC/SHE EE R ] RAREHEMHAZRR,
« BOOT_MAC_KEY ATEZ£ B IBRPRIIHHHESL M,

* BOOT_MAC AT E#Z2 Bz 3B FERAKNARERF image B9 MAC {E.

e USER_KEY_1 £ USER_KEY_17 AP BTN ARFISEEA.

EE: MREMERRRETERPAER, WRFLZEENH RS

6.10.3.3.1 Manual and automatic BOOT_MAC calculation
ATSUBEN A A5 Xt 1TBOOT_MACITEM4mE:
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* F3: #FMnxpshe calc-boot-macWHELITEBOOT MAC, ffAblhost key-provisioning
set user key@i Tz, EFEMALLED, #7% Build imagetl B#Y SHE keys configurationXti#4E+ /5 A
BOOT_MAC., BXBOOT_MACEHMELR, #FZH SHE BAEH.

* B3IfEA CSEC: {XX K7 CSEC/SHE Z4iFE+4TE BOOT_MAC R RIfEMLIET., EFA B3I
&, E7E Build image#l B #Y SHE keys configurationX} iZ1EH 2 BOOT_MAC,

6.10.3.3.2 SHE key update

E7 CSEC/SHE ZAFM P IRENFRA LR ITER, BIIRR1ZF KB A Write Protection #r&. ERIh
TE#H, BH4HIE SHE R4AE B X B EFEINBZPEH 1+ E,

ELZ2BXT, YFHELITE BOOT_MAC B, SEA[H{Timage X £ FEdE, HEE#HITBOOT MACEH,
6.10.3.4 Life cycle for MCX E24x devices

ERIABY development £ #EHi 2 Flash unsecured. FENAREF 281, HIRE Flash secured £ A (F
ZFE, BESHABRAESRNEXE) . EURETEAHNRR, ZEMERIRE FCF NH.
6.10.3.5 Revert SHE keys configuration and/or flash security

TRE#TEXBELEREERTEB N SHE BRAFFEEN LIRS (MRS X) MURBED# 8RN
FREANFREENESR

EwmEH SHE Z4AfL B BERFHRE J;;E”'.:;EIJ«}LEESHE%E%H i%\ﬁmzﬂ-ﬁﬁﬁmﬁﬁ
NEFEFRRE BAEKRMEERO  NA =] =]
NEFRRE YEIRAE % = =]
NEFEFRRE LHATZEAE EAZ R HNHA & ="
FlashB & FHERMEER O N/A = =]
NELE LHATZEAE % & ="
Flash& £ LHATZAE EAZ R HNHA & ="

6.10.3.5.1 Reset SHE key store

MRFARZERP BEmAR A Flash Unsecure, WAL CSEC/SHE BAEEB A H] KRB, MRLEGA
Hi& B}, N/ R A Disable flash security... AT A, X[k 3 N1 KHIEEER,

BEEEHAE:

1. EWrite image#l B &, &EiIReset SHE key store... #Z413] FFReset SHE key storeXi iEF4E,
2. REAERE LN BAFEEREEREES .
s RATMEE - BHATFHAPEERN 5. 10X 20, EXTERT, FEFEAnxpshe reset@®. RE
SHE BEAFHHEE, NMARFImageNREBEEANER,
s ERATM - BPEEMADEERN 0, EXFERT, FEMAovlhost flash-erase-all-unsecurefl
STERENE, HRENFLLID.
3. ¥ i Reset &4,
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6.10.3.5.2 Disable flash security via debug probe

MEFHRUATRE, NATERRRREBRRERPIEENR SN
» FCF Et & Y “mass erase” ZERAKR#WEH,

* SHE BHAEREE (BZHAMEIREN No setupsl 0) . HRZERMER, 2 BFHLEX AEBlashiy KAE LR
BRo

FE: HERERBAETSIBEATHERE,

EMRIEREE, B Write imagefl B # &£ 5 Disable flash security.... XKAEERE, flashloader image
FEAXANEZBflashH B3,

6.11 MCX Nx4x/N23x device workflow
BN B Nxdx/N23x LB EBEH THERE.

6.11.1 Preparing source image for MCX Nx4x/N23x devices

* MAEB FLASH 5217 image JLFFH SDK REIMWEAINET, TEMBRREERE, TREFHERG,

* MI\ER FLASH Z1TH#Y image UMtk 0x80001000 FF 3, TETSIREFFE MCUXpressolDE A 81 2 R 51 At
REB L E,

o I RIS MAEE RAM Z1THY image &£ N AR F 83 RAM,
6.11.2 Connecting the board for MCX Nx4x/N23x devices

AFGEHXHE FRDM-MCXN947, MCX-NIXX-EVK, MCX-N5XX-EVK HFHE#Z| SEC BNEE.,
MCXCN #R# B iR

R ISP EahE= MI\EB FLASH 338 MREB FLASH F3)
MCX-N9XX-EVK SW3/JP49 CMPA HE XK R 3R

FRDM-MCXN947 SW3 CMPA HE XK R 3hiR

MCX-N5XX-EVK SW3/JP49 CMPA HE XK R 3hiR

FRDM-MCXN236 SW3 % BHINBERT

1. & ISP Bz, BRI LR,

2. f£H USB H44F UART/USB i O£ &K PC,

3. BREN SEC IR TEXMNER TETRE. EZi¥1E, 1ESFSetting up Secure Provisioning Tool.
4. # A main menu > Target > Connection %% UART FHitiE#E,

6.11.3 Booting images for MCX Nx4x/N23x devices

REHR T ¥ bootable images HFHE AR flash AR E3. SMNIED flash Boh3EAE, EEAEZETIHNI
flash 9 image.

6.11.3.1 Booting plain or CRC image for MCX Nx4x/N23x devices

BAX (plain) image BEATH K. BWESLAMZELRE image ZHIEFERALLBIKE, BURIE executable
image & EE I,

= AL .
B, £ — bootable image:
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1. BREAEIERFHEE T Plain unsigned=iPlain with CRC Sz13 &,

2. $1#: %) Build image #1E,

3. #E&$R7E Preparing source image for LPC55(S)0x/1x/2x/6x devicesH 4 X K image ¥EN Source executable
image.

4. WMRFE— binary image, EFEA#BHUEIZE N 0x00000000 (FAE flash 0x80001000) o

5. MR FEE, ITF Dual image boot H it THE.

6. ¥ Build image 4L 4 X — 1 bootable image. 4% 2 Z# #l bootable image.

BRI bootable image J&, BT TERE:

1. BRLERRL TISPER.

2. H1#: % Write image L,

3. ¥ Write image.

4. MREARERT, BB ISP & HEEHRLZ 3 image.

6.11.3.2 Booting plain signed image
AEFNAMAHENEEAXLEE BB,

4 X bootable image:

1. ET B2, % Plain signed B3 # ,

2. $1#: %) Build image #1E,
3. &R TE Preparing source image for LPC55(S)0x/1x/2x/6x devicesH 4 X # image ¥EN Source executable
image.

4. 7£ PKI &5 5T E 4 K Z 4R

5. JR[EBuild image A, MTH X% FIEFREMBIUEREL, Hl0 ROT1: IMG1_1,

6. X“CUST_MK_SK’FI“OEM seed”XI ¥ %47, FAMEYE.
7
8

. MRFEZE, 7 Dual image boot HHTEE.
- BRERSEZBLESLT ISP EX, EHESES, HZEE SB3 X4 LRE CUST_MK_SK FIsE
B, MEBEREEEF AR, WHEEARZEE SB3 XHHHENAK, EEMHELIEE TR,
FE: SBMHHEZMAE, LEHRLXEE,
9. ¥ Build imageiz4H L4 B — ™ bootable image. 43R4 K — —#t fHlbootable image S & A F ¥ iZimage
LREIEENSBIT &,

I #% bootable image /&, I L#H LS.
1. BRGERLTF ISP ER,

2. Y12 E) Write image #1158,
3. #.i5 Write image.

6.11.3.3 Booting encrypted image

T EHHHCRCHZ R image W INZ image, BIEINE image 35X R image £, kL, 7£ Build image
ME P E MR X

« {£/8 PRINCE Regions &7 AEPFLASHEL & & X 15
£/ IPED Regions &l 7 S\ SBFLASHEL & h1 2 [X 13

XAMERT, ERARFHE, BRIANEE image. BXERAME image WETE RS, 15511 B iR E IR,
L£EXNEB, 7 imagel RE—MXF, K imagel B —MNX1F, XA imagel i&BXEHFT A image1 #1701
o
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¥ image B A BirZEERRT, 4T image &, MBEXEE SB XHhHEHE, HFZEXFHIECMPATIHFEE
B, EEBRXHE AN XX,

6.11.3.4 Life cycle for MCX Nx4x/N23x devices

ZRIAH development 475 EHi 2 Develop. EZERARFZHI, HIRE In Field"=®“In Field Locked” 4 75 &
H (EZi#E, BSREBEMOERNR) . iRt dmARN, BiU¥ ROTKH  PRINCE = IPED Xigik &k
A fuse, ROTKH fuse HZEHzhi&E, {8 PRINCE = IPED i EHAFIZE.

FE: EWEABENTLCRERAEN,

DEANEELEAENEZLETNEZREARN. EFXEGARFR, —LEAFLEERENAS, ALERZ AR

Eaﬁunﬂ A

TREEEXRNMABREMEED APLZEZEB=NFAEE:

S ARMEERE

EEREESEAH %% HSM FF % AR ZE HSM EdgelLock 2GO 7f X |¥i# EdgeLock 2GO

CMPA %% HSM SB X4 %% HSM SB ¥ el2go_provi.sb3 el2go_provi.sb3

CUST MK SK %% HSM SB x4+ %% HSM SB ¥ CUST-MK_SK CUST-MK_SK

ROKTH in CMPA %% HSM SB X # %% HSM SB 3 # RKTH RKTH

CFPA BEARZAR %% HSM SB X ¥ EABA el2go_provi.sb3

RKTH fuses BIEFFER, FNFR ®F HSM SB XH# BIEERFETER, FNF |el2go_provi.sb3
2FRF SkF

NPX #1 IPED fuse BIEFFER, FNFR ®FZF HSM SB X BIEERFETR, FNFR |el2go_provi.sb3
2FRF SkF

HREH fuses BEARZA %% HSM SB X ¥ BRIANREMA ; A& |el2go_provi.sb3

el2go_provi.sb3

7= Develop £ @ A#H, CFPA WEABAMAA, Kt Al IEME N BME[HE, £ In Field £ AMRH, N
BN ERTREE,

—BRERLT In Field RS, EAMANPAANEFNARFRG ; EAMATXIGHMWESN, EAUERAR
EM SB I{#J‘Dﬁko

6.11.3.5 Test life cycle

MCX Nx4x/N23x ZE 4] JABH 1% B HEADER F1788 PRIy 7 & CFPA_LC_STATE M INV_CFPA_LC_STATE
RIRE CFPA W EMN XA WA, BIE AL CFPARE, MCU WTHREK LF 24 OTP #B3) —#,

EE: ERMEMN LCE, HAETASSBISATE,

ENSREGEALHRE, HHUFER CFPA_LC _STATE REE 0x0 HFEEBEASH. W2 LC X CFPA &
Bz, WAILAE LB E M EEITHIT blhost -u 0x1fc9, 0x014f - write-memory 0x01000000 cfpa.bin EE CFPA
n

o

#ei# LC ARER S ER:

1. IAREREELRLRHRE (LEIMB) WIEX

2. 1 OTPIPFR configuration &, i&& CFPA_LC_STATE % OxF, INV_CFPA_LC_STATE % OxFO,
3. EHEA image

4, FigZFEF@BBI A ISP
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£ OTP/PFR BLEH, [Hi&k CFPA TUE

B I Reset S # A blhost reset (s EBIREZ
WidZ2EwABTH (AR®S. 2T SOCU HHEH|MWERNE
MRATRE, FEZFEFBHUHEA ISP

$TFF OTPIPFR configuration , i&{& CFPA_LC_STATE 4 0x0, INV_CFPA_LC_STATE # OxFF,
BABRERHN CFPA REARE

BEEE, RFEMELEELC

FE. WTRATEREWNRH EVK T4E, BREBUTEIREE.

a. KAFEMRBIR,

b. H JP22 FinBksk.

c. FHERFEHR USB (J28),

d. %1% ISP &4 (HRE#E ISP Bk&k) FHEI J28 HEEBIFF Lo

e. Bk JP22

,o 0N O

_ =

6.11.3.6 EdgelLock 2GO

B xEdgelLock 2GO, iBE&EHREdgelLock 2GO Trust Provisioning workflow, BAT 2 MCXN E&F#:
* EdgelLock 2GO ZEMEFN TR XM ZEmABRTREM, EHSHLife cycle for MCX Nx4x/N23x devices

* SEC TEHAERT ed2go provi.sb3 X#, HATEHIMN fuse BIkEF, X F EdgeLock 2GO E#, 1L

HREEN ; B2, SEC TEFAZXHEIN G £ AR PR Efuse,
EiET Web T340 EdgeLock 2GO RS 88, BEHAUTSE.
- BIEREMN - HFITR

— R BRI
- EBEEEEN
- FXIRHFFID (OID) iR EH 0x7FFF817C
— EBRIENZ X
- FERBEH, %EF“NONE”

s WFF%, EFH SEC TEHMNF X - D ERILLRK EdgeLock 2GO BRE R LZ SN REEFH Open K,
BUXLEE, EHARTSNE, FENALEBRLERS, XT4E7~, BEERAYZEGEALBA Closed &
B, XFEAT LEM SB3 3, HAREERHRLE 7 NONE,

* ERZEEE 42 B ATERER CMPA T, MMERILIEHELE . el2go-host BEARRFERASE -clear KER
CMPA, MNRERAFE/ZNAEERITER, WEUMRZSH.

* ZENKRO MU AT F AL flash b, REEHALEBEARENRZATBRZXE

6.12 RT10xx/RT116x/RT117x device workflow
A FMAN B RT10xx/RT116x/RT117x iR & TIEHR.

6.12.1 Preparing source image for RT10xx/RT116x/RT117x devices

RS ERP, BIUEERFENIT image B BInfF#EdR. U TR T AT RT10xx/RT116x/RT117x iR %&:

« M8 NOR flash Z1THY image
% image ## R XIP (eXecution I****n Place) image, EBEZMNHEFTENRNFERIT,

« W EF RAM FZ1THY image
% image A LABE E) SD +/eMMC =& FL & flash (SPI NOR, SPINAND, =% SEMC NAND) &, =1Tht
KEFHIE RAM F, HERZHHBRMBERIT,
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+ £ SDRAM HIZ1TH) image
% image A LA IE R SD R & 426 flash (SPINOR, SPINAND, = SEMC NAND) &, ZE{Tet%&E 4!
E| SDRAM /1, HERHIEMIBERTT,

6.12.1.1 Image running from external NOR flash

* MCUXpresso IDE
led_blinky T2 2R 1A B #5344 E6 flash,

1. T[iE$ZITFF Project > Properties > C/C++ Build > Settings > MCU C Compiler > Preprocessor >
Defined symbols, i&i& XIP_BOOT_HEADER_ENABLE} 0, It BRIMIER %R, EHNbootable
image B BALA4E build JET+ LAY Ao

2. £ image X, RELER image A Debug\evkmimxrt10##\ iled blinky.axf.. % image AJ L
£ SEC T EH# Source executable image H# T,

¢ KeilMDK 5

1. ETERF, %# iled_blinky flexspi_nor_debug.

2. %%, 7 Project > Options > “*C/C++*”, 2 define symbol XIP_BOOT_HEADER_ENABLE=0 (i%
BRO0 ., WEBRIELWIER, EHAbootable image AT LLAE build £+ LB A

3. $TFF Project > Options > Linker, MiBRFFHE -keep &1, ARFE X XIP_BOOT_HEADER_ENABLE, &
J&, Misc. controls F R&EE -removel¥i£ I,

4. HpX image X#. #iti image 7 boards\evkmimxrt10\#\#\demo\ apps\led blinky\mdk
\flexspi nor debug\iled blinky.hexo

* |IAR Embedded Workbench

1. 7£ Project > Edit Configurations ... F, %1% flexspi_nor_debug,

2. 5%, 7t Project Options > C/C++ Compiler >Preprocessor>Defined Symbols, fFIE
XIP_BOOT_HEADER_ENABLEdefine M E X 0, T RIAFERAER, EHFbootable image A F
EM IR+ LAY A

3. WFZRALERIKIL, £ Project > Options... > General Options > TargetH &R F A%, Hl, £
RT1176 & ® iled_blinky_cm7 TR, EFLEEFEAKN Cortex-M7,

4. 5 R image . %t image F boards\evkmimxrt10##\demo apps\led blinky\iar
\flexspi nor debug\iled\ blinky.out.

6.12.1.2 Image running in internal RAM

EE: ATHNAFELNAMUBETRE, BEABRTESH

* MCUXpresso IDE
1. 7£ Project > Properties - C/C++ Build > Settings > Tool Settings > MCU Linker > Managed Linker
Scripth R EZ A Ak Link application to RAM,
2. 7£ Project > Properties > C/C++ Build > MCU settings®, HiBk Flash, 12 SRAM_ITC 3 M0x3000FF
%, KR/ F0x1D000,
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Type Mame Alias Lecation Size Driver é
RAM SRAM_ITC RAM 03000 On1d000

RAM SEAM_DTC  RAMZ (20000000  0x20000 i
RAM SRAM_OC RAM3 0x20200000  0x40000

RAM BOARD S.. RAM4 0x80000000  0x1e00000

RAM MCACHE_... RAMS 0x81200000 0200000

Add Flash | | Add RAM Split| Join | Delete | | Import. | | Merge... | | Export... | | Generate...

Figure 56. **SRAM_ITC**
1. ¥ SRAM_ITCEZ FE -1, HHERNRINEE.
2. %R image M. A LKEIERHIF image B Debug\\evkmimxrt10\#\#\_iled\ blinky.
axf.o

e KeilMDK 5
1. £ ER, %8 iled_blinky debug target.
2. $TFF Project > Options > Linker , =i Edit A{&2X Scatter X #,
3. XEBEO, 7 linker XHEFEUTEHR: BABIMEETR) -

#define m interrupts start 0x00003000
#define m interrupts size 0x00000400

#define m text start 0x00003400
#define m text size 0x0001DCOO

4. £ image X4,
A AR B £ BRR image B boards\\evkmimxrt10\#\#\\demo\ apps\\led\ blinky\\mdk\
\debug\\iled\ blinky.hex.o
* AR Embedded Workbench
1. i1%£3% Project < Edit Configurations ... > Debug.

2. £ IR B FRITFF MIMXRT10##xxxxx_ram.icf , RIGTEXHFELLTIER:

define symbol m interrupts start = 0x00003000;
define symbol m interrupts end = 0x000033FF;

define symbol m text start = 0x00003400;
define symbol m text end = 0x0001FFFF;

3. WFZALEEEKRY, £ Project > Options... > General Options > TargetF &R EMA %, FlM, &
RT1176 £ &K iled_blinky_cm7 T2/, EZRALEEREAKLA Cortex-M7,

4. RIFEWHH £ R source image.
&4, image £ 1 boards\evkmimxrt10##\demo_apps\led_blinky\iar\debug\iled_blinky.out.

6.12.1.3 Image running from external SDRAM

¢ MCUXpresso IDE
1. 7£ Project > Properties - C/C++ Build > Settings > Tool Settings > MCU Linker > Managed Linker
Script FRER B A Link application to RAM,
2. 1£$% Project > Properties - C/C++ Build > Settings > Tool Settings > MCU C Compiler >
Preprocessor, ¥ 710 defined symbol SKIP_SYSCLK_INIT=1,
3. 7£ Project > Properties > C/C++ Build > MCU settings &, ik Flash, 6% BOARD SDRAM
MO0x80002000FF 1, K/NMREFA 0x1dfe000, ¥ BOARD_SDRAM B EE—1, FEHEEARIAE,
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4. £/ image., B®&, BAILLEKEIR R Debug\evkmimxrt10## iled_blinky.axf B B4R image.
* KeilMDK 5

1. FT B, i%# iled_blinky sdram_debug,

2. §TFF Project > Options > Linker , =i Editb {62 Scatter X #,

3. XIEENQ, 7E linker XAFHEUATER: (BEBIMZET) o

#define m interrupts start 0x80002000
#define m interrupts size 0x00000400

#define m text start 0x80002400
#define m text size 0x0001DCOO0

#define m data start 0x80020000
#define m data size 0x01DE000O

4. %5 image,
B4, image £ XA boards\evkmimxrt10##\demo_apps\led_blinky\mdk\sdram_debug\iled_blinky.hex.
* |IAR Embedded Workbench
1. 1%£3#% Project > Edit Configurations ... > sdram_debug.
2. EIEMRB FZITFF MIMXRT10##xxxxx_sdram.icf , $RIGENXEHRELTER:

define symbol m interrupts start = 0x80002000;
define symbol m interrupts end = 0x800023FF;

define symbol m text start = 0x80002400;
define symbol m text end = 0x8001FFFF;

define symbol m data start = 0x80020000;
define symbol m data end = 0x8002FFFF;

define symbol m data2 start = 0x80200000;
define symbol m data2 end = 0x8023FFFF;

define symbol m data3 start = 0x80300000;
define symbol m data3 end = Ox81DFFFFF;

define symbol m ncache start = 0x81E00000;
define symbol m ncache end = Ox81FFFFFF;

3. WFZRALEEIKYL, £ Project > Options... > General Options > Targetd it B FE A%, Hli, £
RT1176 &K iled_blinky_cm7 T2, R EAZA Cortex-M7,

4. RIFABBHHER source image, BRI AR EIME G R image BN boards\\evkmimxrt10\#\#
\\demo\ apps\\led\ blinky\\iar\\sdram\ debug\\iled\ blinky.out..

6.12.2 Connecting the board for RT10xx/RT116x/RT117x devices

AET LS MAEENTES T ERE NAFHERES SEC #9RHG:

* MIMXRT1010-EVK
* MIMXRT1015-EVK
* MIMXRT1020-EVK
* MIMXRT1024-EVK
* MIMXRT1040-EVK
* MIMXRT1050-EVKB
* MIMXRT1060-EVK
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* MIMXRT1064-EVK
* MIMXRT1160-EVK
* MIMXRT1170-EVKB

1. BXxW{AER DIP FREEBEFERXAIEEE, &S Connecting the board for RT10xx/RT116x/RT117x
devices 9 RT1xxx EVK 8 B sh & %2,

2. FiRF LW J1 (F£ RT1176, RT1166 £ J38) 3-4 5|HIEHE, EHRFER USB OTG

3. fEf USB £i%#2 J9 (£ RT1176, RT1166 £7 J20) , 2 —i%iE#E PC £,

4. ¥\ SEC TEBKRETEFMEF ZRAIFEHR, EZiFHE, S Setting up Secure Provisioning Tool,
S. F¥IEEZHH Boot device i&#F N EVK FF &tk LFT A NOR flash (B4 flex-spinor/ISxxxx) o

6. EFEEF XN USB, RENARTEEL,

M SD FHEH

M SD FHBHEBEUTHANSR:

1. ¥ micro SDHC =l AFF KR+
2. ERLBETIER, B®EBETERPH Boot memory: sdhc_sd_card/SDHC SD card 8 GB.

RT1xxx EVK ) S s E X & &

BoER /L% |B1T5|S]E  |Flex-SPI Flex-SPI SD = eMMC SEMC NAND |FlexSPI
% (ISP#& |NOR (QSPI, |[NOR + fn# NAND
%) HyperFlash) |XIP (BEE
OTFADI/IEE)
RT1010-EVK [SW1:0001 |SW8:0010 |SW8:0010 |N/A N/A N/A N/A
RT1015-EVK [SW1:0001 |SW8:0010 |SW8:1010 |N/A N/A N/A N/A
RT1020-EVK [SW1:0001 |SW8:0010 [SW8:1010 |SW8:0110 |N/A N/A N/A
RT1024-EVK [SW1:0001 |SW8:0010 [SW8:1010 |SW8:0110 |N/A N/A N/A
RT1040-EVK [SW4:0001 |SW4:0010 |SW4:0010 = |SW4: 1010 |N/A N/A N/A
0110 SW2:
1000
RT1050- SW7:0001 |SW7:0110 |SW7:0010 = |SW7:1010 |N/A N/A N/A
EVKB 0110 SW5:
x100
RT1060-EVK [SW7:0001 |SW7:0010 |SW7:0010 = |SW7:1010 |N/A N/A N/A
0110 SW5:
x100
RT1064-EVK [SW7:0001 |SW7:0010 |SW7:0010 = |SW7:1010 |N/A N/A N/A
0110 SW5:
x100
RT1160-EVK [SW1:0001 |[SW1:0010 |[SW1:0010; |SW1:0010; |SW1:0010 [SW1:0010 [N/A
SW2: 000000 |SW2: 000000 |SW2: 010000 |SW2: 000000 |SW2: 000001 |SW2: 000001
0000 0000 0000 1000 0000 0000
RT1170- SW1:0001 |SW1:0010 |[SW1:0010 |SW1:0010 |SW1:0010 [SW1:0010 [N/A
EVKB SW2: 000000 |SW2: 000000 |SW2: 010000 |SW2: 000000 |SW2: 000001 |SW2: 000001
0000 0000 0000 1000 0000 0000

6.12.3 Booting images for RT10xx/RT116x/RT117x devices
AEHRT bootable images HERME AT,
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FEAIERUTILMAS:

H 1T images BN 1 E A image HA1E ZZEDCD/XMCD XIP
4LE8 NOR flash 4LE8 NOR flash % =]
AERAM 578 NOR =k NAND flash % %
A& RAM SD += eMMC x %
SDRAM SAEBNOR = NAND flash ) %
SDRAM SD += eMMC o) %
Bt hn{E 2.

* K1E, 4T image Wi 5 — {55 Preparing source image for RT10xx/RT116x/RT117x devices.
* XN1E, B A image fyir5 — £ SEC TEHH Boot memoryH it {THE,
% RT116x/7x %%, FlexSPI NOR/NAND f53hi% % X #FH /™ FlexSPI 3£

Pl, FLEXSPI_INSTANCEfuse\ (BOOT_CFG2\[3\]1\) B GPIO /3 3h 5| R E A B FlexSPISE Al REH K
HIGPIOE B 5IMLAEAASEHI2, A EEififuse,

6.12.3.1 Booting unsigned image
FEHPREMFRAARZRE image. BWEMEAZL S image BIEFEAREL SR image BIFREEE EFE IE,
B, £ — bootable image:

1. FHERE S EToolbarFi&EUnsigned boot type,

2. $1#: % Build image #E,

3. &R TE Preparing source image for RT10xx/RT116x/RT117x devices F 4 XY image ¥ 5 Source
executable image.

4. 33 F1E SDRAM Hiz1THI image, FEEHFIMEA DCD 5 XMCD (RT116x/7x) XH#HTEE, EVK F &
AT LAE A& DCD XfF: data\targets\MIMXRT1##4#/evkmimxrtlxxx SDRAM dcd.bin. X TF

RT116x/7x, AIBAERALLT XMCD BEEMf#: data\targets\MIMXRT11##/evkmimxrtllxx xmcd
semc_sdram simplified.yaml.

S¥%Z: BX DCD XHMES|, ESHCreating/Customizing DCD files.
S. MMRFEE, #TF Dual image boot H#H TEE ({XFZ#EF RT116x/7x H FlexSPI NOR)
6. $ i Build imageiZ £l LA 4 X — 1 bootable image,

bootable image £ I fE, BT T®RAE:

1. BARKRRERNBOTEHEN,
2. {12 E) Write image #18,
3. B 7 Write image.

MEBEEABRERTN, NIkEzER (S Connecting the board for RT10xx/RT116x/RT117x devices #
BIRTIxxx EVK {fpy B aniENikiR) HEEBEF XMW

6.12.3.2 Booting authenticated (HAB) image

AT XL image WERFEBHTHIR, MREFHMNE image, AR PR,
1. £ TE#M Boot type Fik#F Authenticated (HAB),

2. 7z Build image #1E £, £/ Preparing source image for RT10xx/RT116x/RT117x devices 4 F K image
{E} Source executable image.
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31F Authentication key, ERTEZ, HlW SRK1: IMG1_1+CSF1_1,
WMRZFEE, $TFF Dual image boot H# THE, (RT116x/7x - FlexSPI NOR)
Rk EHER N HAB Closed,

& & Build image.

¥ & bootable image & K I 4 Ko

Bt A Write image S H%E image.

1. BREZFTFRIRREN BT5SMEER (ISP) X, EZH#HE, 12K Connecting the board for RT10xx/
RT116x/RT117x devices FHIRTI1xxx EVK iy EzhiE iR, HEEF AR .
2. ¥ Write image.
3. ET5IFHEES, WIAEA fuses:
* Yes — #iIA}H 4R E image M fuses.
SEE: KR fuse REEFIT IR, 2BAERRENITELTINER image.
* No — FIEE fuses, Ei%4EE image.
* Cancel — BUHE4E image H fuses,

No o ko

Confirmation: IRREVERSIELE OPERATION - BURN FUSES x

I The following fuses will be burned as part of the operation:
- HAB security configuration
- Super root key hash

Please confirm (YES = confirm, MO = write image only, CANCEL = abort)

= ][

Figure 57. Burn fuses on i.MX RT1xxx for signed image

MBEARERT, NREzER (FZSH Connecting the board for RT10xx/RT116x/RT117x devices H
BRT1xxx EVK iRty Bz KX k1%. ) HFEBF KW

6.12.3.3 Booting encrypted (HAB) authenticated image

AT IR image WAERMBEBHIT T IR, 1% image FEBHRERRHZE RAM B, RILTEER XIP
image.

TEXMEI4EK image #ITIFEMER:

1. ET B #F,  Boot type ®RENKIEH Encrypted (HAB).

2. R Source executable image, M Preparing source image for RT10xx/RT116x/RT117x devicesH 4
X #Y image ¥EN Source executable image.

5 F Authentication key, EZREEZ4R, HIW SRK1: IMG1_1+CSF1_1,

WRFE, 77T Dual image boot H#H THIE, (RT116x/7x - FlexSPI NOR)

RAikEarEH 7 HAB Closed,

% Build image.

® & bootable image B& R IEMK.

TEXNMNMAEE image #1T 7 FMAHER:
1. $1#:E| Write image .,

2. BRZFAXKRIZERNRITSISMERERF (ISP) ERX, EZ1¥185, 1S5 Connecting the board for RT10xx/
RT116x/RT117x devices FHIRT1xxx EVK #x iy ;5 s & ik #%,

No o ko
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3. & i Write image,
4. ETHEEESR, BWIAEA fuses:
« OK — #IAH KB image M fuses,
SEE: KR fuse REEFIT—IR, ZBAERRENITELTINER image.
* Cancel — BUH%:E image M fuses.

Confirmation: IRREVERSIBLE OPERATION - BURN FUSES X

I The following fuses will be burned as part of the operation:
- HAB security configuration
- Super root key hash

Pleaze confirm (OK = confirm, CANCEL = abort)

o | [Em]

Figure 58. Burn fuses on i.MX RT1xxx for HAB encrypted and signed image

WMEBEEARERTH, NYNEs1ER (S Connecting the board for RT10xx/RT116x/RT117x devices &
BIRTIxxx EVK {fpy Bt RNikiR) HEEF AW

ER: INE image M —#0 REMAKBAERNERAMEN DEK BHR, ENMESFNEZAHTE, ©
RRATHMSR.

EE: RT101x Ml RT102x B A X NOR flash FIE{THINE image. MRXLLBBFHFHMBR
%, MW **Encrypted (HAB)*RiEZIE R R A,

6.12.3.4 Booting XIP encrypted image (BEE OTPMK) authenticated (RT10xx)

AFFER OTP EHAERFEE XIP 1E image #H{THIR, HEERZL S image, AREERERERINE,
{# /A BEE IhAEHY source image %712 XIP image.

TEXMEIEK image #ITIEMER:

1. £ E#KBoot type Fi%iF XIP encrypted (BEE OTPMK) authenticated.

2. #ERSource executable image, fF M Preparing source image for RT10xx/RT116x/RT117x devicesH #\
EB NOR flash iZ1T# XY image £ Source executable image.

3. 3IF Authentication key, ERTEZH, il SRK1: IMG1_1+CSF1_1,

4. B3 XIP encryption (BEE OTPMK) , #TFf BEE OTPMK&E O ., EiZE O, FHERINEEMZEAN
image FE % — BEE MEXAEE FAC R XiFEHE,

5. Ak EAHIN HAB Closed,

6. ¥ Build image.

7. ®E bootable image &K Ih4E K.

TEXAKEE image #1T 7 FMAHEIR.

1. Y0#:Z] Write image 5 H-

2. BREZFRRRENBITEISMERZER (SP) EX. EZiF1E, ¥ZH Connecting the board for RT10xx/
RT116x/RT117x devices FHIRT1xxx EVK iy B s & ik $#%,

3. B REMAK GPIO 5B A XIP tZ (EZi¥18, %S Connecting the board for RT10xx/RT116x/
RT117x devices FEIRTIxxx EVK Ry B Xk R) o

4. ¥ Write image,

S. ETHIHEER, BWIAEA fuses:
e OK — #IAH IR E image H fuses.
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SEE: KR fuse REEFIT IR, 2BAERRENITALTINER image.
e Cancel — BUE/E image M fuses.

Confirmation: IRREVERSIBLE OPERATION - BURN FUSES X

I The following fuses will be burned as part of the operation:
- HAB security configuration
- BEE key selection
- Super root key hash

Please confirm (OK = confirm, CAMCEL = abort)

o | (o]

Figure 59. Burn fuses on i.MX RT10xx for BEE OTPMK encrypted image

MBEEABRERD, WIRBEZER (S Connecting the board for RT10xx/RT116x/RT117x devices #
FIRT1xxx EVK {fy B XikiR) HEEF XMW

EE: PS5 ALERE OTP BEEHIREME XIP fuse RAE

6.12.3.5 Booting XIP encrypted image (BEE user keys) unsigned (RT10xx)

AT ERARAFZHERMNEE XIP tN# image # 1T, image £EXD AFAL . Bk, £REKZA bootable
image. RENZARLER image HITNE, UESEHAMEN XIP — EEMH. £/ BEE JEEM source image
I XIP image.

TEM ALK image B ITIEMER:

1. ETE&H Boot type Hi%# XIP encrypted (BEE user keys) unsigned.

2. fEJ73Source executable image, M Preparing source image for RT10xx/RT116x/RT117x devices %k
EB NOR flash i=1T4 Y image ¥EJ8 Source executable image.

3. #i XIP encryption (BEE user keys) , $TFF BEE user keys &0, EABRIAEBMZE image RE %
38 User keys data J BE X FH., WA, EXNEOFIJLUEE BEE WHEHMSH (BAXE (518 | X
HHAFZHA,. FAC RYPXEFERE. MBEHILZEAER) -

4. B Build image.

5. ®& bootable image BERIE K.

TEXMNAEE image #1T 7 IFMAHER.

1. 0#:Z] Write image 5 -
2. BREZFRRRENBRITEISMERER (1SP) X, EZiF1E, S Connecting the board for RT10xx/
RT116x/RT117x devices FHIRT1xxx EVK iy 5 s &1k $#%,
3. BEREMAMK GPIO 5IMBA XIP % (EZ#YE, #ZH Connecting the board for RT10xx/RT116x/
RT117x devices FHIRT1xxx EVK R S8R ik8) o
4. B 5 Write image.
S. ETHIHEER, BWIAEA fuses:
« OK — #IAH KB image M fuses,
FE: fuse REEBREBE—XR, BREZETRAER,
* Cancel — BUH%:E image M fuses.
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Confirmation: IRREVERSIELE OPERATION - BURN FUSES >

I The following fuses will be burned as part of the operation:
- BEE key selection
- SW-GP2 user key

Please confirm (OK = confirm, CAMCEL = abort)

o | (o]

Figure 60. {8 A /24357 i.MX RT10xx L& BEE tnZ# 1T E fuses

MBEE ARERTH, NYmEsER (ES 0 Connecting the board for RT10xx/RT116x/RT117x devices
BIRT1xxx EVK iy BohiE X%z HEEF LR

. SBS5ALUETE OTP BEEHIREMFE XIP fuse RKE,

6.12.3.6 Booting XIP encrypted image (BEE user keys) authenticated (RT10xx)

AT NERAFRZRRERMKEE XIP % image #H1THR. image ERDIHL ., BE, E£HAKZHA bootable
image. RENZARZER image #HITME, UEERSAMEN XIP — M. /A BEE IhaEH source image
I XIP imageo

TEXMEIEK image #ITIEMER:

1. £T E#£HBoot typed, #%3F XIP encrypted (BEE user keys) unsigned.

2. {7 Source executable image, M Preparing source image for RT10xx/RT116x/RT117x devices# 5k
EB NOR flash i=1T 4 XY image ¥E8 Source executable image.

3. X¥7F Authentication key, EFEEZ4, Bl SRK1: IMG1_1+CSF1_1,

4. B XIP encryption (BEE user keys), 3T7F BEE userkeys B0, & O, FEHBRINEE N &1 image
=&Y User keys data N BENFH. A, EXNEOPALEE BEE WHEMBSH (HIXE (5
2) . XEWAFE#. FAC R XIEEE. BHIEHRER) .

5. Aik47AHA HAB Closed,

6. #i Build image.

7. B & bootable image BE R IE K.

TEMMNAEEE image #1T 7 #MAHR:
1. 0¥ % Write image HH,
2. BREZFEIRIZERNRITSISMKEERF (ISP) ERX, EZ1¥185, 125 Connecting the board for RT10xx/
RT116x/RT117x devices FHIRT1xxx EVK ##Y /3 s Xk %,
3. BEEEAMNKN GPIO 5IMIkEAXIPINE, E%#E, 1ES 5 Connecting the board for RT10xx/RT116x/
RT117x devices FHIRTIxxx EVK x5 s #E Xk R,
4. ¥ Write image,
S. ETH#EESD, BWIAEA fuses:
e OK — HIAH R E image H fuses.
SEE: KR fuse ReE#1T—IR, Z/aRESRRBENITLIINERN image,
* Cancel — BUHE4E image H fuses,
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Confirmation: IRREVERSIBLE OPERATION - BURN FUSES X

I The following fuses will be burned as part of the operation:
- HAB security configuration
- BEE key selection
- Super root key hash
- SW-GP2 user key

Pleaze confirm (OK = confirm, CANCEL = abort)

o | [Em]

Figure 61. 7 i.MX RT10xx £#E BEE & MZX Himageffuse

MBEABRERY, BURBEHER (EFSER RT10xx/RT116x/RT117x B & AR IR image X4 , HEMTF
Ko
AE:. SBS5ALUETE OTP BBEHIREMNE XIP fuse RKE,

6.12.3.7 Booting XIP encrypted image (OTFAD OTPMK) authenticated (RT10xx)

AT XA OTP EFHEKMKEE XIP % image HITHIR. BAERESR image, RBELRER RN NER,
&/ OTFAD ZhAERY source image @442 XIP image.

TEX A4 K image #ITIFMER:

1.
2.

E1TELE, &E Boot type 71 XIP encrypted (OTFAD OTPMK) authenticated,

{E Source executable image, M Preparing source image for RT10xx/RT116x/RT117x devicesH 4\
EB NOR flash iZ1T# X HY image ¥ Source executable image.

5 F Authentication key, EFREEZ4R, HIW SRK1: IMG1_1+CSF1_1,

. K i XIP encryption (OTFAD OTPMK), #TF OTFAD OTPMKZE O, FARIAEEMZRE image REE

BEMEERY XEEE.

. Aik4EaEAE N HAB Closed,
6.
7.

& &7 Build image.
¥ & bootable image & B I 4E Ko

TEXNMAKRE image #1T 7 iFMAHER:

1.

¥ E| Write image FH-

2. BREZFRRZRENBRTEISMERERF (ISP) BX, ELHEHE, ESH Connecting the board for RT10xx/
RT116x/RT117x devices FEIRT1xxx EVK R B oI B RiEF,
3. B Write image.
4. ETHEEES, BWIABA fuses:
e OK — #IAHIRE image H fuses.
SEE: KRl fuse REEFIT IR, Z2BAERRBENITELTIALER image.
* Cancel — BUE4E image H fuses,
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Confirmation: IRREVERSIBELE OPERATION - BURN FUSES X

| The following fuses will be burned as part of the operation:
- HAB security configuration
- Super root key hash
- OTFAD key selection

Please confirm (OK = confirm, CANCEL = abort)

o | [T ]

Figure 62. 7 i.MX RT10xx L%E OTFAD in#&MZ £ imageHfuse

MEBEEARERTH, NNEz1ER (S Connecting the board for RT10xx/RT116x/RT117x devices &
BIRT1Ixxx EVK iy Bt RNikiR) HEEF X

6.12.3.8 Booting OTFAD encrypted image unsigned with user keys.
AN EARAFZAERMEE OTFAD % image #1TH#IR, image ERDTHNFL,
TEM ALK image #ITIEMER:

1.

4.

5.
6.

ErE#%, i Boot Type iRIEN Encrypted, XtF RT116x/7x T fr, 1%&#H (OTFAD) unsigned, X{TF
RT10xx & F, 1%3F XIP encrypted (OTFAD user keys) unsigned,

. ¥EJ3Source executable image, £ M Preparing source image for RT10xx/RT116x/RT117x devicesH 4\

£B NOR flash iZ1T4£ B #Y image E7 Source executable image.

. ¥ OTFAD encryption/XIP encryption (OTFADFEf%:4f) , $TFFOTFAD configuration (OTFAD

BE) BH. FZEOERMEIIZ. A LAEE OTFAD regions (contexts), KEK source (OTP or
KeyStore), KEK, Key scramble, user keys for regions, regions ranges #l random key generation I
BEo

#TFF OTP configuration B0, REHEHEREE.

& & Build image.

¥ & bootable image & KN4 Ko

TENNEEE image #1T 7 #MAHER:

1.

¥ %] Write image FH.,

2. BREFRREENRTEISMERERF (ISP) EX, ELHHE, S Connecting the board for RT10xx/
RT116x/RT117x devices FHIRTIxxx EVK i 5 sh iR KL%,
3. WROTFAD KEK/Ri& & JPUF KeyStore, MEE . 4MHR KeyStore B IhiE .
4. BEEMRIA GPIO 5HIE A XIP IZH(RT116x/7x) (E%i#1E, &SI Connecting the board for
RT10xx/RT116x/RT117x devices FHIRT1xxx EVK iRt B o1& R %R ) o
5. B Write image.
6. ETHEEESH, BIAEA fuses:
e OK — #IAH 4R E image M fuses.
5. fuse REERE—R, KEZETAEH.
* Cancel — BUH):E image # fuses,
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Confirmation: IRREVERSIELE OPERATION - BURN FUSES >

I The following fuses will be burned as part of the operation:
- OTFAD KEK

Please confirm (OK = confirm, CAMNCEL = abort)

o | [Tl

Figure 63. & i.MX RT10xx/RT116x/RT117x t fyfuse, L3417 OTFAD jpztimage

MBEE AIRERTH, NmkEsER (ES 5 Connecting the board for RT10xx/RT116x/RT117x devices &
FIRT1xxx EVK iy BohiE X%z HEEF LR

SEE: £ 6% (RT1M6x/7x) AILUENTE OTP BEHIRE ENCRYPT XIP EN fuse RHEE,

6.12.3.9 Booting OTFAD encrypted image authenticated with user keys

A ERFEE OTFAD ME image B {THR, image ERDAFHL. HE, £RER bootable image. AJF
XiZZEE image #1TINZE, UEE OTFAD —&£EA., £/ OTFAD ZEEH source image A4JA=Z XIP image.

TEXMEI4EK image #ITIEMER:

1.

© o N

F RT1M6X/7x BF, 7 TERHK Boot type Hi£1F Encrypted (OTFAD) authenticated, XfF RT10xx
S H, %3 XIP encrypted (OTFAD user keys) authenticated,

. ¥EASource executable image, £/ M Preparing source image for RT10xx/RT116x/RT117x devices# 7k

&8 NOR flash iz 1T4£ B #Y image E7 Source executable image.
ERREE PKI management B LR T 4. EZH1E, 1§25 PKI management,
3 F Authentication key, EZREE®ZR, HlW SRK1: IMG1_1+CSF1_1,

. B OTFAD encryption/XIP encryption (OTFADFEf~%4f) , FTFFOTFAD configuration (OTFAD

BE) BO. £RMENZA. ZBEOTLORERYZEE, A LEE OTFAD regions (contexts), KEK
source (OTP or KeyStore), KEK, Key scramble, user keys for regions, regions ranges 1 random key
generation ZEIh#k,

Ak HER 7 HAB Closed,

$TFF OTP configuration B0, REHBHEIREE.

& i Build image.

¥ bootable image & BRI 4E Ko

TEXMAEE image #1417 7 IFMAHER.

1.

¥ Z] Write image 5 H-

2. BREZFRRRENBITEISMERER (1SP) X, EZiF1E, S Connecting the board for RT10xx/
RT116x/RT117x devices FHIRT1xxx EVK iy 5 s & iE %,
3. R OTFAD KEK EZLELEZ| KeyStore #, BHEMNIF £k, AR KeyStore BT FE M.
4. BYREMME GPIO 5IBIE A XIP % (RT116x/7x) (E%1¥18, S Connecting the board for
RT10xx/RT116x/RT117x devices HBIRT1xxx EVK #R89 EE 8 R 1E12) o
5. B Write image.
6. ETHHEESR, WIAEA fuses:
e OK — HIAHIRE image H fuses.
SEE: KRl fuse REEF TR, Z2BAERRBENITELTINER image.
* Cancel — BUHE4E image H fuses,
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Confirmation: IRREVERSIELE OPERATION - BURN FUSES >

The following fuses will be burned as part of the operation:
- Super Root Key Hash

- HAB Security Configuration

- OTFAD KEK

Please confirm (OK = confirm, CAMNCEL = abort)

o | [Tl

Figure 64. 3% i.MX RT10xx/RT116x/RT117x i# T4 Efuse, Ll4 5 OTFAD hniz2f1iE = K/ gyimage

MBEE AIRERTH, NmkEsER (FS 6 Connecting the board for RT10xx/RT116x/RT117x devices &
FIRT1xxx EVK iy BohiE Xk HEEF LR

SEE: £ 6% (RT1M6x/7x) AILUENTE OTP BEHIRE ENCRYPT XIP EN fuse RHEE,

6.12.3.10 Booting IEE encrypted image unsigned (RT116x/7x)

AT X ERFEE IEE % image HHITHIR, image ZB DAL LK. B EEMKRZE bootable image, RfE
AR image A IEE 2R, £/ IEE J1AEH9 source image &4 2 XIP image.

TEX A4 RK image #A1TiF MR

1.
2.

4.
5.
6.

ETER F, fF Boot type iRIE N Encrypted (IEE) unsigned,

{E Source executable image, M Preparing source image for RT10xx/RT116x/RT117x devicesH %\
&8 NOR flash iz 1T4£ B #Y image 1E7 Source executable image.

. 83 IEE encryption, 7T IEE Configuration 8 0., Ei%&E A4 KMEYLZ4, %8 O L FEE IEE regions

(contexts), KEK, AES encryption mode, user keys for regions, regions ranges # random key generation
E8e,

$TF OTP configuration, EFRE, HIEEFMEREHIRIE,

% i Build image,

¥ & bootable image & K I 4E Ko

TEXMNAEE image #1T 7 IFMAHER.

1.

¥ Z) Write image #L B,

2. BREZFRRRENBRTEISMERER (1SP) X, EZiF1E, S Connecting the board for RT10xx/
RT116x/RT117x devices FHIRT1xxx EVK iy 5 s & ik $#%,
3. ENFF AR, YR ERKIEM.
4. BB REMRM GPIO 5IMIE A XIP tn& (E%i¥15, 1S Connecting the board for RT10xx/RT116x/
RT117x devices FHIRTIxxx EVK iy ok o
5. B i Write image.
6. ETHEEEH, BIAEA fuses:
* OK — #iAH £ E image M fuses.
S¥E: fuse REEKRE—X, BEZETITER,
* Cancel — BUH):E image # fuses.
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Confirmation: IRREVERSIBLE OPERATION - BURN FUSES X

| The following fuses will be burned as part of the operation:
- |EE Configuration
- |EE KEK

Please confirm (OK = confirm, CANCEL = abort)

o | [T ]

Figure 65. J3 RT116x/7x £# IEEE flZimagef:Efuse

WMEBEEABRERTH, NNEzsER (S Connecting the board for RT10xx/RT116x/RT117x devices &
BIRTIxxx EVK {fpy B aniENikiR) HEEBEF XMW

FE: PS5 ALEGE OTP BEHIRE ENCRYPT XIP_EN fuse RAE,

6.12.3.11 Booting IEE encrypted image authenticated (RT116x/7x)

AW ERFEEE IEE MNE image #ITHIR, image REDHLER. BEERKRER bootable image, AfF
FFtKZEH image £/ IEE %, FH IEE IhEEM source image #4452 XIP image.

TEX ALK image #ITIEMER:

1.
2.

o

© x® N

EIER § Boot type Hi%#F Encrypted (IEE) authenticated,

YE 1 Source executable image, £ M Preparing source image for RT10xx/RT116x/RT117x devicesH #k

EB NOR flash iZ1T# X HY image ¥ Source executable image.

ERREE PKI management MMEHER T 4. EZH1E, 1§25 PKI management,

31F Authentication key, ERFEEZ, a0 SRK1: IMG1_1+CSF1_1,

## IEE encryption, #J7F IEE Configuration B0, & O4EKMENZE, ZE QA FEE IEE regions

(%c;olgt“ebxts), KEK, AES encryption mode, user keys for regions, regions ranges 1 random key generation
BEo

Rk EH HAB Closed,

}TFF OTP configuration, EERE, HIEEMEMREMNRIE,

% i Build image,

¥ & bootable image & K IN4E Ko

TENMEEE image #1T 7 #AHER:

1.

¥ %] Write image FH.

2. BREFRRRENBTEISMERZER (1SP) EX. EZiF15, S H Connecting the board for RT10xx/
RT116x/RT117x devices FHIRT1xxx EVK i /5 sh B LR,
3. EUF AR, SIFERELRERINEM.
4. BIEIREMA GPIO 5IMIEA XIP & (EZH1%, 12 H Connecting the board for RT10xx/RT116x/
RT117x devices FEIRTIxxx EVK iRy B R %R) -
5. & i Write image.
6. ETHEEESR, WIAEA fuses:
« OK — #IAH KB image M fuses,
FE: fuse REERE—R, BREZETRAER,
 Cancel — BUH#RE image M fuse,
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Confirmation: IRREVERSIELE OPERATION - BURN FUSES >

I The following fuses will be burned as part of the operation:
- HAB security configuration
- IEE configuration
- Super root key hash
- IEE KEK

Please confirm (0K = confirm, CAMCEL = abort)

o | (o]

Figure 66. £ RT116x/7x L} IEEE MHMZ FimageiEfuse

MEBEEARERTH, NNEsER (S Connecting the board for RT10xx/RT116x/RT117x devices #
BIRT1Ixxx EVK iy Bt RNikiR) HEEF XMW

FE: PR 6 AILUERE OTP BEHIRE ENCRYPT XIP_EN fuse RAE,

6.12.4 Creating/Customizing DCD files

H#EFE A MCUXpresso Config Tools 2 MCUXpresso IDE &% DCD X4,

1. ELERFANIERITHFEESHF IR,
2. £ File > Import > MCUXpresso Config Tools > Import Source F5 1 SDK X4 & B##) DCD BEX
%,

5 SDK BIf2BH Y boards\evkmimxrt10##\xip\evkmimxrt10##_sdram_ini_dcd.c3X#F.
MEYHREZZEREZETE, 1% main menu > Config Tools > Device Configuration,
EITE#H DCD viewH, 1]# Output Format}y binary.

# A Code Preview £, AFHEIER ST Export, EEE DCD MH4E K B R XX HREE,
FE: ESZWR BZHRBEEIAEXH,

oo kw

6.13 RT118x device workflow
AT FMANE RT118x iR & THERE.

6.13.1 Preparing source image for RT118x devices

ELWDSERP, EBEFEHIT image W B IREMEE. UTEIAT AT RT118x %%

» M%LEB NOR flash iz21Timage
X EFTIB#MYXIP XIP(eXecution In Place) image. XE W& image BEEMNEFIENRNFHHIT.
e £ RAM #Fiz{Timage
Zimage R AT % 1£ SD /eMMC =/ EF N1 (FlexSPI NOR, FlexSPINAND) ., B3ift, ©F#HEFIZ
RAM HFAMBREHIT ; &, BAIUEARITTHIRFHMEE RAM 1, ZEFHUT RAM FKH.
- A RAM
- SDRAM
— HyperRAM J& image B F RT116x/7x ¥, HZ FPreparing source image for RT10xx/RT116x/
RT117x devices, —% RT118x 45
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— 3%&3#8 core cm33 KRB, AREMFBFRIZE R Cortex-M33, ELE E# 2 % 1E MCUXpresso SDK HY“ELE

crypto"H#H, BER firmware\edgelock\mxrt1180-ahab-container.img X

— XF MCUXpresso IDE MAE RAM ) CM33 5iffk, FENMEHTUTER. XEEREE

MCUXpresso IDE k7 25.06 1 MCUXpresso SDK k7 25.09 #8 ZIRE :
- BRITC EUTANEFEXIGHFIHHE—/ RAM (2 H project Properties > C/C++ Build > MCU
settings)
- FH2REEMEMN “CodeQuickAccess” WEE XN DTC_cm33, H¥ERIEH “Link application to RAM”
(&S 17 project Properties > C/C++ Build > Settings > Managed Linker Script)

- BE#startup mimxrt1189 cm33.cfBFdata init () Moss init () EE:  attribute (ET

(“.after_vectors.init_data”))) void data_init(unsigned int romstart, unsigned int start, unsigned int len) { if
(start == romstart) return; unsigned int pulDest = (unsigned int) start; unsigned int pulSrc = (unsigned int)
romstart; unsigned int loop; for (loop = 0; loop < len; loop = loop + 4) *pulDest++ = *pulSrc++; }
attribute ((section(“.after_vectors.init_bss”))) void bss_init(unsigned int start, unsigned int len) { unsigned int
pulDest = (unsigned int) start; unsigned int loop; for (loop = 0; loop < len; loop += 4, ++pulDest) if (*pulDest !
=0) *pulDest=0; } ™

6.13.2 Connecting the board for RT118x devices
AT EEEXREE RT1M8x R FFHERES SEC TENEER.
EVK/FRDM boards FF & #R48EiR :

EVK/FRDM JF & 1k

BRI R Bk

UsSB

UART

FlexSPIZ=411

FlexSPIZ=412

MIMXRT1180-EVK

J1 (@3t USB #
0 3-4 8 ; @3
UART #0 7-8
=)

J33

J53

FlexSPI NOR

HyperRAM

MIMXRT1180A-
EVK

J1 GBX USB #
0 3-4 8 ; @&
UART #0 7-8
=)

J33

J53

FlexSPI NOR

HyperRAM

MIMXRT1180-144

J1 GBX UART #
A 3-4 §>

N/A

J53

FlexSPI NOR

HyperRAM

FRDM-IMXRT 1186

J1 G&X USB #
0 3-4 B ; @Y
UART #0 5-6
B

J63

J23

HyperRAM

FlexSPI NOR

X ==
A=

* ¥F FRDM-IMXRT1186, SEC TE4BHzIEEM FlexSPI 34 2 (FlexSPINOR) B3, X458
BOOT_CFG2 Sfuse #{ M,

1. BXAER DIP FXRREBRIIEANILE, BSH E#E RT10xx/RT116x/RT117x R ZHFF KR F#

RT1xxx EVK 1R 5 s X%,

BRNEFIERRLIZER 3-4, SUEEN USB (RT1180-144 L&Y UART) HEEERARMLE,
B USB &4 £ #GEER PC, BB UART 5 USB EO#1TiER.
¥i\ SEC TEEBLETEFMEF ZRNFED, EZ S, BSHEELZLEHRETE,

¥R Boot Memory Configuration F 9 Boot device 5 EVK/FRDM 4% LY FlexSPI NOR flash 8T

o koD

Ee.
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6. FEHRENCEENEESRX (USB H UART) , HNHRERE,

6.13.2.1 Booting from SD card

M SD FHEHFTEUATHNSR:

1. ¥ micro SDHC FiEAF £ F,
2. 1 Boot Memory Configuration H3i%# SD card, SDHC SD-card 8GB USDHC1,

6.13.2.2 Booting from eMMC

EMNeMMC BA, BHITUTRE:
1. eMMC ATLAREEERLE, tATLUEIE SD/eMMC EEL 25/ SD GG ERE eMMC,

2. 1 Boot Memory Configuration Hi£#% eMMC, SDHC eMMC 8 GB USDHC1,

6.13.3 Booting from serial downloader

ENEOTHIRED, FHRITUTRE:

1. ERFBHEXTF X LREISPREZER
2. 7£Boot Memory Configuration#1£#¥RAM via serial downloader.

6.13.3.1 Table: Boot mode selection for RT118x EVK boards

BEHERRE 24178 S72F (ISP #& FlexSPINOR SD +/eMMC FlexSPI NAND
X
RT1180-EVK SWS5: x001 SWS5: x100 SW5: x011 SW5: x101 (N/A)
RT1180A-EVK SWS5: x001 SWS5: x100 SW5: x011 SW5: x101 (N/A)
RT1180-144 SW5: x100 SWS5: x001 SW5: x110 SW5: x101 (N/A)
FRDM-IMXRT1186 J60: 100 J60: 001 J60: 110 J60: 101 (FER)
6.13.4 Booting images for RT118x devices
AEHRT bootable images KERFME AT,
FBRAIER U T LA S:
1T images N 1Z BEF#%: EAimage Y |®E#/ XMCD XIP
A7
4L&8 NOR flash 4LE8 NOR flash x B
AEBRAM 4LE8 NOR =% NAND flash x %
A& RAM SD +& eMMC x %
SDRAM/HyperRAM 5LEB NOR = NAND flash B %
SDRAM/HyperRAM SD +& eMMC o) %

==,
A=

* N1E, 1T image Wittt — &S Preparing source image for LPC55(S)0x/1x/2x/6x devices,
« EA image W FHEE N SEC R 5| SHF.

MCUXSPTUG_25.09_ZH

User guide

All information provided in this document is subject to legal disclaimers.

Rev. 18 — 10 October 2025

© 2025 NXP B.V. All rights reserved.
Document feedback
109 /165



https://www.nxp.com/pages/technical-documentation-feedback:WF-TECHNICAL-DOCUMENTATION-FEEDBACK?tid=pdfwf_MCUXSPTUG_25.09_ZH

NXP Semiconductors M C UXS PTU G_25 09_ZH

MCUXpresso Z£FlE TE A 1R v. 25.09

6.13.4.1 Booting unsigned image

FEFREFRARES image, BIEFEAMNBRER image 2BIEEALEEIERA, LURIE executable image
EREEIE,

B, £ — bootable image:

1. BHEHREEEToolbarFi£EUnsigned boot type.

2. $1#: % Build image #1E,

3. &$R7E Preparing source image for RT118x devices 4 B #Y image #£7 Source executable image.

4. 33F M SDRAM/HyperRAM #1T#) image, A XMCD E & SEMC SDRAM/FlexSPI HyperRAM, i F
EVK FF &M, AIBAERALT XMCD BEEXX #: <SEC>/sample_data/targets/MIMXRT118#/evkmimxrt118#_
xmed_*_simplified.yaml,

5. MRFEE, ITF Dual image boot H#H TEE,

6. ¥ Build imageiZ i LA % B — > bootable image,

bootable image £ I fE, T TRE:

1. BWRZIT RN BTEISMERERF (ISP) EX,
2. t1#:Z] Write image #18,

3. i Write image.
4

. MBEABRERDI, MIkEz#ER (3@ Connecting the board for RT118x devices F i RT118x EVK
R B ERNER) HEEF XK.

6.13.4.2 Booting signed image

AETHERTHEEAMN image WERNBEARRE, ATREZEILTSREEXE PKI management 1B 3 17540
K. NTFESXTHBAERNER, FSRHEREH. WREMFAMNE image, 7B B R,

B, £ — bootable image:

1. £T B4, ®E Boot type FSigned,

2. 7 Build image #1E £, £ Preparing source image for RT118x devices F4 R /Y image ¥E9 Source
executable image.

31 F Authentication key, EZREEZL, HlW0 SRKT,

RikE AR OEM Closed,

% i Build image.

¥ & bootable image & K IN4E Ko

Bt A Write image SLE%EE image.

1. BREZFEIREE N RITS5ISMERERF (ISP) BX, EZiF1E, HZS M Connecting the board for RT118x
devices FHYRT118x EVK R Z S E XL R,

2. ¥ Write image.

3. ETHIHEER, BWIAEA fuses:
e OK — HIAHRE image H fuses.
* Cancel — BUE%E image M fuses,

ook w
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Confirmation: IRREVERSIBLE OPERATION - Life Cycle to be set: OEM Closed; BUR... X

| Irreversible operation: the following life cycle state will be set: “OEM Closed".
g AND

The following fuses will be burned as part of the operation:

- Super root key hash

Please confirm (OK = confirm, CANCEL = abort)

o | [T

Figure 67. 7 i.MX RT118x Lk Efuse AIREXE# image

1. BB ARERD, MYIRESER (i3 Connecting the board for RT118x devices FHIRT118x EVK
B EHERER) AEEFT KRR

6.13.4.3 Booting encrypted (AHAB) image

AR image WARMBEERITTHIR, Z image FHEBFBREHAMEZE RAM b, FHibTEER
XIP image. AFZREFEMFAE PKI management 1B TERHNEH. N TESXTEREXNER, FS
¥ Generate keys.

TEX ALK image B ITIEMER:

1. T E#&E, %#EBoot typeEncrypted (HAB).

2. ¥EfSource executable image, M Preparing source image for RT118x devices¥ 4 B #Y image 1ER
Source executable image.

31 F Authentication key, EZRFEZ, HlW0 SRKT,

RiEE AR OEM Closed,

& & Build image.

¥ & bootable image & K IN4E Ko

TENMEEE image #1T 7 #MAHER:
1. Y0#:Z] Write image # &,
2. BREFRIRRENBTEISMERERF (ISP) EX., EZi#1E, BSHERT118x EVK i1 BaE X ikiR.
3. i Write image,
4. ETHIEEES, WIABEA fuses:
e OK — #IAH 4 E image M fuses.
* Cancel — BUH):E image # fuses.
5 MREABRERI, WEHEZER (ESH Connecting the board for RT118x devices F#IRT118x EVK
R B ER LR FEETRR.
SEE: INE image M—E 0 BREMAK B ESRNEZFAMEBER DEK Bk, BMNMEEBRNERABTRE, TaE
ATFHEMSH . DEK 24 blob EEAHIEAER, REFEAISE TLAERENEL blob EH AHAB image.

o0k w

6.13.4.4 Booting OTFAD encrypted image

AT EARFZAERANKEE OTFAD % image #1TH#HR, image £RSP AFL . BEERESB/IARZHE
AHAB image, AEMIt AHAB image E %, A5 OTFAD —i#E A, A OTFAD IhEEH source image M
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= XIP image. AFREZEMFEMAE PKI management B FTERNEH,. N TESXTEHRERNER, BS
9 4 B4

TEX MA4EK image #1TiIFMER:

1.
2.

© NGO

£ Toolbar A, IF Boot type iZE 1 Encrypted (IEE) signed = Encrypted (IEE) unsigned,

{EA Source executable image, M Preparing source image for RT118x devices &8 NOR flash i=
1THE KK image £ Source executable image.

3 F Authentication key, EREEZ4A, Bl SRKT,

# 5 OTFAD encryption, $TFF OTFAD Configuration B0, Z&E O LR EBREYI R4, ZE O TELHRER
H#4R, b LAELE OTFAD regions (contexts), KEK source (OTP 5% DUK), KEK, Key scramble, user
keys for regions, regions ranges ¥ random key generation &Ih&g.

Ak EHH OEM Closed,

fTF OTP configuration B0, EFRE, HIBEPMEREHHE.,

& & Build image.

¥ bootable image & K IN4E K.

TENMNEEE image #1T 7 #MAHER:

1.
2.

@

¥ %] Write image FH.,

BRIZT ZRZERNRIT5ISMERERF (ISP) #HX. FZ¥15, ESH Connecting the board for RT118x
devices FEIRT118x EVK #x Y B zh 18 K& 1%,
& i Write image.

. ETRHIEEEF, BIABEA fuses:

e OK — I\ E image M fuses.
* Cancel — BUH%:E image M fuses.

Figure 68. 7t i.MX RT118x ki Efuse, FfF OTFAD jn% image

Confirmation: IRREVERSIBLE OPERATION - Life Cycle to be set: OEM Closed; BUR... X

I Irreversible operation: the following life cycle state will be set: “OEM Closed".
: AND

The following fuses will be burned as part of the operation:

- Boot configuration #1

- User OTP configuration

- Super root key hash

- OTFAD KEK

- OTFAD configuration

Please confirm (OK = confirm, CANCEL = abort)

o [T

1.

WMREABRERT, NEz#ER (FS @ Connecting the board for RT118x devices FEIRT118x EVK
e BB ER) HEETER.
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6.13.4.5 Booting IEE encrypted

AN IEE INZ image AERMEBE A, image £RD AFL ., BEAERZR/ARZLHE AHAB image, AEE
It AHAB image £/ |EE %, £ IEE J8EH source image #1=2 XIP image. AL BREEMAE PKI
management 1B TEKNZEH, N TELSXTERERNEE, FSRERNEH.

TEX M4 R image ¥ 1TIF MR

1. ET B, fF Boot type iREH Encrypted (IEE) signed = Encrypted (IEE) unsigned.

2. fE73Source executable image, M Preparing source image for RT118x devicesH 7} &} NOR flash 1=
1THE KK image £ Source executable image.

3. 31F Authentication key, EFRIEZH, il SRK1,

. IEE encryption, 1TFF IEE Configuration 8 R. EiZ&E Q£ ENER. ZE O AFEE IEE regions

(contexts), AES encryption mode, user keys for regions, regions ranges #l random key generation &I

e,

RikE R E R OEM Closed,

$TF OTP configuration B0, BEFIRE, HIESEMEHRENEE,

% i Build image.

¥ & bootable image & B I 4E Ko

TENMAKEE image #1T 7 iFMAHER:

1. $1#:2] Write image L&,

2. BREFRRRENBRTEISMERER (ISP) EX. EZiF1E, ¥BZH Connecting the board for RT118x
devices FHIRT118x EVK R /E s 8 Xk dF,

3. B Write image.

4. ETHHEESR, BWIAEA fuses:
e OK — #IAHRE image H fuses.
* Cancel — BUE%E image M fuses,

B

S

Confirmation: IRREVERSIBLE OPERATION - Life Cycle to be set: OEM Closed; BUR... X

I Irreversible operation: the following life cycle state will be set: “OEM Closed".
AND
The following fuses will be burned as part of the operation:
- Boot configuration #1
- User OTP configuration
- Super root key hash
- OTFAD KEK
- OTFAD configuration

Please confirm (OK = confirm, CANCEL = abort)

o | [Goa]

Figure 69. 7 i.MX RT118x ti&xEfuse, T IEEE iz image

1. MRBEABERY, WYRE3ER (335 Connecting the board for RT118x devices FHIRT118x EVK
W EaE %R HEEF KR,

6.13.4.6 Booting multicore images

AEHFHR T MAMENEEZ# (Cortex M33 # Cortex M7) B image. R Cortex M33 A B3I W%, B
F Cortex M33 HJIR image 4 Fi it & 53 F K 58 =N A #% (Cortex M7)., EZH RT118x SDK @F M demo_apps
\multicore trigger Rfil.
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TEX a4 X 2 8% image #1TiF 438

* EURBIF, Cortex M7 XIP image M & image (E#Atthit 0x2800B000) =17, Cortex M33 image MRIEB
RAM (E#si#t OXFFE0000) i&7T:

1. £ Build iJ£T+Hi% & Source executable image (Cortex M33 Y image) o
2. @it Additional images #4137 Additional User/OEM Image & (NS —# 4l image 2B 31E
) o
3. ¥EEM image iIETHIIM I Cortex M7 T#4T =3 %l image HiRB LA TE:
* Image fR% - 0XA000, ITELXN: fNEkibit (0x2800B000) - FlexSPI NOR E i1k (0x28000000) -
FlexSPI NOR ##J AHAB image fR# & (0x1000)
o ik bt - 0x2800B000
« AOX - 0x2800B000
« &% ID - cortex-m7
* Image £ & - AT
4. B OK BAKIAIFTE4E,
5. & i Build image.

* W RBIH, Cortex M7 image MAIEB ITCM RAM (2t 0x0) &1T, Cortex M33 XIP iage A 74 &B
image (EEa#iit 0x2810B000) 1E1T. WHABIFEZHIN fuses, SUERILALIEFHIGRIAE RAM,

1. 7£ Build I~ 1i& & Source executable image (Cortex M33 fimage) o
2. X Additional images #4377 Additional User/OEM Image Y& (N FARRF —# &l image 2 BF1E
7 o
3. #IEM ITCM RAM JZ1THII I Cortex M7 AT HU{T = &l image HiREBEUTE:
* image "% - Ox10F400 - XA AR T 5 H it image EEMNEME (FEARHIH, image EEHRETE Cortex
M33 image Z2J/&)
* hnEkibit - 0x303C0000 (CM33 A%tk Z2E A CM7 ITCM MR £5]%&)
* AOX -0x0 (CM7 Husit Z8[8] # image BV IAtbaE)
« ¥ ID - cortex-m7
* Image £ & - AJH1T
4. BEH OKBAX A IELE,
5. BiHA T AM OTP Configuration &4, #T7F OTP configuration X iF4E.
6. ¥ POR_PRELOAD_MC7_TCM_ECC #1 RELEASE_M7_RST_STAT fuses (BOOT_CFG7) i&EHR 1 H#{&
SErAEHREHEE,
7. B OKBAXRIARTEAE,
8. ¥ i Build image,

¥E: %% image WEB AR S Booting IEE encryptedtfi &,

6.13.4.7 Life cycle for RT118x device workflow

MAWER AP N ZA TR, ©= OEM Open, ¥ENMATREF 2], HIRE OEM Closed 5 OEM Locked4%
wAR (EZHE, BSHBRLERH .

FE: £wABNTRTTEN.

— B 4b 3284k F“OEM Closed"=(“OEM Locked & = :

o TEAEBETAFED blhost 28k fuse. ZRARFMATUER.
o WEEERRBEHITZ R image.
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6.13.4.8 Firmware version

B RAE T EE AHAB BEtrkH Fuse IRAFE ., % AHAB A4 S RIER, LIRAERES ELE 12
X APl EiEZRE. HTMNARFARSAALER AP,

BN ERITTEME fuse ARAME T fuse MRAHY AHAB image.

NZ A image XEFE A

6.14 RT5xx/6xx device workflow

AP FEHN B RT5xx/6xx & LIEFRE,

6.14.1 Preparing source image RT5xx/6xx devices

ELLSERAP, HTUERFERIT image B B IRFM#ES.
EN B 1EEEEFE NOR flash, SD+. # eMMC,
LTE#EMERT RT5xx/6xx A E 2T

* Image Z1TTESLEB flash: XIP image (Fibif{T)
* Image ZfTHEAE RAM: ITHIRF image M FLASH & #I%| RAM,

HEFE A gpio_led_output REIBITIIUE, % image AIIEFEET. BINER T, ZREMNEZRTAFR
£ (user button) BfR& LED N4k, B A ABRMFEE SN —E Nk,

6.14.1.1 Image running in external flash

gpio_led_output TFRERINEEEEZISAER flash, HAER XIP B3hk, ©F4H SEC 6l &,

e MCUXpresso IDE
1. &, [EFITFF Project > Properties > C/C++ Build > Settings > MCU C Compiler > Preprocessor >
Defined symbols }#34§ BOOT HEADER ENABLEIREN 0,
2. £/ image X, RAERIE image BN Debug\\evkmimxrt685 gpio led output.axfo
e A LA SEC T B bootable image XHFHIHI Ao
¢ Keil MDK
1. £FTE# #, &8 gpio_output_flash_debug.
2. %%, 77T Project > Options > “*C/C++*”, ZH define symbolBOOT HEADER ENABLE=0 (REN
0.
3. 7£ Project > Options > Output®, 4% Create HEX file,
4. FHERERNFAERREEET 0x8001000, MRAFZ, NAFXYEEERR N AU T IEERFER LRI #F
RITE:
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LR m_interrupts m_interrupts_start m_interrupts_sizetm_text_size {

VECTOR_ROM m_interrupts_start FIXED m_interrupts_size { ; load address = execution address

¥ rrupts_start FIXED m_interrupts
ector, +FIRST)

or, 4FIRST)

ER_m_text m_text_start FIXED m_text_size { ; load address = execution address ER_m_text m_text_start FIXED m_text_size { ; load address = execution address
* (InRoot$sSections) * (InRoot$sSections)
ANY (+RO) ANY (+RO)

£ @

Figure 70. Keil MDK &R 75 3%

1. HFX image X f. %l image F boards\evkmimxrt685\driver examples\gpio\led output\m
dk\flash debug\gpio led output.oute

* |IAR Embedded Workbench
1. ¥ Project > Edit Configurations ... 1, #%#® flash debugo
2. 5%, 7t Project Options > C/C++ Compiler > Preprocessor > Defined Symbols &, HiINs{EXNE
#9 BOOT HEADER ENABLE, FFHEENHN 0,
3. %M image X, %t image F boards\evkmimxrt###\driver examples\gpio\led output\i
ar\flash debug\gpio led output.out,

6.14.1.2 Image running in internal RAM

Image IZ1TE A &8 RAM

¢ MCUXpresso IDE
1. H#&, TWi%kRITFF Project > Properties > C/C++ Build > Settings > MCU C Compiler > Preprocessor
> Defined symbols 3 #B00T HEADER ENABLEIREN 0.
2. i%&3#% Project > Properties - C/C++ Build > Settings > Tool Settings > MCU Linker > Managed Linker
Script, A% Link application to RAM..
3. % image X#. MEIFH image XH A Debug\evkmimxrt685 gpio led output.axf. 1% image
A[LATE SEC T Eh#Y Source executable image 3 T/,
e Keil MDK
BT MDK W RfII B RNEZE RAM 1, EENMFoHEReEER . AXEERIERINMAIEEZTE,
* IAR Embedded Workbench
1. % Project > Edit Configurations ... 1, %% debug,
2. 3%, 7 Project Options > C/C++ Compiler > Preprocessor > Defined Symbols #, FMNHEXAF
#9 BOOT HEADER ENABLE, FFHEENHN 0,
3. % image X, %t image 97 boards\evkmimxrt###\driver examples\gpio\led
output\iar\debug\gpio led output.oute

6.14.2 Connecting the board for RT5xx/6xx devices

AET LS MAEENTES T ERE NEFHEERES SEC #9RHG):

* MIMXRT595-EVK
* MIMXRT685-AUD-EVK

RT5xx/6xx EVK 1k B zh &t &

BoERAER ISP #={ FlexSPI B3 SD+ eMMC

MIMXRT595-EVK SW7[1:3]: 100 SW7[1:3]: 001 SW7[1:3] 011 SW7[1:3] 110
(UART, SPI, 12
C)SW7[1:3]: 101 (USB)

MIMXRT685-AUD-EVK | SW5[1:3]: 100 SW5[1:3]: 101 SW5[1:3] 011 SW5[1:3] 110
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HPMIRRF XL TFHABRS, 0RFIFXLEFRARS.

1. FHFERIRE ISP EXHEN. EZHFAER, BSH LK.

2. fEF USB £&f% J7 E#ZE PC #l.

3. BHRECHEA workspace B3I SEC, EZi#1E, BSHRELLHEILE,
4. EEREEFRA USB, REMNRREEREL,

M SD = F3):

M SD FHEHEEUATANTR:

1. ER2BE I ERFHSDHCFAAER

2. ET B FiEEBoot Device: sd_card/SDHC SD card 8 GB,

3. WFEHR, YFHSDHCERERIEER B

M eMMC =z
EMeMMC B, BRITUTERE:

1. eMMC ATAREAEEMR L, A LUEN SD/eMMC EELERH SD fEFEERE eMMC,
2. £ Bk Boot memory: eMMC/SDHC eMMC 8 GB,

6.14.3 Booting images for RT5xx/6xx devices
AREHRTAXFZRH bootable images WAERME AL,

6.14.3.1 Booting a plain/plain with CRC image
B3 (plain) image BEATH X, BWEMFHZH image BILEHARER image RITE2EEE E¥E ITH,
Z 4 bootable image X #, HIITUAT LR

1. FT B2 £, 7EBoot typeHi£iZEPlain unsigned=Plain with CRC,

2. $1#:% Build image #1E .

3. 1%&# Preparing source image RT5xx/6xx devices 4 B HY image 71 Source executable image. 3
%, {77 Dual image boot }#HTELE, WREEE, EITFF OTP configuration EEFFMIEREH A
B, BOOT_CFG[3] 2EBARHYUE, TRERFRE—IX, HEBEANSRBEER,

4. B Build imageiZ 4 LA % B — > bootable image,

bootable image £ A1 fE, HITHATRAE:

1. BXRUAEREIF XM, EZSFIConnecting the board RT5xx/6xx devices,

2. {12 %) Write image #18,

3. ENFEIR. MREEREEMNTFEARNERTHITTHAIMABEA, NAZEHBNEBTAESLN, BRE
fuse F QSPI ENEMMNNMESBEREE.

4. #iF Write image.

WMRBRERT, FEFERX VR FlexSPI boot (Z[FConnecting the board RT5xx/6xx devicesH
BKIRT5xx/6xx EVK R FF 4B E) HEMNMFF X

6.14.3.2 Booting plain signed image using shadow registers
AEFHFHIR T ZHRINLE image WERMBEALTE,
1. £T 2+, REBoot type I Plain signed.
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. £ Build image B/, £ Preparing source image RT5xx/6xx devices H4 K # image ¥EJ9 Source

executable image.

B RIEE PKI management LB ER T E4, BEZi#1E, 12 H PKI management,

5 F Authentication key, EFEEZE4R, FlW ROT1: IMG1_1,

3 F Key source , i%#% OTP= & KeyStore, KeyStore RXESNEZLRF, RRNEHERT PUF, X FIR
#sk#, S PSecuring the processor,

4 X FEHL User key #1 SBKEK,

WMRFEE, $TF Dual image boot H#H TEE,

i%$% Development £ &5 B H,

$TFF OTP configuration , HEEFTEREH R, fusesBOOT _CFG[O#BOOT_CFG[3] 1= B A e # 8
E, BXEEEENME, ARNERLWERE X,

& i Build image AR ER BRI 4K T bootable image.

TEMNMNEHEE image #1T 7 i#A#ER

1. #
2.

3.

4.

A Write image f1 B A4 E image.

BRIZFFEREE N BTSISMEER (1SP) B, EZi¥1E, HS M@ Connecting the board RT5xx/6xx
devices,

ENFEIR. XRVEN, BA:

s HFHERTHEEEFREAFTR, SINREE—NMT 2 LERS EFIRE,

* MR Fuses # QSPI ENEMMNNEBIEEHKRE, WEEEEREEFFHEN flash.

& 5 Write image.

HEEREHE, MITURTIR:

oD~

K E Fuses IR XL FIHL2EX,
—/MEEWRARFHEA RAM, BARFANRILE FHFFE.
EFSEBHEHE A RAM, application FFIAIE1T.
application E{4bE 2R,

B zh write_image BiZ< LAEL & 7\ Eiflash H-F B A #2 /F B Aflash,

6.14.3.3 Booting OTFAD encrypted image using shadow registers

PN

1.
2.

o ko

11.

C© ®~NO

THAAME image XHHWERFTEATTE (OTFAD Mz .

ETER F, fF Boot Type IREF Encrypted (OTFAD) with CRC =% Encrypted (OTFAD) signed.

£ Build image M@, £ Preparing source image RT5xx/6xx devices 4 A # image ¥EJ1 Source
executable image.

B REE PKI management B AR T ZE4H, BEZi#1E, 12 H PKI management,

3 F Authentication key, EZREEZ4, Hlw ROT1: IMG1_1,

31 F Key source , %% OTP=&KeyStore, KeyStore RXEBNLZERH, HREMEAT PUF, X FIR
#|s#, ¥ S Securing the processor,

4 R BEHL User key #1 SBKEK,

$TFF OTFAD encryption }#i& BREH24A.

MREE, EITH Dual image boot Hik BN 4R,

i%# Development4£ A H,

TFF OTP configuration , H&EEFEIREMNEE, fusesBOOT CFG[O#BOOT CFG[3] 2B A E#4!
E, BALEEEEME, ARNER2EBRE—X.

% i Build image AR ER BRI 4K T bootable image.
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TENMEEE image #1T 7 #MAHER:
1. 3t A Write image 1B LU E image.
2. BREFRRRENBITEISMEERF (1SP) EX. EZiF1E, EZHConnecting the board RT5xx/6xx
devices,
3. EF IR XRVEMN, BR:
c BRFHEHRTHEEEFIEARKR, BINREE—NMNT2NLES LFIRE,
* R Fuses 7 QSPI EUEMNWUBIEEHKRE, WEEEBREEFNFIHEN flash.
4. i Write image.
EERERR, WITUTHR:
K& Fuses IR KR FIELZEER,
—NMIREHMARFHEEA RAM, NARFNBILE TFHER.
2T FEFBEBIEHE A RAM, application FFE&E1T-
application E{AbE SR,
SB XH#H B AELEE L, SRPSMITUTIE:
 BiE S\ Bhflash
* PR flash (MR KeyStore# £, MIAILMREZXE)
1 flash a4 812 FCB $#
« E AN application
E A OTFAD key blobs

FE. NRFERAKREMN, X QSPIflash WEEE A TRER KM,

aorON -

6.14.3.4 Booting signed/encrypted image - burn fuses

RE fuses B A EMNERE, REEBIERE FFFER (shadow register) Mlidid bootable image Z /&
FREBIMITHIRE, BIUERE fuses ZBILLROBAMEREH. B3RS Booting plain signed image using
shadow registers PR EARNERE, FTRZAETFEARE - EE AR SMIERE Deployment £ AM, £E
2EIEGD, FFFEFEERTABAAI, write image script B K E fuses HREHIIEE, GUIFEREKRER
fuses A ¥IFRMNFINE R,

¥E:. AXfuses BMMIEMIE R, 15 H OTP/PFR/IFR/BCA/FCF configuration,

6.14.3.5 Securing the processor

E7E RT5xx/6xx #3225 L fERE full security, #ZU%EE DCFG CC SOCU Ml DCFG_CC SOCU_ AP fuses,

HINER T, SEC TLREEREIXL fuses 715 (BIEEEFE T Deployment £ EHA) , B LAE OTP/PFR
configuration A H#TEE,

—B pCcFG cc socu fuse UKIRES, MAREBERAZLBEESH, HETAWEEA blhost EtX key store,
REA KeyStore, MRABEUTHER T FBETE SEC R EH image:

* ISP X4 FEsEIRES, B
e BOOT_CFG[1] fusesQSPT ISP AUTO PROBE EN{U#EfEHE,
RToxx A E2s R X #F I Thaesstt, HEREEABENLS I MERERF (custom bootloader) E#T image.

WMRFRFHE OTP fuses 1, NRBEEMEARS,

RT600 L/ OTFAD tN#E A %% KeyStore, HANEEER flash HAF], SB XHAFXFZ B FIXE KeyStore,
ENHF FEFF|/ (shadow registers) H# DCFG_cC_socU BLE, SFERITLHRER:
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* f£%%F pCcFG_cc socu WIEMR T H M image (HlE0, FTE DCFG CC SOCUBTAAE)
* —H image JF#217, FCB BLEBMETE FLASH H AT A, HEE DCFG CC SOCU., AEIBRIMAEMKIRE R full
security, EILFEL blhost BIEFBE A, LEBRRBEET SB XH#HITEH.

6.14.3.6 Device HSM provisioning

AT HERFE R Z HSM INZ #2540 blob SRELEAEEE, TR US4 (fuses fH) M application bootable
image K& EHEIT . FIER2BHRBEFHLRIFIRE HSM: TEdeployment s B HHi%#E Plain signed
OTFAD encrypted 268, AIUMNEEE BB EFRXFEN TEEZPIEFIZE HSM,

&% HSM X T, —L fuses H trust provisioning firmware Bt &, XL fuses HMMEE, MR KRIEEFT
FHE, FEREIR (errors) o FRATMIRE fuses N ZIZE4A blob ., EHE (build) EIEHIE, fuses
values #E A RAM, fRJg trust provisioning firmware &1 % 4R blob,

IHTHEIR ERTUTESR:

1. ETE& E, HiAi%#E T Plain signed=# Encrypted B33 H,
2. Z#I B L, BWIAEET Deployment £ FH,

3. T ER L, %$F Device HSM BLEZRE (provisioning type) o
4

. #& OTP configuration 1, AMIEERE HSM BIFRE fuses ; AILAENFARF SB XHH£E additional
fuses,

KBERA UART & USB iE#38 (connector) &E#E EVK R,

6. FTF Connection X iFAE H MR iE 2

7. MITHERE, EWEHE, 82 bootable image 1 SB X#, 7 fuses EEALERE RAM, REFEAEE
BTN, EBRAEIMAEIRHN fuse HEo

8. EMEMAZE, A JLink RN 3=E N2 2348 blob.

EAX

ERESZLBEHHERANEMANERE. #EA T BENIAER4KEE key blob, EHEE fuses ZFENT
Fo. B SBX#XZ % application image. MRB3NZEZH fuse X, EFHREDIZZNE, IHLERE
fIfa4H# A ISP #3, T LUEER application image.

Erg
¥ F manufacturing 4, BILEIE —/ Manufacturing package. EZ1¥18§, 25 Manufacturing workflow,

o

6.15 RT7xx device workflow

AT HEMANE i.MX RT7xx i8& TEFRR.

6.15.1 Preparing source image for RT7xx devices

HEWEBEA, HFERFERIT image B B iR1EM# 85,
RN B 1E#3EH NOR flash (3£4] 0= 1) = eMMC.
LUTBaEBERAT RT7xx 285

* Image Z1TTESLEB flash: XIP image (FibiniT)
« image EREB RAM F21TROM 7£ B 31844 image M FLASH =% eMMC & #Z] RAM,

* Image Z1TESAEF RAM (PSRAM) 1, ROM £ B3I i #1#1{L A RAM (2 XMCD) , 34 image M
FLASH = eMMC & #2150 58 RAM,
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6.15.2 Connecting the board for RT7xx devices
AHTBEHXEE MIMXRT700-EVK #EiR HHFEHEEE SEC WEER:

RT7xx # @ sh & &

bt ISPER XSPI0 XSPI1 eMMC PSRAM

MIMXRT700-EVK |SW10: 1-4 < 2-3 |SW10: 1-4 FF 2-3 |SW10: 1-4 FF 2-3 |SW10: 1-4 % 2-3 |JP45 & 1-2
¥ * ¥ *

FERRUT SRAIEET RAR:

1. FRAERYELE ISP EXHEN (SW2) . EZi#HE, 1S Connecting the board for RT7xx devices
HIRT7xx iR/ZahHKH,

2. {#/ USB B4 4K PC E#3 U7 K0,
BEHRECEH workspace B3 SEC, EZ#1E,
4. FHEREIEENUARTH N B I & RIEE

& BRMAXEUSBEAQ,

w

2 [#]Setting up Secure Provisioning Toolo

6.15.3 Booting images for RT7xx devices

AEHER T AXHMZEZH bootable images HERMBE AN,

EIABER T, workspace BLE N MAEE flash B3I, EM eMMC B35, £ main menu > Target > Boot
memory F % eMMC,

1i:J= XSPIO flash 2 eMMC ##Y image A LATE /3 zh B[ & H 2| XSPI1 448 RAM (PSRAM) A ¥ MIBEINTT, &4
FERA XMCD Bt ER#HRLAE RAM, X F EVK #k, XMCD BiE# SEC TEH 5D K,

RT7xx BaBEBFTARNENAE

#1T image KA1 E AimagefI N7 FEM XMCD XIP
508 NOR flash, XSPIO 508 NOR flash, XSPIO 7 =]
488 NOR flash, XSPI1 5\&B NOR flash, XSPI1 7 5
B RAM XSPI0, XSPI1 & eMMC 7 %
L& RAM, XSPI1 XSPI0 2 eMMC ] %

6.15.3.1 Life cycle for RT7xx devices
TEFPERBENEGER: shadows Fl OTP, 7£ shadowsH, OTP fuse TR R, MEFEHAY THER.

FTEEREYARKRSG NG, RitEEARE B RE 2]

r, TRRATES.

6.15.3.2 Booting a plain unsigned/CRC image
BiX (plain) image BEATH XK. BWEEALH image BIEEARER image B2

E4 R bootable image X, BT THR:
1. £#TER £, #%#Plain unsigned=Plain with CRC{Ef Boot type.

2. ETEREF, FEBAHIZEN Development, OTP, Shadow registers (&

3. tJ#:%| Build image 18,

MCUXSPTUG_25.09_ZH
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4. JE$F1E Preparing source image for RT7xx devices 4 B #) image {9 Source executable image., 1R %
E, IT7F Dual image boot H#{TELE, MREEE, HFTIF OTP configuration A EEFMEREHI EE,
5. ¥ i Build imageZfl SA % X — 1 bootable image,

4 bootable image /5

1. BXRUAHEETF MR, 1E2SFIConnecting the board for RT7xx devices,
2. t1#:Z] Write image #18,

3. & i Write image,

4. MEBARERY, BUREHERHENTT ZIR.

MEERERD, FEs1ERX DR ZE] XSPl boot ( $[5 Connecting the board for RT7xx devices BYRT7xx
EVK FREE\) HENIFEHR

6.15.3.3 Booting encrypted unsigned or CRC image

X MINE Flash ST RERITINE . EEREANRES CRC ERHOME, BFRREUATIREE:

1. 4J#: Boot type 71 Encrypted (IPED) unsigned = Encrypted (IPED) CRC

2. £ Build image B T FFIPED regions BiEHEFRE. RINBER T, BNGEH2B3IME. F£/H CTR
= GCM mEER,

3. B Build image A4 X — " bootable image. ¥%: H|EMARNE, FEBEANERHFTMNE,

AR RGEHNERYE, FEASE-EEGHEENAEXBEAT KiK.

MREANED, BUFHINHNMXFRERRHMEZESR.

6.15.3.4 Using RT7xx shadow registers

T—%, BEWESFHRGZSHE FEMREK.

1. FRE—SHEE,

2. ETERF, FEBEAHIEEN Development, shadows,

3. i%#% main menu > Target > Debug Probe H#i%£#PyOCDiFid R4, BiX{RE 5 UART B E —REBHE
B (mEHTES .

4. i Build image A4 X —/ bootable image.

LA EHRGUNERYE, FHASE-ZEEGERNAXBEAT £1RK.

EBEAMAAEAshadow registers (¥ FEE:R) i, NANBREENT:

SRS KE £ CRC BahxH ZERHRR

1% FlashBt & FlashBl &

=25 R ARFEA flash BIFi% % HSM SB X #3KigkiE CUST-
MK-SK & 751788

3% MAEFEREAEBCH MAEFEREHAEBCH

S4%. Rifl SB X#LAE AR Fif2F image

6.15.3.5 Booting signed image using shadow registers

RET R T LHIALE image WERME AL E,

MCUXSPTUG_25.09_ZH All information provided in this document is subject to legal disclaimers. © 2025 NXP B.V. All rights reserved.
User guide Rev. 18 — 10 October 2025 Document feedback
122/165



https://www.nxp.com/pages/technical-documentation-feedback:WF-TECHNICAL-DOCUMENTATION-FEEDBACK?tid=pdfwf_MCUXSPTUG_25.09_ZH

NXP Semiconductors M C UXS PTU G_25 09_ZH

MCUXpresso Z£FlE TE A 1R v. 25.09

XA image T #£5 Development, OTP £ mEAH—EEMH, BN ROM FEEEMAERHHEGEARNERT
ZF CUST-MK-SK 5o

EWEZE image, BHEAUTSE:

1. FT B, i&EBoot type}iPlain signedzEncrypted (IPED) signed,

2. ETERE, F4EHEAHIRE N Development, shadows, InField, shadows = InField-Locked,
shadows.

3. 1£ Build image #B £, f#F Preparing source image for RT7xx devices F 4 K Y image EF Source
executable image.

B REE PKI management B AER T ZE4H. EZi#1E, 12 H PKI management,

5 F Authentication key, EREEZ4, Hl0 ROT1: IMG1_1,

£ K YL CUST-MK-SK ] OEM# ¥,

MERZFEE, $TFF Dual image boot Hi#t {TH B,

iTFF OTP configuration , HEEBFIEIREMNRIE,

¥ & Build image ¥R ER BRI AR T bootable image., EMETEF, ZTESNERBFEUCIER
& HSM SB X#, XS ERRS flash REEAEAL,

TEXNMAEE image #1T 7 FMAHR:

¥ 2| Write image 5.,

BRBERRG DML T EFRS (BAIER) .

BRZFTRRREN HTISMBRRF (ISP) X, EZHIT, S RT7xx device workflow,
& & Write image.

MRBEARERY, BIREHEXN AN BRRETREN (ERHE SW2) ,

© ® No o b~

a0

6.15.3.6 Device HSM
TRERTEZZEIEB AR (shadows) /fuse WELE H = :

Fuse FIRB R £ an B A InField, OTP £ A HA F %, OTP4#EH
CUST-MK_SK %% HSM SB XA T |i&% HSM SB X # X

bt F5ESR.
H% fuse OTP ¥ THER[EIAIRAR |i&% HSM SB X# X

H#t TR

6.15.3.7 Pre-erase in write script

ANTFEREHN, EANAZERERSY. eATHTUTRRERAE:

o BEREASHEIM IPED B E
* BBRbootable image, LAEABREEBEHA ISPER (BTEEELEFEEEENER) -

MBRSHE GUI FFRFER, EHESRTTER, RNfEIEPREELAZNfash,

6.16 RW61x device workflow
REANE RW61x BB THERE.

6.16.1 Preparing source image for RW61x devices

RW61x 4bIB 25 ME — 7] FH B9 /3 3 126 83 = /A 2B flash,
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AiESER: BN SEC TEHFMHECIRIR image, BEERBHRL, FENMFSBOOT HEADER ENABLEIRE
70 (£ MCUXpresso IDE #, % Z Project > Properties > C/C++ Build > Settings > MCU C Compiler >
Preprocessor > Defined symbols 3i%{& BOOT HEADER ENABLE 7 0)o M SEC Tool v FF#4, LLFZBRZEAE
#. SEC TR LAf##bootable image, 3 Mbootable image™ # % B A2 Fimage.

image RI{ F ikt 0x8001000 (MCUXpresso SDK R EIERIAE)

6.16.2 Connecting the board for RW61x devices
AN B WAE E RD-RW612-BGA 5 RD-RW61x-QFP & FRDM-RW612 ¥4k H 5 HiE 32| SEC,

1. % ISP Ba1ER, HSHT&: RW61x boardsizfy ZZh i E-

2. f£F USB ®B44F J7 350 (£ FRDM £33 J10) EZEZEH PC,

3. BIRTEN SEC BIBM THERXMNBER TETRE. EZiFE, BSRRBEZL2HEEIL,
4. # A main menu > Target > Connection %% UART FHMiXiE#E,

6.16.2.1 Table: Boot configuration of RW61x boards

# In-System Programming (ISP)/3 3 MI\ERFLASHIZ 3
RD-RW612-BGA U38 FF3<: 0001 U38 FF3<: 0000
RD-RW612-QFP U38 F3x: 0001 U38 FF3<: 0000
FRDM-RW612 EEMRRE SW3 4, %% ISP ZHEATEE.

6.16.3 Shadow registers for fuses via debug probe

SEC T Ef§H In-Field, shadow registers {E A BINE AR . XERBHFEAT FFFEEEIn-FieldEw A
B, AR, NEFEESRFHUBR fuse RETAFNENY, EXFTNZATES. ¥FEFFHRLRERR
RN EETERE, KA E IR RIRNES:

1. 3 A main menu > Target > Debug Probe, 3TFF 81N 25iE B3 iE4E

2. MRS k2R R 25

3. FRFF X MRBIMIES FLASH BHEXHEBLEES ; B E Test connection” AK & 581 #R I 85 #9 £ 2
WEBB/FR AT E Develop’ £ AP ERAE F5ESS, RRHRIAERT, ZEGABNE FEESNEE In-
FieldR7%S,

B, BEAFTIERHIT image 5|1F, FEE BOOT_CFGO ¥ FHEFRPEBSISR. BT fuse EE—
REAGHSE, ZIENERSEEMEEMY (AIFEXNTEFFFR) . %ZE OTP configuration RIEEE
1o

EXFHESEDMAYP, fuse XFHFFHREBA image R ERGILAEE, SEC TEBHFRBER FHE
B write shadowsMiA, REEELER. EEG, LEHRE3) image.

NFMEEX, NARFRET SB XHEAN, HIMHHN RKTH M CUST_MK_SK fuses #1741 (EIfEiL
7 shadow registers £ & EH) .

6.16.4 Booting images for RW61x devices

AEHR T W2 bootable images HFHFHE ASED flash AR E3h,

2RIAMI SEC TERER N EVK iRERH ., MREFEHANE FRDM M, EEH W25Q512 #EiRAH FlexSPI &
E, MR Flash WBEBEA, AILEEA sample dataPREM FCB R H A
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1%£#% main menu > Target > Boot Memory.
1£#% FlexSPI NOR — TEH) FCB.
MEE %R FCB X,

T sample data\targets\RW61l2\source images\frdmrw6l2 wb reset fcb quad spi
v2.fcbo BXHFEBRATE,

PO~

6.16.4.1 Booting plain or CRC image

BAX (plain) image BEATH XK. BWESEAMZELRE image 2B FERALLEIEE, LURIE executable
image 2&IEE I,

B%, £/ — bootable image:

1. BREAEIERHIEE T Plain unsigned=iPlain with CRC Bz13H,
2. $1#: % Build image #1E,
3. 1&$R7E Preparing source image for LPC55(S)0x/1x/2x/6x devicesH 4 F # image ¥EJ1 Source executable
image.
WRFE— binary image, EIFEIAHHuIREH 0x8001000,
B & BooT CcFGO fuse (ME—ED o
WRFEE, ITFF Dual image boot H#H TEE,
& i Build imageZ 4 L4 B — 1 bootable image. 4% 2 = # #l bootable image.
BRI bootable image J&, BT TRME:
1. BRAEIRL TISPER,
2. t1#:Z] Write image #18,
3. & i Write image,
4. MRBABRERITRIY, BENMITFER
s MRERE THFESR, image HEIED
s H%&, YIBEHER (FS T Connecting the board for RW61x devices FH) RWE1IX R F R EE) HE
B KRB 3 image) .

No ok

6.16.4.2 Booting plain signed image
AEFNAMATHENREAXEE BB,

4 B¢ bootable image:

1. ET B, %32 Plain signed/ Sz H ,

2. t1#:%] Build image #1&,

3. #E&$R7E Preparing source image for LPC55(S)0x/1x/2x/6x devicesH 4 X K image ¥EN Source executable
image,

5 F Authentication key, EZREEZ4, HlW ROT1: IMG1_1,

F“CUST_MK_SK’H1“OEM seed" N # %40, R MEHE.

R OTP BLE& AR, XITF ECC p384 ZHKE, FNFEEEE BOOT_CFG= fuse,

BRERSEZALERLLT ISP EX. EHELRESD, HEREE SB3 XHLRE CUST_MK_SK F4bE
22,

EE: SBXHMEZRE, LERLKEE.
REE Ny FEEE £wAH, UBRAERRKETATRENEL,

9. ¥ i Build imageiZfl LA 4 B — 1 bootable image, 4 R4 K — = # #lbootable image A & A F ¥ iZimage
RERIIEBEFHSBIT &,

No ok

®
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R I#IZ bootable image # SB3 % /5, T L& TIAEES:

1. BRLERRL TISPER.
2. t1#:Z] Write image #18,
3. & i Write image,

AL THERNEREAYRP, 7A fuse WER. LENWNARFHEA flash, RENALTEHEFSR HEBELRL
HRUBHNRAEF,

—BHRNEERTFEFHRNETAY, fuse FAITEMMIRE, H B SB3 capsule FATHNARFEA
flash,

6.16.4.3 Booting encrypted image
Y #% A CRC HZ & image BN image. B IN% image HEEEZ R image L,

o, EEEET Build image #E L# IPED RegionsiZAB B MZEXE (RIMBRT, BMNNARFHEM
W) o IPED region BIXISFE T HAR FLASH FTTE K/, ZTEA/NATLAM FCB FLASH BEEHK R, B
{45 Flex-SPI NOR &t BB it W 2B M FCB B &, &2 @Boot memory configuration,

HTFROMKIRE, BHELTBRAENMNTIPEDKIFAN, FAFERBRIEABRE MZEXEHWEE,
Z£EaXEsh, X image0 BLE N, X image1 RAMHEMNIRE.

¥ image #E A BIRFMERAT, 1T image . RMARFRET SB XHEEN, FEISATES RKTH
CUST_MK_SK fuses, LAMEAIBBZAILAMEZFEIE SB MHHNE, HEE, BIFEERTE FSEEE, XL fuses
LR,

EXEE SB XAFEE, HENXEE CMPA THEE, R iEBHAXHENXET,

6.16.4.4 Device HSM and provisioning

CUST _MK_SK 2H T SB XH#mF/M@ZENEFZH, HAZFHREMHARE HSM SB MHLZEB4EEEH,
REATEMETE fuse B, RAMLZHERFRAFERN, —B fuse HEA, TMBSIEUHRITEAN (Z8 LA TFRNZHA R
BERE) . EEAMAERFR, E—INSERAEREREZFH,

EiE®E HSM N AEINEESH, TEFAI>HEZREFBBHPNIZE HSM MEKB[E 4+ (FEZE1E, ESFHLife
cycle for RW61x devices) o

R&E HSM WARBUAT A S AR, #HEESLT %,

6.16.4.5 Boot type and life cycle for RW61x

THRERTHNTREREARNBHLBR BN EAMAKRFTESRDN fuse, HBEHEX SB3 HERBAIHTEN
N FATERF image HEE.

Shadow regs life cycle Develop life cycle In-Field life cycle
BANAKRLEED CRC BaHFER | — &H fuse BEH — 8 F | —fuse WIE%, E28 OTP |— EFF X + £ EH fuse k&
SB X H##ERA EEXIFEE — %5 SB X# HKHEE —%HF SB XHHE
WM A
AXEZXEREHER — %A fuse KR — SB X | — fuse #IER, B2 OTP — 5F K + £REH fuse 4%
HRER, EERENESRE |BEEXNEE — RKTH MR — SB M E M
FAERE CUST_MK_SK ##:% — SB
X ER
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Shadow regs life cycle Develop life cycle In-Field life cycle
pil Ay =Ry Egic) — RKTH # CUST_MK_SK | — fuse ##:8, %2l OTP |— 5F X + £WEH fuse &
BB — SB XHHER — |EEXEME — IPED, RKTH, |SA8E — SB XH#HER
RBHE fuse HIER F CUST_MK_SK #ikesk —
SB X#H# A

6.16.4.6 Life cycle and trust provisioning

TRERTTRLEDEAMNEEIREREIRENTEH™:

%% HSM FF % 7R % HSM EdgelLock 2GO 7f & |¥# EdgeLock 2GO
CUST MK SK %% HSM SB X4 %% HSM SB X ¥ CUST-MK_SK CUST-MK_SK
RKTH fuses EARZA %% HSM SB X ¥ el2go_provi_otp.bin el2go_provi_otp.bin
HREH fuses BEARZA %% HSM SB X ¥ el2go_provi_otp.bin el2go_provi_otp.bin

6.16.4.7 EdgelLock 2GO

B xEdgelLock 2GO, E&EFEdgelLock 2GO trust provisioning workflow, T2 RW61x By E4ERE:

s MRAERBHZE ISP EX, NEEBEHEFFEEA, LEFLALTETER, HEAT flash SR
go EELERG, BT flash PEERARER, LESFEEE ISP ERN, HEWEUS3h EdgelLock 2GO
Ho

. i"téﬂl&ﬂ’ﬂi&i&%?ﬁﬁﬂ:%%ﬁ flash ., BERKGE, FIAREHNR (EERERENRENR) HREBHE
flash .

s EFAEGABNWERT, BE{XEDRY RUNEXRTIE, AFSEFRFHAERNER TR ZIRE,
EHERT, ZEXNRENATLIERE (A flash) HRTEEEH, EEHIRRIIZENR, TEEK
fuse, R LUTEDE, HREBNAERF image, ENMEEME SB X,

* B SB3 XHENLZEX R E£F| EdgeLock 2GO fREE5, HFEAUTSH:

- BEFHNELENR

- I

- EBEEEEN

- [ HRARIR (OID) iREHR Ox7FFF817C

- IEM B

- AINRBEAEFIEZERER: BEXxA

- RBAVNEL:. T

- hEREXHNEER: £ EFLE2REET Edgelock 2GO %85, E A Closed=iClosed/Lockedk
B, FIEZENKMMXAEBRNRE, SUEREFAK, Open FHBF R —NEFMNIERE, K DRY RUN
Btz Closed FEE,

7 Generic workflows

ATRHE-LEABFLHN TERBER . XEETHFHXMEMLESSR,

7.1 Debug authentication workflow

AFTHRTF BRI ONERE, ZTEREHABFRBIEHN (DAP) , IHERNRZEARARRIERHAR (S5
R BHE, ERFREBAFENR 2, BHAKIEMN (DAP) EFF=@REER (OEM) #tAERNERE.
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T EFIRKIE (DA) EF T, SIRELEREFEN fuse L PFR 2R, AXEFMAREE, ESHREAFF
M B FRE —F,

Figure 71. 181z & 358 UF L6 A R 61

CD

T

5,

3 O
=7

End
customer

J&
@
18

@

?\

aaa-056245

ETFREHRD, HRITUATERE:
Mz AR AL (Field Technician)

1.

2.
3.

BX3R OEM BU3RER ROT WEHAXEMKE., OEM BIIEE UUID RRERNEGMEE ROT ZHAMME RS
FEAERMIED, &R —MRZFERERWIESR,

1£ SEC TEf, HBEFIREBIE—/ workspace, H4I#:ZE] PKI Management #1E&,

KR Generate a debug key... IRHAERFHEH, DA BAXRBRNMKELNE ROT BAHEE.

K ih Create debug certificate request... &, (A[%) EE UUID SIRFIEHIEBHER. MR UUID
BREANE, SAUATEMES. MRREFLTHAREGAL, WALUES UART 5 USB MiR&iEE
UUID, TR TFEBAREHMEBRNLERSE, BiERREER. EASHIRE L, HHE SOCU FiFR/PFR
FERP#ITCHECK_UUIDIRE, IEIF8ERIEM,

. RFIEPBER (debug certificate) E OEM,
. OEM RIXIERSE, %3 Open debug port.... EXNFEE KA EEEOFMEE, N EI AR 25

5k AT LAE Find probes# TE#H. EFE—MRMUEWFENE. SHRIEERE—NTESH, BT
F OEM REMNEIEER. ETAFERFARIEMMUER, MEREARAKBEINNAER. BIAXEE

J&, workspace\debug_auth\open_debug_port\[bat|sh] R4 K —MNEIA, HHITIZEIAR, MREAZER
R GRERT) , ZXIFEEFRM, Troubleshooting X F RS A AR & 1IN E FER.

5¥%&: nxpdebugmbox CLIZTE®#E<installation dir>/tools/spsdk/ XHRHHKE,
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Open Debug Port *
Debug certificate debug_auth'\debug_auth_cert.dc e Browse...
Debug private key keys\debug_authentication_key ECC_256.pem w
Key type ECC p256
Key origin OEM  ~
Authentication beacon
Probe: PyOCD: MCU-LINK (rOFF) CMSIS-DAP V2.263 ~ Find probes
Test connection | Result: not tested yet
0K Cancel
Figure 72. 771 i@ isdim O X iE1E

OEM F %
WEERE, <ii Generate debug certificate.

HIABRT, EEPEME <workspace>/debug authX#X , debug auth cert.dc.. BIB—1EHW
*zip EEX M, HPISIEHM OEM RN . cxt XHHRB, MABRAREEL OEM HERE (note) ETRE
ARFERY (ESHE MEBERERBRIEDR) .
* SOC — DCFG_CC_SOCU HY#EHE B2 %l 68 F & 10 56 UE 1 I 175 7] B L2 18 = 45
* Vendor usage — ZFBRAATEMRE THANENAHREKR, £RAFHETUARBRZILE (Debug
Credential, DC) iEF M4, B IRRAFRBEEIRIART
* {EiF{=4% (Credential beacon) — DAP F&RiZE, THEBENARF. 1ZEMIY TikOTFIGE
RA G RERNIANEER.
* Note — —MNFE, OEM AILUBE E#MARX FERIEHRERR,
* FAROTEALSE — EAATRIPRZLZL2NROTEAZ —MIEBHHITESR,
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Generate Debug Authentication Certificate *

(®) Use request () Fill values manually

Certificate request | debug_auth\debug_auth_cert_request.zip w Browse...

Processor MIMXRT7985

JuID Mre OV ANTANNT
U LU UL UL UL LY

Debug public key | debug_auth\debug_authentication_key ECC_256.pub Browse...

SoC OxFFFF Vendor usage

Credential beacen Key type ECC p236

Sign with ROTkey ROT (keys\ROT1_p256.pub) v

MNote

Path debug_authdebug_auth_cert.dc ~ Browse...

0K Cancel

Figure 73. MIE$1& R4 A UE

7.1.1 Example of access rights to debug domains

TERAFNREN, ERAFEAZH, NEFHRTMEIEBUFELZEER, E TEANFFERGS, ISP ER
A, UUDREEBER, WTHRELAERE, HAMRE UUID RELUS BB H#N255EE UUID,

KW45xx/K32W1xx 1 MCX W71x

Fuse — LI EE A — {1 E B H H DA 4l
DCFG_CC_SOCU_L1, 0x000000FF 0x0000FFFF 0x00004040
DCFG_CC_SOCU_L2

DBG_AUTH_DIS 0x0 0x0 0x0
KW47xx 1 MCX W72x

Fuse — & — )& E R A 1 DA 24l
DCFG_CC_SOCU_L1, 0x000001FF 0x0003FFFF 0x00008040
DCFG_CC_SOCU_L2

DBG_AUTH_DIS 0x0 0x0 0x0
LPC55S0x/1x, MCXW236 ] NHS52S04

PFR i — {0 &R F — )& E B A 1 DA 24l
DCFG_CC_SOCU_NS_ 0xFF2000DF 0xFF2000DF 0xFFBF0040

PIN. DCFG_CC_SOCU_
PIN

MCUXSPTUG_25.09_ZH
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PFR 3

—tIERRER

—YIEERER

H DA 4l

DCFG_CC_SOCU_NS_
DFLT. DCFG_CC_SOCU_
DFLT

OxFFFF0000

O0xFF2000DF

OxFFBF0040

LPC55S2x

PFR i3

—tIERHER

—YHEE A

i DA ##|

DCFG_CC_SOCU_NS_
PIN. DCFG_CC_SOCU_
PIN

0xFF2000DF

0xFF2C00D3

O0xFFBF0040

DCFG_CC_SOCU_NS_
DFLT. DCFG_CC_SOCU_
DFLT

OxFFFF0000

0xFF2C00D3

O0xFFBF0040

LPC55S3x

PFR i3

— VI ER R EE A

— {1 e B A

H DA 12l

DCFG_CC_SOCU_NS_
PIN. DCFG_CC_SOCU_
PIN

OxFE3001CF

OxFE3001CF

O0xFFFF0000

DCFG_CC_SOCU_NS_
DFLT. DCFG_CC_SOCU_
DFLT

OxFFBF0040

OxFE3001CF

O0xFFFF0000

. WTEE, PREESHRIE, BiZE%%EE DAC £/ SoC BHBEA,

LPC55S6x

PFR 3

— V1B ZE A

—YIHEE A

H DA 124l

DCFG_CC_SOCU_NS_
PIN. DCFG_CC_SOCU_
PIN

0xFDOO02FF

0xFDOO02FF

O0xFFBF0040

DCFG_CC_SOCU_NS_
DFLT. DCFG_CC_SOCU_
DFLT

OxFFBF0040

0xFDOO02FF

O0xFFBF0040

MCX Nx4x 1 MCX N23x

PFR

—tIERRE A

—tIHME R A*

H DA 4l

DCFG_CC_SOCU_NS_
PIN. DCFG_CC_SOCU_
PIN

0xF81007EF

0xF81007EF

0xFFBF0040

DCFG_CC_SOCU_NS_
DFLT. DCFG_CC_SOCU_
DFLT

O0xFFBF0040

0xF81007EF

0xFFBF0040

. WTRE, PREESHRIE, BiZE%%ET DAC £/ SoC BHBEA,

RT5xx/6xx
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Fuse — & —{EHEBSHA B DA 4l
DCFG_CC_SOCU, DCFG_ |0x80FF408D 0Ox80FFFF20 0x00404088
CC_SOCU_NS

DCFG_CC_SOCU_AP 0Ox7FO0BF72 0Ox7FO000DF OxFFBFBF77
RW61x

Fuse — I ER A — Y& E A i DA 4
DCFG_CC_SOCU, DCFG_ |0x3FFAOO7E Ox3FFFFF14 0x1002000F
CC_SOCU_NS

DCFG_CC_SOCU_AP 0xCOO05FF81 0xC00000EB OxEFFDFFFO

FE: NTEER, NAFTESHRIE, BiZETEET DAC £ SoC BEBEA,

RT 118x & E X fuse K&K E. WIXEURTF LC, I OEM_OPEN: A¥FFrEiFiX, OEM_CLOSE: %
X H{E R DAC EA, A& OEM_LOCKED: £#fXxMAETERHA. OEM_CLOSE R EEFHNRIIME—T
=27 DAC Hi%{8 SoC. B> SoC #BBHRH, ESHEEZAFFMH.

7.2 Signature provider workflow

AN NAREZERUEBEFURMERAZIZRHAEFLEEN image W3R, SERMUEFBRSZSENTRAMLT
<install folder>/sample data/signature provider examples H, HF—/MEH ROT ECC #
4, B—MEH ROT RSA 4, XERHERT APl Y, BAENXLH R, MitZIFERLES HW
HSM BRBEHSE —ARFBNBAEN HTTPS BEXRE N, RFE[NFHNROIE AT SURREREER, DUNRE
AZEREEFNNIETR. BMNRSHBHERARAHRRN public keys certs MRERNPAMBL, HE
¥ ECC/RSA A ##E 4 N ROT B4RAEH, B ROT BHAEHBE - IMG ZHAEH. XEFHATNER
KrEmBEA.

TEHERERREHENTE, SEC TEFBERREFEEXERRMAE HTTP RS |/, RS F[EFERELE
LHEP—ANREHRIR, RAEFHBREEE SEC TH, #EZFHNRAMNIINAENERRHER HTTP RS
7o MAIRSEREENITNA HSM AL RUEEFTRNWAERE. AAPRKKETENBRSG R,

Local computer

SEC tool |

|
SECGUI [+—F— Import FP—————————f+——————— — — — — — — — -
public | . .

|

|

|

| | User's HSM solution |
| Provider specs, ke2value | iﬂ’ |
| pairs | tittp) | Custom signature HTTPS External signature |
| | ) provider < *7*7@7)7* provider |
| 2ml | Sign HTTP server L P HTTPS server |
I | fittp) | : I |
| 1 ; | |

SPSDK |

| nxpimage, —1 | Device HSM ‘L ErgpggtaLg External signature |
: nxpdbugmbox : I HW module provider I
S 4 O, 4

aaa-056246

Figure 74. EERUEFNTHPEN

7.2.1 Run the server

R E R python 3.12 ESRA. ITHRFZI/RMMEMNE X, HiEErequirements. txtEHAM SPSDK
BESRA (£ Smain menu > Help > Abouth 5| B IR AR RA) , REBETUTHS:

# ensure, venv is installed
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pip install virtualenv

# create virtual environment into .venv subfolder
python -m venv ".venv"

# activate it

.venv\Scripts\activate

# install all required packages into venv

pip install -r requirements.txt

# start the server

python server.py

BRSBF|ICKENMRE, HETUERRNIT T MLRE,

7.2.2 Set up in the SEC Tool

ENSEREBFRHIS SEC TELAFER, BREBEUTSRIRE:
1. AESRIE/FERATEKX,
2. %E;g T+ L#Y Use sign. providerEit1E, MRIEXFERE, ClNaBBIEAIERTINZMHT
3. BEHSR 2 PFHEIRIESILM Configure..., ITHZZREREFITEE
4. RELNZEZRUBFNRIASH., WRMEA resources\signature provider examplesFHEER
HEFRSES, MiRE R LUREFE#,
5. ES KR ESE prehash W, FH prehash &, [CRBIENHRFELEBIRSH/HITZESE,
6. ¥ Test connection M LRI RS F/EREBEER.
7. SARNHPBEHNEIN:
s ER—XEED, 2 Import public keys IHHUMBRE RS ALE ; IRHEENAR, BERRABIHRS
BSLHL Wi API public_keys_certs B AT LA .
* MRF X Import public keys %, %—fAEREEMA PKI managementit T+ F # Import keys. #
RAPAELEREEFUA LFEANAALE (FZAEHITEXBRUBFRAMNHRF)
8. #£ BuilditT+ L HRE%&Z %40, TE SB. MBI FINERMNEE R EALEEHEFERE.
9. NE, TERUBEFECEETE. THUMEZLH image.

7.2.2.1 Signature provider and debug authentication

SEC TEXHFXZRMUEFN DAERHTER, NFHERALGH DA BHRERRESLEZERUHEFNER
MR ; BRRBANWERNERBZTZH, K—WXFIZ, £ OEM iR L DAC £+, HRXERMUER
HITER, IXNHAFRRZEAN, EHLARM workspace B4A iR HRE, H—WXBIETERNEEX
#, Hrsign_providerF B2 BRBEZERUBEFRERKREN.

7.3 Script hooks workflow

BIZ hook FEE K., BAMEBIEMARITZ I RIABENIT. BIA hook SUFEEKMBIAR 2 A ITHIZ S E
Mo Hook BIZAIF “hooks” FX KA, FIITEXBTEFTELIEEEHN R, BIZA hook HIERZTELER ; ©1]
NMiZTEEHAFES, MR hook HIAREE, JUERFEAFPRAEH ET—TREEE,

7.3.1 Build script hooks

1. Pre-build hook - MM A Z BI#IT pre build <os-name>.bat/sho AJBAER{ILAIARIT MCUboot
BRI image #1TER, LHAREEMSH, HEREHRITHEMAZEM GUI BA.

2. MELTNHF: EREMAFHREEAbuild context <os-name>.bat/sh, RFAFRIMFE R
FEXE, X hook EHEARANFHEMSI,
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3. #%hook: build_.bat/sh IAEMEZMANBNERSRZEHMLIIT. LHARMNEEBMADEAYN, £
—SNEWRRENS LR, IEXENSRBEERN TROIFLE, MRE hook ZEFANREME
&, MWEMRARNITHELFREHFERER,

7.3.2 Write script hooks

1. BLETXHT: EUEMATHRINAAwrite context <os-name>.bat/sh, AWAFPRMBIEIER
HEEXE, X hook EHEANTHEMSI,

2. Ehook: EEMATHNBNEESRZFEWA write <os-name>.bat/sh. WHIARNERAHRFHA
8, E—SHNBWRHENSHLE. MIEXBNSRBEERN REIFLE, MRED hook TERFAUKNK
HFE, WEHARNTHELREHERER,

7.3.3 Manufacturing hooks

#li& hook: EHEIENTTHBMLE RN, EE - MESHBZANKE - MFSERZEEA
manufacturing <os-name>.bat/sh. HRIIR started WHIEH FHITEK, MARLWMITIHRIBFES
B’o XL finished AR AE — NI NSH status, ZSHAUFEHME ok fail, RRHIEIEHHITIR
S: okRTIEESHMERITR, BN fail.

7.3.4 Typical usage
RTR—ERE, BEAMAER hook MARBENNE, RERFEMA, MEAEMEKM SEC TEERNH
.

o AT AR,
* BEBEAMARHRE, WHEAEH L —MREOEMIRAE,
- FHEREEERLES.

7.4 Manufacturing workflow

XTHERE ZTERRT - MEETHENELASRE,

7.4.1 Create manufacturing package

OEM A LA T A TR EREI T BHIES (*zip). TABIRHIED,

* 1£ Write imagefl® t - AT AL BEAMAHITE E
« £ SB editor - B ff SB XHHFIEEN T
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Create Manufacturing Package >
Processon LPC55560

Boot type: Plain

Life cycle: Development (unlocked)

Files: gen_sh\cfpa.bin

gen_sb\crmpa_non_sealed.bin

gen_sb\write_parameters.json
source_imagesilpcxpressoi5s36_led_blinky_fast_int_flash.bin
write_image_lnx.sh

write_image_mac.sh

write_image_win.bat

Write script arguments: | blhest_connect {blhest_connection} manufacturing_task_no {task_no} | Default
Output path: V| Browse...
Package password: | | @

0K Cancel

Figure 75. Create Manufacturing Package ¥Ji&1E
Create Manufacturing Package X1 iE4E /o iF LA T 12 4E:

« & Manufacturing package 288 X4,

* REEAMASH, XESHNWRIXEE-TERFEANKIMEE,

o EEHHESIXHERE.

* REB zip XHMEB. A AES BEX zip XHFHX4#HTNE ; B2, XHTHE (WXHEMXHK
N ARIE

* XtF EdgelLock 2GO L&, FILUEREHIETFIEE API B4, BHRAUERENHETEFIERE

7.4.2 Performance optimization

RIZE B/ B ARG HHIITZAUBRTENIT £ @S, R ZEMAETEH4TEASmMIRIT, FETEEE L&

ERNNATFELESREFEPFIETENDD. ATRESFHERERWBAKES HEMREHN — LR Ih.

s MEELREEERBINGE. NRLEREIFN, NNESHER,

s MEFREERNMNSHERBEAZAZIRY  EAMAKRTNX—HoATETRELERNVNARE HTFXEFE
SE YD)

* BKH blhostREFFITTREFR 2 HER, E N blhost#l ALt A HIEMT BB, RHEERBE SB X (FSH
SB 4m%E85) HAEMA blhost batch i S AIRESE T (EZ¥1E, 1§25 SPSDK X#) o

* MRLERECEHRNEE, VWESFINREERERIRFEMERIHNET —RIERNE, kN 3. &
(6] AT AR IR B 7 1T R &

7.4.3 Manufacturing operations

A5, TLAEEMA main menu > File > Import Manufacturing Package... $ A#li&®, SATREH, #%
HEh LW RENZIF M workspace — #1 manufacturing workspace, BEXSABHNEZELR, ESHR
M ZIP XS A workspace.
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— B workspace #8122 (REFHITH) , EFIERLE SRR (EZ#HE, 2 M Manufacturing Tool ) , T
SEC WHRINENFATH, MREBFTEHXHA, WEBNTERETR. MREEHZ3 SEC, ©oadhER
ErFRE, HiEES— workspace:

Confirmation

The selected workspace was created for manufacturing. Kindly confirm:
- Select [Yes] to open Manufacturing Tool and continue manufacturing.
- Select [No] to create new or open any existing workspace,

Currently selected workspace: "C\trust_provisioning_workspace”

Yes No

Figure 76. TI\E#FITFF HliE

MREFIHPIEEAME, BREMAPH spT INSTALL BINMEXEREBREOTEN LN ZEE R, W
RxBED, BEUERRENEXEHFHEREAMA,

T serial E#: FERFR, HIAMEN115200 ; BR, XTF/LMERR, ERIAR T EE 1000000 KRS
=,

7.4.4 Steps in the manufacturing production

1. B USB S HRITLE 12C 5 SPI iEZE— NS MEESR, AF KT Autodetect REA SR 8 17RO & K,
MRZTERNEFMELERFEEMNETRE, BEAZEEZ. RERETHM Test connection, K&
SmERBRANALERNERE, BRURED,

2. R Start (FFiR) &M, UBHEEERERE. SEMERETR.

3. MRBEHEEMABE, [RHTRSELKIETAEREFEERB,

4. HEZT 1RE,

R IN BB A iR % B8 & R Manufacturing Tool B ORKEE, EET R 100% AT 5/,

7.4.5 Manufacturing logs

HiE A EFEESRETEZRMNFER logs/YYYY-MM-DD/H, AENHFBE R manufacturing log YYYY-
MM-DD_hh-mm-ss_#.log, HH # RRHATHITHHIEESHRS. JLAERASER A FH Export logs %41
SHEll. SHATERE—X (B HAERE, HFHEENAZSEHE Z2IP XHF,

7.5 MCUboot workflow

MCUboot 2 —MNATF 32 Uiz HIsFN A RZ 25| S MERF. EZEE, HSH MCUboot X%, EEMBAE
BT % NXP &8s, H BERLIE MCUXpresso SDK R EI M., ELEE, HSMooards\<board>

\ota examples\mcuboot*,

NFRZHLEEE, SEC TEIBES MCUXpresso SDK FiREMNINE RAIFZRANERINEE, Hitk, E—MM
MCUXpresso SDK 5 EVK/FRDM ¥ “REINARER", BRIAK imgtool Z# 5 MCUXpresso SDK ItEE,
7.5.1 Steps to start MCUboot for NXP board via New Workspace

1. #TFF New Workspace ¥ if1E HiE R4 5T,
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- BE UART BT RR, BRAERBILT ISP EKX, WUEAHEMERE, £A8 UART EHR mcuboot

NMRAEFRERBRZEGSWEN, FITNRERKREIETRES.

. 1&# MCUboot 5| S INEIEF image, RER EERFMELERNENREINARSF (2FESISMHERF

FMAIT image) . WRZEEIEZRE image, NRRFMELERZETANTEINARR, EXTER
T, BSAUTFHEERHA,

EREREINARFREANAFRENAEREXY, HOBIHX, ¥F MCXN RF, HHEEA IFR,
MCUboot Sign Image X iEEFITIF, FIELENEMBET LR, RETURFEIHI image #HITE
=B

% bootable image HFFHHEALESR, 35: ERITI—YVRESEEIE, BSRTEFIEENSRE %

7.5.2 Steps to start MCUboot with such a processor manually

1.
2.

© N o

HEERIRL IR ES AI A THEKX,

BT UART EEFF LR, BERLESREHLT ISP ER, REKEERE (main menu > Target >
Connection...) ., A BAfERAHAMERE, F£H UART 2E AN mcuboot B AREFEFERBIREHAWEN, H
FTEN AT BAfE A R IR B E BV IRAS

7 main menu > Target > Boot Memory ... FRIFFTERB3INF. XF MCXN R, HFEH IFR,

. $TFFBuild imagefl®, 1%#F“mcuboot opensource” B FATEF1ER “Source executable image”, Tt

HNARFAT sample data\targets\<processor>\source images\<board> mcuboot
opensource.sl9, EEALAM MCUXpresso SDK WEERBZH, MRNARFBENIBINE (FCB) WEL
B, ZTE2RNHRHERT, BIURA,

. $TFF main menu > Tools > MCUboot > Sign Image }E B THA:

s FEXEMN-XHRE  MWBMWMARFMNT sample data\targets\<processor>\source imag
es\<board> ota mcuboot basic.sl9
c XEFP ; BN TRWERNAEFH MCUXpresso SDK A — XX H, I F boards\<board>\ota
examples\mcuboot opensource\keys\ X#kd, BEFEATLER sign-rsa2048-priv.pem
& sign-ecdsa-p256-priv.pem. M FXFZHBRIFNWER,
* BINER T, imgtool SEME SDK RHICE ., FEEHREE].
* R Sign REAXREH#TES ; BRAERE (WRB) .
* BWRIEFUT EILAE:
- F—ANEIRE: ZTEQEMMENokMA, ZHAEBRANECZHNNARFHITER
- BANEGEE: ZITEEHEEHMimage, FHZEMWimagetEA Biritit ; RE “Image 17
« WIFN AREF/Y B Frithit.
« ¥ Save & CloseX< Xt iF4E,
£ Build &3+ £, #4042 Build script hooks 9 2B S ER A,
#TFF Additional Images AR ELZWNARFEE S EWEESR “Image 17
¥4 bootable image HFHE AL EES,
T LU (£ MCUXpresso IDE #, #Z main menu > Windows > Show View > Other >
Terminal) , %% UART is 0, BWIAHEENERR, SRZUEIAT XA
hello sbl.
Bootloader Version 2.0.0
Primary slot: version=1.0.0+0
Image 0 Secondary slot: Image not found
writing copy done; fa id=0 off=0xfffd0 (Oxfffd0)
Image 0 loaded from the primary slot
Bootloader chainload address offset: 0x0

Reset Handler address offset: 0x400
Jumping to the image
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Booting the primary slot - flash remapping is disabled

KAKRKAKAKAA KA A XA A AR A A I AR I AR A AR A AR A A XA A KKK

* Basic MCUBoot application example *
R IR i b b b b b b b I b b b b b S b b b b 2 b b b S b b i 4

Built Apr 16 YYYY 12:34:56

EXEHRBERENFE MR FHATUTH NS ER:
WRLRDARITI, BREET. FIREERN ISP ERX.

$T7F main menu > Tools > MCUboot > Sign Image....

RISHERE i AR AR F image,

B image B, HIaAMEE 1.1

£ imgtool ¥, FRRAEHR N 1.1

£ Set additional image Zp% HE K-

* Image 2

* Brtbit - fFibub G NFE K/ GESH imgtool S HHE R NSEO

7. REFERKA
SE: TMHMEMAFEES, HX Image 2 #1TEE. ZALEEWN Image 1 REEHE LFE, HFFHEEA
NIFNRBE.

8. #T7F Additional Images AR EREBEMMNNARRF: “Image 1” M “Image 27,

ook~

9. HEHEA,
10. EEL R, FRVRAINEENS S FEHEEES, REEE. KHMZWE BT XA
hello sbl.

Bootloader Version 2.0.0

Primary slot: version=1.0.0+0

Secondary slot: version=1.1.0+0

writing copy done; fa id=1 off=0xfffd0 (0x1f£££d0)
Image 0 loaded from the secondary slot
Bootloader chainload address offset: 0x100000
Reset Handler address offset: 0x100400

Jumping to the image

Booting the secondary slot - flash remapping is enabled

R I IR e I b e b 2 S b S I I b b I S b S S S Ib R S b S b S 2

* Basic MCUBoot application example *
AR I b db b b B b b I I b S I b b I b b 2B Ib b S I db b b I b b I b 4

Built Apr 16 YYYY 13:24:56

7.6 EdgelLock 2GO Trust Provisioning workflow

EdgelLock 2GO 2 NXP ZENTERERT A, RHRLEERS, UEEAZIFNEREH~mBNIE

MEFPYBRMIRE . ZRS ul‘FﬁUE%ﬂ"“IE;zéX‘JSQ, Pl MR, BANMIES, REREiZ2tikES
&1 NXP MCU = MPU #,

-‘L?(Iﬂiﬁl’x—rulb$i

* EdgeLock 2GO with device IDJTE, #liE L] AJE4E~IZE M EdgeLock 2GO mlRFFREREX R,

* EdgeLock 2GO per product typeiiif2, H OEM M Edgelock 2GO BRESBRRELZEXNREEE, MEET
[T A= T EE LA Edgelock 2GO BRE 22BN AIE 1T,
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7.6.1 EdgeLock 2GO with device ID, high-level description

TEX R T B EdgelLock 2GO EEEE TAERE PR REVREIT .
B ERAE

1. OEM #& 7T — 1M RELMWEEHEAR M MR, AE, SECTERMFAERELFR, OEMEEdgelock
2GO web portal E£E11,
2. OEM] B HSECT EA R IEB X ABEET ,

EdgelLock 2GO #li& TZ &1&k% ID

1. ZTERELESRS UUID

2. ZITEBERAE UUID HELZ2F R, EdgelLock 2GO RS EFIE UUID, £RZ X KR HFEA Edgelock
2GO EERMNE#TINE., REXWRE FHBFENHR.

3. X RHM EdgeLock 2GO ELEE 4 E 2 B ERS, AABRGHUNREXNRLEIBERVE, NARE
7 image # R A EI B AR5 S EMHEE P,

[
;@

OEM
EDGELOCK 2GO

— —
] —_
“\glammer &
with SPSDK/SEC
v
EdgelLock device EdgeLock device
—————————— h —————at—
o=
Contract manufacturer

@» EL2GO Rootoftrust (@ OEM Ke2

aaa-058154

Figure 77. **EdgeLock 2GO {51 & T fEFHE**

7.6.2 EdgeLock 2GO per product type, high-level description
EERE

1. OEM #& 7 —MNEZ2MWEEHEARBIMAIER, RE, SECTEREMEZEXNR, OEMEEdgelock
2GO web portal & E 11,

2. OEM B TRZEXNREEE, HEREENTEDRBEAFET .
EdgeLock 2GO &= mERMNFIETZ

1. ZIENBBEFRRLEN R,
2. REXRFH EdgelLock 2GO BLERE M4 E M F B irkb B2, BABHUNLZEXNKRZRIBHNVE, RARE
5 image # N AEIBIR5| S EHEEF.
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7.6.3 EdgeLock 2GO flow, step by step

EFE EdgelLock 2GO BLE, HHITUT SRR

1. IARLEHEAHRIENARFREREEIE,
2. 7£ Edgelock 2GO servert, A= mAIRIERAHBIE APl F4H, FEZi¥lE, B S REdgeLock 2GO
Configuration via web portal,
3. =i main menu > Target > Trust Provisioning Type, 1%3#¥ EdgeLock 2GO, i£# EdgeLock 2GO with
dewce ID = EdgeLock 2GO per product type. EE EdgelLock2GO ¥ H MR SRS M IEE,
4. ®R¥E GnuPG T EHXFIAHEZFHN MBI,
BB
* Windows - ## H T Windows Y Kleopatra: Kleopatra for Windows (GPG4Win). H0%; t &] LA fiE
F“Kleopatra GUI'F I EK. EZ1¥1E, HS W EdgelLock 2GO Quick Start Guide (X#4 AN13255 ({F
EdgeLock 2GO server) ) HfEA LRA R (GnuPG EARRFRE gpgdwin —BELE)
* Ubuntu: M Ubuntu 76 EH M gpg B4
* macOS: HEMEAbrewZREF M gnupg ; EAT 0S X B9 GnuPG L RZ AT A THE (i3 GnuPG
downloads)
S. EMEMATEA GPG MEFMENLSER:
s MEREIEXFENMM el2go/encrypt_el2go files.* MARTHMN, £/ Build TEHLH
Update files ZH R EFHH A
* § A Edgelock 2GO A ITINE, ESFERKIMA T fF M4
. Eﬁiﬁﬁ FZE W RSA Z4A%T - gpg -full-generate-key. f#f 2048 = 4096 Z4A K1,
s RENETE
—EL2GO_GPG_PASSWORD - 4 % f) 2348 ¥ ity 10
- EL2GO_GPG_SIGN_KEY - f gpg-list-secret-keys 2#%40 ID WENFERA BN BRHARTER,
WMRENT EL2GO_GPG_SIGN_KEY % &, NaMNWEMAERNZEENEEREN -T2
6. #{R7E main menu > Target > Life Cycle FERF XKEWAM. HFHAXKEN, FREBARZE
Edgelock 2GO ®ilf, XAERATFE>,
7. EHWENE L, % Buildimage REBENARRF. BREEHER,

8. fTFF<workspace>/el2go/publishFXHRHFrE L LR L& F|IEdgeLock 2GO server, FRR
Configure EdgeLock 2GO through the portal 12 £ &4 5 B 3 1T #84E,

S¥%: Edgelock 2GO FRFB5BEMN N4t E RENETE L, EERNXGSF, ©i1H el2go =BHRFRIZ, #
RFERELTERRS,
9. XF EdgelLock 2GO BN ™= mi7TE, 1H5S ¥ Create database with secure objects for EdgeLock 2GO per
product type,
10. # A Write T E#t 1T Write ##1E,
M. ME—NEFHINE, BRESBEGEARHEESR 79,

12. BB HETESZiF1E, HS @ Create manufacturing package. B> APl A0 B, S ¥ APl key to
access Edgelock 2GO server,

BEXUEREBEEFEE, 1§31 Processor-specific workflows.

7.6.4 API key to access EdgeLock 2GO server

* §XFF%, HMIE Trust Provisioning Mode FiEE 5 E APl 40,
* 3}F EdgeLock 2GO per product type, (=3P FFEHAAPI %47,
* 3F EdgeLock 2GO with device ID, £7=EEHIEEE API 4,
- NFHIER, AJLUERMIETEAP key ; MIREE, BEABBMHESIURYTHE,
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- MRFESPRIEE API B4, N ATLAEFIEXHEE B L HEELE SEC_EL2GO_API_KEY E7E.
— 3 F Edgelock 2GO {5FE &, FETE EdgelLock 2GO RSE5 LA FliE API 4R /8 LA T AR

— View - EFREZAH

— General - SEHE &

— Remote trust provisioning - E& XN KRR EAH A CA
— ¥F EdgelLock 2GO WPC Eti&, FEE Edgelock 2GO BRE85 L W #lE APl Z4AZ AU TR

- View - BF Qi HX#E

— Manage - ¥ Qi iR EMEBUE D BARZFH, UREBHLEAEL

7.6.5 EdgeLock 2GO Configuration via web portal

EdgelLock 2GO [ 17 ® 5 URL: EdgelLock 2GO web portal

FEZi#E, B35 EdgelLock 2GO Provisioning via Secure Provisioning Tool (SEC) for MCUs  (3Z#4
AN14624) ,

LURCIReEE S0 g= 2]

* Devices > New Device Group

s BEEEEN

* EHRFIZXE: MPU F MCU

s BHED: FREN

s BMARAENFmAEN: REVMERLESR
T HIE RKTH Z2 XK

» Secure Objects > New Secure Object

* ERKE. OEM BH S HRIEE4A Hash

s EEEEEWN

o EHEZHFIIH: <upload the file>

s ERAKMKE. HRINBENEKK, i%£#&0pen = Closed/Locked K, Open ATFH XMk, Closed H
Closed/Locked T4, ZXRMNETEHARENEGEAPRE—B. AXEE, BSARETLERNE

WA A2 CUST-MK-SK Z£ X &

» Secure Objects > New Secure Object

« 123 H: OEM FW Decryption Key

s BEEREEW

* RMEEAMHE (asc): RUHLIEZMMENZEH, ©=2H SEC TEBEEY GnuPG £H,

* RENALUGEAERBIEMBRANLES, (asc): BHLNA

* EABXE: BRKTH; ¥ T —MRELAHEANAMELZENR, ZRBLAMEE,

Hitt RN R

BEXUEREBEEEER, B3 Processor-specific workflows,

7.6.6 Create database with secure objects for EdgeLock 2GO per product type
BIEED AR,

* BAKEE: TEEXALERFENRTENR

* HABUEE: SEAERBEMNIES,
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EREATELRENZENRBEE (BN =mEEFEA EdgeLock 2GO) , BERBUTSRIRHE:

1. 3TFF main menu > Targets > Trust Provisioning Mode... 3} #{R 2i%#%* EdgeLock 2GO per product
type.

2. f£Per Product Database R L% E :
* number of devices per database (EMHEENREHRE)
* number of databases to be generated (E4XRIWHEERE)
XESHNATHSEERE. N THSBERE, XESBUTHZR,

3. RHRMAFHRER. FEE, ERISBEETVEEEELSKONE BERNME) , HELETR—D
BEZRRERMITE R, EBEEERZH, BIXMAEQ,

4. [i5 Download ZHl, MRS &R THEEE.

NFEARE, BEEEVTEERIIBA <workspace>/trust provisioning/el2go product batch.
dbe X FHIERME, AMUEHENEEPERHEEFESHNLE.

BEEFESEHEIP, FIPFRIRIM,

7.7 Merge Images Tool workflow

AT IR TN imaged H A — N —imageN B ERHl, EHNWERTRERHELEHEENHNimage
XH—REH, XTRENHA Trust zone hello world SDK RHIH MCUXpresso IDE wEH, HPESH Mk
BE—EHIMIIMNE hello world sH hello worlds ns. BH4EMRIE ZE#EEE (MCUXpresso
IDE) , BERAMIYNESR MARENEIEDEINRAIME S HE—RBEN—Nimage. S
MIMXRT595 4 3BE8 1, N FEAMLAERSE, THEREMER, RRERMUTRE,

7.7.1 Building the TrustZone example projects for merge

1. BYiERIELLUE hello world ns¥:ZElIProject > Properties > Project References, AGHEUHILH 5|
AHH _hello world sKMIBRMANTIEZ(RIAYEEEE,

2. TRAEMAERENATHERANDE

3. W RBIBER.s19 X, HMRLMN . axf XHFERKKR. Hit, EHIMNDEM Debug XHXK, ARETE
MM hello world *.axfXff, i%#Binary Utilities > Create S-Record,

7.7.2 Merging two images into one

1. Eidi%&#main menu > Tools > Merge ToolSRITHEH T E,
%% hello world s.sl19, B#RUEFFEZIREN 0x18001000 (RERFXE)

. XF MIMXRT595 4828, AR REBAFELZ e, F—NimageWAEUN FLZEANEFEMREF, FNE
—Nimagef B Rttt ER A 008001000 (EREAFEXE)

%+ hello world ns.sl9, BFR#IERFEZNREN 008100000 GERE2AFEXE)
4J#% Apply the merged images as the Source executable image on Build image view
HRBOREFE, AEROKZRH

K&EimageRB B MANRANITimage, H BH BRIt EEH

(SN

N ook

7.7.3 Signing merged image

EXEBHWEEHMimage, EZH Booting signed image using shadow registers, 1B A& HimagefE IR A
HiTimage.
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7.8 Custom USB VID and PID devices workflow

MREEEFEHENL VID 1 PID #9i%%, N T LLE main menu > Target > Connection i£Z B E X VID
PID, %EM VID&PID A F#HEARNE, EAMARXBFENITIEFER VID&PID, BNEBEAREZAE

X VID&PID (fltn, f£Advanced mode® {#f PFR XJiEFES OTP XiEHE) , EENER, ARFEHAEEN
VID&PID B3I B AR,

FFHERE, SAECEFESHAEEEREETIEREEN VID&PID, FHAKEE, #ERERNEZERIA
FMBEENX VID&PID,

8 Command-line operations

SEC TEXRMGSITRERE, XBFEEFHHEPERRBEEN image ERMKEERE. £ image. &
E image, ®if, £RZHAIRN USB BEEREZTECFABED S,

EETTANGT. ZBARH, BENSSTRRFEITUATHS:

c:/nxp/SEC_Provi 25.09/bin/securep.exe -h

EETRRERTHNTASE, BMARTRRFETUTHS:

c:/nxp/SEC_Provi 25.09/bin/securep.exe <command> -h

E%: SEC TENARFNMEIRATRETHANR,

WETREANFEXENGSNSHE (WUTERMR) tolEEMNEE JSON XHFIEE. ARSI
JSON MXH-ERB TS LR, 5 . Example how to use args-file arguments.

args-file %

55 ik
——args-file ARGS_FILE #75 CLI BHHY JSON AMBE, AVFE— AT

EFESH. ZRERBXBEAEXN T 8l TFA KKK
B, XHHBNHIEE schema/cli args file schema
v?.json.

8.1 Build

build &% X #$7E SEC # Build image M B F#ITHIRE,
TEX buildiE 5SS E#H TN A,

RS BHER

S iR

-h, --help EREHES, REEH.
--additional-images-cfg JSON MR, HhasATHENK I image BHEE.

XHRXHEREE schema/additional images
schema v?.json.

--bee-user-keys-config BEE USER KEYS CONFIG. |7/ BEE ELEHR JSON X#. SEHXHHHEEN schema/
json bee_image_encryption_schema_v2.json, ZSH{GEA TN
=M XIP (BEE AP &) 51§33 &,
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2]

Ei:pu

--boot-type VALUE

R&BFHRB, 11T securep -help LEBEFA X IFW SIS
#,

--cfpa-cfg CFPA CFG.json

#A USER CFPA ELE R JSON XHRKE, BiIUM PFR
EEF S H .

--cmpa-cfg CMPA CFG.json

#A USER CMPA ELEH) JSON XM E, BIUM PFR
EEF S H X4,

-—csf-cert CSF CERT

AT image BT BN H CSF BANMHMIEER, mMEX
1B, N4RIE HAB4 PKI Han B L EM imgeert BERB RE.

--dcd DCD.bin

DCD =3 #3038 4%,

--dekkey DEKKEY

32/48/64 N+ RHEHIFR: AT AHAB IZE I EIEINE R
., ZSHERTER AHAB R RS ESE,

--device {name of the selected processor}

BARLERR, EANTHBETRIIFHNLERRFIR securep
-h

json

--dual-image-boot-cfg DUAL IMAGE BOOT CFG.

BAW image BB B/ JSON X ; XA schema/
dual_image_boot_schema_v?.json 8. ZSHEA T
M image BB 25

--ele-firmware ELE FIRMWARE

EdgeLock Enclave (ELE) E#3X#HEE, ZSBERTE
£ AHAB Z£ RN EBRNMEZE B KR,

--firmware-version FIRMWARE VERSION

NARF image BRI,

--iee-config IEE CONFIG.json

#8 IEE BLEM JSON X, SEXHHEERRA schemal
iee_image_encryption_schema_v?.json. ZSHLGER T
|EE NZERFHRE,

--image-version IMAGE VERSION

A Z3h image BARA T AR 4 ZHHER, a0 OxFFFE0001
(RN 2 FHRESRRAS, B2 FF AEM 2 FHHE

RE , BAUREREXRRAE QAFERH) . SBEA

FEMBEET £ X image IR E RS

--img-cert IMG CERT

AT image BHITERHN L H IMG B4 SRR, BIUHiZ
BEEER{ICFAEERN workspace — EBFEMH, MEKRE
workspace REBEEZH, N4 BIZTSHTE A

--iped-cfg IPED CFG.json

575 PRINCE EEH JSON X# ; XX#4& =X H schema/
prince_config_schema_v?.json & &

--keyblob-keyid KEYBLOB KEYID

32 {ufl: Keyblob INZRZHAMREF. ZSHERTESE
AHAB Z £ RGBS,

--keysource \{OTP, KeyStore\}

RT5xx/6xx &4 image B9% 40 source

--life-cycle LIFE-CYCLE-ID

ERWAERFREGARRSD. A securep -n HHTETRX
BHAESRR,

--otfad-config OTFAD CONFIG.json

875 OTFAD EEH) JSON Xf. SR &
schemal/otfad_image_encryption_schema_v?.json, %Z#
{GERT OTFAD B BaiRE,

--otp-cfg OTP CFG.json

A USER OTP ELERY JSON X HHIBRE, BiL M OTP &
BEFRS 3.

--prince-cfg PRINCE CFG.json

WA PRINCE ELE#/Y JSON X, EZH SEC & RMXHR
A9 bin/schemal/prince_config_schema_v<version>.json,

--romcfg-cfg ROMCFG CFG.Jjson

#4A USER ROMCFG Bl E# JSON XHHIKZE, BiIUM
IFR BB EF S X s
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2]

Ei:pu

--save-settings

{72 workspace HiRE .

--sbkek/--cust\ _mk\ sk/--sb3kdk SBKEK

64 NARFHEIFRF: AELE SB2 XM ZAMEZ 4
W4 ; NE2 =4 image BE ; MEXRE E, BN
workspace F3RE,

--script-only

RERMAE, TR,

--secret-key-type \{AES-128, AES-192, AES-
256\}

HAB m#E& %, BRIARETAERTRE,

--source-image SOURCE IMAGE

1 A 82 bootable image Fr A source image.

--start-address START ADDRESS

MAREGEFERN, RBEZ#E source image EEME
RS

--target-image TARGET IMAGE

4 % bootable image K B #Rig R,

indirect, wpc no provi, wpc device hsm}

--trust-provi {disabled, device hsm, el2go_

BEEREBEHXE, el2go indirect fF Edgelock 2GO &

i

-—trust-zone TRUST ZONE

disabled (MREEBF2ERK image B —EBH) =
default (F1RERIAE A TrustZone BB HEE XL Trust
Zone ElE JSON XHHIERE,

--userkey USERKEY

ERA T RT5xx/6xx &4 image BWH4H: T OTP H4H
B ERREZH , NTEHE, eRTFATEENESR,

-v, —--verbose

i HER

-w WORKSPACE, --workspace WORKSPACE

Workspace &, workspace B ZMERE, &
Workspace FHRE& 4B NEK. FEWTITSHRETH
FEEMHRMERE.

json

--xip-enc-otpmk-config XIP_ ENC OTPMK CONFIG.

WA OTPMK BELE/ XIP fNZ#H) JSON X, SETHH
&2 A schemalxip_enc_otpmk_schema_v?.json, S
fGEAT XIP 1% (BEE OTPMK) # XIP % (OTFAD
OTPMK) Bah%E,

-—-xmcd-cfg XMCD CFG

BEF XMCD BiE (fE{bHTE) B9 YAML =% =3 &34
HEER ; B, ESH SPSDK ®F nxpimage

bootable-image xmcd get-templateso

5ISRESH (BER)

2

#xmiao

--boot-device VALUE

EMUM BB 1ZM85, B1T securep --help ANEEFFE
WS SERE,

--boot-device-file BOOT DEVICE FILE

EERFHEREEN XY

--boot-device-type TYPE

BN EERRE, UTEREZ—: flex-spi-nor, flex
spi nand, ifr memory, onchip memory, onchip ram,
sdhc_emmc, sdhc_emmc mpu, sdhc_sd card, sdhc
sd _card mpu, semc_nand, serial downloader, xspi-

nor. RABIAFE Y HILEBHNE.

8.2 Write

write f X **Write image ** P #R Y B 4E
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RESHHER
£ ik
-h, --help STEBER, ABEH,

—--source-image SOURCE IMAGE

E 2 BHRK source image BE&

--write-params-cfg WRITE PARAMS CFG.json

JSON X#, HHEEmENSHRMNmRELEN fuses (T
FTFHEER) . BERNLREXHKP W schema/write_

parameters schema v?.jsone

--life-cycle LIFE-CYCLE-ID

BRI B E G EARIRS, FH securep -h WEETRX
BRI EEEYIR,

--trust-provi {disabled, device hsm, el2go |EEFEFHHEE,
indirect, wpc no provi, wpc device hsm}
-v, —--verbose whinamHEs

--device {name of the selected processor}

BirabERR, EANTHTERIIFNLERTIR securep
-h

--boot-type VALUE

ZLBHEB, 11T securep --help LEFFEXEN
BaEEH,

--script-only

RERMAE, TR,

-w WORKSPACE, --workspace WORKSPACE

workspace B, **¥ZE: **Workspace FHIIREH# 4 EFN N
Ho. FEGSTSHRBITATEENHMNIRE,

--debug-probe PROBE

R BRRE, £/ -debug-probe auto’ EZFET R IR
%, £/ "-debug-probe invalid® %Il P& & 59 i #R 4T

BXENRESH, BN 5|5RESH (ERF)
EESH (BF)

28

R

--usb VID PID

B3 vid/pid ZRRH USB HID #E#F)i® %, USB HID E#EH
BRINRE, vid/pid ATBIBEN T FIFR (Flm, 123) =
FTABFFRX (FlM, oxbeef) o

—--uart UART

B UART E#EFiR&, 1EH COMixA (ZN --baud-

rate argument) o ~fl: --uart com3

--12c address speed kHz

Bid USB 3E#E 12C R % . LA kHz RE{IETE 12C iR & it
FMetsd, MBRIETE --sio-device S, NELBEFIEEF
SIO &%, =Hl: —i2c 0x10 400

--spi speed kHz polarity phase

B USB #riEeR@id SPIEERIB#R. B kHz, R (SPI
CPOL i&T) F48{z (SPICPHA &I h¥{vigE SPI At
#, MRKIEE -sio-device S, N4 BzhikE SIO ®E,
RBl: --sp i 1000 1 1

-—baud-rate BAUD RATE

B EER S RN UART EEENE R, -uart SE L AIE
Eo M¥l: --baud-rate 9600

--sio-device SIO DEVICE

B EER SIO BX USB-SIO (I12C = SPD E#HENEE,
-—i2c W --spi BREBITIEE. R"fHl: --sio-device
HID\VID 1FC9&PID 0090&MI 03\7&96E050B&0&0000
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FE: BERIFRR, STUEE USB HHETHO, WRREEEMAR, M USB 2B,

8.3 Generate keys

Generate i %X #F Generate Keys #HiRMIR{E, 5 GUI #Lt, s H1TIhREZ EIRH,
TEX generate IESSHHITNA:

e P

-h, --help EREBHELS, REEH.

--keys-cfg KEYS CFG.7json HEZHABERN JSON X,

--device {name of the selected processor} BirbEES, FAUTHPE R IBNAEEETIE securep
-h

--boot-type VALUE R2 BB, BT securep —-help UEEMEXHFHHN
BHEH,

--script-only RERMAE, TE3,

-w WORKSPACE, --workspace WORKSPACE workspace fIiB. ;¥#&Z: Workspace HHiREHRS B3I
Ho AT STSERBIATEZMEMRE,

BXBHRESH, ESH 5|5 RESH (ERF)
8.4 Manufacture

Manufacture S8 S A FHTETEENMAZ R, SXATFENIER. manufacture S AILAER LTS
Manufacture 23

S8 iR

-h, --help SREBER, RABEH.
--script_path SCRIPT PATH BATHI R A YRR AR

--script_params SCRIPT PARAMS HAEANSEH, EZiEE, HSR EFIE,

--connections CONNECTIONS {CONNECTIONS ...} |#I&SRhERNMAEERERENIIR, KRN -p <port
\>, <baud\> B -u <usb-path\> & -1 usb, <usb-
path\>, spi\ [, <port\>,<pin\>,<speed\ kHz

\>, <polarity\>,<phase\>\] B -1 usb, <usb-
path\>,i2c\ [, <address\>, <speed\ kHz\>\]o.
EERMETHMN USB/USB-SIO &E#E, EEFER -

u <autodetect-all-USBs\> 8§ -1 usb, <autode
tect-all-USBSIOs\>,spi\[,<port\>,<pin\>,
<speed\ kHz\>,<polarity\>,<phase\>\] B -1
usb, <autodetect-all-USBSIOs\>,i2c\ [, <address
\>, <speed\ kHz\>\]. B NIETTEESHALED — L
£/, SPSDK XA IERT SIO BIENSHMERIAE,

8.5 Devices info

£ devices-info &%, BRI LRBEXRIFNLESRREIEFNEHRENER.
devices-infor S B R FPE :
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REERHTER
B 83
processors BXRXFNLERREXFNEHNRENER . XRRINE

E: WY

boot-devices

BXRXFENBEHREAFNES.

LTS AT devices-info i H:
Devices-info I8 ZE B ES

BH 1
-h, --help EREBHWER, RFEH.

-—-device DEVICE

EAERMPERNREENT IS XTEIS%E, F
BN ERNEERETIBNRNE., WRARRMYE, WEREK
[ibridick ¢ =8

--format \{json, txt\}

MHMEN, X EHEIAA json, STDOUT A txte A%
K25 jsonfS 2, HZ I schemaldevices_info_schema_

v?.json. BXBHERH jsonfEE, ESH schema/boot_
devices_info_schema_v?.json,

—-—output OUTPUT

ik A TR R, MRKRREM, WHFITOE

STDOUT,

8.6 Test Connection

test-connectionf T HITA B S EMNEZEN L, MAETEXPREIGSITEMEERE. MREIEXS
RIMAPRIEEER, NEARIAERE, MREZMEZZEEBLT ISP EX, NEEMNKI,

ZHNSH

S iR

-h, --help STREBER, AFEH,
-v, —--verbose whnmEER

-w WORKSPACE, --workspace WORKSPACE

workspace &,

--device {name of the selected processor}

BirbEEs. FAUTHTE R BENAERETIE securep
-h

EESH (BERF)

2]

iR

--usb VID PID

B3 vid/pid FRRH USB HID E#EFi®&E ., USB HID E#EH
BRINZE, vid/pid ATBIBEEN THFHIFR (Flm, 123) =
FARBHEFR (FlI, oxbeef) o

—-—-uart UART

B UART E#FRE, B COM KO (ZM --baud-
rate argument) o ~l: --uart COM3

--i2c address speed kHz

it USB £ 12C 8% . Bl kHz BE{IEE 12C iR & it
a4, MRARIEE --sio-device S, ML BEFEEF
SIO &%, R~fl: —i2c 0x10 400
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2]

Ei:pu

--spi speed kHz polarity phase

B USB HriZ85E SPIEEFIBHR. Bl kHz, M (SPI
CPOL #3) HM#E4I (SPICPHA &) RE{WIEE SPI &t
B, MRKRIEE -sio-device ¥, ML BzER SIO ®FE,
RBI: --sp i 1000 1 1

--baud-rate BAUD RATE

B ER SR UART EZEENREZ ., -uart SE 4TS
Eo WBl: --baud-rate 9600

--sio-device SIO DEVICE

BEEEM SIO EiF USB-SIO (I12C = SPI) E#HENEE
-—i2c R --spi BHHESTIEE. ="Pl: --sio-device
HID\VID 1FC9&PID 0090&MI 03\7&96E050B&0&0000

8.7 Detect USB devices

detect@m S AT LUIRBIEY USB EZNIEAALERS, ERIIFHTRM, LBEFHMLLTF ISP EX,

8.8 Start flashloader

£ RT1xxx 43288 £ 53 flashloader,

start-flashloader S ES K

LU 280 B F start-flashloaderfs &

£ P
-h, --help SREER, RBEH.
-v, —--verbose whinaHEs

-w WORKSPACE, --workspace WORKSPACE

workspace &,

--script-only

RERMAE, TR,

EESHR (BER)

e

W

P

--usb VID PID

B3 vid/pid FRHEY USB HID H#EEF)EE, USB HID EER
BINRE, vidipid TLMEER +H IR (Fln, 123) =
FARBIEFR (FlM, oxbeef) o

-—-uart UART

B UART E#Ei18%, BB COMiwO (ZM --baud-
rate argument) o ~l: --uart CoM3

--i2c address speed kHz

B USB 3E# 12C %, B kHz N EETE 12C RZ #eit
Meted, MRRIEE --sio-device B, MLBFHEE
SIO & #. fl: —i2c 0x10 400

--spi speed kHz polarity phase

B USB #riZ85E SPIEEFIBMR. Bl kHz, KM (SPI
CPOL #3) M#E4r (SPICPHA &) RE{WIEE SPI &t
B, MRKRIEE -sio-device ¥, N4 BzER SIO ®F,
RBl: --sp i 1000 1 1

--baud-rate BAUD RATE

B TR SR UART EZEENREZ . -uart SE 4TS
Eo WBl: --baud-rate 9600

--sio-device SIO DEVICE

BEEEER SIO BT USB-SIO (12C = SPD) E#HENEE
-—i2c R --spi SHHESTIEE. ="Hl: --sio-device
HID\VID 1FC9&PID 0090&MI 03\7&96E050B&0&0000
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8.9 Apply settings

apply-settingsin & X 5™ 7 = = A6l

* &R I Bworkspace
« & Frworkspace

E& kI Bworkspace, EEETEXMWKEMET HAIET, 7L BEAETSRSEI L EH,
Ef|EHHworkspace, ELEERERZHIREMITR LT,

apply-settings S S5

S8 iR
-h, --help SREBEEER, REEH.
-v, --verbose whnmbER

-w WORKSPACE, --workspace WORKSPACE

workspace &,

--life-cycle LIFE-CYCLE-ID

EROLBEEGEARRS. FH securep -h BREETRX
BHAESRIR,

--trust-provi {disabled, device hsm, el2go_
indirect, wpc no provi, wpc device hsm}

BB EEERE,

--device {name of the selected processor}

B4 EES, FRAUTHRTERIIENLEREIIE securep
-h

--boot-type VALUE

REBEHEB, 11T securep --help LEFFAEXIEN
BaEH,

--boot-device VALUE

MEMUM BB 1ZME85. B1T securep --help AEEFE
WS SERA,

--boot-device-file BOOT DEVICE FILE

BEERFHEREEN XY

--boot-device-type {flex-spi-nor, flex spi
nand, onchip memory, sdhc_sd card, semc_
nand}

BE i aR s, REMXBHMIATE L5 SFHER.

EESH (BF)

2

Eipu

--usb VID PID

B3 vid/pid ZRRH USB HID #E#F)i®&E ., USB HID E#EH
BRINRE, vid/pid ATBIBEEN THFIFR (Flm, 123) =
FABFFER (FlM, oxbeef) o

—--uart UART

B UART E#EFiR&, 18H COMixA (ZN --baud-
rate argument) o ~fl: --uart com3

--i2c address speed kHz

Bid USB 3E#Z 12C 8% . LA kHz REAIETE 12C iR & it
FMetsd, MBRIETE --sio-device S, NELBEINIEEF
SIO &%, =Hl: —i2c 0x10 400

--spi speed kHz polarity phase

B USB #riEeR@Ei SPIEERIBAR. B kHz, R (SPI
CPOL &%) F4E{z (SPICPHA &I hE¥{vigE SPI At
#, MRKIEE -sio-device S, N4 Bzhik#E SIO ®E,
R~Bl: --sp i 1000 1 1

-—-baud-rate BAUD RATE

B ERSEN UART EREENE R, -uart SE 4TS
Eo R¥l: --baud-rate 9600
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--sio-device SIO_DEVICE B EEM SIO B USB-SIO (12C = SPD EEFIE%.
-—i2c W --spi BHEBITIEE. R"fHl: --sio-device
HID\VID 1FC9&PID 0090&MI_03\7&96E050B&0&0000

8.10 Environment variables in filepath-based arguments

SEC TEHZEERENMASRTNRREZE, lm.

securep.exe -w /workspaces/mcuxprovi —--device MIMX9596 --boot-device-type
onchip ram --boot-type unsigned build --additional-images
additional images cfg.json --ele-firmware

"S{MCUX SDK 1l6}\firmware\edgelock\mx95a0-ahab-container.img" --save-settings

8.11 Command-line examples

8.11.1 Example: How to build and write an image for configuration stored in the workspace
folder

FEHRHIH, BRi% GUI EEZR L workspace NIV ZEEE (ARFEH. EEME image. BLEE A image) »

securep.exe -w /workspaces/mcuxprovi build

securep.exe -w /workspaces/mcuxprovi write

BEHRNPIFEEAUTHTESR:

securep.exe print-cli-examples

8.11.2 Example how to use args-file arguments
EUT RGP, CLI SBURHIRF JSON X,
HEBTITPRNSE:

securep.exe -w /workspaces/mcuxprovi --device MIMX9596 --boot-device-type
onchip ram --boot-type unsigned build --additional-images
additional images cfg.json --ele-firmware mx95a0-ahab-container.img --save-
settings

ERESH args-file S B %:

securep.exe --args-file args file build.json

args_file_build.json W& (X 55—k H0 image) :

{

"cli args": {
"-w": "/workspaces/mcuxprovi",
"—-—device": "MIMX9596",
"--boot-device-type": "onchip ram",
"—--boot-type": "unsigned",
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"build": [],
"--additional-images": {
"images": [
{
"entry type": "oei ddr",
"container set": "#1",
"extra settings": {
"lpddr imem path": "S${ENV VAR DDR}/lpddr5 imem v202311.bin",
"lpddr imem gb path": "S{ENV_VAR DDR}/lpddr5 imem gb v202311.bin",
"lpddr dmem path": "${ENV_ VAR DDR}/lpddr5 dmem v202311.bin",
"lpddr dmem gb path": "S${ENV_VAR DDR}/lpddr5 dmem gb v202311.bin",
"oei ddr path": "source images/oei-m33-ddr.bin"
}
}
]
}y
"--ele-firmware": "source images/mx95a0-ahab-container.img",

"--save-settings": []

}

RTEANS®TITHNSH:

securep.exe -w /workspaces/mcuxprovi —--device MIMX9596 --boot-device-type
onchip ram --boot-type unsigned write --source-image bootable images/flash.bin

EREASEHK args-file S3H A%

securep.exe -w /workspaces/mcuxprovi --args-file args file write.json

args_file_write.json A& :

{

"cli args": {
"--device": "MIMX9596",
"--boot-device-type": "onchip ram",
"—--boot-type": "unsigned",
"write": [],
"--source-image": "bootable images/flash.bin"

}
HEEDTITHERENSHE args XHFHNSHAGE —E, TREM M T HEESH.

8.12 Command-line tools

SEC TEFRANTHSITTEFEFAHER/SE image:
openssl : ZER

spsdk : Secure Provisioning SDK, BXxEZFHELE, 1S M main menu > Help > SPSDK Online
Documentation, S\~ T E4EJH SPSDK Hy—Zf 5 1214

* blhost : #i#:|HH blhost TR

« dk6prog : A FiEXF4RFE DK6 BHE R NEFEHNITE,

* el2go-host : & Edgelock 2GO BB E

* Ipcprog : AT 5 LPC8xx B#r LW SIS MR FEENEAERF.
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* nxpcrypto : fFRABAFNUEPHERE

* nxpdebugmbox : EHBEMETIEXHFERTE

* nxpdevhsm : ZR AR EE N OEM ¥R B ik % 82 SB3 El&E X,

* nxpdevscan : ATRMET USB. UART, [12C H SPI E&EZIFHLH NXP REZEWXAERF.
 nxpdice : 7 ¥z DICE fHXBEMRITHWNARERF.

* nxpele : AT 5B# LM EdgelLock Enclave #{TEENEARF.

* nxpfuses : NXP Fuse T &,

* nxpimage : 4% A3 image M SB X,

* nxpmemcfg : ATHREFERERENZHAERFES.

* nxpshe : NXP A T4 SHE (Z£BHTE) WIEA,

* nxpuuu : AT i.MX MPU image BfZBHRAEF. EET IbUUU GBAEFEZARER) -
* nxpwpc : JEE WPC RENIHER.

° pfr: E£RIZTHRIPH flash XIFXH (cmpalcfpa) # IFR,

* sdphost : #i#tIBkR sdphost SEARERF

* sdpshost : £/ SDPS i (.MX8/9) & i.MX B¥r LH ROM BEMN=AEF.

* shadowregs : shadow registers (¥ 7 & #Fs8) REIL

imgtool : MCUboot #J image £& MHAEE

9 Troubleshooting

AEGEEHOBNEUNBRERE, N THRE—ZNRE, ES[HEN SEC TEN -5 HEME LREN
Secure Provisioning Tool Release Notes (3 #4 MCUXSPTRN) .

9.1 General

s NARFSMREERFEEEANRNNVE,

* RABRT, REBEBIEFLBBELERPHAETANZTLIIME, NEEMMEBHREMENIIME, BFE
OTP/PFR FEEH RAITHEE,

* MRZTELUEI -v (verbose BRX) B3, ©RREHEATATFIMANSENENEMFEMAES (BF .
WA EWindows R 45 2 4E:
- REWindowsFF#R#&4H, =17 “Command Prompt’s
—f#Mcd c:\nxp\SEC Provi 25.09\bin@NHIRYFEF
—ﬁﬁﬁﬁ‘% securep.exe -—-v

9.2 Windows

* 1£ Windows ¥ & £, B AR PATH 3 E] Windows FIND utility (GNU FIND utils ATsE S BRI THAE) o

9.3 Linux
* 7£ Linux &L, USB M/HBTIREX AL MELETAF,TEEN, EFRIEB, BF resources/

udev/99-secure-provisioning.rules Z&RE /etc/udev/rules.d/99-secure-provisioning.
rules, BN LEAREFEEMLARESHANFER PR, EXFERT, BEFPROAN, SHEHELR
W3z, LAERTEIRF AT,
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* Ubuntu 22 and USB2Serial CP210x: Ubuntu 22 EH—NMERERFRH brittyd, BaER—L CP210x
USB #EOMRIE, EE britty ST ABRXNEE, EZ¥1E, B2 H Ubuntu $1R3R % - BRLTTY [7]

* SEC TEE Xorg ERBEHE S BIF. Wayland £ Ubuntu FEIA, 25 B&f Ul #E, XHRENBREFR
BAHREEMA Xorg (x11) FiRMNEENER, R SEC GUI £ Wayland £ RIRF B T FohineT, BHRRE
BIEWMIREEENT, fl.:

UBUNTU_MENUPROXY=O GDK_BACKEND=X11 /opt/nxp/SEC_Provi_25 .09/bin/securep.

* AT iMX 9x B9 nxpuuu SERABFTHRAEATUEF=EXRERNFTH. ERIHEUFTHORE, BEAN

T
cd /opt/nxp/SEC Provi 25.09/bin/tools/spsdk/

sudo sh -c "nxpuuu -udev >> /etc/udev/rules.d/70-nxpuuu.rules"
sudo udevadm control --reload

* P&E Micro Debug Probe #IE#ME], 12 PEMicro 1 pyOCD #:0., PEMicro # O A FEA - HTUER
HAEMA pyOCD #0,

9.4 macOS

* EETHWMANGUIERHLRLBE RIFE. ARMRIEERETRELTELNEBBERETRHE, LHNFEI
BEYNE N FRIEEEBERLH,

* PEmicro {#iX#R4t B 811 73245 mac RERLE Aarch64.

* WRRFZ A USB ¥ SPI/I2C ¥#k8% (MCU-Link PRO ) E#ZIITEHL, N SPI M 12C BEFA TS,

* MR-MAEZE (FW, WT EL2GO) FEABIENEFHEFMITH SEC, LMEM launchetl BHIR
BE, flm:
launchctl setenv EL2GO _GPG _SIGN KEY MY KEY ID
XTFRAREEZE, BSEmacRIERGINERE D MR R HERAIAFRT R,

9.4.1 macOS i.MX 9x nxpuuu

BT libUUU # macOS LHIK/ZE libusb FEFHECHIRS (LRFIBAHITEENBRER, EXEZHAE
B, BZ#libusb macRERSZ R , Ht, HKMEH sudo 1TRE, A nxpuuu BABEHES LK. BEHHE
BIEEE,

EffnxpuuufEMacOSH LA E R T T#E, EEM visudo B EsudoersX ., BAUBEFRHPALEIRHED
BIAIAT M SRR, REHRFNENNARE, MTAR, ¥ an user BRAMBNAF A,

T & um N AR R F AT

sudo visudo

FE X KRB User specification’#B%, ARIEAT1T. BREXBERESEXEN SEC TEEE, BRGT BED
Y ZE AR A R RT3 X

an_user ALL=(ALL) NOPASSWD: /Applications/SEC Provi 25.09/Secure\ Provisioning\
25.09.app/Contents/Frameworks/tools/spsdk/nxpuuu

REEAsudocBEARAE, EATETHBRRIMNIT,
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9.5 i.MX RT5xx/6xx

s MBERFARENHE fuse FREBENMSIM, WEEEA QSPI flash AJREL kM. FZiF1E, S
RT5xx/6xx &% LEFRFE/B 3 image ETTH M RT5xx/6xx & THERE. BELEBBNIERE.

s MREHTEF (shadow) FFES, ENAHK image HF fuse BB 2B, BANTHBITEEN, AN
F (shadow) BHESHRRBEEINTLZENLERH,

9.6 i.MX RT1024
* BT flashloader BWER, MIMXRT1024-EVK X F~X%3#54F SD FEN B FMERE.

9.7 i.MX RT118x
* XF i.MX RT118x, FiflimageRgETciEZ5ET UART BT THRE—EFEA,

9.8 MC56F818xx and MWCT2xD2

c EREBINHENES, T2 THFINHFNAIETRBRAK, LEBEEEEEEE SBx XHNNAERF
SBx X, MEMATTEELELA TR SpsdkNoDeviceFoundErrorMmé&1t, LLRIBLIFRH ISP EZENE
W5, EF /S Build image RAELIGKEL,

9.9 Debug probes

* 8N PEmicro #RH AR FER M ZE] PEmicro BN EAIRH ZE LT FR%E:
1. BRZHARNFAIIERE PEmicro, MRFKEBILZERN, HMEHB3H SEC TEFHER MK,
2. HRME PEmicro if, MRBFREFHZ2 SEC TE, BT AEERNEMEMEM pyOCD HMEE, b4k, MR
—B&NZE PEmicro, BMEREIERE, ©HNBRAHSIRTHERNES,
o RN BF I 72 7 X USBIR 3 72 ¢ B fk i 1 FE ReleaseNotes ity “ RGBSR "R 3 1T T A,
* REBEPARIKE LinkServer Z3# #3244, 7£ Linux REEA, ATLUER #I22HEE LinkServer TIU1TSXHEERY
SHEERBARLRAE, EFRGEEATA, BEFEERTE /usr/bin/ # ; EFEAFBEHENER, EEA

~/local/bin/,

9.10 Debug authentication

METHRRFEOLRY, BETXEHRREE (HTZ2REH, LEHMURE—KEFERRE) . EFHEET
£, EREUTIE:

o WEEBRFNATF ISP EX,

o RfRIFALERES,

s MRRRBWOSITHF, BETELEK,

. Eiﬁﬁ#ﬁ%iﬂﬂiﬁﬂ&ﬁ, AREEEBELNERTRITAERBO. £ KW45xx #l K32E1xx R%| EiX2HE

9.11 Zephyr projects

FHIEF/A Zephyr RAITLE A LREHER, FEFNNITEREIMELE, Hlm, 3T MCXN KR
%, QSPI ROIBRINFERIBNFHH (MCUBoot) 5ISMERERF. MFRAESISMEEF, NEIAEH I
AT IR S image. BXRUNE, BSRAERRM Zephyr X1, HHEMAER flash FEIE|FMEE
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F, RESMER LA, XN TREM MCXN &%, "B fEbuild/zephyr/.configX P E NI

3k

CONFIG FLASH BASE ADDRESS=0x90000000

IR -

CONFIG FLASH BASE ADDRESS=0x90001000

10 References

10.1 User Guides

10.1.1 Secure Provisioning Tool User Guide (Chinese version)

Secure Provisioning Tool User Guide (Document MCUXSPTUG_ZH )

10.1.2 Secure Provisioning Too Quick Start Guide

https://docs.mcuxpresso.nxp.com/secure/latest/quick_start guide.html

10.1.3 User Guide for MCUXpresso Config Tools
User Guide for MCUXpresso Config Tools (Desktop) (document GSMCUXCTUG )

10.2 Release Notes

10.2.1 Secure Provisioning Tool Release Notes

https://docs.mcuxpresso.nxp.com/secure/latest/release_notes.html

Secure Provisioning Tool Release Notes (document MCUXSPTRN )

10.2.2 i.MX Linux Release Notes
i.MX Linux Release Notes (document RN00210 )

10.3 NXP SW resources

10.3.1 Secure Provisioning Tool home page

https://www.nxp.com/mcuxpresso/secure

10.3.2 MCU-Link Pro product page
http://www.nxp.com/pages/:MCU-LINK-PRO

10.3.3 LPC-Link2 product page
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10.3.4 MCUXpresso SDK Builder on NXP.com

http://mcuxpresso.nxp.com

10.3.5 EdgeLock 2GO web portal
https://edgelock2go.com

10.3.6 EdgelLock 2GO application note

AN14624 https://docs.nxp.com/bundle/AN14624/page/topics/introduction.html

10.3.7 ELE firmware

https://lwww.nxp.com/Igfiles/NMG/MAD/Y OCTO/firmware-ele-imx-0.1.3-4e6938c.bin

10.3.8 Embedded Linux for i.MX Applications processors

https://www.nxp.com/design/design-center/software/embedded-software/i-mx-software/embedded-linux-for-i-

mx-applications-processors:IMXLINUX

10.3.9 NXP i.MX main repository

https://github.com/nxp-imx

10.3.10 OEI DDR firmware

https://github.com/nxp-imx/imx-oei

10.3.11 CM33 System Manager repository

https://github.com/nxp-imx/imx-sm

10.3.12 U-Boot SPL, U-Boot repository

https://github.com/nxp-imx/uboot-imx

10.3.13 ARM Trusted Firmware
https://github.com/nxp-imx/imx-atf

10.3.14 TEE Binary repository

https://github.com/nxp-imx/imx-optee-os
10.4 Third party resources

10.4.1 PKCS#1 wikipedia article
https://en.wikipedia.org/wiki/PKCS_1
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RSA PKCS#1 security archive https://web.archive.org/web/20051029040347/http://rsasecurity.com/rsalabs/

node.asp?id=2125

10.4.3 MCUboot documentation

https://docs.mcuboot.com/

10.4.4 pyOCD official website
http://pyocd.io/

10.4.5 Kleopatra for Windows (GPG4Win)

https://lwww.gpg4win.org/get-gpg4win.htmi

10.4.6 GnuPG downloads
https://gnupg.org/download/

10.4.7 Ubuntu bug report - BRLTTY issue

https://bugs.launchpad.net/ubuntu/+source/brltty/+bug/1970408

10.4.8 libusb macOS issue

https://github.com/libusb/libusb/issues/1014

10.4.9 macOS environment sync solution

https://github.com/ersiner/osx-env-sync
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12 Note about the source code in the document

Example code shown in this document has the following copyright and BSD-3-Clause license:

Copyright 2025 NXP Redistribution and use in source and binary forms, with or without modification, are
permitted provided that the following conditions are met:

1. Redistributions of source code must retain the above copyright notice, this list of conditions and the
following disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice, this list of conditions and the
following disclaimer in the documentation and/or other materials provided with the distribution.

3. Neither the name of the copyright holder nor the names of its contributors may be used to endorse or
promote products derived from this software without specific prior written permission.

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS “AS IS” AND ANY
EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES
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OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT
SHALL THE COPYRIGHT HOLDER OR CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT,
INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED
TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR
BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN
CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN
ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH
DAMAGE.
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Definitions

Draft — A draft status on a document indicates that the content is still
under internal review and subject to formal approval, which may result
in modifications or additions. NXP Semiconductors does not give any
representations or warranties as to the accuracy or completeness of
information included in a draft version of a document and shall have no
liability for the consequences of use of such information.

Disclaimers

Limited warranty and liability — Information in this document is believed
to be accurate and reliable. However, NXP Semiconductors does not give
any representations or warranties, expressed or implied, as to the accuracy
or completeness of such information and shall have no liability for the
consequences of use of such information. NXP Semiconductors takes no
responsibility for the content in this document if provided by an information
source outside of NXP Semiconductors.

In no event shall NXP Semiconductors be liable for any indirect, incidental,
punitive, special or consequential damages (including - without limitation -
lost profits, lost savings, business interruption, costs related to the removal
or replacement of any products or rework charges) whether or not such
damages are based on tort (including negligence), warranty, breach of
contract or any other legal theory.

Notwithstanding any damages that customer might incur for any reason
whatsoever, NXP Semiconductors’ aggregate and cumulative liability
towards customer for the products described herein shall be limited in
accordance with the Terms and conditions of commercial sale of NXP
Semiconductors.

Right to make changes — NXP Semiconductors reserves the right to

make changes to information published in this document, including without
limitation specifications and product descriptions, at any time and without
notice. This document supersedes and replaces all information supplied prior
to the publication hereof.

Suitability for use — NXP Semiconductors products are not designed,
authorized or warranted to be suitable for use in life support, life-critical or
safety-critical systems or equipment, nor in applications where failure or
malfunction of an NXP Semiconductors product can reasonably be expected
to result in personal injury, death or severe property or environmental
damage. NXP Semiconductors and its suppliers accept no liability for
inclusion and/or use of NXP Semiconductors products in such equipment or
applications and therefore such inclusion and/or use is at the customer’s own
risk.

Applications — Applications that are described herein for any of these
products are for illustrative purposes only. NXP Semiconductors makes no
representation or warranty that such applications will be suitable for the
specified use without further testing or modification.

Customers are responsible for the design and operation of their
applications and products using NXP Semiconductors products, and NXP
Semiconductors accepts no liability for any assistance with applications or
customer product design. It is customer’s sole responsibility to determine
whether the NXP Semiconductors product is suitable and fit for the
customer’s applications and products planned, as well as for the planned
application and use of customer’s third party customer(s). Customers should
provide appropriate design and operating safeguards to minimize the risks
associated with their applications and products.

NXP Semiconductors does not accept any liability related to any default,
damage, costs or problem which is based on any weakness or default

in the customer’s applications or products, or the application or use by
customer’s third party customer(s). Customer is responsible for doing all
necessary testing for the customer’s applications and products using NXP
Semiconductors products in order to avoid a default of the applications
and the products or of the application or use by customer’s third party
customer(s). NXP does not accept any liability in this respect.
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Terms and conditions of commercial sale — NXP Semiconductors
products are sold subject to the general terms and conditions of commercial
sale, as published at https://www.nxp.com/profile/terms, unless otherwise
agreed in a valid written individual agreement. In case an individual
agreement is concluded only the terms and conditions of the respective
agreement shall apply. NXP Semiconductors hereby expressly objects to
applying the customer’s general terms and conditions with regard to the
purchase of NXP Semiconductors products by customer.

Export control — This document as well as the item(s) described herein
may be subject to export control regulations. Export might require a prior
authorization from competent authorities.

Suitability for use in non-automotive qualified products — Unless

this document expressly states that this specific NXP Semiconductors
product is automotive qualified, the product is not suitable for automotive
use. It is neither qualified nor tested in accordance with automotive testing
or application requirements. NXP Semiconductors accepts no liability for
inclusion and/or use of non-automotive qualified products in automotive
equipment or applications.

In the event that customer uses the product for design-in and use in
automotive applications to automotive specifications and standards,
customer (a) shall use the product without NXP Semiconductors’ warranty
of the product for such automotive applications, use and specifications, and
(b) whenever customer uses the product for automotive applications beyond
NXP Semiconductors’ specifications such use shall be solely at customer’s
own risk, and (c) customer fully indemnifies NXP Semiconductors for any
liability, damages or failed product claims resulting from customer design and
use of the product for automotive applications beyond NXP Semiconductors’
standard warranty and NXP Semiconductors’ product specifications.

HTML publications — An HTML version, if available, of this document is
provided as a courtesy. Definitive information is contained in the applicable
document in PDF format. If there is a discrepancy between the HTML
document and the PDF document, the PDF document has priority.

Translations — A non-English (translated) version of a document, including
the legal information in that document, is for reference only. The English
version shall prevail in case of any discrepancy between the translated and
English versions.

Security — Customer understands that all NXP products may be subject to
unidentified vulnerabilities or may support established security standards or
specifications with known limitations. Customer is responsible for the design
and operation of its applications and products throughout their lifecycles

to reduce the effect of these vulnerabilities on customer’s applications

and products. Customer’s responsibility also extends to other open and/or
proprietary technologies supported by NXP products for use in customer’s
applications. NXP accepts no liability for any vulnerability. Customer should
regularly check security updates from NXP and follow up appropriately.
Customer shall select products with security features that best meet rules,
regulations, and standards of the intended application and make the
ultimate design decisions regarding its products and is solely responsible
for compliance with all legal, regulatory, and security related requirements
concerning its products, regardless of any information or support that may be
provided by NXP.

NXP has a Product Security Incident Response Team (PSIRT) (reachable
at PSIRT@nxp.com) that manages the investigation, reporting, and solution
release to security vulnerabilities of NXP products.

NXP B.V. — NXP B.V. is not an operating company and it does not distribute
or sell products.

Trademarks

Notice: All referenced brands, product names, service names, and

trademarks are the property of their respective owners.
NXP — wordmark and logo are trademarks of NXP B.V.
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AMBA, Arm, Arm7, Arm7TDMI, Arm9, Arm11, Artisan, big.LITTLE,
Cordio, CoreLink, CoreSight, Cortex, DesignStart, DynamlQ, Jazelle,
Keil, Mali, Mbed, Mbed Enabled, NEON, POP, RealView, SecurCore,
Socrates, Thumb, TrustZone, ULINK, ULINK2, ULINK-ME, ULINK-
PLUS, ULINKpro, pVision, Versatile — are trademarks and/or registered
trademarks of Arm Limited (or its subsidiaries or affiliates) in the US and/or
elsewhere. The related technology may be protected by any or all of patents,
copyrights, designs and trade secrets. All rights reserved.
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